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O AokymeHTe

[aHHoe pyKoBOACTBO NpesHa3HayeHo A1 Nnosib3oBaTesiein nporpaMmHoro obecrneyeHuns ViPNet Client®

for Windows (ganee — ViPNet Client). B HeM cozep>XnTcs MHPOPMaLMsA O Ha3HAYeHUM 1 COCTaBe

nporpammebl ViPNet® Client, a Takxke pekoMeHAaL MM Mo HaCTPOMKE 1 NCMONb30BaHUIO BO3MOXHOCTEN

nporpammebl ViPNet Client.

MpumeyaHue. B saHHOM gokymeHTe BO3MOXHOCTK nporpammbl ViPNet Client onucaHbl ¢ Toukm
3peHns Noab30BaTeNs, MOJHOMOUYMA KOTOPOTro He OorpaHunyeHsbl. Eciv ana Bac HefoOCTyMHbI
Kakme-nmbo GYHKLUM AN HAaCTPOMKM MPOrpaMmebl, 06paTuTech K afMUHUCTPATOPY Baller ceTu

ViPNet.

MpeanonaraeTcs, UTO YMTaTENb JAHHOTO PYKOBOACTBA UMEET ObLLee NpesCcTaBieHe O CETEBbIX

TexHosorusx, IP-npotokonax, MexceTeBbIX 3KpaHax U MHGOPMaLMOHHON Be30onacHOCTH.

CornaueHma 10KyMeHTa

O603HaueHue

e,

A

HasBaHue

KnaBuwa+Knasuiua

MeHio > KomaHga

Konm

OnucaHune

BHumaHme! Coaep>xmT KpUTUUeckn BaxHyo MHGopMaLmto
MpumeyaHne. Coaep>XXUT peKOMEHAATEBbHYIO MHGOPMaLMIO

CoseT. CoepXUT nosesHble NPUEMbI U XOPOLLME NPaKTUKK

Ha3BaHue anemeHTa MHTepq>e17|ca: OKHa, BKN1agKu, nond, KHOMKKW, CCbIJIKA

CoueTaHune KnaBULL: HaXXMUTe NnepByro KnaBuly MU, HE OTNyCKaA €€, HaXXmuTe BTOPYHO

MocnesoBaTeNbHOCTb 3/1EMEHTOB U AENCTBUIA

Wms dalina, nyTb, GparMeHT koga Uam KomaHzaa B KOMaHAHOW CTpoke

MpumeyaHue. B fokymeHTe MOTYT NPUCYTCTBOBATb CHUMKM MHTEpdelica 13 NpeablAyLLnX BEPCUT

npogaykta. No3ToMy HEKOTOpbIE 31eMeHTbI MHTepdelica, KOTOPbIE He BANSIOT Ha MOHUMaHWe TeKCTa,

MOTYT BbIrNA4E€Tb HE TaK, KakK B NPOAYKTe.

ViPNet Client 4. PykoBoACTBO nosib3oBaTens
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O nporpamme

Ha3HaueHme 10 ViPNet Client

MporpammHoe obecneuyeHune ViPNet Client npegHasHaueHo ans ncnonb3oBaHus B ceTsax ViPNet,
ynpasasembix ¢ nomolubto MO ViPNet Administrator. ViPNet Client Bbinonnset ¢yHkumm VPN-kneHTa B
cet ViPNet 1 obecneunBaet 3alunTy KOMMbIOTEPaA OT HECaHKLIMOHWPOBAHHOTO AOCTyMa npu paboTe B
JIOKaNbHbIX MW rN06aNbHbIX CETAX.

MporpammHoe obecneueHme ViPNet Client MoxeT 6bITb YCTaHOBAEHO A5 3aWnThl TpadmKa Ha JHHOM
komnbtoTepe ¢ OC Windows, 6yab TO CTauMOHapHbIN, YAan€HHbIA, MOBUABbHbBIA KOMMBLIOTEP UK CepBep.

CoctaB 1O ViPNet Client

MporpammHoe obecneuerme ViPNet Client cocTouT 13 cieayrowmx KOMMOHEHTOB:
e HuskoypoBHeBbIV ApaliBep ceTeBow 3awuTbl ViPNet-apaiisep.
e CepBuc ynpaBneHus gpanBepom 3aLimThbl.
e [lporpamma ViPNet Client.
e TpaHcrnopTHbI Mogynb ViPNet MFTP.
o [lporpamma ViPNet KOHTpo/Ib MpUAOXKEHUN.
e [lporpamma ViPNet lenoBas nouTa.
e Kpuntonposargep ViPNet CSP.

e Cucrema obHoBaeHUsa ViPNet.

HuskoypoBHeBbIv ViPNet-apanBep ceTeBOM 3aLUThbI

ViPNet-gpavieep (cMm. MpuHumn paboTel ViPNet-gpariBepa) BbinosHAET wWndposaHue n duabtpayuio IP-
Tpadmka. OH B3aMMOAENCTBYET C ApaBepaMu CETEBbIX NHTEPPENCOB KOMMbIOTEPa (PeasbHbIX U
BMPTyabHbIX), YUTO 0becrneyrBaeT HE3aBMCMMOCTb NPOrpaMMbl OT OnepaumnoHHon cnctemel. ViPNet-
ApariBep nepexsaTbiBaeT N KOHTPOAMPYET BeCb BXOAALLUMNA U cxoaawmm IP-Tpadurk komnbroTepa.

CepBuc ynpaBneHusa apavisepom 3awmnTbl ViPNet

CepBuc ynpaneHus — 370 cayxxba Windows, koTopas obecneumnsaer:

e 3arpy3ky B ViPNet-gpaiiBep cnpaBoyHON MHGOPMaLMK O CTPYKTYpe CeTH, MpaBua GuibTpaLumum
U KItoYel WndpoBaHns;

ViPNet Client 4. PykoBogcTtBo nosibzoatens | 15



e MpUEM ¥ nepegady Ha Jpyrve CceTeBble y3/ibl MHGOPMALIMM O COCTOSHUM Y3/1a 1 NapamMeTpax
J0CTyna;

e BeseHWe xypHana IP-naketoB (cMm. PaboTa ¢ »ypHasom IP-nakeToB) 1 xypHana cobbiTi
(cm. MpocMoTp XypHaia cobbITUR).

Mporpamma ViPNet Client

Mporpamma ViPNet Client npegocTtaBaseT nonb3oBaTeNbCKMii HTEPHENC AN M3MEHEHUA HaCcTPoeK
ViPNet-gpariBepa, a Takxe NpuKIagHble N afMUHUCTPATUBHbIE BO3MOXHOCTU.

[Ans pabotbl y3na ViPNet n obecneuernsa 6ezonacHocT KomnbtoTepa 3anyck nporpammbl ViPNet Client
He TpebyeTcs.

TpaHcnopTHbIN Moayab ViPNet MFTP

TpaHcnopTHbI Mogynb — 3T0 ciy>xba Windows v rpaduueckunin nHTepdenc ans eé HacTponkn. PyHkumUm
ViPNet MFTP 3aB1cAT OT Ha3HauyeHWa NPOrpaMmel, B KOTOPYHO OH BXOAWUT. Ha kKaneHTCKoM y3ne
TPaHCNOPTHLIV MOAy/b 0becrneynBaeT 0OMeEH ynpaBAsOLLMMUN KOHBEPTaMU, KOHBEPTaMU MPorpammel
ViPNet JlenoBas nouta n dainamu ¢ gpyrumm cetesbiMu y3namu ViPNet. MogpobHee cM. AOKYMEHT
«ViPNet MFTP. PykoBoACTBO agMUHUCTPaTOpa».

Mporpamma ViPNet KOHTpoab NpuaoXeHui

Mporpamma ViPNet KoHTpob npunoxeHuii — HeobszaTenbHbli moaynb ViPNet Client, ee Hanmumne
onpezensercs nnueH3nen Ha cetb ViPNet B Balleli opraHvsauuu.

Mporpamma ViPNet KOHTpO/Ib MPUIOXKEHWTI NO3BOASET:
e [lonyyaTb MHGOPMaLMIO 060 BCEX MPUNOXKEHMAX, KOTOPbIE 3anpallnBanm 4OCTyn B CETb.
e PaspelwmnTb AN 3aNpeTuTb 4OCTYN NPUIOXKEHUI K CETU.

e [lpocmaTtpumBaTh XypHaa COBbITUI MO CEeTEBOV aKTUBHOCTM MPUIOXKEHWUN.

MoppobHee cm. gokyMeHT «ViPNet KoHTpoab npuaoxkeHni. PykoBoACTBO Noab3oBaTens».

Mporpamma ViPNet [lenoasa nouta

Mporpamma ViPNet Jlenosasi nouta — HeobaAzatenbHbii Moaynb ViPNet Client, npegHasHaveHa ans
obMeHa 3/1eKTPOHHOW MouTor MexAy nonb3osatenamm ceth ViPNet. C e€ nomoLLbto MOXHO 6e30nacHo
OTMPaBAATb U NMOJyYaTb COOBLLEHNS C BAOXKEHHbIMU dannamu, wWndpoBaTb COOBLLEHNSA 1N BJIOXKEHWS,
NoANNCbIBaTb COOBLLLEHNS 1 BAOXKEHUA SNEKTPOHHOM NOANMUCLIO. B nporpaMmmMe npesycmMoTpeHa cucteMa
aBTOMaTM4eCcKol 06paboTkM BXOAALLMX COOOLLEHNIA U daliioB B COOTBETCTBUM C 3aZaHHbIMW NpaBuiaMu
(aBTONpPOLIECCUHT).

MoppobHee cm. gokymeHT «ViPNet [lenosas nouta. PykoBoACTBO Mo/ib30BaTENSA».
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Kpuntonposangep ViPNet CSP

Mporpamma ViPNet CSP — kpunTtonpoBangep, obecneunBaeT BbI30B KpUNTOrpaduuecknx GpyHKL MM
yepes nHTepderic Microsoft CryptoAPI 2.0. 9To no3BoAseET MCNOAb30BaTb KpUNTorpadpuyeckme GyHKLMM,
peanvn3oBaHHble B COOTBETCTBUMN C POCCUMCKMMM CTaHAapTaMK, B Pa3/IMUHbIX MPUAOXEHNAX, HanprMep, B
Microsoft Office.

C nomoubto kpuntonposangepa ViPNet CSP Bbl MoXeTe BbINONHATL CeAytoLLMe onepauum:
e  dopmupoBaHMe 1 NpoBepka 3NeKTPOHHON NOAMUCH.
o LndposaHune gaHHbIX, B TOM YMCIe COOBLLEHNIA INEKTPOHHOM NMOYTbI.

e AyTeHTndMKaLMA ¥ 3amMTa coeanHeHni no npotokony TLS/SSL.

BHumaHwme! Mpwn yctaHoske ViPNet CSP B coctaBe ViPNet Client nogaep>cka npotokona TLS/SSL
OTK/IHOYeHa. UTObbI €€ BKIOUUT!

1 B meHto Myck BbibepuTe ViPNet > Hactpoliika komnoHeHToB ViPNet Client > Mi3MeHWTb

COCTaB.
A

B cnucok Noapepkka pabotbl ViPNet CSP uepes Microsoft CryptoAPI so6aBbTe
KoMnoHeHT MNopaep>kka npotokosa TLS/SSL.

He Bkatoualite noaaepsxky npotokona TLS/SSL, ecamn nnaHnpyetcs obHosneHne OC fo
Windows 10.

MoppobHee cm. gokymeHT «ViPNet CSP. PykoBoACTBO Mo/ib30BaTENs».

Cunctema obHoBneHusa ViPNet

Cucrema obHoBneHus ViPNet obecneuvBaeT noayyeHme 1 yCTaHOBKY NPOrpaMMHbIX OGHOBAEHWN,
CNpPaBOYHUKOB 1 Kkatouvent n3 nporpammel ViPNet Administrator, a Takxke 0BHOBAEHWI NOANTUK
6e3onacHocTm ViPNet Policy Manager. Noapo6Hee cm. Cuctema obHoBneHus ViPNet.

[TpyHUMN paboTsl ViPNet-apansepa

flapom nporpammHoro obecnevenuns ViPNet ssasetca ViPNet-gpaliBep, ero ocHoBHas GyHKLMA —
dunbTpaums, wndpoBaHne 1 paclumdpoBaHne BXOAALLMX U ncxoaamx IP-nakeTos.

WHnumanmnsauma ViPNet-gpariBepa n kntouelt wndposaHna ViPNet BbINONHAETCA Nepes BXOAOM
nonb3osatens B Windows, To ecTb 0 3anycka OCTajbHbIX CAy>6 1 ApaliBepoB OnepaunoHHON CUCTEMDBI.
B MoMeHT 3arpy3kun onepauunoHHou cuctemsbl MO ViPNet npoBepsieT cOBCTBEHHbIE KOHTPO/IbHbIE CYMMbI,
rapaHTUpyHoLLMe LLeSIOCTHOCTb NPOrpamMMHOro obecneyeHms, HabOpPOB KAKOUEN U CNNCKA MPUNOXKEHW,
KOTOPbIM pa3peLleHa ceTeBas aKTUBHOCTb.
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ViPNet-gpaliBep nepBbIM NOAyYaeT KOHTPOb Hag cTekoMm npotokonos TCP/IP. K MomeHTy
NHULMann3aummn ApariBepoB ceTeBbiX MHTEPDENCOB OH NOArOTOBJIEH K LWNDPOBaHWIO 1 GUAbTPaL MK
Tpaduka. 3T0 obecneumBaeT 3alMLLEHHOE COeAMHEHME C KOHTPOIEPOM AOMEHA, KOHTPO/Ib CETEBOW

AKTUBHOCTW 3anyLWeHHbIX Ha KOMMbHOTEPE I'IpVIJ'IO)KeHI/IVI n 6ﬂOKMpOBaHVIe He>enaTe/ibHbIX NMaKeTOB
N3BHE.

Kaxabii ncxoaawwmi naket obpabatbiBaetca ViPNet-agpainBepoM 0gHUM U3 CresyroLLmx cnocobos:

e wundpyeTca v OTNPaBAAETCS;
e OTNpaBiAeTca B UCXOAHOM Buge (6e3 wndpoBaHus);

e Gnokumpyetca (B COOTBETCTBMMN C YCTAHOBAEHHbIMU CETEBbIMU GUABTPaMK).
Kaxabii BXoAAW M NakeT obpabaTbiBaeTcs Cieaytowmm obpasom:

e nponyckaeTtcs (ecam OH He 3awndpPOoBaH M 3TO pa3peLLleHO CeTeBbIMU GUAbTPaMu Ans
HewndppoBaHHOro Tpaduka);

e pacwmdpoBbIBaeTCa (€M NakeT Obla 3awmMdpoBaH);

L] 6110|<v|pyeTcsl (B cooTBETCTBUM C YCTaHOBAEHHbIMU CETEBBIMU (I)I/IIIpraMI/I).

ViPNet-gpatiBep paboTtaeT Mexay KaHa/bHbIM U ceTeBbIM YpoBHeM Mogenn OSI, uto nossonset
obpabaTtbiBaTth BxoAsALWMe IP-nakeTbl 40 Mx 06paboTkm ctekom npotokonos TCP/IP n nepesaun Ha
npuvknagHon yposeHb. Taknm obpasom, ViPNet-gpariBep 3awmwaet IP-Tpadumk BCex NPUNOXEHNR, He
HapyLlas NPuUBbIYHbINA NOPAAOK PaboTbl NOb30BaTENEN.

HanesHanA QoCTaBKa
OaHHBIX

OnpeneneHe MapLupyTa
W NOrMYecKan agpecalma

ll ViPNet-gpaiieep

KaHanbHEIN ypoReHE

(ceTb Wi-Fi) Du3nYecKan agpecaumna

HenocpencTeeHHanA nepegaya
LaHHbIX B Pr3MUeCcKoi cpege

PucyHok 1. ViPNet-Opatisep 8 modesau OS/
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bnarogaps TakoMy noaxoay BHegpeHwue TexHonorumn ViPNet He TpebyeT n3MeHeHNs CNOXKMBLLNXCA
6U13HeC-NPOLLeCCOB, a 3aTpaTbl Ha pa3BépTbiBaHue ceTn ViPNet HeBennku.

Mpumeuanue. Ha npueeséHHoli cxeme mogenn OSI ecTb ynpoLyeHus:

e TpaHCNOPTHBIA N CEaHCOBbIV YPOBHW O6beAMHEHbI B TPAHCMOPTHbIA YPOBEHD.

e [puknazHOM ypoBeHb 1 YPOBEHb NpeACTaBAEHNs OObeANHEHBI B MPUKAAAHOM
YpPOBEHb.

Cnepyrolan cxeMa nantoctpupyet paboty ViPNet-gpalisepa npu o6paboTke 3anpoca Ha NPocMoTp Beb-
cTpaHuubl. CTpaHuua pasMelleHa Ha lIS-cepBepe, kKoTopbIn paboTaeT Ha kKomnbtoTepe b.

Mpocmomp Omnpasxa
BRO-CMPAHULE aef-cmpantiLer
Janpoc Wa NPoCMamp 5
&e0-CMPaHULEN A ofp .
Hononssosanue fpomaon TCP
MepeOaem UNGORMaLURY
npomoxasa TCP H ER BRI YPOseHh
Npomoroa iF Mopamosan I?
NEPEQaem 3anpoes MHepeda em UHGOmMaLIL
no cemu ngcemu

Hrghopraiug

Hupopumiug T '
[ *l “ ViPNet-gpafmep | ofpodomwaaemon

olpadiomueaemcs
ViPNet-dpadeepom i ViPNet-dpadespom
Mepedaua zanpoca .
9 dpyym cems, YpoBewb ceTesbix i
Coofiujenue nomyveso
PR wirepecos |
Komneiotep A Komnootep b

PucyHok 2. Cxema pabomel cemu TCP/IP, 3awuwéHHol M0 ViPNet

KomnbtoTep A oTnpasaseT Ha koMmnbtoTep b 3anpoc no npotokony HTTP. 3anpoc nepegaérca Ha HUXKHWe
ypoBHW cteka TCP/IP, npy 3TOM Ha KaX0M ypoBHe K HeMy fobaBaseTca cnyxebHas nHpopmaums. Koraa
3anpoc gocturaet ViPNet-agpaiBepa, oH 3awmdpoBbiBaeT 3anpoc 1 4o6aBAsEeT K HEMY COBCTBEHHYHO
nHdopmauuto. ViPNet-gparisep, paboTtatowmin Ha kKomnbroTepe b, npMHMMaeT 3anpoc 1 yaanseT U3 Hero
cnyxebHyto nHpopmaumto ViPNet. 3atem ViPNet-gpaiiBep paclumdpoBbiBaeT 3anpoc 1 nepesaét no
creky TCP/IP Ha npuknagHoOW ypoBeHb Ans obpaboTku.

& BHumaHue! ViPNet-gpaiiBep He paboTaeT ¢ loopback-untepdericom.

PekomeHaauUmm no 6e30nacHOCTU

YTtobbl 0becrneumnBaTbh 6€30MaCHOCTV B KOPMNOPATUBHOWM CETU, PEKOMEHAYETCSH PEryASPHO OTCNEXMNBATb
MOMbITKW JOCTaBUTb NOAO3PUTENbHbIE CyXebHble KOHBepTbl Ha y3ibl ¢ ViPNet Client. Eciv B Bawweli cetu
OobHapy>eHbl NOA03pUTENbHbIE CY>KEBHbIE KOHBEPTbI, COOOLLNTE B CNYXKOY TEXHNUYECKOTO
conposoxgeHusa NHpoTeKC.
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HekoppekTHble cy>xebHble KOHBEpPTbl He 06pabaTbiBatOTCA M HE NPUMEHAIOTCA Ha y3iax. KnneHT
6710KMPYET NOAO3PUTENbHBIE KOHBEPTLI M OTNPaBAsET yBegOMIeHe 06 3ToM Ha y3en ¢ ViPNet LLYC nan
¢ ueHTpoM ynpasneHus ViPNet Prime.

VM5 KoHBepTa (TPaHCMOPTHOW KBUTaHLMK), OTNPaBAEHHOrO Noc/ae NosyyYeHns NoA03pUTENbHOrO
cny>kebHoro KoHBepTa, byAeT HauMHaTbLCA € cumBoa .

[NpocMOTp MHPOpMaLMK O NOAO3PUTENBbHBLIX KOHBEPTAX

B ViPNet Client 5 for Linux Ha y3ne c ueHTpom ynpasneHus ViPNet Prime v B ViPNet Client 5 for Windows
Ha y3ne c ViPNet LYC:

e B XypHase u3 ZIP-apxuBa c OTUETOM O paboTe KIMeHTa.

o B ViPNet Client 5 for Linux: mftpenv.journal B Bepcumn 5.0.0, tpvienv.journal B Bepcuu
5.1.3 n BblLe.

Takoke Bbl MOXeETe MPOCMOTPETL 3TOT XypHaA B kaTanore ¢ xypHanamu ViPNet Client 5. MyTb no
yMoOiYaHuio — $HOME/ . vipnet-vpn/var/log i SHOME/ .vipnet/var/log.

o B ViPNet Client 5 for Windows: tpv4env.journal B /var/log/ID Ys3na.

O co3zaHum oTuéTa 0 paboTe kAMeHTa cM. pykoBoacTeo nosb3osatens ViPNet Client 5, pasgen
«ObpalleHve B ciyxby nogaep>Kkn».

e >KypHaJjie TPaHCMOPTHbIX KOHBEPTOB.
Y106bI MPOCMOTpPETL XYypHaN:

o B ViPNet Client 5 for Linux BbinoaHuTe:

user@host:~$ vipnetclient transport events
o B ViPNet Client 5 for Windows BbinoaHuTe:
vipnetclient transport events
B ViPNet Client for Windows Ha y3ne c ViPNet LYC:
e B ViPNet Client > MpunoxeHus > ViPNet TpaHcnopTHbI MOAYNb.
Ha Bknaske KoHBepTbl HalnanTe KOHBEPTLI C UMEHEM ! * . ctl.

e BxypHane mftpenv.log B TPAHCMOPTHOM KaTanore (Mo yMOJYaHMIO
C:\ProgramData\InfoTeCS\ID Ysmua).

Mo ymonuaHWto NoA03pUTENbHbIE KOHBEPTbI MOMELLAOTCA B Manky invalid:
e ViPNet Client 5 for Linux 5.0.0: $HOME/ . vipnet-vpn/profiles/ID Ysma/mftp/in/invalid/
e ViPNet Client 5 for Linux 5.1.3: $HOME/ . vipnet-vpn/profiles/ID Ysma/tpv4/in/invalid/

¢ ViPNet Client 5 for Windows:
C:\ProgramData\InfoTeCS\.vipnet\WorkDir\profiles\ID ¥zna\tpv4\in\invalid

¢ ViPNet Client for Windows: C:\ProgrambData\Infotecs\ID yana\invalid

OunwaiiTe nanky invalid BpyYHytO.
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4710 HOBOrO B Bepchm 4.5.5 hotfix 10

NHbopmaumio 0 npeablayLwnx BEPCUSX CM. B MPUIOXEHUN VicTopus Bepcuii.
e 3anpeTt yaanéHHoh ycTaHOBKM 0H6HOBAEHWI Ha y3ne ¢ ynpasastowmm MO

B uensx 6e3onacHOCTM Ha y3nax ¢ ynpasastowmm MO 3abnoknpoBaHa yaanéHHas ycTaHOBKa
o6HoBneHnn MNO. Ecn y Bac bbina BKAKOUEHa HacTpoWka YcTaHaBanBaTb o6HOBAeHUe
aBTOMaTUUeCKU, OHa He byaeT paboTaTb. YcTaHaBAMBaTe OOGHOBAEHNS BPYYHYHO.

e 3anpet 06paboTku ynpaBastoWmMX KOHBEPTOB M3 APYroii CeTU Ha y3Je ¢ ynpasastowmm MNO

Y106bl McKNHOUNTL Hebe3omnacHble O6HOBAEHMS B KOPMOPATUBHOWM CETH, Ha Y3/1e C yNpaBastoLLUM

MO npuHMMaOTCA YNpaBAsoLLME KOHBEPTbI TOJbKO U3 CBOEN ceTu. [pu 3ToM 0bMeH MexceTeBoM
nHdopmMaLmer C LOBEPEHHBIMU CETAMM NPOAOJIKAET paboTaTh LUTATHO: KOHBEPTLI C MEXCETEBOM

nHdopmMau el U3 JOBEPEHHBIX CeTel Toxe ByayT obpabaTbiBaTbCs.

e [lonosHuTeNbHas NpoBepka o6HoBAeHU U3 ynpasastowero MO

Ecnun cny>kebHbI KOHBEPT NPOLLEN NPOBEPKY MOAIMHHOCTM, HO KakoM-TO 13 GpainioB 0OHOBAEHMS
He Npoweén npoBepky 6e3onacHOCTN, OBHOBEHME He MPUMEHSAETCS Ha yCTponcTBe. HekoppekTHble
dalinbl NnoMeLLaoTca B C: \ProgramData\InfoTeCS\ID Yama\<TpaHcmopTHemt kxaTaior>\invalid,
a KJIMEHT OTrnpaBaseT TPAHCMOPTHYH KBUTAHLMIO O NOA03PUTEIbHOM OBHOBAEHWW Ha y3en C
ynpasasatowmm MO. ViMa Takon KBUTaHLMM HaUMHAETCA C CMMBOJA !.

YTtobbl 06ecneumnBaTb 6€30MacHOCTb B KOPNOPATUBHOMN CETW, PEKOMEHAYETCA PEryNfPHO
oTcnexxmBatb kBuTaHumm ! *.ctl B ViPNet Client > MpunoxeHus > ViPNet TpaHcnopTHbIN Moay /b
> BKk/agka KoHBepTbl MK B XXypHane mftpenv.log B TPAHCMNOPTHOM KaTanore (Mo yMOAYaHUIo
C:\ProgramData\InfoTeCS\ID VYzna). ECn B Balel ceTn obHapy>KeHbl Noj03puTebHbIe
obHoBAEHNA, coobLwuTe B YOy TexHnYeckoro conposoxaeHnsa MHGoTeKC.

e YcuneHve 3aluTbl, NPOBEPKU U KOHTpoOAs ¢alinoB 06HOBAEHWN

Tenepb NOANUCL U KOPPEKTHOCTL $HaliIoB NPOBEPSHOTCA B HECKO/bKO 3TanoB Npu pacnakoBke
apxvBa v 06HoBAeHUN. OrpaHMUeH AOCTYN NOJIb30BATE/IEN U CTOPOHHUX NPOLLECCOB K daiiam
OBbHOBIEHMA.

. Ycnnenwne 3awunTtbl AUNHaAMUNYECKN NoaKaro4vYaeMbIX 61baMoTeK N UCMONHAEMbIX ¢a|7u103 oT
nogmMeHbl U BHegpeHnAa BpejoHOCHOro Koaa
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CuncTeMHble TpeboBaHMA

TpeboBaHuWA K KOMMNbIOTEPY ANs ycTaHOBKM nporpammbl ViPNet Client:

Mpoueccop — Intel Core 2 Duo nan apyromn CXoXxunin No NPON3BOANTENLHOCTU

x86-COBMECTUMbIV MPOLLECCOP C KOMYECTBOM agep 2 1 bonee.

O6bem onepaTtMBHOM NamsAT — He MeHee 1 [6anT.

Mpumeuanue. Mpu 6oabLLIOM KOMYeCTBe Y3/10B 1 cBAzelt B ceTn ViPNet nporpamma
ViPNet Client 3anyckaeTtcs MmeaneHHee:

e npu 10000 cBA3en — 3-5 MUHYT;

e npu 20000 cBAzenn — 5-10 MUHYT;

e npu 30000 cBszen — 15-20 MUHYT;

e npu 60000 cBszen — 30-40 MUHYT.

CBobosHOE MecTo Ha XECTKOM aucke — He MeHee 500 Mb6aiT (pekomeHayetcsa 1 [6anT).

CeteBoW nHTepdeinc (He 6onee 10 IP-agpecoB Ha O4HOM CeTEBOM MHTepdElCce) an MOAEM.

OnepauuoHHas cuctema:

o Windows 10 (32/64-pa3psgHas) cneayroLumx Bepcuii u cbopok:

Bepcua 1507 (RTM), cbopka 10240, peaakums LTSB;
Bepcusa 1607, cbopka 14393, pepakums LTSB;
Bepcusa 1809, cbopka 17763, pegakums LTSC;
Bepcua 21H2, cbopka 19044, pegakumsa LTSC;

Bepcua 22H2, cbopka 19045, Bce pesakumm.

o Windows 11 cnegyrowmx Bepcuii n cbopok:

Bepcusa 22H2, cbopka 22621, pegakumsa Enterprise;
Bepcua 23H2, cbopka 22631, pegakuumm Enterprise u Pro;
Bepcus 24H2, cbopka 26100, pegakumm Enterprise u Pro.

o Windows Server 2016, c6opka 14393;

o Windows Server 2019, cbopka 17763;

o Windows Server 2022, cbopka 20348;

o Windows Server 2025, cbopka 26100.
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BHumaHwue! Mockonbky nporpamma ViPNet Client npegHasHaveHa ansa 3awumTel Tpadurka Ha
pabouem mecTe nosb3oBaTess, TO cTabuabHas paboTa Bcex cepBncos cepepHbix OC He

rapaHTupyetcs. [ns 3awmTel Tpadmka cepBepa BOCMO/Ib3YNTECH TEXHOOTUEN TYHHEIMPOBAHUSA

/A\ MO ViPNet Coordinator.

Ha TepmuHanbHoMm cepsepe ¢ ViPNet Client npu ogHoBpemMeHHon pabote 6onee 10
nosib3oBaTesieil MOryT He NpuXoAnTb 0bHoBAeHMs 13 LLYCa. [ins cTabuibHOM AOCTaBKu

OBHOBJIEHUIA BbIMOJIHWTE PEKOMEHAALMN pa3gena Ha TepMuHabHbI cepBep He MpUXOAAT

obHOBNEHMA.

e [lns onepaunoHHON CUCTEMBI AOAXKEH ObITb YCTAHOB/IEH CaMbli MOCNEAHNIA HAKOMUTENbHbIN
nakeT 06HOBIEHWI.

BHumaHwme! Ecnv nnaHupyetcs obHoBaeHune go Windows 10, nepes obHoBAEHNEM ybeauTecs,
yto B nporpamme ViPNet CSP oTtkitoueHa nogaep>kka npotokona TLS/SSL. [ins atoro:

1

A -

B meHto Myck Bbi6epuTe ViPNet > Hactpoiika komnoHeHToB ViPNet Client.
B okHe YnpaBneHue coctaBom ViPNet Client Bbi6epute N3meHuTb cocTas.

B crnivcke Mopaepxkka pabotbl ViPNet CSP uepes Microsoft CryptoAPl cHumuTe dnaxkok
y koMnoHeHTa Moaaep>kka npotokona TLS/SSL v HaxmuTte Janee.

I'Iepe3arpy3|/|Te KOMMNbHOTEP, 4YTO6bI USMEHEHMSA BCTYyNWUAN B CUAy.

e [lpw ncnonb3zosaHuu Internet Explorer — Bepcums 11.

e Ha komnbloTEpE He JO/IXKHbI ObITb YCTAaHOBAEHDI ApYrne ceTeBble 3KpaHbl (6paHaMay3pbl),
nporpammHble NAT-ycTpoictsa, MO HP Velocity n ViPNet CSP Bepcumn Hixke 4.4.0. BCTpoeHHbIM
6paHamayspom Windows Ha Ballem KOMMbiOTEpe yrpasaseT agMmuHnctpatop cetn ViPNet.

e Ha komnbtoTepe He LO0KHO 6biTb ycTaHOBAEHO MO 1 apaiBepsbl, KOTOpblie paboTatoT Ha

KaHanbHOM ypoBHe Mogenun OSI, Tak Kak OHW MOTYT OTNPaBAATb U MPUHUMaTb TPaduK B 06XOL

apansepa ViPNet. Mo3stomy Takol Tpaduk He ByaeT 3amndpoBbIBaTLCA U HAOKMPOBATHCA

npaBuiamMn MexceTeBoro skpaHa (cMm. MpuHumn pabotsl ViPNet-apanisepa).

[JpaliBepbl kKaHaAbHOIO YPOBHSA UCMOJ/L3YHOT MPOrpamMMbl — aHanmn3aTopsl Tpaduka (Wireshark),
BMpTyanbHble naatdopmel (Oracle VM VirtualBox, VMware Workstation) n apyrue. Ecan MO
HeobxoAMMO, OTKtoUUTe pPaboTy Takux ApaiBepoB. Hanpumep, ecam ncnonb3ytotcs naatGopMbl

BUPTyanmsauunun, To ana BCeEX CETEBbLIX MHTep¢e|71c0|3 KOMMNbHOTEPA OTKAOUUTE ,a,pa|7|Bep ceTeBoro

MOCTa BMPTYyanbHOW NaatGopMbl.

e [laHHas Bepcus NporpamMmMbl UMeeT orpaHnYeHHyo coBmecTMocTb ¢ ViPNet Administrator YKL,

Bepcun 4.6.6 n Huxke. Moatomy npexae vem yctaHoBuTb ViPNet Client, obpatutech B ciyxby

noaaepxkun NHdoTeKC 3a Hoeow Bepcuen ViPNet Administrator.
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CoBMeCTHas paboTta ¢ Apyrmu
nporpammMamm ViPNet

ViPNet Client He nogaep>K1BaeT COBMECTHYH paboTy co cneayowmmMm nporpaMmMmamm:
e ViPNet CSP Bepcun Huxe 4.4.0;
e ViPNet Administrator YKL, Bepcun 4.6.6 1 HUxe;

e ViPNet SafeDisk-V, ViPNet Dispatcher, ViPNet CryptoService, ViPNet Registration Point, ViPNet
Personal Firewall ntob6bix Bepcuii.
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KOMMAeKT MOCTaBKU

YcTaHOBOUHbIV dann nporpammbl.

MSI-nakeT areHTa (32- 1 64-paspsagHas Bepcum) ansa yctaHoBku NO yepes rpynnosblie
NONNTUKMN.

®annbl HacTpoek ans yctaHoBku MO yepes rpynnosble NOANTUKK: parameters.xml,

commands . xml.

[JokymeHnTauwnsa B popmate PDF:

o «ViPNet Client 4. PykoBOACTBO nosib30BaTeNs».

o «ViPNet Client 4. bbiCTpbIit CTapT».

o «PaboTa ¢ 3aWwmLéHHbIMK DST. BbICTPbIA CTapT».

o «ViPNet [lenoBas nouta 4. PykoBOACTBO MOJ/ib30BaTENA>.

o «ViPNet MFTP 4. PykoBoACTBO agMuMHUCTpaTOpPa».

o «ViPNet KoHTposb npunoxeHnin 4. PykoBoACTBO NoJsib30BaTeNfA».

o «ViPNet CSP 4.4. PykoBOACTBO MO/b30BaTENS».

o «Knaccndpukauma nonHomoumin. MpunoxkeHme K gokymeHtauum ViPNet».

o «ViPNet Client 4. JInLeH31OHHbIe cornalleHns Ha KOMMOHEHTbI CTOPOHHMX
Npou3BOANTENEN».

o «ViPNet CSP 4.4. InyueH3MOHHbIe CornalleHns Ha KOMMOHEHTbI CTOPOHHMX
Npou3BOANTENEN».

BapumaHTel ncnonHerns ViPNet Client

MporpammHoe obecnieveHmne ViPNet Client MOXeT NOCTaBAATLCA B TPEX BapUaHTax UCMOHEHWS B

3aBCMMOCTU OT Tpe6yeM0ro Knacca 3alinTbl:

BapuaHT ncnonHeHus 1, cOoTBETCTBYOLWMIA Knaccy 3awumiéHHoctn KC1.

BapuaHT ucnosHeHWs 2, COOTBETCTBYIOLMI Knaccy 3awuiéHHocT KC2 npu cOBMeCTHOM
MCMO/Ib30BaHMKN CO CPeACTBOM 3awuTbl oT HC/, TUMa «3N1eKTPOHHBIV 3aMOK>».

BapuaHT ucnonHeHus 3, COOTBETCTBYHOLMI Knaccy 3awuiéHHocT KC3 npu coBMecTHOM
MCMOJIb30BaHMMN CO CPeACTBOM 3alwnTbl oT HC/, TUNa «31eKTPOHHbIV 3aMOK» W YCTaHOBJIEHHOW
W HacTpoeHHoW nporpammoit ViPNet Syslocker.

CooTBeTCTBME KNaccam 3alnTbl AOCTUTaeTCA 3a CYET BbINOJAHEHUA HacCTpOeK CorjiacHO JOKYMEHTY

«[MpaBuna nonb3oBaHusa». MogpobHoe onncaHne nepedncaeHHbix BapnaHTos noctaBku MO ViPNet Client

npvBeAeHo B dopmynspe.
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ObpaboTtka NepcoHanbHbIX AAaHHbIX

MporpammHoe obecneyenHune ViPNet Client coaep>ut HeECKONbKO KOMMOHEHTOB, KOTOPble paboTatoT C
nHbopmMaLmen o KOMMNbIOTEPE NOb30BATENS:

e Ytuauta Lumpdiag — 3anyckaetcs BpyUHytO Nosb3oBaTeseM, COOMPaET 1 coXpaHaeT B nanke
nHdopmaumto o komnbloTepe. Mcnosblyetcs B ciyyae Hernoaagok B paboTe nporpammsl
ViPNet ans oTnpaBku cBegeHui 0 cucteme B cayxby noaaep>kkn NHdoTeKC.

Y1nauta Lumpdiag cobupaet cieayrolyro MHGopmMaumto:

o cBeAeHMs 06 onepaunNoHHON CUCTEME;

o CeTeBble HAaCTPOMKM KOMMbIOTEPS;

o WHPOpMauua O cepTduKaTax 1 Karo4ax;

o OMuCaHWe N HacTPOWKM yCTaHOBAEHHOTrO Ha komnbtoTepe MO ViPNet;
o XypHanbl cobbiTnii n ownbok Windows n MO ViPNet.

MoapobHee o paboTe 1 napameTpax 3anycka Lumpdiag cm. C6op gnarHoctnyeckom
I/IHCI)OpMaU,I/II/I NP BOSHUKHOBEHUN HEMONa[0K.

e AreHT ans B3aumogerictemsa ¢ MO ViPNet StateWatcher — 3anyckaeTtcs aBToMaTnyeckm um
paboTtaeTt B pOoHOBOM pexume. PaboTaet ¢ MHboOpMaLMen TONbKO NPU HaMUUK B BaLLen ceTu
komnaekca MmoHutTopuHra ViPNet StateWatcher. Cobupaet n otnpasaset agMMHUCTpaTopy
ViPNet StateWatcher cnegytowyto nidopmaumio:

o Tekyllee COCTOAHME KOMMbIOTEPA U ONEPaLMOHHON CUCTEMBI;

o OMUCaHWe U HacTPOWKM YCTaHOBAEHHOTO Ha KomrbtoTepe MO ViPNet;
o CeTeBble HACTPOWKM KOMMbIOTEPS;

o >XypHanbl cobbiTnii 1 owmnbok Windows v MO ViPNet.

MNoapobHee 06 nHPopmaumm, kotopas nepesaércs B ViPNet StateWatcher, cm. B sokymeHTe
«[porpamMMHBbIN KOMMAEKC MOHUTOPUHTa 3aLmILéHHbIX ceTeln ViPNet StateWatcher. APM
MOHUTOPWHra. PykOBOACTBO Mosb3oBaTens», npuaoxerHune D «KoHTposvpyemMble napameTpbi».

MoapobHee o ViPNet StateWatcher cM. gokymeHT «[1porpamMmHbI KOMMIEKC MOHUTOPUHTa
3awmwénHbix cetenn ViPNet StateWatcher. Obuiee onvcaHmne».

e [lporpamma ViPNet Client — paboTtaeT noctosiHHO, B GoHOBOM pexxmume. CobupaeT 1 nepesaér
Ha gpyruve y3nbl ViPNet cnegytolyto MHGopMaLmio: BpeMs NocaeAHel akTMBHOCTH
noJib30BaTeNs Ha KOMMbIOTEPE, MMA KOMMbIOTEPa, Ha3BaHWe 1 Bepcunto OC, Bepcuto
yctaHoBaeHHoro MO ViPNet Client.
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ObpaTtHasa CBA3b

[lononHuTenbHasa MHGopmaLms

CeegeHus o npogykrtax ViPNet, yactble Bonpockl n nosesHas nHpopmauus Ha cante MIHPoTeKC:
o VIHpopmauwms o npoaykTax ViPNet.
e VIHpopmMauwms o peweHmsx ViPNet.
e YacTo 3asaBaemMble BOMPOCHI.

o  ®opym nosnb3oBatenen npoaykTos ViPNet.

KoHTakTHaa nHdopmaums

Ecnv y Bac ectb BONpOChI, CBAXNUTECH CO cneunanmctamm MnpoTeKC:

e  EAMHBIN MHOrOKaHanbHbIA TenedoH:
+7 (495) 737-6192,
8 (800) 250-0-260 — becnnaTHbIM 3BOHOK M3 Poccnn (kpome MockBbl).

e Cnyxba nogaepxku: hotline@infotecs.ru.
®opma ans obpalleHns B CNy>XOy NOAAEPIKKM Uepes CaWT.
KaHnan noagepxku B Telegram: t.me/vhd21
TenedoH i KINEHTOB C paclUMpPeHHOW Noasep>KKol: +7 (495) 737-6196.

e Otpen npogax: soft@infotecs.ru.

Ecnun Bbl 06HapYXXmMAN yA3BUMOCTM B MPOAYKTax KOMMaHUK, COOBLLMUTE O HUX NO agpecy
security-notifications@infotecs.ru. PacnpoctpaHeHune nHdopmaLmm 06 ya3BUMOCTAX NPOAYKTOB
komnaHun NHboTeKC perynmpyeTcs noAUTUKOK OTBETCTBEHHOTO pa3srialleHus.
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YctaHoBka ViPNet Client

BHumaHue! Ha komnbtoTepe, rae ycraHasavaetcs ViPNet Client, He foHbI ObiTh
YCTaHOBJIEHbI CTOPOHHME MEXCETEBbIE 3KPaHbl 1 NMPWIOXEHUs, obecneynBaroLme
/A\ npeobpasosaHue ceteBbix agpecos (NAT). Vicnonb3zosaHue ViPNet Client
"~ O/IHOBPEMEHHO C TaKMI NPOrpamMMamit MOXeT NPUBECTU K KOHDAMKTaM 1 Bbi3BaTb
npobsembl ¢ JOCTYNOM B CETb.

MNepeg ycraHoskor ViPNet Client:

e  YbeanTech, UTO Ha KOMMbIOTEPE BbIMOJJHEHbI CTAaHAAPTHbIE CETEBbIE HACTPOWKMN Y MPaBUILHO
3a/jaHbl YacoBOW MOSAC, JaTa U BPEMS.

e  Otknrouute ncnonbsosaHune FOHMKoaa (cm. OTkatouerHne KOHnkoza (UTF-8) ana nopaep>xkm
f3blka BO BCEM MUPE) U He BKJIKOYaiTe Noc/e yCTaHOBKM NPOorpamMmbl.

e Ecam nokanusaums Windows He pycckas, TO 411 NPaBUIbHOTO OTOBpaXXeHUs KUPUAAULLbI B
nHtepoelice ViPNet Client nsmeHute permoHanbHble Hactpokn Windows (cMm. PervoHanbHble
HacTpPOWKM).

Ans yctaHoskm ViPNet Client Tpebyrotcs:
e  YCTaHOBOYHbIV EXE-(halin Nporpammel.

o [lncTpnbyTMB KNtOYEN ANs CETEBOrO y3i1a — dain C paclumpeHrem *.dst uam *.enc. Ecam Ha
y3/1e naaHnpyeTtcs paboTta HECKO/IbKMX MONb30BaTeNEN, A/ KaXKAOTO U3 HUX HY>KEH OTAENbHbIN
ANCTPUBYTUB KIHOUEN.

e [laposb Nonb3oBaTens CETEBOrO y3/1a WKW BHELLIHEE YCTPOWUCTBO ayTEHTUDMKALIMM
(cMm. BHelwHwWe ycTponcTBa).

AnctprbyTnB kntouel 1 Naposib Nosb3oBatess (IMH60 BHeLLIHEE YCTPOMUCTBO) MOXKHO MOMYUUTb Y
agMuHucTpaTopa cetn ViPNet.

Ans yctaHoskm ViPNet Client:

=zl
3anycTuTe yCTaHOBOUHBIV daiin “& oT MeHU agMUHUCTpaTOpa.

N =

|_|pVIMI/ITe NNLUEH3MOHHOEe CornalleHune.

w

UT06bl YCTaHOBUTL BCE KOMMOHeHTbI Nporpammbl ViPNet Client ¢ napametpamu no ymMonyaHuo,
HaXmuTe YCTaHOBUTb.

4 Y10b6bl N3MEHUTb Ha6op KOMMNOHEHTOB NMporpamMmabl, HaXXMUTe KomMnoHeHTbl n napameTpbl n
YKa>uTte:

o KomnoHeHTs! ViPNet Client, koTopble HeO6X0AMMO YCTaHOBUTD.

o  Ecnm Tpebyetca ayTeHTUGMKaLMA ¢ NOMOLLbIO cepTudmKaTa, yCTaHOBUTE KOMMOHEHT
Moppep>xkka pabotbl ViPNet CSP uepes Microsoft CryptoAPI.

ViPNet Client 4. PykoBogcTtBO nosibzoBatens | 29



o Ecnm Tpebyetca noaaep>kka coBMmectHou pabotbl ViPNet CSP ¢ npogyktammn KpmnTtollPO,
ycTaHoBUTE KOMMOHeHT mynauma KpuntolPO CSP.
Hanpumep, ans pabotsl ¢ Kpuntollpo 3LIM Browser plug-in, Heobxoammoro ans
KoppeKkTHOro dyHkunoHmnposaHua OIMC «ApinH».

o [lyTb K Nanke yCcTaHOBKM MPOrpamMMbl Ha KOMMbHOTEpPE.
HaxmuTe [lanee n ykaxute JONOAHUTENbHbIE NapaMeTpbl YCTaHOBKM:

e Co3paTb Ap/bIKM KOMIMOHEHTOB Ha pabouem cTose;

e  ABTOMaTMUeCKM nepesarpysvTb KOMMNbIOTEP NPU HEOBXOANMOCTN.
Haxxmute YctaHOBUTD.

5 Ecam nosemaocb OKHO O6Hapy)KEHbI I'Ip06ﬂeMbl COBMECTUMOCTU, BbIMOJIHNTE pEKOMEH4aL NN,
npeano>XKeHHble B 3TOM OKHE.

6 Ecam nocne yctaHOBKM NOTpebyeTcs nepesarpy3ntb KOMMbOTEP, NOSIBUTCS COOTBETCTBYHOLLLEE
coobuieHme.

7 BbINOAHWTE OAHO W3 AENCTBUN:

o Ecnm cnpaBouHMKM 1 KKOUK eLé He yCTaHOBIEeHbl Ha KOMMbIOTEpPe, YyCTaHOBUTE MX
(cM. YcTaHOBKa CNPaBOYHMUKOB U KAHOUEN.

o Ecnm Ha komnbroTepe yxxe nmeetcs MO ViPNet, ans kotoporo paHee 6b1a1 yCTaHOB/EHDI
CNPaBOYHUKN W KUK, TO MPU 3amnycke NporpamMmbl YKaXxuTe nyTb K nanke Karouen
noJsib30BaTeNs W narke Katouen ceTeBoro y3na (cM. Vicnosb3oBaHve CnpaBOYHUKOB U KOYEN,
YCTaHOBJ/IEHHbIX paHee).

Mpun NepBOM 3anycke NporpamMmbl CTaHAAPTHbIN ceTeBon akpaH Windows MOXET ObITb OTK/IHOUEH B
3aBMCUMMOCTU OT HacTPOeK, 3asiaHHbIX agMuHucTpaTtopom cetn ViPNet. He BkarouaiTe ceTeBoM akpaH
Windows Bo Bpemsa ncrnonb3sosaHus ViPNet Client, Tak kak 3T nporpamMmmbl MOryT KOHGANKTOBATb.

g BHumaHwme! Mpwn yctaHoske ViPNet Client Ha BUpTyanbHOM MalLMHe HE UCMOb3YNTE PEXUM
ceTeBbIX MHTepdeincos Bridged.
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YCTaHOBKA B HEWMHTEPAKTVBHOM
pEXMME

B HemHTepakTMBHOM pexxmme npouiecc yctaHoBkn nporpammsl ViPNet Client He oTobpaxaetcs Ha
3KpaHe KOMMbLOTepa. YCTaHOBKY B JaHHOM PeXunMe MOXHO BbIMOJHUTL C MOMOLLbH KOMaHAHOW CTPOKM
Windows, 3anyLueHHON OT MeHU agMuHKUCTpaTopa. lNapamMeTpbl, KOTOpble 06bIYHO MOTYT bbITh 3aaHbl B
npovecce yctaHoBku (cM. YctaHoska ViPNet Client), B HeMHTepakTMBHOM pexunMe yKaxuTe 3apaHee B
KOMaHZHOW CTpoKe.

Vicnosnb3oBaHMe HEMHTEPAKTUBHOMO PeXXrMMa MNO3BOJISIET BaM BbINOJHATh YAaNEHHYHO ycTaHOBKY [0 nam
co3faBaTtb NPOrpamMmbl, KOTopble obpalLaroTcs K KoMaHaHoM cTpoke Windows 1 3anyckarot
aBTOMaTM4eckyto yctaHoBky MO ¢ 3asaHHbIMK NapaMeTpamu.

Hanpumep, Bbl MOXeTe co3aaTb CLeHapuii Bxoga B cuctemy (logon script), KOTopbIi 3anycTnT
aBTOMaTunueckyto yctaHoBky MO nocne 3arpysku cucteMbl. ViHbopMaLuuio o co3gaHmm cLieHapyeB BXoja
B CUCTEMY MOXHO HalTW Ha cainTe komnaHum Microsoft. Mpu yctaHoske MO moxeT noTpeboBaTtbes
NoATBEPXKAEHME B OKHE KOHTPOIA YYETHbIX 3anuncein nonb3zosatenen Windows.

Y106kl 3anycTuTh Nporpammy yctaHoBku MO B HEMHTEPAKTUBHOM PEXMME, B KOMAHAHOW CTPOKe
Windows BbinoaHuTe:

<IyTh K YyCTaHOBOYWHOMYy Gamny> —-q

Ecam nporpamma ViPNet Client He 6bl1a ycTaHOBAEHA B HEMHTEPAKTUBHOM PEXUME:
e Yb6eanTech, UTO KOMMbIOTEP COOTBETCTBYET CUCTEMHBLIM TPEOOBaHMAM.

e 3anycTuTte yCTaHOBKY NpOrpamMmMbl B UHTEPAKTUBHOM pexume. Ecam npu yctaHoBke 6yayT
06Hapy>eHbl MPo61eMbl COBMECTUMOCTM, BbIMOJIHUTE MPEAIOXEHHbIE PEKOMEHAALIMN A/1f BCEX
KOMMbIOTEPOB, Ha KoTopble ycTaHasavBaetcs ViPNet Client.

o Obpatutech B cnyxby noaaepxkn NMHdoTeKC (cm. Coop amarHocTnyeckon nHbopmaumm npu
BO3HWUKHOBEHWWN HEMONAA0K).
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/lonosHnUTEeNbHbIE MapaMEeTPb
YCTAHOBKW B HEWMHTEPAKTVBHOM
pEXMME

I'Ip|/| HEO6XO,£|,I/IMOCTI/I 3ap,a|71Te AONOJIHNTENIbHbIE MapaMeTPbl YCTAHOBKWN:

. —autorestart — aBTOMaTU4YeCKM nepesarpysntb KOMMbOTEP NOC/E 3aBePLUEHNA YCTaHOBKMW.

L] -SkipStartingMonitorAfterInstall="yes" — He BbIBOAWTb NMpeasioXXeHne 06 yCTaHOBKe
Karouel. PaboTaert, ecnm He 3aZaH napameTp —autorestart.

e -installfolder="<nyTe K manke yCTaHOBKM>" — U3MEHWUTb MYTb K Narke yCTaHOBKW
komnoHeHToB nporpammbl ViPNet Client.

B KOHLE NyTn K nanke yCtTaHOBKWN HE AOJIXKHO ObITb HAaKNOHHOWN yepTbl:

-installfolder="d:\program\vipnet"

. -x:"<myTh K MankKe pacnakosku>" — PaCfakoBaTb YCTAHOBLUMK NPOrpaMmbl.
[Mocne Hayana ycTaHOBKM HeNb3s U3MEHUTb NapaMeTpbl YCTaHOBKMW.

Mo ymonuaHuto B HemHTepakTMBHOM pexume ViPNet Client yctaHaBavBaeTcs B ciesyrolme nanku:
e Ecam ViPNet Client ycTaHaBAMBaEeTCA Ha AaHHbIN KOMMbIOTEP BEpPBbIE:

o Bnanky Cc:\Program Files\InfoTeCS\ViPNet Client NPV UCMNO/b30BaHUN 32-
pa3psagHbix Bepcnin OC Windows.

o Bnanky C:\Program Files (x86)\InfoTeCS\ViPNet Client NPV UCMOAb30BaHMMN 64-
pa3psaaHbix Bepcuii OC Windows.

e Ecm IO ViPNet Client yxe 6b110 yCTaHOB/IEHO Ha KOMMbOTEPE — B CyLLECTBYHOLLYHO Marnky
YCTaHOBKMW.

MpumMep koMaHAbl ans yctaHoBkM ViPNet Client B HEMHTEPaKTUBHOM peXXUME C NepesarpysKoi:

<NyTb k yCTaHOBOYHOMy ®alny> -g -autorestart

UTobbI noAy4YnTb NOMOLLb NO NapamMeTpamM YCTaHOBKW, BbINOJIHUTE KOMaHAY:

<IoyThb K YyCTaHOBOWHOMYy Gamny> -q -help

Y106kl N3MEHUTL HabOp KOMMOHEHTOB MPOrpaMmbl:

/\g BHumaHme! BbiIbop KOMMOHEHTOB AN1A YCTAHOBKM C MOMOLLIbIO MapaMeTpoB —pc U —f

BO3MOXEH, €C/IM paHee Ha KOMMbloTepe He ycTaHaBauBanacbk nporpamma ViPNet Client.

1 BbinonHute KOMaHAYy <nyTe K yCTaHOBOYHOMy Oamny> -g -help

2 B okne noackaskm CHUMuTe q)fla)KKVI C KOMMOHEHTOB, KOTOPbI€ HE HY>XXHbl MOJIb30OBATENHO.

ViPNet Client 4. PykoBogcTBO nosib3oBatens |
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B ViPMet Client

4 ViPMet Client
P ViPNet MonuTop
ViPNet Aenosan Mouta
YCTaHOBKa KMOUel uepes cepeep
4 |m| ViPMet CSP ! Ttpefyerca ans pabotu ViPNet Client
I [ Noasepxxa paboTel ViPNet CSP uepes Microsoft CryptoAP
MaHenk ynpaeneHna ViPNet CSP
Inynauua Kpuntollpo CSP
I /| Bazosbie KOMNOHeHTLI CSP 1. TpefyeTca anA paboTel ViPNet Client

-q ¥Yeranoeka Bes unTepdeica

-q -uninstall ¥naneHnue Bes unTepdelica

-autorestart ABTOMaTVHECKaR MEpPEsarpyska NOCNE YCTaHOBKW NPOoAYKTa

-deleteuserdata= <value= value = [yes|nc). ¥aanenve Nnonb30EaTeNECKME A3HHBIX NPH YAaNEHAM NPOAYKTE
-installfolder= <value> value = abconoTHEIR MyTh YCTAHOEKM NPOAYKTa

-q -pc=<packages> -f=<features>  smeHeHue ycraHaEnueaeMoro Habopa KOMNOHEHTOE (CTHOCMTENEHD HABOoPa NO YMONYaHUIo) B
CLIEHAPUN TUXOW YCTAHOBKW, TAE -PC - NEpeYSHb YCTAHABNWESEMBIX NAKETOE, a -f - 370 obAzaTenkHee
YTOUHEHWA No Habopy KOMMNOHEHT.
STH KTHOYM MPAMEHMME] TONLKO K YucTol yeradoexe! [lna dnara -pc nakeTsl NepeqMWCnATCR Yepes
- - - - "

CKONWpOEaTL || Buixoa

PucyHok 3. Belbop komnoHeHmMos

3 CkonupyWTe NnapaMeTpbl U3 CTPOKU BHU3Y OKHa W f06aBbTe K CTPOKE YCTaHOBKM MPOrpaMmbl.
HaanMep: client lang ver.exe -gq -pc=CSPPackage -f=CSP UIFeature;
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YctanoBka ViPNet Client ¢ nomoulbro
rOYMMOBbIX MOANTUK

MpumeyaHue. MogpobHee 06 ycTaHOBKE NPOrpPaMMHOro obecrneyeHns ¢ MOMOLLbIO FPYMMOBbIX
MOAUTUK CM. Ha calTe Microsoft.

Bbl MoxeTe aBTOMaTM3npoBath yctaHoBky ViPNet Client ¢ nomoLpbto rpynnosbix noamTuk Active
Directory. B aTom cnyuae 6yayT yctaHoB/IeHbl BCe KOMMNOHeHTbI nporpammbl ViPNet Client. Ecam Bbi
XOTUTE U3MEHUTb HAbOP KOMMNOHEHTOB MPOrpamMMbl, BbINMOAHUTE YCTAHOBKY B MHTEPAKTUBHOM WM B
HEeNHTePaKTUBHOM pexunme.

[ns yCTaHOBKW C MOMOLLbIO FPYMMOBLIX MOANTUK NOTPebyroTcs ceayrolime dbaribl U3 KOMMNAEKTa
noctasku MO ViPNet:

e MSI-nakert areHTa ans ycraHosku 10 (32- n 64-pa3psagHas Bepcun);
e ycTaHOBOYHbI EXE-dain nporpammbl;
e (dainbl HacTpoek:

oparameters.xml — pacrnosoxeHvne GannoB 415 YCTaHOBKM W Nanku 418 pernctpaumn
CobbITUI BO BPEMS YCTaHOBKY;

o commands . xml — Habop komaHa ansa yctaHosku ViPNet Client;

[JononHutensHo noTpebyetcs ckavathb ¢ caita Microsoft:
e ycraHoBLWMK .Net Framework 4.5;

e nporpammy ans cosgaHuns MST-dannos ORCA MSI Editor.

[LJ'IFI YCTaHOBKM Mo c NMOMOLLBHO FPYNMoOBbIX MOJNTUK BbINMOJIHUTE NPEABapPUTEbHBbIE ,Cl,el\/'ICTBVIﬂZ

1 B NpoW3BOAbLHOW CETEBOV Marke, JOCTYMHOW BCEM KOMMbIOTEPAM, Ha KOTOpble TpebyeTcs
ycraHoBuTb MO ViPNet, co3gaiite nanku Distributives U logs.

B CeTeBYyro nanky nomectuTe d)al7|nbl parameters.xml W commands.xml, B Manky Distributives —
ycraHoBouHble dannbl ViPNet Client n .Net Framework 4.5 n MSI-naketbl areHTa gna yctaHoBku. [ns
koppekTHou yctaHoBku ViPNet Client ¢ nomoubto rpynnoseix noamtnk OC KkoMnbtoTepa AOMKHa
6bITb O6HOB/IEHA A0 NOCAEHEN BEPCUMN.
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= | ViPNet - O X

naeHas MogennTteca Bua 0
« v L o» Cete » 19216842760 » ViPMet » v D Mowncke ViPMet el
~
Wman [laTa usmeHeHnn Tun Pazmep
# BeicTpeIi gocTyn
Distributives 22.08.2018 15:52 Manka ¢ dainamum
3 3ror komnstoTep logs 20.08.2018 12:34 Manka c dainamum
o Cero =] commands 20.08.2018 12:13 Jokyment XML 1KB
=] parameters 20.08.2018 12:09 Jowyment XML 3KB
od [omawman rpynna |J vpnagent.mst 20.08.2018 1650 Qaiin "MST" 20KB
I = | Distributives — O X
[naeHan MogennTteca Bug o
3nel € v e 192.168.42.160 » ViPMet » Distributives v Mowcke Distributives P
~
Wmn flaTta M3MEHEHNA Tun Pazmep
# BeicTpbii goctyn
Ltb client_RUS_4.5.1,53035 01.08.2018 14:58 MpunoxeHne 146 895 KB
[ 3roT komnbtoTep % net_framework_4.5 28.04.2016 1719 Mpunoxerne 43173 KB
ﬁlvpndagent_RUSj.D.D.E 03.05.2018 %:25 Maker ycraHosLwm... 3768 K
¥ Ceme R _ o
ﬁlvpndagent_xE\‘i_RUSj.D.D.E 03.05.2018 %:25 Maker ycraHoswm.., 6496 Kb
od, Jomawman rpynna Windowsg,1-KB3033929-x64 20.08.2018 12:27 WzonnposanHelii . 44843 KB
Windows6.1-KB3033929-%36 20.08.2018 12:27 WMzonnposanHeii .. 27 43 Kb
3nementos: 7 =

PucyHok 4. lNanku ¢ ycmaHo80YHbIMU hakemamu

2 C nomouwpto nporpammbl ORCA MSI Editor co3garite dpann TpaHchopmaumm MST (cm. CozgaHne
darina TpaHchopmaumm MST) ans MSI-nakeTa areHTa Hy>XHOW pa3psagHOCTU. MomecTTe co3gaHHbIN
darin MST B Ty Xe ceTeBytO Nanky.

3 OtkpoWiTe ana pefakTMpoBaHus dalin parameters.xml K 3aMeHUTe NyTb \\DC1\Shared Ha MyTb K

Ballen ceTeBOW Mnarke.
Y6eantech, UTO Ha3BaHWUs YCTaHOBOUHbIX GAMIOB, YKa3aHHbIX B parameters.xml, COBMAAAOT C
Ha3BaHMAMMW GaioB B Ballel nanke Distributives.

Co3zpainte 06bekTbl rpynnosoi noantukm (GPO) ana ycraHosku MO ViPNet Ha koMnboTepbl Balleln cetu

(Ha npumepe Windows Server 2016):

1 B gomeHe Active Directory co3gaite ofHy MaM HECKONBKO FPYNM, BKAHOYAKOLLMX KOMMbIOTEPbI, Ha
KoTopble Bbl xoTuTe yctaHoBUTb ViPNet Client ¢ nomoLLbio rpynnoBbIx NoAnTUK. MapameTtpbl rpynn

OCTaBbTe MO YMONYaHUIO.
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CeoiicTea: Protection computers

Ofiwme | HneHs! rpynns | YneH rpynn I YnpaenreTca |

YneHel rpynnet:

Vima Manka nomerHe cnyxd Active Directory
1M vanovpe infotecs local/Computers
1A Komarovpo infotecs local /Computers
1A Popovpe infotecs local /\Computers

YoamTe

| oK | | CmmveHa | | MpureHnTs

PucyHok 5. Cocmas 2pynnei koMneromepos

Co3zaiite HOBbIV 06bEKT rpynnoBol noanTmkm (GPO) n cBaXuUTe €ro ¢ JOMeHOM.

2 YnpasneHwe rpynnogoi noaw
2 ®aiin  [fleiictame Bug  Owno  Cripaska
= 2E B E 4

|3, ¥npaenexue rpynnosoil noauTUKoi
4 _ﬁ Jec: infotecs.local

infotecs.local

CocToAHue | CeAzaHHbie 0B LEKTE P

CMEHWTE KOHTPOINED AOMEHA. .

¥aanuTe

Active Directory - NONb30BaTENN N KOMMNBHOTEPEL...
Bug

Hoece okHo oTCH3A3

Cozganne obe QBHOBUTE

CeoiicTea

Cnpaeka

4 [ZL Jomens
4 |5 -
i | Cozgate oBwekT rpynNoBoi NOAMTHKN B 3TOM AOMEHE M CBAZ3TE EF0.., |
I CBA3aThL CYLUECTBYHOLLWIA 0BBEKT rpyNNoBoN NeATHEM. ..
3 BnokmpoBaTte HacegoBaHNE
I .
b MacTep MogennpoeEaHUA rpYNNoECH NOAUTAKM..,
b [ Caii Co3pate nogpasaeneHne
[Ee -
e’ Moy Haiitu...
v Pes

PucyHok 6. Co30aHue HoB8020 0b6bexma 2pynnosoli NOAUMUKU

OTKpOWTe OKHO CBOWCTB O6bEKTa rPynnoBOW NOAUTUKN U Ha BKAaake Obnactb B pasgene @PuabTpsl

6e30MacHOCTU HaXXMUTe AO6aBVITb, yTOObI ,D,O6aBI/ITb CO34aHHble paHee rpynmnbl KOMMbHOTEPOB.

ViPNet Client 4. PykoBoACTBO nosib3oBaTens
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[

=
5 ®ain  Jeiictene  Bug  Okne  Cnpaska
o= 2@ L8 Xa HE

¥npasneHwe rpynnoBor NONUTUKOH

= T= |

|l ¥npaenenune rpynnosoi noauTrkoi
4 _ﬁ Nec: infotecs.local
4 [£5 Jometel
4 3 infotecslocal
) Default Domain Policy
| Ycranoeka ViPNet Client 4.5
4 (2] Domain Controllers
5/ Default Domain Controllers Policy
4 [ OBbexTbl rpynnosoil noauTiKe
\=[ Default Domain Controllers Policy
=/ Default Domain Policy
= ¥eranoska ViPMet Client 4.5
b g Ounstpe WMI
[ E HauaneHele 06BEKTEI FpYNNOECH NOANTAKN
I [ Caiitel
sif Meaenwposatne rpynnosci NoanTiKK
4 Pesynetatel rppynnosoit noanTiim

YctaHoeka ViPNet Client 4.5

OBnacts |Csene+-mn | MNapameTps! | [OenervposaHve I CocTomnme |

Ceazsu
MNokazaTs CEASA B PACMONOKEHA: |infotec:s local v |
C GPO cBR3aHb cremywowwe caifiTol, AOMEHE! 1 N0 ADESOENSHWA:
Pasmewshme MpuHymTeneHe  CeRske sageict... [yt
£ infotecs Jocal Het Oa infotecs local

PunsTpe GesonacHocTA

[apameTpil faHHoro o bEKTa FPYNNOS0A NOMMTHKK NPUMEHAIOTCA TONBKO Af
CNEAYHLWMX FPYTN, NONE30ESTENSA W KOMMEH TEROE:

Vima

82 Protected computers (INFOTECS\Protected computers)

-

| OofaenTs. ..

| | Yaanuts | | CeolicTea |

PucyHok 7. Ceolicmea ob6bekma 2pynnogoli noumuku

LLIénkHWTEe 06BEKT rPyNNOBOM NOAUTUKN NPaBOW KHOMKOM MbILLW 1 BblbepuTe N3MeHUTb.

B okHe pegakTopa rpynnoBsbix NoaMTMK Bbibepute KoHdurypaumus komnbtotepa > Moantukm >
KoHdurypauua nporpamm > YcTtaHoBKa nporpamm.

LLlénkHWTe NpaBoW MbILLKON pa3gen YctaHoBKa nporpamm, Bbibepute Co3aatb > MakeT u ykaxuTe
ceTeBol NyTb K MSI-nakeTy areHTa Hy>HOM paspsgHocTn. HaxxmuTe OTKPbIT.

B okHe Pa3BepTbiBaHMe NporpamMmMm BbibepuTe MeToZ pa3BépTbiBaHNA Ocobbli.

[

®aiin  Jefictene  Bug  Cnpaeka

a5 ¥ E [ =

=] Pena KTOp yNpaeneHWAa rpynnosbiMM NOAMTHUKaMKA

=T

'=[ Monutuka ¥eranoeka ViPMet Client 4.5 x86
4 (A KoHdurypauma KomMnsreTepa

Hazeanune

Bepc

Her a3nemenToEs 4na CITOEFIE}KEHHR E 3TOM BHAE.

.. CocTosHue pa..

WeTouHuke

NaKeT.

4 [ Moantikn
4[] Kondurypauwa nporpamm
]
b ] Kowd|  Cosaams v Maker..
b 1 Aam Bug » |
I [ Hactpe
4§ Kondurypa BeraguTe PazeepThiEaHME NPOrpaMm
B [ Motk O6HOBUTE
- BeiBepute MeToA pESEEpTHIESHUA:
I (] Hactpo 3KCNopTMPOBATh C
, T CeoiicTea MyEnMYHBIA
7]
Co3aaHne HoBOD Cnpaska EFRARsiis

BoifepuTe 3T0T NapameTp ANA HACTPOIKK NapaMETROE
AYBAMKSLMA MAK HESHAYEHMA W ANA BHECEHWA MSMEHEHUA B

OK | | Omvena

PucyHok 8. lobasseHue ycmaHo804HO020 hakema

ViPNet Client 4. PykoBoACTBO nosib3oBaTens
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8 B okHe CBOWCTB YCTAHOBOYHOIO MakeTa Ha Bkaagke Moandounkaumm ykaxmnte ceTeBomn nyTb K

cooTBeTcTBYtOWEMY danny MST.

Ceo#ctea: VIPNet Vpndagent _

OBwme PassepToisatve O6HosneHnA
Kateropua MomacburaLym BesonacHocTs

MUJJMQJHKELMH wnn HDEUSDESDBEHMH NOZEBONAKT HACTPAWEATE NaKEeT U
APUMEHADTCA K HEMY B YKa33HHOM HHXE NOpAOKE:

Mogdwmrarym:

WdcOT\WiPMNet\wpnagent.mst Bacox
Bhus

|Q,oﬁaBMTb... | | Ynamte

Brumarve! He Haxamaiite knoniy "0K" oo Tex nop, noka sce
npasvna npeoGpasosaHA He A0BaENEHE M He yropARioyeHs.. [na
nony4eHrA Gonee NoapofHbD CEEAEHWIA WENKHWTE NPEBO0A KHOMKOA
MBIWK Ha crivcre "Mogueukalwmn” v B NOASHBLLEMCR MEHID
BrIBepuTe KomaHay "Yto sTo?"

| 0K || Omvera |

PucyHok 9. lobasneHue ¢alinos Hacmpoek MST

9 Ha Bknaske O6HOBAEHMWA yaanuTe BCce CTPOKM U3 cnncka MNpunoxkeHus, obHoBAsEMble JaHHbIM

nakeTom.

10 Ha BK/ajke Pa3Bepr|BaH|/|e Ha>XMute ,D,OI'IOIIHI/ITEJ'IbHO, 3aTeM B OKHe AOMNOJIHUTENbHbIX

napameTpoB:

o YyCTaHOBWUTE q)ﬂa)KOK He ncnonb3oBatb A3bIKOBbIE YCTaHOBKM Npu pa3BepTbiBaHUW,

o cHumMmuTe dpnaxok Caenatb 310 32-paspagHoe X86 npuaoxkeHne AOCTyNHbIM AN

KOMMblOTepoB ¢ apxutektypoit Win64.

[oNoNHUTENEHEIE NADAMETDEl PA3EEPTHIEAHUA -

[ononHUTENEHEIE NEPaMETPEl PESESPTEIEGHUA MaKeTa:
He vcnonesoeats ASLIKOBEIE YCTEHOBKMW NPW PESBERTLIEAHMM

[[JCnenams 310 3paspanHoe XB6 Npanoxerve AOCTYMHLIM ANA |
omMneoTepos ¢ apateTypoi Wingd.

[[] BrniouaTs uHgopmaumio o6 OLE knacce u npoaykTe.
DononHnTENbHbIE DMErHOCTHHECKWE CEEAEHNA:

Konnpomykra:  {ESADEED5-255A-4BAD-94E5-24B35F4E22E3}
PazeepHyTo: 0

WMma cuerapiua:  \nfotecs local\SysVolinfotecs local
“Policies
“{3DBCEFEF-05EA-43AA-BBE5-B40298720D4EA}
“MachineApplications
“{61805819-5091-4A75-BEE7-45ABBECATE 13} aas

| oK || Omvena |

PucyHok 10. [lonosHumessHble napamemps! pa3eépmei8aHus
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11 Mpw HeobxoaMMOCTN noBTOopUTe Warn 6-10 ans MSI-nakeTa areHTa Apyron paspsagHOCTL.

12 Ecnv Bbl XOTUTE OTKIKOUUTL XXYPHaMpoBaHue npoLecca yctaHoBku nporpamm ViPNet Client,
BbIMOJIHUTE ClejyroLive AeNCTBUS:

12.1 LWWEnKHMTe NpaBoON KHOMKOW MbILUM CO3JaHHbIA O6BEKT rPynnoBON NOAUTUKN N BbibepuTe
KoMaHay N3meHunTb.

12.2 B okHe pegakTopa rpynnoBbIX MOANTMK Ha NaHenan HaBurauumn Boibepute KoHdpurypauns
KomnbtoTepa > Monntnkm > AAMMHUCTpaTUBHbIE WabnoHbl > KomnoHeHTbl Windows >
YcraHoBwmk Windows.

12.3 Ha naHenn npocmoTpa ABaxabl WENKHWUTe napameTp OTKAtoUeHVe BeAeHWA XypHana ¢
NMOMOLLbIO NapaMeTPoB NakeTa 1 B OTKPbIBLUEMCA OKHe yCTaHOBUTE nepektovaTens B
nosnoxexue BkatoueHo.

13 Mocne TOro Kak Bbl CO34aANTE OOBEKT FPYNNOBOM NMOANTUKM AN aBTOMATUUECKON YCTaHOBKM
HeobXxoAMMO nepe3arpy3nTb KOMMbIOTEPbI MOb30BaTeNEN.

Mpumeuanne. O6HOBAEHME rPYNMOBbIX MOANTUK Ha KOMMbIOTEPaX NOJib30BaTeNeN MOXeT

NPOUCXOANTL He Ccpasy, eC/IM Ha KOHTpoiepe JoMeHa 3ajaH 60/bLION NHTepBan BPeMeHU Ans

O06HOBAEHUA NOANTMK (MO YyMOAYaHWo — 90 MUHYT). YTO6bI MHULMNPOBATL HEMeAeHHOe

0BHOBJ/IEHWNE FPYMNOBbIX NMOANTUK B KOMaHAHOM cTpoke OC Windows BbINOHUTE KOMaHAY
gpupdate, a 3aTeM nepesarpysunte KOMMbIOTEPbI NOJIb30BaTENEN.

,ﬂ‘flﬂ OT/IOXXEHHOIro 0H6HOBAEHMUSA rpynnoBbIX NONNTUK B q)al‘/’me parameters.xml yKaxute aaty
N BpeMa Ana napaMeTpa StartTime un BpeMa OTCPOYKN B CEKYHAAX ANA NapaMeTpa

CheckForNewCommandsMinutes.

Ha komnbtoTepax nonb3osaTenei ycraHoska ViPNet Client 6ygeT BbINOAHATLCA B HEBUAMMOM ANS
MoJIb30BaTeNs pPexvMe BO BPeMs 3arpy3ki onepauyvoHHON cucTeMbl. Nocie ycTaHOBKM NPOrpaMMHOro
obecnevenns ViPNet Client n 3arpyskm OC Ha Kax4OM CETEBOM Y3/1e MOABUTCA NPesoXeHne
YCTaHOBUTb ANCTPUBYTMB Katouel ViPNet.

ViPNet Client [===a]

e Ha Balem KoMnetoTepe yoTadoeneHo MO ViPMet, Ho NporpaMMa He MoKeT ObiTe Sarpy#eHa No NPMYMHE OTCYTCTEMA KIKOYEH,
KOTHTE YCTEHOBMTE KAKIUM ceiiuac?

PucyHok 11. [pedaoxeHue ycmaHo8umMe Kao4u

[ns yctaHoBkM ancTpubyTmBa kntouel ViPNet B okHe ¢ coobuieHnem Haxmute Aa. OTkpoeTcs OKHO
nporpamMmbl YCTaHOBKM KAOUer, ciedyiiTe MHCTPYKLMAM B pa3gene YCTaHOBKa CMPaBOYHMKOB U KNtOYei
oziHOro nosib3osatend. Mpyn HeobXOANMOCTUN Bbl MOXETe 0TKa3aTbCA OT YCTaHOBKW ANCTPUBYTMBA KrouUeit
W BbIMOJHUTbL €& NOo3Xe, ANA 3TOrO B OKHe C coobLieHeM HaxmMuTe HerT.
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Co3zpaHne dpanna TpaHchopmaumm MST

®ann TpaHchopmanmm MST no3BossieT 3a4aTb NapaMeTpbl 415 YyCTaHOBOUHOro naketa MSI. [ns

yctaHoBkuM MO ViPNet ¢ nomoLpeto rpynnoBbix noantuk areHty ViPNet Tpebyetcs ykazatb nyTb K danny ¢

napametpamu ycraHoBkm 10 ViPNet (parameters.xml). [TOCKONbKY 3TOT NyTb 3aBUCUT OT CETEBbIX

HacCTpoekK B opraHnsaumnn, To cosgaHne ¢a17u1a MST cneayet BbIMOAHATE aAMUHUCTPATOPY OpraHm3auunin.

1
2

YcraHosuTe nporpammy ORCA MSI Editor.

B nporpamme ORCA B MeHto File Bbibepute Open nan Haxxmute Ctrl+0O, 3aTeM ykaxuTe nyTb K
q>a|7my areHTa (vpndagentiRUsixxxx .msi) Hy)KHOI7I paspagHOCTH.

B meHto Transform Bbibepute New Transform.
B cnucke Tables Boibepute Property.
Ecnm B Tabamue HeT ctpokun "PARAMETERS", HaxxmuTe Ctrl+R.

B okHe Add Row ans napametpa Property Beeante "PARAMETERS".

=l vpndagent_RUS_1.0.0.8.msi (transformed by Untitled) - Orca = [ =]

File Edit Tables Transform Tools View Help

O & = B

Tables A ﬁ — A
FeatureComponents Add Row -_m
File
lcon
InstallExecuteSequence
InstallUlSequence QI?P"DDE'W PARAMETERS
LaunchCeondition
ListBox
LockPermissions
Media
MziFileHash
Property
RadicButton 24B95F4E
Reglocator
Registry Column

RemoveFile Value - Localizable Sting[0], Required
RemowveRegistry
Shortcut WOCOTVViPNet] |
Signature
TextStyle
UlText [ ok | | cancel |
Upgrade

_Validaticn

Mame Value

Value

kil B3 1 >

Tables: 40 Property - 69 rows Property - String[72], Key

PucyHok 12. [lobasneHue cgolicmea Parameters 05 ¢patina MST

6 [na ctpokn "PARAMETERS" ykaxunTe Value — ceteBom nyTb Kk nanke ¢ pannom parameters.xml.

7

8

B meHro Transform Bbibepute Generate Transform v coxpaHute daiin TpaHchopMaLMm B yKazaHHOM
BbllLle CETEBOM Manke Nnoj UMeHeM vpnagent .mst.

Mpu HeobxoammocTu cozganTte dann MST ans MSI-nakeTta areHTa Apyron paspagHOCTH.

ViPNet Client 4. PykoBogcTBo nonb3osatens | 40



YnanéHHasa yctaHoBka ViPNet Client

ApamuHuctpatop cet ViPNet MOXeT BbINONHUTb YCTaHOBKY WM OOHOBJ/IEHWE NPOrpamMMbl YAanEHHO,
NOAKAKOUYMBLUNCE K KOMMbIOTEPY MO npoTtokoay RDP.

BHyumaHume! Ha koMnbtoTepe JOMKHO GbITh paspeLleHo NoAKAtoUYeHNE K YAanEHHOMY
pabouemMy CTONy M HAaCTPOEH BXOJ, B cUcTeMY 6e3 HaxkaTus knasuw Ctrl+Alt+Del.
A MoapobHee cMm. Hactpolika aBToMaTtuyeckoro Bxoga B Windows.

[ns noakntoueHns Ha yaanéHHOM KOMMbOTEPE UCMOAb3yMTe yUéTHYro 3anmcb Windows,
obnasatoLLyro NpaBamu aAMUHUCTPATOPa U 3alUMLLEHHYIO NapoeM.

[Ans AUCTaHLMOHHOW YCTaHOBKM:

1 CkonupyWTe Ha yaanéHHbIl KOMMboTep nporpammy yctaHosku ViPNet n Habop karouen ans
ceTeBOro y3na (ban *.dst Uam * .enc).

2 C nowmouupto ctaHaapTHOM nporpammbl Windows «MogxatoueHune k yaanéHHomy paboyemy cTony»
yCTaHOBUTE JOBEPEHHOE NOAK/IOYEHNE KOMMBIOTEPY, Ha KOTOPbIN TpebyeTcs yctaHoBUTL MO
ViPNet.

3 B ceaHce ypanéHHon pabotbl BbinoaHuTe yctaHoBKy MO ViPNet (cm. YcraHoska ViPNet Client).

4 Tlo 3aBepLUEHNM YCTaHOBKM NPOrpaMMbl MOSBUTCA NPEAIOXEHWE YCTaHOBUTL HAbOP KOYEN.
HaxxmuTe Aa, ykaxuTe pacnosoxeHve daina *.dst (*.enc) v cnesyinte ykasaHUAM MacTepa
YCTaHOBKM KFOYEN.

Mocne ycTaHOBKM, €CIN HEOBXOAMMO, Nepe3arpysnTe yAaneHHbI KOMMbIOTep. YAanEHHbIN ceTeBON
y3en ViPNet rotos k paborTe.
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O6bHoBneHme ViPNet Client

Mepesn obHOBAEHMEM NpOrpamMMbl yOeAnTeCh, YTO:

e KomnbtoTep COOTBETCTBYET CUCTEMHbLIM TPEOOBaHMAM, Ha HEM He YCTaHOBJ/IEHbl CTOPOHHWE
MeXCceTeBble 3KpaHbl U Nporpammbl, obecneumBatowime NAT.

WHaue npu ycTaHOBKE NporpaMmMbl C MOMOLLbIO MacTepa nosiButcs coobLieHre o npobaemax
coBmectTumocTu. Mpwu apyrmx cnocobax yCTaHOBKM COOBLLEHNE He MOSBUTCA, MporpaMma
yCTaHoOBJIEHA He byaeT.

e B Windows 10 oTkntoueHo ncnosnb3oBaHue KOHMKoaa (cM. OTtkntoueHne FOHnkoaa (UTF-8) ans
NOALEPXKM A3blKa BO BCEM MUpE).

e Ha komnbtoTepe ycraHoBneH ViPNet Client Bepcum 4.3.2 v Bbiwe. [ins 6onee paHHen Bepcun
CHauyana yctaHoBuTe Bepcuto 4.3 (2.37273). 3aTem 3akporiTe nporpamMmmy v yctaHosute 4.5.x.

e JlnueH3us Ha cetb ViPNet paspeluaeT ncnosb3oBaTtbh HOBYHO Bepcumto. Ecam paspelueHmns Her,
nporpamma He 6yaet pabotaTb.

e Ecau Ha komnbroTepe yctaHoBaeHbl nporpammel ViPNet IDS HS n Wireshark, To nepeg
06HOBNEHWEM BbINONHWUTE BOCCTAHOBJ/IEHWE NporpaMMbl. nsa 3toro B MeHto MNyck Bbibepute
ViPNet > Hactpoiika komnoHeHToB ViPNet Client.

e [lns Bepcum 3.x cHauana obHosuTe MO Ha komnbroTepe ¢ nporpammoit ViPNet LieHTp
yrnpaBieHus CceTbio. IT0 He0bXxoAMMO Ans Toro, uTobel B LIYCe npaBnabHO oTobpaxkannch
pe3ynbTaTthl Paccbliki O6HOBEHUI CNPABOYHUKOB U KHOYEN.

e [lna Bepcum 4.3 cHavana obHosuTe O Ha BCcex komnbtoTepax cetn ViPNet, a 3aTem Ha
KomnbtoTepe ¢ nporpammoli ViPNet LieHTp ynpaBaeHus ceTbto.

e Ecam Ha KoMnboTepe ycTaHoBAeHa nporpammMa SafeDisk-V, BbinosHUTe pekomeHAaLm
pasgena O6HOBAEHME MPU UCMOAb30BaHWKN Nporpammebl SafeDisk-V.

e Ecin Ha komnbloTepe yctaHoBieHa nporpamma ViPNet Administrator Bepcumn 4.6.6 1 Huxe,
obpaTuTech B cayx6y noaaepxkun NHpoTeKC 3a HoBow Bepcmenn ViPNet Administrator nan
ncnonbsyrte ViPNet Client 4.5.1 n Huxe.

e Ecan Bbl ncnonb3syete BHelwHee ycTponcto JaCarta n MO «EamHbii KnneHT» 2.11, TOo nepeg
o6HoBneHnem ViPNet Client yctaHoBuTe «EanHbin KnneHTt» 2.12.
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Mpumeuanne. Ecnn y Bac JaCarta PKI n BbinosHAOTCA BCe ycnoBus:

o «EanHbIN KnneHt» 2.11 nan 2.12;

e ViPNet Client 4.5.1 naun Huxe;

e cnocob ayteHTMdMKaunm — Yctpoincto (MepcoHanbHbIN Ktou),
10 nepes obHoeHnem ViPNet Client:

1 CMmeHuWTe cnocob ayTeHTUPMKaLmm Ha Maponb (cM. Vi3meHeHre crnocoba ayTeHTudurKaLmm
rnoab3oBaTens).

2 YcraHoBute «EanHbIN KnneHTt» 2.12 nan Bbille.
3 O6HosuTe ViPNet Client.
4 CmMeHuTe cnocob ayTeHTUdMKaLMM Ha YCTPOMCTBO.

WHaue paborta c ViPNet Client n Bxoa B Windows 6yayT HEBO3MOXHbI. 418 NpooaXKeHNs
paboTbl NoTpebyeTca 3aHOBO pa3BepHyTb ceTeBoi y3en ViPNet.

Bbl MOXeTe BbINOJHUTL OBHOB/IEHWE HECKObKMMW cCNocobamu:

e ABTOMaTU4Yeckoe OHBHOBEHWE, OTMNPABIEHHOE LEHTPaIM30BaHHO Ha CETEBbIE Y3/bl
agmuHucTpatopom cetn ViPNet n3 ViPNet LieHTp ynpaBaeHus cetbto (cM. O6HOBEHME,
otnpasneHHoe 13 ViPNet LleHTp ynpaBneHuns ceTbro43).

e O6HOB/EHVE C MOMOLLLIO TPYMNMOBbIX NOAUTUK. OBHOBAEHUSA JaHHOIO TUMa LIeHTPaan30BaHHO
OTMNPaBAAOTCA Ha ceTeBble Yy3/bl agMUHUCTPaTopom ceTn ViPNet ¢ nomoLsto cpescTB co3gaHms
rpynnoBbix noantnk Windows.

e O6HOBNEHWE BPYUHYHO C MOMOLLBK HOBOIO YCTaHOBOUHOTO daina (cM. ObHoBAEHME C
NMOMOLLbIO YCTaHOBOYHOrO danna).

ObHoBeHMe, otnpasneHHoe 13 ViPNet LleHTp
YMNPaBAEHNA CETbHO

O6HoBneHwne ViPNet Client, otnpaBneHHoe 13 ViPNet LLeHTp ynpaBaeHus ceTbio, MOXHO NPUHATL Ha
ceTeBOM Yy3ne ¢ nomoupto nporpammbl ViPNet Cnuctema ob6HoBaeHus (cm. O nporpamme ViPNet
Cuctema 0bHOB/IEHUs). B 3aBMCMMOCTM OT HacTpoek, 06HOB/IEHVE NPMHMMAETCS aBTOMaTUYeCKn, 1Mbo
BaM HEOOXOAMMO YCTaHOBUTbL €ro BPYUHYH (CM. YCTaHOBKa OBHOBJ/IEHNI BpyUHYtO). Ecam Ha
3alUMLLEHHbIN Y3en NPULWAN HEKOPPEKTHbIE OOHOB/IEHNSA, KOTOPbIE HE MPOXOAAT MPOBEPKM LLeNOCTHOCTH
1 NOAJIMHHOCTW, OHU He NpuMeHATCA. KnneHT 610KMpyeT Nofo3puTesbHble Ciy>KebHble KOHBEPTbI U
oTnpasnseT yBegomaeHre 06 37om Ha y3en ¢ ViPNet LLYC nau c ueHTpom ynpasnenus ViPNet Prime.

Mocne obHoBaeHMa ViPNet Client nepesarpy3unTe koMnbroTep.

Ecnn HoBasi Bepcus nporpaMmbl He 6blia yCTaHOBAEHA, BOCMOb3YTECh PEKOMEHAALMAMM U3 pa3sena
He npumeHsaetca obHoBneHume MO, otnpasneHHoe 13 ViPNet LLYC.
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OBHOBIEHME C MOMOLLBHO TPYMMOBbIX MOANTMK

AamuHuctpatop cet ViPNet MmoxeT oTnpaBunTb Ha Balw ceTteBol y3en obHosaeHune ViPNet Client B Buge
OBHOBJ/IEHWNSA TPYNNOBbLIX NOAUTUK. [ToNyyeHHble Takum obpa3om obHoBaeHus ViPNet Client
yCTaHaBAMBatOTCA aBTOMATUYECKN LN He TPeBYHOT OT Bac KaknxX-AnMbo AOMOAHUTENbHbIX 4eNCTBUN.

MoapobHee cMm. B pasgene YcraHoska ViPNet Client ¢ noMOLLbrO rpynnoBbIX MOAUTUK.

ObHOBEHME C MOMOLIBHD YCTAHOBOYHOTO daiaa

=l
1 3anycTuTe ycTaHOBOUHBIN Gaiin “ 1 JoXAUTeCh 3aBepLUEHNA NPOBEPKM Ha COBMECTUMOCTL
Ballero komnetotepa v nporpammebl ViPNet Client.

2 Ytobbl nocne obHoBaeHus ViPNet Client 6bln1a aBTOMaTMUECKU BbINOJHEHA Nepe3arpy3ka
KOMMbIOTEPa, yCTaHOBUTE COOTBETCTBYHOLLMI Pnaxok B okHe O6HoBeHue ViPNet Client.

Haxxmute O6HOBUTD.

3 Ecaum c HekoTopbiMK NpunoxeHnamm ViPNet He 6biia 3aBepLueHa paboTa, MOXET NOSBUTLCA
cooblLieHne 0 HEBO3MOXHOCTU UX OBHOB/IEHUS. YTOObI NPOA0/IKUTE OOHOBAEHME, 3aBEPLUMTE
paboTy C HUMMW.

4 Ecns npouecce 06HOB/IEHWSA MOABUIOCH COO6LLI,eHVIe <<O6Hapy)KEHbI I'IpO6J'I(:‘MbI COBMECTUMOCTU»,
BbINOJIHUTE NPEANOXKEHHbIE pEKOMEHAAUNN N NMPOAOIXKNTE YCTAHOBKY NMporpamMmmbl.

5 Tocne obHOBNEHMA nepesarpysmte KOMnbroTep, eCan nepesarpyska He BbINOJAHUAACh
aBTOMaTUn4eckun.

MpuMeuaHue. Eciv B Balleli onepaLvoHHOW CUCTEME BKIOUYEHa GYHKLMA BbICTPOI 3arpysku
Fast Startup, ans 3aBeplieHns o6HoBaeHus ViPNet Client nepesarpysuTe kKoMnbroTEp.
BbIKNHOUWTL M CHOBA BKAKOUMUTbL KOMMNbKOTEP HEAOCTAaTOUHO.

YnanéHHoe obHosaeHme IO ViPNet Client

Ecnm Tpebyetca obHoBuTb O ViPNet Client Ha yaanéHHoM KomnbroTepe, agMuHucTpaTop cetn ViPNet
MOXET BbIMOAHWUTb OBHOBAEHWE ANCTAHLMOHHO, MOAKAOUMBLLNCE K YAaNEHHOMY KOMMbOTEPY MO
npotokony RDP. [lna ancraHumorHou yctaHoBkm ViPNet Client c aBTomaTnueckon nepesarpyskomn
yAanEéHHOro KoMMbtoTepa:

1 C nomouybto ctaHaapTHoW nporpammMbl Windows «[MogxitoueHue K yaanéHHomy pabouemy cTony»
YCTaHOBUTE 3aLUMLLEHHOE MOAK/IOYEHME K YAaNEHHOMY KOMMbIOTEPY, Ha KOTOPOM TpebyeTcs
o6HoBUTL MO ViPNet Client.
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BHumaHme! Ha yaanéHHom koMnbloTepe A0MKHO ObiTb paspeLleHo NOAKI0UeHMe K
yAanéHHoMmy pabouemy CTONY U HaCTPOEH BXOg B cucteMy 6e3 HaxaTus knasuw Ctrl+Alt+Del.
/A\ MoapobHee cm. Hactpolika aBToMaTnyeckoro Bxoga B Windows.

Ans nogkntoUeHns Ha yAanéHHOM KOMMbIOTEPE CNeAyeT NCNOAb30BaTh YUETHYHO 3aMunch
Windows, obnagaroLyto npaBamu agMUHUCTPaTOPa 1 3aLUMLLEHHYIO NaposeMm.

B ceaHce yaanéHHon pabotbl Bonamte B nporpammy ViPNet Client B pexxvme agmuHucTpartopa.
B meHto CepBuc BbibepuTe HacTpoiika napameTpoB 6e3onacHoOCTU.

Y6epunTech, UTO B OKkHe HacTpolika napameTpoB 6e3onacHOCTM Ha Bkaagke AgMUHUCTPaTop
yCcTaHOBAEeHbI GaaxKky Pa3pelunTb coxpaHeHUe Naposis B peectpe 1 ABTOMaTUUECKN BXOAMUTb B
ViPNet (cMm. lononHnTeNbHbIe HAaCTPOVKM NapameTpoB 6e3onacHoCTH).

B meHto ®aiin BbibepnTe CMEHUTb NoJib3oBaTeNs.
B okHe Bxoga BBegMTe napoab 1 yctaHoBute paaxkok CoxpaHntb naposb. Haxmute OK.

B ceaHce yaanénHol pabotbl BbinonHuTe obHoBaeHne ViPNet Client (cm. O6HOBAEHME C MOMOLLBLO
yCTaHOBOYHOrO daiina).

B npouecce o6HoBneHus MO ViPNet Client B okHe O6HoBeHue ViPNet Client yctaHoBuTe dnaxok
ABTOMaTUUECKM Nepe3arpysnTb KOMMNbIOTEP Nocsie o6bHoBAEeHNA (MPY HEO6XOAMMOCTH).

WNHaue ans 3aBeplueHns 06HOBEHMs HYXXHO BbINOJIHUTL Nepe3arpy3ky HENOCPEeACTBEHHO Ha Yy3/e,
Ha KOTOPOM BbIMOAHANOCE OGHOBAEHME.

/\g BHumaHwme! B npouecce obHoBneHus MO ViPNet Client Ha yaanéHHOM KoMMbloTepe
coeanHeHne no npotokoay RDP 6yaet npepsaHo.
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[lobasneHne, yaaneHume v
BOCCTAHOBJ/IEHME KOMMOHEHTOB

Mpy HEO6XOANMOCTMN Bbl MOXETE YCTaHOBUTL MK YaanuTb koMnoHeHTbl ViPNet Client, a Takxe
BOCCT@HOBWTbL NpOrpaMmy npu obHapy>XxeHUn noepexaeHnin. Ana storo:
1 B meHto Myck Boibepute ViPNet > Hactpolika komnoHeHToB ViPNet Client unun 3anyctute
=l
yCTaHOBOUHbIIA (aiin .

2 B okHe YnpaBnenue coctaBom ViPNet Client BbiGepute Hy>xxHOe aelicTBre n HaxxmuTe [anee.

jﬁ)’craﬂoaxa ViPMet Client EI =] @I

Ynpasnedue coctasom ViPNet Client

9 M2MeHUTE CoCTaR

! BoccTaHoBUTE

“.PN el ' ¥1anute

PucyHok 13. 1ameHeHuUe ycmaHoeieHHbIX KOMNOHEHMo8

3 Ecau BbI yCTaHaBaMBaeTe Nan yaanaete KOMNOHEHTbI MporpaMmbl, YKaXXuUTe Hy>XHble KOMMOHEHTbI Ha
cTpaHuue Bbibopa. 3ateM Haxmute [anee.

[na aBTOMaTMUeCKOW nepesarpyskun nocae 3aBepLlieHns nameHeHunn B MO yctaHoBUTE
COOTBETCTBYIOLWMI daaxok. 3aTeM HaxxMuTe MNpumMeHUTb.

4 Jloxpautech 3aBeplueHns n3MmeHeHmi B nporpamme ViPNet Client.

Ec/iv Bbl He ycTaHOBWAW GAa>koK aBTOMaTMUECKOW nepesarpysku, nepesarpysnTte KOMMboTep
BPYYHYHO, UTOObI M3MEHEHWS BCTYMWUAN B CUJTY.
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Ynanenume 'O ViPNet Client

Mpw yaaneHnm ¢ komnbrotepa nporpammbl ViPNet Client 1 Bcex eé KOMNOHEHTOB Bbl MOXKETE COXPaHUTb
WAN yAaNNTb NONb30BaTebCkNE AaHHble, CHOPMMPOBaHHbIE N MCNOJIb3yeEMble BO Bpems paboTbl:
cnpaBoYHMKM 1 kKntoun ViPNet, HacTporikv napameTpoB paboTbl MporpamMmebl, NMMCbMa NPOrpamMMbl
ViPNet [lenoBas nouta v gpyrue.

-_—

B meHto Myck BbibepuTe ViPNet > Hactpoiika komnoHeHToB ViPNet Client.
2 B okHe YnpaBneHue coctaBoMm ViPNet Client BbibepuTe Yaanutb 1 Haxxmute [anee.

3 YTtobbl yaanutb Nosb30BaTeNbCKUE AaHHble, CHUMUTE daaxkok COXpaHMTb Nosb3oBaTesibCckue
JAaHHble.

4 [ins aBTOMaTMYeCKON nepesarpysku nocse yaanenus MO ycTaHOBWTE COOTBETCTBYHOLLMIA BAadKOK.

5 [na npogonxeHusa HaxxmMuTe Yaanntb Bc€ KOMMNOHEHTbI.

Mpumeuanwue. Ecav npu yaanennm MO ViPNet Client Bbl Takke BbIGpanu yaaneHne
MO/1b30BaTENbCKMX AaHHbIX U MPU 3TOM AaHHble NCMOJIb3YHTCA 3anyLWweHHbIMY MPUAOXKEHNAMM

ViPNet, nosButca cooTBeTCTBYOLLEE NpeaynpexaeHune. B 3Tom cryyae 3akpoiiTte Bce
npunoxenus ViPNet n HaxxmuTe MoBTOP.

6 [Joxauntecb yianeHus nporpaMMHoOro obecneyveHus.

Ecnv paHee Bbl Bbibpaav aBTOMaTUYECKyHO Nepe3arpy3ky KOMMbOTEPa, TO NMOC/IE 3aBePLUEHMS
yAanexus MO koMnbroTep ByaeT aBTOMaTUYECKM Nepe3arpy>eH. ViHaue nepesarpysute KOMMbOTep
BPYUYHYHO, UTOBbI U3MEHEHWS BCTYNUAN B CUJTY.

YnaneHve B HEMHTEPAKTUBHOM peXmmMe

Yrtobbl yaannte nporpammy ViPNet Client 6e3 otobpaxkeHns npoLiecca Ha 3kpaHe, B KOMaHAHOM CTpokKe
Windows BbinonHuTE:

<IyTb K yCTaHOBOUHOMYy o®ary> -gq -uninstall

|_|pl/l HEO6XO,£I,I/IMOCTI/I YKaXXunte AONOJHUTE/IbHbIE NapaMeTpbl:
L —autorestart — aBTOMaTU4eCKU nepesarpysntb KOMNbOTEP MO 3aBEPLUEHUN YAaNneHUA;

L4 -deleteuserdata="yes" — YAaANUTb NOJib30BaTe/ibCK/E AAHHbIE.
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JInueH3npoBaHMe NporpaMmbl
ViIPNet Client

JNnuensmsa Ha Bawy konuto nporpammbl ViPNet Client MoxxeT 6bITb 6€CCPOYHOM UAM OrpaHUYeHHON Mo
CPOKY AencTBuA. VIHGOpMaLMIO O CPOKe NNLLEH3MN Bbl MOXETE 3anpoCuTb Y aAMUHUCTPaTOpa Ballei
cetu ViPNet. Takoke 3a 30 aHelt o ncteyenns amueHsunm nporpamma ViPNet Client HauHET oTobpaxaTb
nepuoanyeckme onoseLLeHus.

®ain nmueH3nn Ha ncnosib3oBaHwWe Balwein konuu nporpammel ViPNet Client yctaHaBavBaeTcs
aBTOMATMYECKM NMPU YCTaHOBKE ANCTPUOYTMBA Katouel aMbo npu nosyyeHn obHOBAEHMS
CNPaBOYHUKOB U KJIHOUEN.

UT06bI NPOANTL CPOK AEUCTBUS TNLEH3MM, 3aMPOCUTE OBHOB/IEHME IMLLEH3NM Y aAMUHKUCTPaTOpa
Bawew cetu. NMopsagok OBHOBAEHWS INLLEH3MM MOXET ObiTb CeAyOLWUM:

e ECau nnueH3us ewwé He UCTeKNa, JOXANTECH MOCTYMIeHNs OBHOBAEHU C HOBbIM daiiioM
JNLLEH3UU WY YCTAaHOBUTE AUCTPUBYTUB KNHOUER, MepesaHHbI afMUHUCTPATOPOM.

e Ecau nnueH3ns nctekna, Ho NporpaMMa CoxpaHuaa orpaHUUYeHHy0 paboTocnocobHOCTb, Bbl
MO>ETe OOHOBUTL IMLEH3MIO OAHUM M3 YKa3aHHbIX Bbllle COCO6OB.

MporpaMmMa coxpaHsieT orpaHMyeHHyto paboTocnocobHOCTb B TeueHnn 180 agHel nocne

ncTeveHus anueHsmu. MNpu aTom Bce GyHKLUM NPOrpamMmbl 3a6J10KMPOBaHbI, HO Bbl MOXETe
NPUHATL OBHOBNEHMS CMPABOYHMKOB U katouel 13 LLYCa. B ctpoke 3aronoeka ViPNet Client
OTOBpaXKaeTCs HAAMUCh: «3allMLLEHHAs CeTb HeJOCTYMHa»/«OTnpaBka NMCEM HeJOCTyMHa».

e Ecam anuensua ncrekna n nporpamma ViPNet Client He 3anyckaeTcs. B 3Tom caydyae Bbl MOXeTe
0BHOBUTbL ANLIEH3MIO TOJIBKO C MOMOLLbIO YCTAaHOBKWM HOBOTO ANCTPUOYTUBA KNHOYE.

BHumaHwme! Eciv Bbl 06HOBUAW dali IMLEH3MM C MOMOLLBIO AUCTPUOYTUBA KIHOYEN, TO Nocsie
A nepsoro 3anycka nporpammel ViPNet Client BkatounTte 3awuty Tpaduka. as 3T0ro B MeHIO
®aiin Bbibepute KoHpurypaumm > BkatoumTb 3awimTy.
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[lepeHOoC CceTeBOro y31a Ha Apyrou
KOMMbBHOTEP

YTobbl NnepeHectn y3en cetn ViPNet ¢ ogHoro KomnbetoTepa Ha Apyron (Hanpumep, Npu 3ameHe
KOMMbloTepa nan nocae BoccraHoseHns Windows), coxpaHuB HacTpOKK 1 NucbMa [enoBoi nouTsl,

noTpebyeTcs BPY4YHYH CKOMMPOBATb AaHHble Ha HOBbIA KOMMbOTEp. [ocae nepeHoca y3na BCe JaHHble
npexHero y3ia Hajo 6yaet yaanutb. B cetn ViPNet He MoryT HaxoaMTbCs ABa OAMHAKOBbIX y3/a.

MNpesaBapuTENbHbIE AEACTBUA

e Ha npexHem komnbloTepeE:

o

Ecan Bepcua ViPNet Client 4.3 nan Huxxe — obHoBuMTe a0 Bepcum 4.5.x.
Mocne 06HOBNEHMA aBTOPU3YMNTECH B MPOrpamMme.
Pacwmndpyiite Bce nncbMa [esoBoi NoyThI.

Cwm. «ViPNet [lenoBas nouta 4. PykoBoACTBO Nosab3oBaTtens», pasgen «undbposaHue n
paclmdpoBaHne nucem».

Y6eanTech, UTo ecTb Nnarnka KAtouei Nnoab3oBaTens user <AAAA> (AAAA — UAEHTUOMKATOP
nosnb3oBatens):

c:\Program Files (x86)\InfoTeCS\ViPNet Client\user <AAAA>\
WA c:\ProgramData\InfoTeCS\ID Vs3ma\user <AAAA>\
WA B TOM PacnosioXXeHUK, KOTOpoe Bbl yKasanun npu yCtaHOBKe AVICTpVI6yTI/IBa KJrOYen.

Ecam naponb ans ayTeHTMdUKaALUM COXPaHEH B CUCTEME, U Bbl €I0 He MOMHUTE, N3MEHUTE
naponb.

e Ha HOBOM KOMMblOTEpPE:

o

Y6epunTech, uto paspsagHocTb Windows Takas Xe, Kak 1 Ha NpexHeM.

Ecnn paseepHyT apyroti yzen ViPNet, yaanute ViPNet Client. B okHe noatBep>aeHus
cHumuTe dnaxkok CoxpaHMTb NOJIb30BaTE/NIbCKME AaHHbIe.

YcraHoBuTe Ty e Bepcuto ViPNet Client, koTopas ycTaHOBAEHa Ha MPeXHEM KOMMbIOTEPE,
C TEM >Ke HabOpPOM KOMMOHEHTOB.

Ecan pna ayteHTudukaumm B ViPNet Client ncnosnb3syercsa ceptudukar, yctaHoBUTE B
XpPaHuavLLLe NTOKaNbHOrO KOMMbIOTEPa KOPHEBOW cepTudukaT, cepTudurKaTbl 13 LienoYkm
ceptudumkaumnm n CRL.
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[NepeHoc ceteBoro y3na

1 Ha obownx komMnbroTepax:

o

o

3aBepwute paboty ViPNet Client 1 ViPNet Jenoas nourta.

3anyctute npunoxeHne Windows — Cny>x6bl 1 octaHoBUTE BCe cny>bbl ViPNet.

LViPNet IDS HS Agent
L ViPMet IDS HS Controller

ig
pe)
S
ELViPNet IDS HS Met Sensor
(6L ViPNet NAT Proxy

S
<
S
pe!

L. ViPNet Cepeep nepesayum gaHHb.

“£LViPNet Cuctema oBHoBnEHNA

L ViPMet CSP cucTema BoccTaHoENE. .

L ViPNet Monwropudr Coctoanna Y.,
-ViPMet OcHoeHele cepeucel Kontp...

L. ViPNet CepBuc ynpaeneHua 4paie...

5L ViPNet CnyxcBa ayTeHTrdneanm ...
“£LViPNet Tpancnoprreii Mogyne (m..

CHCTEMa BOCCTAHOE. .
ViPMet IDS HS Agent

ViPMet IDS Host Sens...
ViPMet ID5 HS Met Se...
OBecneyneaeT nogg...

CJ'IEJJ,MT 33 COCTOAHW..

anADCTEEﬂHET OCHO..

QGecnedneast nepe..

¥npaenset gpaiieepo...
Crctema oBHoBNEHW, .
Peanuzyer npouggyp...

JlaHHbIi cepBrC Ty,

ApTOoMaTHYE...
ABTOMaTHYE..,
ApTOoMaTHYE...
ABTOMaTHYE..,
ApTOoMaTHYE...

Orkntouena
OTkntoueHa

Bpyunyto

ApTOoMaTHYE...

ABTOMATHYE..,

OTkntoueHa

ABETOMATHYE..,

JNlokaneHan cucTema
JlokaneHaa cucTema
JNlokaneHan cucTema
JlokaneHaa cucTema
JNlokaneHan cucTema
JlokaneHaa cucTema
JNlokaneHan cucTema
JlokaneHaa cucTema
NT AUTHORITY\ Sy
JlokaneHaa cucTema
JNlokaneHan cucTema

NT AUTHORITY\ Sys|

PucyHok 14. Cnyx6el ViPNet

MpumeuaHne. HekoTopble CyXbbl aBTOMATMUECKW Nepe3sanyckaroTcs nocie cbos, nostomy
MOryT nomeLuaTb nepeHocy. na Kaxzgomn n3s atux cyxob B cBoncTBax BbibepuTe Tvn 3anycka >

OTKAtoUeHa:

e ViPNet NAT Proxy.

e ViPNet MoHutopuHr CoctosiHus Y3na.

e ViPNet CepBuc ynpaBaeHvs apaiBepom 3allmThl.

o ViPNet Cuctema obHOBNEHUS.

e ViPNet TpaHcnopTHbIi Mogyab (mftp).

2 T[lepeHecuTe yKasaHHble HUXKe dalisibl U MankKuW C NMPEXHEro KOMMbOTEPa Ha HOBbLIW. KonvpyiiTte B TO
e pacrnosioxeHne C 3aMeHON Bcex Gpainnos.

3 CkonupyiiTe dainbl U3 TpaHCMOPTHOrO KaTanora. aa aToro otkponte dann

C:\ProgramData\InfoTeCS\ViPNet Client\shared.cfg W HagMTe NapamMeTp TransDir:

(¢]

Ecin TransDir=C:\ProgramData\InfoTeCS\ID V¥sa, CKOI'II/IpyI7IT€ nanky ¢ HOMepoM y3Ja

(Hanpwumep, 0004011C).

Ecav TransDir=C:\Program Files (x86)\InfoTeCS\ViPNet Client), CKOI'II/IpyIZTe nanky m
dalinbl (y Bac MoryT ObiTb He BCe dainbl):

o [d station];

o [user AAAA],

. AP* . *: APAXXXX.TXT, APCXXXX.TXT, APIXXXX.TXT, APLXXXX.TXT, APNXXXX.CRC,

APNXXXX.CRG, APNXXXX.TXT, APSXXXX.TXT, APUXXXX.TXT,

(xXXX — naeHTndmKaTop CETEBOTO y3a);

(] nodeXXXX.*;

. 1inkXXXX.txt,
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(] afilter.hst;

(] [station];

o [key disk];

o [databases], [config], [IPLogs],

(] infotecs.re;

(] iplir.cfg, iplirmain.cfg, AppWhere.cfqg, postpone.cfq;

. ipliradr.do$;

[ nodename.doc, extnet.doc, remote.doc, enet.doc,

(] f1dPPPP. txt, amatrix.dat, nmatrix.dat, sesalrt.hst, prevcrca.dat,

e jpaHHble moayna MFTP: [ARCHIVE], [CCC], [in], [out], [SMTPIN], [SMTPOUT], [TRASH],
[locall, [tmp], [invalid], [temp], mftp.ini, mftpconf.xml, mftpenv.db;

[ M3 nankun C:\ProgrambData\InfoTeCS\ViPNet Client\ q)al7lj1bl M nanku. [rf] (KpOMe
danna rf.log), [$tmpdirs$], [TaskDir] (ecam TpebyeTca coxpaHuTb Galibl, MPUHATLIE MO
darinoBomy ob6MeHy);

o M3 Nanku C:\ProgramData\InfoTeCS\ViPNet Client\configparams\ Qanbl

secserv.ini, rf.ini, iplir.cfqg, iplirmain.cfqg.

4 W3 nanku C:\ProgramData\InfoTeCS.Admin\ Mankn [ServicesPrivate] N [UpdateSystemData].

5 Ecan Ha npexHeM koMmnbtoTepe Bbl HacTpanBaan ViPNet Client BpyuHyto:

o

o

M3 nanku C:\ProgramData\InfoTeCS\ViPNet Client\ BCe Manku U Gaisbl, KPOMe *.log.

M3 Nanku C:\Users\<uma nojsb3oBaTensa>\AppData\Local\InfoTeCS\ Nanku u CI)aVIﬂbI: [Rf],
[ViPNet Client], foldertreenodes.txt, iplir.cfq.

6 Ecnu Bbl ucnosb3yeTte [lenoByro NOYTy:

o

M3 nanku C:\ProgrambData\InfoTeCS\ViPNet Business Mail\ CKOMMpPYyM1Te nanky u Gaiabl (y
Bac MoryT 6bITb He Bce daibl):

MpumeuaHue. Eciv paHee y Bac 6bi1 yctaHoBneH ViPNet Client Bepcumn 4.3 nan Huxe,
ckonupyinTe nanky u garnbl u3 C: \Program Files (x86)\InfoTeCS\ViPNet Client\

. [MSArch] — Marnka no yMOAYaHWIo /18 XpaHeHWs apxnBoB [enoBoi noutsl (1Mbo apyryro
narky, eciv Bbl U3BMEHW/IN €€ PACMONIOXEHNE);

. wmail.crg,
(] wmail admin.ini;
(] wmail.ini.
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o Ecnn HacTpoeHbl npaBmna aBTONpoLeccnHra, U3 nanku C: \ProgrambData\InfoTeCS\ID VYzna\
dalin autoproc.dat (ecam TpebyeTcs, LONOAHUTENBHO NepeHecuTe Bce nanku 1 dbaiabl npasu
aBTOMPOLLECCHHTa).

Mpumeuanue. Ecan paHee y Bac 6bin yctaHoBeH ViPNet Client Bepcun 4.3 naun Huke,
ckonupyinte aiin U3 C: \Program Files (x86)\InfoTeCS\ViPNet Client\

o W3 nanku c:\ProgramData\InfoTeCS\ Narnky c NOAb30BaTENbCKMMWN HaCTPOMKaMM ajpecHOM
KHUIM [Address book].

o Ecam Bbl nogkatouani AONOAHUTENbHbIE XpaHUanLLa cooblyeHunii (cMm. «ViPNet Jenosas nouta 4.
PykoBoaCTBO nosib30oBaTens», passen «Pabota ¢ apxmBamu NMceM»), U3 KaXkaoro cKkonmpymnte
nankun apxmBoOB:

o [MS];
(] [MS maTa Bpewmsa],
[ [maTra Bpemsa].

Ecnv Bbl cnonib3yeTe cepTUdMKATBI M XPaHUTE KOHTENHEPDI KJFOUen Ha KOMMbIOTEPE, TO CNocob
repeHoca 3aBUCKT OT TOro, B kakoM MO Bbl co34aBanv 3anpoc v nojydanu ceptudukar:

o B MO ViPNet — nepeHecute KoHTeliHepbl ¢ nomoLbto ViPNet Client (cm. MNepeHoc koHTelHepa
karouein) nam ViPNet CSP («ViPNet CSP. PykoBoacTBO nonb3oBaTens», pasgen «llepeHoc
CepTMdUKaTOB U 3aKPbIThIX KAKOUEN MEXAY KOMMbHOTEPAMU»).

o B ctopoHHem MO 1 B cTOpoHHEM YL — nepeHecuTe KOHTENHEPbI C MOMOLLBIO CTOPOHHero MO.

3anyck ViPNet Client Ha HOBOM KOMMbIOTEPE

1

3anycTuTte Bce cnyx6bl ViPNet, koTopble Bbl OCTaHaBANBaNN paHee.
YcTaHOBWTE NpeXHWI TUM 3anycka 415 CyX6, KoTopble nepesanyckaroTcs npu cboe.

3anyctute ViPNet Client, B okHe ayTeHTUMKaLmm HaxmuTe Hactpoika > Manka katouen
NnoJsib3oBaTens 1 yKaxxute nyTb, 3aZaHHbIA B NapaMeTpe TransDir.

Ecam Ha npexxHeM KoMnbroTepe Bbl M3MeHAAM HacTpolikn 3anycka ViPNet Client, 3agariTe Te Xxe
HaCTPOWMKMN Ha HOBOM.

Y,qam/lTe Ha Nnpe>XXHemM KOMNbHTEPE BCE AaHHbIE, KOTOPbIE Bbl NepeHeC/IN Ha HOBbIM KOMMbLOTEP.

Ecan Bbl KONMpPOBaNM KOHTENHEPbI € KNKoYaMu cepTUOUKATOB Ha HOBbIN KOMMbIOTEP, yAanute nx Ha
npexHemM.

Cwm. «ViPNet CSP. PykoBOACTBO No/Ib30BaTeNsA», pa3fen «YaaneHne KOHTeNHepa Katouen» nam
AOKyMeHTaumo K cTopoHHewmy T10.

B uensax 6e3onacHOCTN M3MEHMTE NapOob AN ayTEHTUDUKALUN.
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YCTaHOBKa 1 OOHOBAEHME
CMPABOYHMKOB M KJTHOUEN

YcTaHOBKa CNPaBOYHUKOB U KoYl

cnonb3oBaHWe CNpaBOYHUKOB W KJIOYEN, YCTaHOBAEHHBIX paHee

O6HoBneHMEe CNpaBOYHUKOB, KJAHOUEn 1 NoANTUK 6e30MnacHoCTM

YpaneHue cnpaBoYHMKOB 1 KNtOYENn

[enicTBUA Npy KOMMPOMeTaLun KAtouewn
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YCTaHOBKa CrpPaBOYHMKOB M KJIKOUEM

YcTaHOBKa CrpaBOYHUKOB W K/tOYel BbINOAHAETCA Npu pa3BépTbiBaHmm 10 ViPNet nam npum
f06aBNEHNN HOBbIX NMOb30BaTeNEeN Ha CETEBOW y3eN, a TakXKe KOTAa CMPaBOUHMKM U KIOUM yCTapenu
nan 661 NOBPEXAEHDI.

ﬂ'ﬂﬂ YCTaHOBKW KArouen Bbl6epVITe OAVH N3 BApMaHTOB!
. I'IepBaﬂ YCTaHOBKa CrpaBOYHUKOB U KArouen OAHOro nNosib3oBaTtenA.
. YcTaHoBKa CNpPaBOYHMKOB U KJrOUen ANnAa HECKOZIbKNX noJib30BaTesIen.

e UYrobbl 334aTb Nanku, B KOTOPbIX BYAYT XPaHUTLCA CMPaBOYHUKN U KAHOUK, CM. pa3gen
PacluMpeHHbIA pexxMM YCTaHOBKM CMPaBOYHNKOB U KJIHOUEN.

e Ecan Ha y3ne yxe ycTaHOBJIEHbl CMPaBOYHUKM U KIHOUW A1 KaKo-n1mbo nporpammbl ViPNet,
CM. pa3gen Vicnonb3oBaHWe CNPaBOYHUKOB U KAOYEN, YCTaHOBAEHHbIX paHee.

e YT0ObI YCTAHOBWUTL CMPABOYHMKMN U KAOUM U3 KOMaHAHOW cTpokn Windows, cM. pa3gen
YcTaHOBKa CNpaBOYHNKOB U KAKOYEW B HEMHTEPAKTUBHOM pexume.

e Ecau Bbl He MOXeETE BOWTU B MpOrpammy, cM. paszen [oBTopHas yCTaHOBKa CMPaBOYHMKOB 1
Katouer nocsie cbos NporpaMmmebil.

BHuMmaHue! He ycTaHaBavBaiTe Ha OAUH KOMMbIOTEP KAOUK, MpejHa3HaUYeHHble ANs pa3HbIX
CeTeBbIX Y3/10B, 3TO MOXET HapywwuTb paboTy nporpamm ViPNet.

>

Kaxxgomy nonb3oBatento nepefaércs pesepBHbIA Habop nepcoHanbHbix kKaroder (PHIK). ®ainn PHMK
NUMeeT BUA ARAA.pk (rae AAAA — nAeHTUGUKaTop nosb3osatens B cetu ViPNet). Bo Bpems ycTtaHOBKM
CNPaBOYHMKOB U K/IHOUEN OH NOMELLAETCs B Marky KAHOUel NnoJsib3oBaTess.

Job6asnenHne PHIK B gnctpnbytus katouel 3aBncut ot Bepcum ViPNet Administrator:

e B Bepcun 4.6 n Huxe PHIMK gobaBnsetcs ToNbKO B NepBbl ANCTPUOYTHUB.

e B Bepcun 4.6.1 n Bbiwe PHIMK gobaBnsetcs B kaxablh ANCTPUOYTUB.

M3 coobpaxkeHunii 6e30nacHOCTM Nocae NepBoi YCTaHOBKM CMPaBOYHWKOB M KJIOUeln nepemMectute dain
pe3epBHOro Habopa 13 Mankun KIYen Nob30BaTeNs Ha BHELLHEE YCTPOWCTBO A1 XpaHeHWs B
6e3omnacHoM mecTe (Hanpumep, B ceide). Mocne NosyyeHns pe3epBHOro Habopa Katouel Nosib30oBaTe/u
cetu ViPNet HecyT AMUHYHO OTBETCTBEHHOCTb 3@ €ro XpaHeHue.

BHumaHwme! Ecnv obHapy>keH dakT 40CTyna NOCTOPOHHUX NINL, K BalLeMy pe3epBHOMY
A Habopy kntouen AMbo ecn Bbl MOJO3PEBAETE, UTO TaKOW HakT UMeN MEeCTO, ClesyinTe
pekomeHgaumaM pasgena [eiicTBms npy KOMNPOMEeTaLUK KIYen.
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YCTaHOBKa CMPaBOYHMKOB M KAKOYEN OAHOTO
MONb30BATENS

N5 yCTaHOBKM CNpaBOYHMKOB WU K/OYEN:
1 Monyuute y agMUHUCTPATOPa ANCTPUBYTUB KItoUen (Pain * .dst nam * . enc).
2 3aBeplumnTe paboTy Bcex komnoHeHToB nporpammbl ViPNet Client.
3 3anyctute nporpammy yctaHoBku kiatouvein cetu ViPNet ogHMM 13 cnoco6os.:
o [ABaxabl WENKHUTe dain AUCTPUOYTMBA KAtoYen (ans * . dst).

. . .. *
o 3anyctute ViPNet Client, B okHe BBOZa Napons WENKHUTE 3HAYOK :] cnpasa OT KHOMKM
HacTtpoiika v BbibepunTe YCTaHOBUTL KJIHOUM.

[E9 viPNet Client (=30
Criocof ayTEHTUdMKALM: Mapons v]
Wma: [CBﬂTMH Anexceit NeoHnaosny V]
Maponb:
oK Hactpoiika...

Manka knroyeil Nens30eaTend..,

Manka kntoqell ceTesoro y3na.

¥CTaHoBWTE KNHYW

PucyHok 15. 3anyck npozpammel ycmaHoeku Krodeli

4 Ecav noasuTcs cooblieHne o 3aBepLueHnn paboTel nporpamm ViPNet, 3akpolite ykasaHHble
nporpammel 1 Haxxmute MNoBTop.

5 Ha ctpaHvue YkaxunTe daiin guctpnbytuBa Katouen 3agalite nyTb, €CAN OH He yKasaH.

6 Yb6eawTechb, U4TO BbIBPAH ANCTPUOYTUB KAKOUEN A1 Ballero CeTeBoro y3sa. ViMs ceTeBoro ysna v ums
MoJib30BaTeNs 0TOHPaXKarOTCA HVXKE MOAA AR yKasaHWA Ny K Galiny guctpubyTmea.
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I\J ¥ Ycraneska knrodeil cetn ViPNet

YkaxuTe daiin auctpubytnea kiatouei

3Ta NporpaMMa No3B0NAET YCTAHOBWTL K4k VIPNet, koTopkie Heobxoaumbl AnA paboTel ceTesoro y3na B
COCTAEE ZALWMWEHHOR ceTH ViPNet, AWcTpUBYTHE KNKoUEH CNeqyeT NonydMTe ¥ Balwero aaMMHMCTPaTopa
ceTh ViPMet.

Z:\sharedkeys\Munaroe Neora Axosnesuy\abn_000a.dst Ofizop...

YKasaHHEIA AN COOEMMMT KNKDYM CETEBOro y3na "™MunaHos MNeoHua AKoBnesd” nonb3osaTens "MunaHos
NeoHua Arosnesud’,

[F] PacumpenHsii pesam (Tonsko Ana skcnepTos);

¥CTaHOEWTE KIHOUK ]I OTmeHa

PucyHok 16. Beibop ¢palina ducmpubymuea karoyeli

Mo yMOn4aHWIO CNPaBOYHUKM U KNKOUYM YCTaHaBANBAKOTCA B OAHY Manky
C:\ProgramData\Infotecs\ID Y3ma\, Bbl MOXeTe €€ U3MEHUTb (CM. PaclumpeHHbIN pexmnm
YyCTaHOBKM CMPaBOYHNKOB U KJOYEN).

7 Haxmute YCcTaHOBUTb KAOUM.
8 Ecam ycTaHOBKa K/tOUen npoLuia yCreLwHo, NosiBUTCSA COOTBETCTBYHOLLLEE COOOLLEHME.

Ecam BbINONHWTL YCTAHOBKY KNHOUEN He yAanock, obpatutech K agMuHncTpatopy cetu ViPNet.

MpumeuaHwue. Ecim npm yctaHoBKe kAtouer ByAyT HalZeHbl paHee YCTaHOBJIEHHbBIE KU )15
3TOrO y3/1a, HOBbIE K/IHOUM ByAyT YCTAHOBJEHBI B Ty XK€ MarkKy NoBepX NMpeAblAyLLuX.

Mocne ycnewHon yctaHoBKM katouved MoxHo 3anyctuTb ViPNet Client.

BHumaHwme! Ecnn B nporpamme ViPNet yxxe 66111 3apernctpmpoBaHsbl 4pyrve noab3oBateny, To
nepea nepsbiM BXOAOM B MPOrpamMmy:

1 BolianTe B nporpammy ViPNet, ucnonb3ys AaHHble Ans ayTeHTMOMKaLUK yxKe
//A\ 3aperncTpMpoBaHHOro Noab3oBaTens.
2 [Joxantecb NpUHATAA OBHOBAEHWI Ha y3ne. Kak npaBuio, 3To 3aHMMaeT 5-30 MUHyT.

3 3aBepwwTe paboTy C MPOrpaMMoN 1 BOWANTE CHOBA, UCMONb3Ys AaHHbIe A5
ayTeHTUdMKaL MM HOBOFO MONb30BaTENS.
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YCTaHOBKa CMPaBOYHMKOB M KAKOUen ANs
HECKOIbKMX MOIb30BaTeNen

Ecnv Ha ceTeBOM y3/1e niaHMpyeTcs paboTa HECKOJIbKMX MOJIb30BaTeNEeN, YCTaHOBUTE KAOUM Ans
KaXk0oro noJsib3oBatens.

Ecnv Ha ceTeBOM y3sie yxe paboTatoT NOJIb30BaTENV, U Bbl XOTUTE J06aBUTb Ha Y3e/ HOBbIX
no/sib3oBaTenen, Ans yCTaHOBKU BaM MOHAZ06STCA TONbKO KIHOUM HOBbIX NMOJ/Ib30BaTE/IEN.

Iil Mpumeyanne. CNpaBOYHMKN W KNFOYN HECKOJIbKMX MOJIb30BaTENEN U3 Pa3HbIX CeTel
ViPNet He MOryT 6bITb YCTaHOB/IEHBI HA OAHOM KOMIMbOTEPE.

,ﬂ'flﬂ YCTaHOBKW CMpPaBOYHUKOB U KJHOYEelr HeCKONbKMX MNOJ/Ib30BaTeNen Ha O4AHOM KOMMbHOTEpPE!:

1 ,ﬂ,ﬂﬂ Ka>A0ro HoBOro noab3oBartena nojayyvmTte AI/ICTpM6yTI/IB KAouen Y aAMUHNCTpAaTopa CeTn
ViPNet.

2 YcTaHOBWUTE CMPaBOYHUKM M KIKOUM ANS OAHOTO NoAb30BaTens (CM. YCTaHOBKa CNpaBOYHMKOB U
KJAKOYen OAHOro nosib3oBaTens).

3 Bowgute B nporpammy ViPNet (cM. 3anyck nporpaMmbl), UICNOAb3YysA AaHHbIe ANs ayTeHTUdGMKaLMK
3TOro MNoJib30BaTenNA.

4 YcTaHOBUTE CMPABOUHMKMN U KNHOUM /15 CAIeAYHOLLEro NoJib3oBaTesns.

4.1 Bowngute B nporpammy ViPNet, ncnosnb3ys saHHble A1 ayTeHTUOUKALUM NEPBOro
nosb3oBatens. JoXanTecb NPUHATAS OBHOBAEHWI Ha y3ne. Kak npaBuao, 3To 3aHMMaet 5-30
MUWHYT.

4.2 3aBeplumnte paboTy C NPOrpamMmoin 1 BONANTE CHOBA, NCNOb3YA AaHHbIE ANs ayTeHTUdMKaLMm
BTOPOro MoJib30BaTens.

5 [Mpw HeobxoanMOCTY NOBTOPUTE LWarK 2-4 Ans yCTaHOBKM CMPaBOYHWUKOB U KNKOUEN ANs APYrvX
rnojab3oBaTenen.

B pe3ynbTaTe B OKHe BXOAa B nporpaMmy (CM. 3anyck nporpaMmebl) B CMCcKe YYETHbIX 3anucen byayt
0oTO6paxKaTbCs NOAb30BaTENM, A8 KOTOPbIX Bbl YCTAHOBUAN CPABOYHMKMN 1 KIKOUW.
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PacluMpeHHbIN pexmnm YCTaHOBKM CMPaBOYHMKOB
M KJroYem

Mo ymonyaHuo CNpaBOYHMKN U KNHOYM YCTaHaBAMBAKOTCA B C: \ProgramData\InfoTeCS\ID Vzna.
PaCLUMpeHHbIIZ PEXUM YCTaHOBKU MO3BOAAET BaM CaMOCTOATEJIbHO 3aJaTb Nanky Ana yCtaHOBKU
CMpaBOYHUKOB U katouen. Takas HeO6XO,£I,VIMOCTb MO>XXeT BO3HUKHYTb, eC/u:

o n3 COO6pa)KEHI/Il\/‘I 6e30MacHOCTA Bbl XOTUTE XPaHUTb CMNPaBOYHUKUN U KJHOYN Ha cneynasbHOM
CbEMHOM HOCUTENE;

L] Y BaC HET NpaB Ha U3MeHeHWe N 3arnncb cbaﬁnos B rarike yCtaHOBKW CMpaBOYHUKOB U KJ]I-OLIel‘/‘I.
Mo ymonyaHuio: C: \ProgramData\InfoTeCS\ID Ysia.

Mankw, B KOTOpble NPOM3BOANTCA YCTaHOBKa CNPaBOYHUKOB U KAtouen B paclwnpeHHOM pexnme
YCTaHOBKW, AOJIXKHbI OTBEYaTb Ce4yroLnM Tpe6OBaHI/IFIMZ

e B nmankax He A0/KHbI HAXOAWUTLCS CMPAaBOYHNKM W KAKOUM Apyroi nporpammsl ViPNet.
e Y Bac A0/MKHO ObITb NPaBO Ha M3MeHeHWe 1 3anncb GaaoB B JaHHbIX Narkax.

e HdopmaLmoHHas 3almMTa NanokK AoxHa oTBeYaTbh TpeboBaHMsM 6e30NacHOCTH Ballel
opraHumsauuu.

e [Iporpamma ViPNet Client fonXkHa UMETb MOCTOSHHbIV AOCTYN K AaHHbIM Mankam.

BHumaHue! HenpaBuabHO 3aZaHHble NapaMeTpbl YCTaHOBKY MOTYT MPUBECTU K CH08M B
/A\ paboTe nporpaMMbl. He pekoMeHayeTcs UCNO/b30BaTh AaHHbIA pexum 6e3
HEeobXxoAMMOCTH.

[na ycTaHOBKM KAtOYel B pacLUIMPeHHOM pexXuMe:
1 [MonyuunTte HOBBIN AUCTPUBYTUB KNtOUeR Y agMuHUcTpaTopa ceTu ViPNet.
2 CneaynTte ykasaHWsaM pa3gena YCTaHOBKa CNpaBOYHUKOB U KNFOYel OAHOro MoJib30BaTens.

Ha ctpaHuue ykasaHus daina aucTpmbyTmea kntouel yctaHoBumTe Gpaaxok PacluMpeHHbIn pexxum
(Tonbko AnA skcnepTos.).

3 Ha aneayrolert cTpaHuLe MacTepa yKaxuTe:
o MManky knrouen ceteBoro ysna.

o [MManky knrouein nonb3oBaTtens.
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@ ¥ Ycraneska knrodeil cetn ViPNet

YxkaxmnTe nankm 408 yCTaHOBKK KAoUer (PacluMpeHHbliA Pesxnm)

YCTaHOBKE KMKOHEN B DACLUMPEHHOM DEXME TPeBYET 3HaHWMA agMMHUCTPaTopa ceTk ViPNet n moweT
HapYWWTE paboTy ceTesoro yana. Ecni Bel He YBEPEHEI B NPEEMNBHOCTI CEOMX ASACTEWA, BEPHUTEE B
0BkLINHBNA PEXMM Ha MNEPBOI CTPaHWMUE MacTepa.

MNanka kKNYeil CETEBoro y3na:

C:'\ProgramData\InfoTeCs WiFMNet Registration Point\Mftp_Transport Ofizop...

Manka KNKYEel NoNL30BaTEeNA:

C:\ProgramData\InfoTeCS\ViPMNet Registration Point\Mftp_Transportiuser_0008 Ofizop...

¥CTaHOBUTE KIHOUK || OTmeHa

PucyHok 17. YkazaHue nanok 015 ycmaHoseku kiroyeli y31a u Kar4deli noss308amesis 8 pacliupeHHOM
pexume

HaxxmunTe YCTaHOBUTBL KJIHOUMN.

Eciv ycTaHoOBKa ktoue npoLusia ycnewHo, 6yaeT BbiBeAeHO COOTBETCTBYIOLLEe coobLeHne. Ecin
BbIMOJIHWTb YCTAHOBKY KtOYEN He yAanoch, obpatnTtech K agMuHncTpatopy cetn ViPNet.

Mpw nepsom 3anycke nporpammbl ViPNet Client ykaxkute nanku, B KOTopble bW yCTaHOB/EHbI
K/NHOUM CETEBOTO y3/1a 1 No/b30BaTens:

- ~ ~
o B okHe BBOZA Mapons HaxmuTe :| cnpaBa OT kHonkn HacTpolika v BeibepuTe Manka kntouei
ceTeBoro y3na. B okHe O630p nanok ykaxuTe MyTb K Nanke KAtouewn y3na.

-
o CHoBa Haxmute :| cnpaBa OT KHOTMKA HaCTpOVIKa n BbI6epI/ITe Manka kntouen noab3oBarTens.
Ykaxute nyTb K nanke KJHOYEelr nonb3oBatens.
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YCTaHOBKa CMpPaBOYHMKOB M KJIKOYEN B
HEMHTEPAKTMBHOM pPEXMME

B HEMHTEpaKTMBHOM peXMMe NPOoLLeCcC YyCTaHOBKM CMPAaBOYHMKOB U KJHOYEN He 0TObpaxkaeTcs Ha aKpaHe
KOMMblOTEepa. YCTaHOBKY B JAHHOM PeXMME MOXHO 3anyCTUTb C MOMOLLBIO KOMaHAHOM cTpokin Windows.
MapameTpbl yCTaHOBKM, KOTOPble 06bIYHO MOTYT ObITh 3aZaHbl B MPOLLecce YCTaHOBKM (CM. YCTaHOBKa
CMPaBOYHMKOB U KNHOUEN OLHOIO Mob30BaTeNs), B HEMHTEPAKTUBHOM pexuMe CleayeT yKaszaTb
3apaHee B KOMaHJHOW CTPOKe.

Mcnonb3oBaHMe HEMHTEPAKTUBHOTO PeXKMa MO3BOJISIET BaM BbIMOJHATL YAANEHHYHO YCTaHOBKY
CMPaBOYHMKOB W K/IHOYEN UM CO34aBaTb MPOrpamMmel, KOTOpble 06palLatoTcs K KOMaHAHOW CTpOKe
Windows v 3anyckatoT aBTOMaTU4YeCKy YCTaHOBKY CMPaBOYHWUKOB W KJHOUEN C 3aZiaHHbIMU
napameTpamu.

HanpvmMep, Bbl MOXeTe co3aaTh cLeHapuii Bxoga B cuctemy (logon script), KoTopbI 3anycTut
aBTOMAaTUYECKYHO YCTaHOBKY CMPAaBOYHWUKOB M KJIKOUEN Noc/ie 3arpy3ku cuctemsl. Minpopmauumio o
CO3aHuK CLieHapVEeB BXOAa B CUCTEMY MOXHO HalTu Ha caite komnaHumn Microsoft. Mpwu ycTaHoBKe
CNPaBOYHUKOB U KtOUE MOXET NOTPe6OBATLCA NOATBEPXKAEHNE B OKHE KOHTPOIA YUETHbIX 3anuncei
nonb3osaTenen Windows.

YT06bI 3aMyCTUTL MPOrpPamMmMy YCTaHOBKM CNPaBOYHUKOB U KNHOUEH B HEMHTEPAKTMBHOM peXxuMe, B
KoMaHaHoW cTpoke Windows BbINosHUTE:

<nyTb k Gamny keysetup> <damnm *.dst> /td <nyTh K Manke jigd yCTAHOBKM CHPABOUHUKOB U
kJouerr> /term /check

Hanpuwmep:

"C:\Program Files (x86)\InfoTeCS\ViPNet Client\keysetup" <bdamn *.dst> /td
"C:\ProgramData\InfoTeCS\ID V¥3ma" /term /check

BHumaHme! YcTaHOBUTL TaknM 06pa3oM MOXHO TONbKO AUCTPUOYTMBLI C paclunpeHmnemM
* . dst. YcTaHOBKa 3aWMppOBaHHbIX ANCTPUOYTUBOB * . enc He NoAAep>X1BaeTCcs.

//A\ B KkauecTBe nanku Anf yCTaHOBKW CMPaBOYHWUKOB W KJIOUEH MOXHO YKasblBaTb TOJIbKO
CyLLLeCTBYHOLLYO Manky. Mpu ykazaHWW HecyLLecTBYIOLLLEN Nankuy ycTaHOBKa KAroYel
npovssegeHa He byger.

Mocne ycnewHoro BbINOAHEHNA faHHON KOMaHAbl MOXHO 3anycTuTb ViPNet Client.

Cosert. YT0b6bI Y3HaTb 60/1blie 0O BO3MOXHOCTAX UCMO/b30BaHWA KOMaHAHOVI CTPOKMN
Windows Ana yCTaHOBKU CMNPaBOYHMKOB U KJ'IPO‘-IeVI, BbIMNOJIHUTE KOMaHAy:

<nyTh k damty keysetup> /?
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[TOBTOpPHAs YCTaHOBKA CMPaBOYHMKOB U KIHOUEN
nocae cbos NpPorpamMmbl

Ecnv B pe3ysnbtaTe NporpaMMHOro WM CUCTEMHOTO C60s Bbl HE MOXeTe BOUTH B nporpammy ViPNet
Client, pekoMeHayeTcs 0OpaTUTLCA B CYXKOY NOAAEPKKMN ANSi BOCCTAHOBEHWS AOCTyNa K nporpamme. B
NCKAHOUUTENbHBIX CIyYasiX Bbl MOXKETE MOoAyUnTb Yy agMuHucTpaTopa cetv ViPNet HoBbIV AncTpmnbyTnB
K/tOUEel U BbINOAHUTL NMOBTOPHYH YCTaHOBKY CMPaBOYHUKOB U KJHOYEN.

BHumaHwue! He pekomeHayeTcs NpoBOAUTL MOBTOPHYHO YCTaHOBKY CMPaBOYHUKOB 1

/A\ Kntouen 6e3 0coboi HeobXOANMMOCTM, MOCKO/IbKY B 3TOM C/lydae He rapaHTupyetca
COXPaHHOCTb NMONb30BaTE/IbCKUX AaHHbIX, CGOpPMUPOBaHHbIX komnoHeHTamm MO ViPNet
Client (Hanpumep, nucem nporpammsel ViPNet [lenosas nouta).

Ecnn ¢ MOMeHTa yCTaHOBKM K/tOUe 0 MOMeHTa c60s Bblan n3mMeHeHbl MacTep-katoun B cetn ViPNet
NAN KNOUM BblIM CKOMNPOMETUPOBAHbI, MPY NOBTOPHOW YCTaHOBKE KAtoUeln byaeT noTepsH AOCTYN K
3awmndpoBaHHbIM NMcbMam nporpammbl ViPNet [lenoBas nouta (B TOM Uncae B apxuBax), 3alMULWEHHBIM
COOBLLEHVAM M APYTMM MOAb30BaTENbCKUM AaHHbIM, cbopMmpoBaHHbIM kKomnoHeHTamu ViPNet Client.

Ecan nepeyncsiieHHbIx Bbille cobbITUI He nponcxoanno, To NOBTOPHaA yCTaHOBKa KArouen 6yAeT
BbIMOJIHEHA KaK OOHOBAEHNE CMpaBOYHMKOB A KJHOUen ¢ NMOMOLLbHO ,CI,VICTpVI6yTI/IBa KJrouen, n
NoJib30BaTe/IbCKME AaHHbIE COXPaHATCA.

[N NOBTOPHOW YCTaHOBKM CMPaBOYHUKOB U KAKOUEW Ha CETEBOM y3/ie:
1 Monyuute y agmunmctpatopa cetv ViPNet HOBbIN ANCTPUOYTUB KAtOYEN.

2 YcTaHOBWUTE CMPABOYHUKM M KNKOUM (CM. YCTaHOBKa CNPaBOYHMKOB U KJIKOUYEN OAHOTO
Mo/Ib30BaTeNS, UCNOJb3YS NMOAYUYEHHbIN ANCTPUOYTUB.
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OBHOBNEHME CMPAaBOYHMKOB,
KJTFOYer 1 MNoanTUK Be3onacHoOCTU

Ans noanep>xxaHvs paboTocnocobHOCTM y31a peryispHO OBHOBAsAWTE CNPABOUHMKM, KIHOUMN U MOAUTUKN
6e3onacHocCTH.

Ecnm agmuHunctpaTop cetn ViPNet nameHseT cTpykTypy CeTM UM HacCTPOMKM OTAENbHbIX CETEBbIX Y3108,
Hanpumep, CO34aET HOBble CBA3WN MeXJAY y31aMu, TO aBTOMATUYECKN N3MEHAROTCSA CMPaBOYHUKM U KUK
ana y3nos. OBHOBAEHWA CNPaBOYHMKOB U KNKOYEN CO34at0TCA afMUHUCTPATOpPOM B yrnpasastoLem 0.

Mpwn n3meHeHMsAx Npasua 6esonacHoctn B ceTn ViPNet agMuHucTpaTop 6€30MacHOCTU pacchliaeT Ha
y3/1bl OBHOBNEHHbIE NOAUTUKM Be3onacHocTu. MonnTrka 6e3onacHocTn 13 Nporpammbl ViPNet Policy
Manager, onpegenser TekyLlyto NoANTKY 6€30MacHOCTM Y313, COBMECTHO C CETEBbIMU QUIbTPaMMU,
HaCTPOEHHbIMW Ha camMoM Yy31e. Tekylas noaMTuka 6€30nacHoCT y3na 4eNCcTBUTENbHA /17 BCEX
noJib30BaTesieN, 3aperncTpMpPOBaHHbIX Ha y3e, U AnA Bcex KOHUrypauuin nporpammel. Mpu gobasaeHun
HOBbIX MOJ/b30BaTENEN UAN KOHOUTYPALMIA K HAM TakKe MPUMEHAETCA TekyLas noanTuka.

O6HOB/IEHWS CNPABOYHMKOB, KAOUYEN U NOAUTUK 6E30MaCHOCTM MOTYT BblTb MPUHATLI HAa CETEBOM Yy3/1€e C
nomoupbto nporpammbl ViPNet Cuctema obHoBaeHUs. Ecim Henb3s 0BHOBUTL CMPaBOYHUKM U KAHOUMN 13
CUCTEMbI OBHOBJIEHUS, Bbl MOXETE OBHOBUTbL MX BPYUHYH C MOMOLLLIO AUCTPUBYTMBA KIHOUEN.

[IDMEM LIeHTPaIM30BaHHbIX OOHOBEH WM

O6HOBNEHMA CNPaBOYHMKOB, K/KOYEN 1 NONNTUK 6e30MacHOCTY NepeaaroTca Ha ceTeBble Y3bl U3
ynpaeastowero MO. VX MOXHO NPUHATL Ha y3/1e C MOMOLLbIO crcTeMbl 06HoBaeHUs ViPNet. B
3aBMCUMMOCTU OT ee HacTpoeK, OBHOBAEHNSA MOTYT BbITb MPUHATLI HAa CETEBOM y3/1e aBTOMaTUUeckn cpasy
nocse nx nosydeHus, inMbo 31o NoTpebyeTca BbINOAHUTL BPYUHYHO.

Ecav Ha 3alumLLeHHbIV y3en NPULLAIN HEKOPPEKTHbIE OOHOB/IEHWS, KOTOPbIE HE MPOXOAAT NPOBEPKU
LLeNI0CTHOCTM 1 MNOAJMHHOCTW, OHWN He NpuMeHAaTca. KnneHT 610KknpyeT Nnogo3puTtesbHble KOHBEPTbI U
oTnpasnseT yBegomaeHve 06 3tom Ha y3en ¢ ViPNet LIYC nan ¢ ueHTpom ynpasnenus ViPNet Prime.

MpumeyaHue. Ecan Ha y3ne c ViPNet LLYC nau c ueHtpom ynpasneHus ViPNet Prime:

e B Balleli ceTu ycTaHOBNEHa akTyanbHas Bepcus ViPNet Client,
® B /IOBEpeHHOM ceTu ycTaHoBeHa npownas Bepcus ViPNet Client,
TO B BaLLeN ceTn He ByAyT aBTOMATUYECKM NMPUHUMATbCA OBHOBIEHUS CMPAaBOYHUKOB W3 3TON JOBEPEHHON
cetu. OcTasbHOE MEXCETEBOE B3aVIMOAENCTBIE HE HapyLUUTCA.
Y1066l O6HOBEHUA CNPABOYHIKOB NMPUHUMANNCh, B JOBEPEHHOI ceTu Ha y3ne ¢ ViPNet LIYC naun ¢ ueHTpom
ynpasneHusa ViPNet Prime gomkHa 6biTb akTyanbHas Bepcus ViPNet Client:
e ViPNet Client for Windows 4.5.3 hotfix 7 v Bbiwe nan ViPNet Client for Windows 4.5.5 hotfix 9 u Bbiwe,
e ViPNet Client 5 for Windows 5.1 u BblLe,
e ViPNet Client 5 for Linux 5.0.0 nau 5.1.3 1 Bbiwe.

[lo yCTaHOBKWM aKTya/bHOV BEPCUW B JOBEPEHHOW CETU Bbl MOXETE YCTaHOBUTL OBHOB/IEHMSA BPYUHYtO. 15
3TOro NosyuYnTe OT afMUHUCTPaTOPa AOBEPEHHOW CeTU OBHOBNEHWSA JOBEPEHHBLIM CNOCO6OM.
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OBHOBNEHME CMPABOYHMKOB M K/IFOUEN C
MOMOLLBFO ANCTPMOYTUBA KIHOYEN

Ecnv no kaknm-ambo npruymHam 0BHOBJIEHWE CMPaBOYHMKOB U KKOUEN HE MOXET ObiTb MPUHATO NO CeTU

(cm. OB6HOBAEHME CMPABOYHMKOB, KAOUEN M MOANTMK HE30MacHOCTM), Bbl MOXETE BbINOAHUTb

O06HOB/IEHWNE BPYUYHYHO C MOMOLLBIO ANCTPUOYTUBA KIHOYEN.

Mpumeyanwue. MNoanTkn 6€30NacCHOCTY, BKIKOUEHHbIE B AUCTPUOYTUB, ByAyT yCTaHOBEHBI,

€CN1 Ha y3a1€e HET NOJINTUK:

® YCTAaHOBJIEHHbIX NPU I'IepBVI'«IHOI‘/II MHMUnann3saynu;

e nony4eHHbIx 13 nporpammsl ViPNet Policy Manager.

[ns o6bHOBNEHWA KNtOUEN C MOMOLLbBIO ANCTPUOBYTHMBA:

1

Monyunte HOBbIV ANCTPUBYTUB KatoUel Yy agmuHucTpaTopa cetn ViPNet.

Cnepyvite ykasaHusaM pasgena YcTaHoBKa CNpaBOYHUKOB U KAHOYEN OAHOTMO MoJib30BaTeNs C
NCMNOJ/Ib30BaHMEM HOBOTO AUCTpMbyTUBa.

Mpw ykaszaHuM ANCTPMOYTMBA KAtOUYEW aBTOMATUYECKM NPOBEPSETCS COOTBETCTBUE MEXAY
YCTAHOBAEHHbIMW paHee KA4YaMy U HOBbIMW KNKOUaMU, KOTOPbIe HaXOAATCS B yKa3aHHOM daine
ANCTPUBYTUBA KIKOUEN (HanpuMep, UTo KaouM CPOpPMUPOBaHbI C MOMOLLBIO OAHOMO U TOFO Xe
MacTep-Knoua).

Mpw ycTaHOBKe KAtOUel B pacLlUMpPeHHOM pexinme (CM. PaclumpeHHbIn pexxrmM yCTaHOBKM
CMPaBOYHUKOB U KAHOYEN) AOMNOJAHUTENBHO NPOBEPAETCSA, NPejHa3HauYeHbl N JaHHble KAHoUN ANs
OJZJHOTO ¥ TOTO e CeTeBOro ysna.

3aBepLUWTE YCTaHOBKY COracHO yKa3aHWAM pasgena YCTaHoBKa CrpaBOYHUKOB U KJHOYEH OAHOTO
nosb3oBarens.

Mocne ycnewHoro obHoBAEHMA KAroUen MoXHO 3anycTuTb O ViPNet.
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YaaneHme CrnpaBOYHMKOB U KTHOUEN

YaaneHvie cnpaBoOUHMKOB U KItOUe MOXeT NoTpeboBaThCs Npw nepegade KOMMbHOTEPa Ha TEXHUYECKOE
obcny>KMBaHWE NN MPU NepeHoCce CETEBOTO Y3/1a Ha APYroli KOMMbIOTEP.

BHumaHume! Ecin Ha koMnbloTepe paboTaeT Heckonbko nonb3osatenelt ViPNet, To byayt
A yAaneHbl KNHOUM 1 CNPaBOYHUKY BCeX MoJb3oBaTeNei. YAaauTb KAOUM TONbKO OAHOTO
noJib3oBaTess HeBO3MOXHO.

1 3aBepLmTe paboTy C NporpammMon.

2 B komaHgHon ctpoke Windows neperigute B nanky nporpammbl ViPNet 1 BbinoaHuTe:

keysetup /clean /td <manka, B KOTOPOM HAXOOATCH CHPABOUYHUKM M KILOUM>

Mo yMOnYaHWIO KNOUM U CNPaBOYHUKM HAXOAATCA B Nanke C:\ProgramData\Infotecs\ID Yszza\.
Hanpuwmep:

"C:\Program Files (x86)\InfoTeCS\ViPNet Client\keysetup" /clean /td
"C:\ProgramData\InfoTeCS\2A15000D0"

B pe3ynbTate 13 nanku \2215000D0 ByAyT yAaNeHbl KIHOUM 1 CNPAaBOYHUKM BCEX NMOJb30BaTENEN.
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[lencTBua npm KOMMNpoMeTaLym
KNHOUeM

I'Iop, KOMI'IpOMETaLI,I/IeI‘/’I KAouen nojgpasymMmeBaeTca yTpata 4OBEPUA K TOMY, UTO UCMONb3yEMbIE K/HOUU

obecneunBatoT 6e30MacHOCTb UHPOPMaL MM (LENOCTHOCTb, KOHOUAEHLMANBHOCTb, MOATBEPXKAEHME

aBTOPCTBA, HEBO3MOXHOCTb OTKa3a OT aBTOpCTBa).

Pa3nnuaroT ABHYHO M HESIBHYHO KOMMPOMETALIMIO KJIHOYEN:

e fIBHOW Ha3blBalOT KOMMPOMETaLUIO, GakT KOTOPOI CTaHOBUTCS U3BECTHLIM B TEUEHME CPOKa
JeCTBMA JaHHOrO K/oua.

L] HesBHOM Ha3biBatOT KOMMNpoOMeTauunto Kakoua, q)aKT KOTOpOI7I OCTaéTCA HEN3BECTHbIM ANA AL,
ABNAOLWNXCA 3aKOHHbIMW NMONb30BaTENAMN AAaHHOIO K/JKO4Ya. HeaBHas KOMnpomMeTaynAa
npeacrasadeTr HaI/I6OI'IbLIJyI'O OnNacHOCTb.

OcHoBHble cobbITUSA, Npn KOTOPbIX KJIKOYN MOXXHO CYUTAaTb CKOMMNPOMETUPOBaHHbIMUK, NepeyYncieHbl

HWXe:

1
2

MOCTOPOHHMM AnLLAM MOT CTaTb AOCTYMHbIM dalin ANCTPUBYTMBA KAKOUEN.
MOCTOPOHHMM ANLLE@M MOTJIO CTaTh AOCTYMHbIM BHELLHEE YCTPOWCTBO C KIOYaMU NOb30BaTESNS.

HOCTOpOHHVIM JmuaM MOr CTaTb 4OCTYMHbIM Mapoab NOAb30BaTeNA, U 3TU LA MOTIN NMETb JOCTYN
K KOMMNbHOTEPY NOJIb30BaTE IA.

HOCTOpOHHVIe Jinda Morim nosyydymnTtb HEKOHTpOﬂMpyeMbIIZ ¢M3MH€CKVIVI A4OCTyNn K KJIlo4aMm
NnoJsib3oBaTtend, XpaHAWnMcAa Ha KOMNbHOTEPE.

Ha komnbtoTepe, NOAKNOUEHHOM K CeTH, He ycTaHoBAeHa nporpaMMa ViPNet Client nnun B
nporpamme 6blna oTk/OYeHa 3awuTa Tpadmka. Mpu sToM:

o0 B JIOKaJbHOW CETU BO3MOXXHO NpPUCyTCTBUE NMNOCTOPOHHUX NNL;
o HaTrpaHuue JIOKaNbHOW ceTn OTCYTCTBYET (OTKNHOUEH) MeXCeTeBOw 3KpaH.
bbin YBOJIE€H COTPYAHWUK, NMeBLLUI AOCTYN K K/K04YaMm.

Bxoaawmim JOKYMEHT NoANMCcaH aHHYMPOBaHHbIM CEPTUOMKATOM, HaXOAALLMMCA B CrINCKe
aHHY/IMPOBaHHbIX CEPTUOMKATOB.

Cnyyawn, Korga Henb3a JOCTOBEPHO YCTaHOBUTb, YTO MPOU30LLAO C BHELLUHUMMW YCTPONCTBaMM
(Hanpumep, BHelLHee YCTPOMWCTBO BbILLJIO M3 CTPOS, U CyLLECTBYEeT BO3MOXHOCTb TOFO, YTO 3TO
NPOM30LLNO B pe3y/ibTaTe HeCaHKLMOHUPOBaHHbIX AeUCTBUW 310YMbILLNEHHWNKA).

K cobbitnsam, TpebytowyM NpoBeAeHVs pacciesoBaHNA U MPUHATUA peLleHns o GakTe KOMIpoMeTaLmy,

TakK>Ke OTHOCUTCA BO3HUKHOBEHNE I'IOAO3p8HVII7| B yTeuke VIHq)OpMaLI,VII/I VAN €€ NCKaXKeHMe B cUcTeMe

KOHbUAEHLMANbHOW CBA3N.
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Mpwn HacTynaeHnn Ntoboro 13 NepPeUYnNCieHHbIX Bbille COBbITUIR:

e HemepasneHHo npekpaTuTe paboTy Ha CETEBOM y3/e 1 coobLmTe 0 hakTe KOMNpoMeTaLum (Mam
npegnonaraemomM dakte KOMNpPoMeTauun) agmmHucTpatTopy cetn ViPNet.

e EC/M CKOMNPOMETMPOBaHbI TOILKO KAKOUW MNOAMUCK, MPEKPATUTE UCMOb30BaHME 3TUX KIHOUEHN
ANS NOANUCY [OKYMEHTOB U cooblmTe agMmHucTpatopy cetn ViPNet.

. Ecam ectb nojo3peHune, 4To NOCTOPOHHME AnLa MOTYT 3HATb NapOJb NMNOJib3OBaTe A ViPNet, HO
3TV NOCTOPOHHUE LA HE UMEKOT A0CTyrNa K KOMMbHOTEPY, CMEHNTE MapOoJib U npop,on>Ka|71Te
pa60Ty. Ecan A0CTYN NMOCTOPOHHUX NNL, K KOMMNBHOTEPY NMOJIb3OBaTe/Id BO3SMOXEH, TO Cejgyet
CHNTATb KNHOYN CKOMIMPOMETUPOBAHHbBIMN.

B cetun ViPNet, ynpasasemoii ¢ nomouwpsto MO ViPNet Administrator, Ha ciydait KOMNpPOMeTaLUK Katouen
nosb3oBaTens NpeaycMoTpeHa BO3MOXHOCTb ANCTAHLMOHHOIO O6HOBAEHWSA KAHOYEW C MOMOLLbIO
pe3epBHOro Habopa nepcoHanbHbIX kKatoven (PHIK). ®ainn pesepsHoro Habopa (AAAA.pk, rae AAAA —
naeHtndukatop nonbsosatens B cetv ViPNet) BxoanT B cOCTaB NepBOHaYasibHOro ANCTPMOYTMBaA Katouei
1 NpUW yCTaHOBKE CMPaBOYHMKOB M KJIFOUEN NMOMELLaeTCs B Nanky Kjato4vei nosb3oBatens (CM. YcTaHoBKa
CNPaBOYHMNKOB U KAHOUEN).

Ecnu TekyLmi NnepcoHasbHbI KNKOY NOAb30BaTeNs 0Ka3aiCs CKOMNPOMETMPOBaH, aMUHUCTPATOP
nporpammel ViPNet Ya0cTOBEPAOLWNIA 1 KAHOUEBOW LLEHTP BbICLIIAET MOJIb30BATE/NHO HOBbIE KAHOUY,
3alUMLLEHHbIE C MOMOLLbIO OYEPesHOro BapraHTa NepCcoHaNbHOro KAko4a, KOTOPbIN He HYXXHO
nepegasatb MO CETW, TakK Kak OH y>e COAep>XMTCA B pe3epBHOM Habope. Ecim npu obHoBAeHWN dain
pe3epBHOro Habopa He HaigeH, TpebyeTcs ykasaTb NyTb K 3TOMY danny. Ecim pesepBHbIn Habop
NepCcoHaNbHbIX KAOYE OTCYTCTBYET UM HE NMOAXOAWT MNapOoib, OTKaXUTECh OT BBOZA AaHHbIX U
obpaTnTech K agMuHUCTpaTopy nporpammel ViPNet YaoctoBepsatowmii n kK1toueBom LEeHTpP, YTOObI
NONYYNUTb €ro KOMuHo.
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3anyCck NporpamMmel

ViPNet-gpaiiBep aktmeupyet dunbtpaumto tpadmka Bo Bpems 3arpyskmn Windows ewwé ao
ayteHTudukaumm B nporpamme ViPNet Client. MNpw atom pabota ViPNet-gpaliBepa onpegensetcs
npesycTaHoBAEHHbIMU GUAbTPaMM 3aWNLLEHHON CETU U GUAbTPaMU OTKPLITONM CeTU, KOTOpble
MCNONb30BaNNCh B NMPeAbIAYLLEM CeaHce pPaboTbl. [MosHyo 3aWmTy Tpaduka, BKIHOYAOLLYHO ero
winpoaHme, ViPNet-apansep obecneunBaet nocse ayteHTudurkaumm B nporpamme ViPNet Client.

Jo Bxoga B Windows nossutca okHo Bxoga B nporpammy ViPNet Client. lns 3anycka nporpammel
BBEAUTE NapOo/ib MW NMOAKIOUNTE BHELLHEE YCTPOWUCTBO ayTeHTUdMKaumm (cm. Cnocobbl
ayTeHTUudMKaLnm noab3osaTtena).

Mpumeuanue. Ana ayteHtndukaumm B ViPNet Client Bo Bpemsa 3arpysku Windows, Bbl
MOXEeTe MCNOoNb30BaTh 3KPaHHYLO knaBuatypy. Ana storo HaxmmTte Win+U > SkpaHHas
KnaBuatypa.

YTtobbl 0TKa3aTbca OT 3anycka nporpammbl ViPNet Client, HaxxmyTe OTMeHa, B 3TOM C/lyyae 3alumTa
Tpaduka byaeT oTkNtOUEHA.

BHuMaHume! B 3aBUCMMOCTN OT YPOBHS MOJIHOMOUUIA NOJIb30BaTeNs, KOTOPbIV OnpeAenseTcs B
ViPNet LleHTp ynpaBaeHus ceTbto (cM. PaboTa B yCN10BUAX OrpaHNYEeHHbIX MOJHOMOYMIA),
BO3MOXHOCTb OTKa3a oT 3anycka ViPNet Client n oTkitoueHuns wndposaHmsa Tpaduka Moxert
6bITb HegocTynHa. 3arpy3ka Windows He 6yzeT 3aBeplLueHa, MoKa Bbl HE BbIMOJIHUTE BXOJ, B

//A\ nporpammy ViPNet.

"~ Ecav Bbi 3a6bum napo/ib BXOAa B MPOrpamMmmy Wau BHELLIHEE YCTPOWCTBO ayTeHTUGUKaLMM
nospexaeHo, obpaTnteck K agMuHucTpatopy cetv ViPNet 3a anctpmbyTnBom knrouen,
3arpy3ute onepaumoHHyto cnctemy Windows B 6e30nacHOM pexunme v NOBTOPHO yCTaHOBUTE
KHOUM Nosnb3oBaTens (CM. YcTaHoOBKa CrPaBOYHUKOB U KJrOYei).

Ec/v Bbl BbILLAY 13 MPOrpaMMbl UAKM OTKa3ainCh OT ayTeHTUdmKaumm npm 3arpyske Windows, To ans
3anycka ViPNet Client:

1 B meHto Myck HauHuTe BBOoAMTL «ViPNet Client» 1 3anyctute nporpammy. OTKpOeTCs OKHO BXOZ4a B

nporpamMmmy.
[E7 viPNet Client (==
Cnocofl ayTeHTMduKaLIN: Mapons VJ
Mma: ICBHTHH Anexcei NeoHWAOEMY vJ
Mapone: |
E [ CoxparmTs napons

PucyHok 18. OkHo 8xoda 8 npozpammy
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2 Bbibepute cnocob ayteHTUdUKALUM ANs BXOAa B nporpaMmmy (cM. Crnocobbl ayTeHTUudurKaumm
NoJib30BaTeNsA) U B 3aBMCUMOCTU OT BblbpaHHOro cnocoba BBeAWTe NapoJib Nosb3oBatens Anbo
NOAK/IOUNTE BHELLHee YCTPoncTeo 1 BeeguTe MNMNH-koa.

Ecnn Ha Bawem koMnbtoTepe paboTaeT Heckonbko nonb3osatenel ViPNet Client u ans
ayTeHTMOUKaLMM Bbl UCMOJIb3YETE Napob, B cnvicke Mims BbibepuTe Balle MMs NMoJb30BaTeNs.

3 Haxwmwute OK. Otkpoetcsa okHo nporpammsl ViPNet Client (cm. ViHTepdelic nporpammebl ViPNet
Client).

Cnocobbl ayTEHTUDMKALMI NONb30BATENS

B nporpamme ViPNet Client npegycmoTtpeHo Tpu cnocoba ayTeHTudmkauuu:

e [laposib. Ansa BXOZa B NporpaMmMy Bam CiefyeT BBECTM CBOW Napob. Kaxkabli pa3 nocie BBOAa
napoAs BblUMCASETCA NaPOJIbHBIV K/IKOY, KOTOPbIA MCMOAL3YeTCa ANA AOCTyMNa K Ballemy
nepCcoHaabHOMY KJtouy.

e YcrpoincTso. [lns BXxoga B nporpaMmy Bam clefyeT NoAKAUNTL YCTporcTBo v BBecTu MUVH-koa
(1 B HEKOTOPbIX CAy4vasax Napob).

e [laposib Ha ycTpoincTee. [lns BxoAa B MporpamMmy BaM CiefyeT NOAKIOUYNUTL YCTPOUCTBO U
BBecTM NMMNH-koga. Cnocob He goctyneH B YKL, Bepcun 4.6.1 1 Bbiwe.

Mcnonb3oBaHue 3Toro cnocoba ayteHTMdMKaL MM NpeanonaraeTt, YTo Ball Napo/b XPaHUTCS Ha
YCTPOMCTBE 1 BaM He u3BecteH. OZHAKO eCcan Bbl 3HAeTe Naposib, TO /s BXOAA B MPOrpaMmy
MOXHO MCMOAb30BaTh M ayTeHTUdMKaL MO No Napoto. [laHHas BO3MOXHOCTb obecneunBaeT
BXOZ B MPOrpaMmy B C/lydae HEMCNPaBHOCTU BHELLIHEro YCTPOMCTBa (417 3TOTo BaM
noHazobuTcs y3HaTb CBOW Napob y agMuHucTpaTopa cetu ViPNet).

BHumaHue! Cnocob ayteHTudUKauum Maponb Ha yCTPOUCTBE He OTBEYaET

A\\ TpeboBaHMAM 6e30MacHOCTM U NCMOAb3YETCA 419 COBMECTUMOCTU C MPOrpaMMHbIM
obecneuerveM ViPNet paHHUX Bepcuid. ECv Bbl MCNOb3YeTe AaHHbIA CNocob
ayTeHTMdUKauun, n3meHnTe ero Ha Maposb nan YcTponcreo.

Mo ymonuaHuto yctaHoBAeH cnocob ayteHTUdmKaumm MNaponb. 13MeHUTb cnocob ayTeHTUdMKaumm
MOXHO Npu BXxoAe B nporpamMmy. Kpome Toro, cnocob ayteHTUduKaumm yaanéHHoO MOXET U3MEHUTb
agMuHuctpaTop cetn ViPNet, otTnpaBuB Ha Baw y3en noamTtunky 6e3onacHocTu 13 nporpammebl ViPNet
Policy Manager.

Mpw ncnonb3oBaHum cnocobos Maponb Ha ycTPONCTBE 1 YCTPONCTBO ayTeHTUdUKaALMA Nob3oBaTeNs
OCYLLeCTBIAETCA C MOMOLLbIO BHELLHWX YCTPOWUCTB (CM. BHelHMe ycTpoiicTa). YTobbl MCcnonb3oBaTh
kakoe-nnbo ycTponcTBO AN ayTeHTUdMKaLmm, Ha KOMMNboTep HEOBXOANMO YCTaHOBUTL ApaiBepbl 3TOro
YCTPOWCTBA M 3aTEM 3anmncaTtb Ha Hero KAKo4Kn. 3anmncatb KAKOUM Ha BHELLHee YCTPOMCTBO MOXHO Npwu
n3MeHeHnn cnocoba ayteHTMdMKaLMm nonb3oBatens uam B nporpamme ViPNet YaocToeepstowmin n
KJOUEBOW LLeHTP NPW CO3jaHuN ANCTPUOYTMBA KNHOYEN.
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BHumaHme! Eciv npu ncnonb3oBaHUM cnocobos ayTeHTUdMKaummn Mapoab Ha
YCTpOWCTBE UM YCTPOMCTBO BHELLUHEE YCTPOWCTBO ByAEeT OTK/IHOUYEHO, MOXKET

{& NpoV30MTK aBTOMaTnyeckas 61OKMPOBKa KOMMNbIOTEPa — B COOTBETCTBUU C
HacTporiKamu, 3aflaHHbIMK B pexuMe agMuHUCTpaTopa (cm. MapameTpbl 3aLuThl
Tpaduka).

YpoBeHb 6e30nacHOCTM Mpu BXOAe B MporpamMmy onpejenserca KoamyectBom GpakTopos
ayTeHTUdUKaLmn. Yem oHo 6oblue, TeM Bbile ypoBeHb Be3onacHocTu. HynbdakTopHas
ayTeHTMduKauma He obecrneynBaeT 6e30MacHbIN BXOA B MPOrpamMmy 1 He peKoMeHAyeTca K
NCNONb30BaHMIO.

Ha cxeme Hmxe npeacraB/ieHbl BO3SMOXXHbIE cnocobbil ayTeHTMCI)MKaLLMM n nx CbaKTOpHOCTb.

Cnocobbl ayTeHTUhMKaL MK

— H“‘“%-H

"'\-\.\_\_\_\_\_hL
Maponk Ha yeTpoRCTEE

Mapone YoTpoheTED (ONA COBMECTWMOCTH C PAHHMMMK

sepcuamy N0 ViPNet)

Fe e e dede ek e o e e e e e

oaHothaKTopHan: MepcoHansHEA KoY CepTudmkar

TONEKD Naponk

Henonsayemca NMAH-kod?

A

AByxithakTopHan: OAHOMpAKTOpPHARA:
MAH + kneody, CEpTWOWEET TONBKD KNY, CEPTURMKET
WK Naponke Ha yoTROWCTES WNKW Napone Ha yCTpoHCTES

CoxpaHenve g peecTpe Windows MNMH-£oaa unw napona npy cnocofe YeTpoRcTRO Nnpeepallyasr
ayTeHTUEWKALMID B OOHOMAaKTOPHY D, 8 Npy cnocofe Naponk — & Hy Ne@aKToOpHY .

PucyHok 19. Cxema coomeemcmaus Mex0y pakmopamu u cnocobamu aymeHmugpukayuu
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Maponb

1 B cnncke Cnocob ayteHTUdUMKaumm Bbibepute Maponb.

ViPNet Client (===l
Cnocof ayTeHTHMDUKaLMN: Mapons v]
Wra: [CBﬂTMH Anerceit MeoHMAOBHY ']
Maponks: sesssane
m [ CoxparmTs napons
o ] [Comea ]

PucyHok 20. Cnocob aymeHmudgpukayuu «llapose»

2 [pwv HeobxogmmocTn B cnncke Mimsa BoibepuTe Balle nms nosab3osatens ViPNet.

MpumeyaHue. B gaHHOM crivicke oTOBpaXkatoTcs MeHa BCEX MOJIb30BATENEN, KUK

KOTOpPbIX HbINN YCTaHOB/IEHbI Ha @HHOM CETEBOM Y3/e (CM. YCTaHOBKa CMPaBOYHNKOB 1
kntoyeit). Ecam Ha y3ne He yCTaHOBJ/IEHbI KFOUM HU OAHOTO NMOJb30BaTeNs, Cncok byaeT

mycr.

3 B none MNaponb BBEAMTE NApPOb.

Ecnv coxpaHeHue naposs B peecTpe paspeLleHo HacTporikaMy MporpamMmMbl, AAs COXPaHeHWs
napoJisi MOXHO YCTaHOBUTb COOTBETCTBYHOLLMIA GAaxKOK.

4 Haxwmute OK.

YcTpouncteso

1 B cnucke Cnocob ayteHTUdUKaLum BbibepuTe YCTPOUCTBO.

ViPMet Client =3l
Crocob ayTeHTudikcaLy: YeTpolicTeo v]
Maponb:
[ononHuTensHan MHhopMaLYA ANA XPEHEHWA KIHOHYa NonL30BaTens:
BribepuTe yCTpOHCTED: [eTcken Aladdin{00617327 ] -
BeeawTe MWH-koa: [ITIITY)

CoxpaHuTb MAH-oa

MPoWIS0ANTE 8YTEHTMRMKALIID MPH MOMOLLM:

@ Ceprudmkara: [Administrabor (a0 29 asr 2017) V]

I'IepcoHaanoro Kno4a

o] Comm

PucyHok 21. Cnocob aymeHmudgpukayuu «Ycmpolicmeo»
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2 T[loaknroumnTe BHELIHEE YCTPOMCTBO.

3 Ecam TpebyeTcs, B Cnvcke HUXKE BbIbepWTE Balle MMs Nob3oBaTess U B nose Maponb BBeaMTE CBON

napoJsib. HeobxoAMMOCTb BBOAA MNapois 3aBUCUT OT TUMa UCMOJIb3YEeMOrO BHELLHETO YCTPOMCTBA.

4 B cnuncke YCTpoiicTBO BbibepuTe BHELLHEE YCTPOMNCTBO, HA KOTOPOM HaxoAUTCS Ball NEPCOHabHbIN

KN4 nam ceptudumkar.

5 Beeaute MNUH-koa, ecnn Tpebyetcsa. Heobxoammocts BBoga MNH-koza 3aBMcKT OT TMNa

MCMOb3YEMOro BHELLHEro yCTponcTaa. Ytobbl coxpaHuts MNMUH-koa v B fanbHeNLeM He BBOANUTb

€ro npu ayteHTMdMKaLMKY, YCTaHOBUTE COOTBETCTBYHOLLMIA BaadKOK.

BHumanwue! Mpun ncnonbzosaHum ycrporictea JaCarta PKI/FTOCT Bo nsbexaHune owmbok He

/\E cnepyet coxpaHaTtb MNAH-koapl aTOro ycrpoiictaa.

Ecnn coxpaHenune MUH-koaa HeAOCTYMHO, 3HAUNUT 3Ta HaCTPoOLika 3anpeLLeHa
aAMVHUCTpaTopoM Balleit cetn ViPNet.

6 B cniucke MpousBoanUTb ayTeHTMdMKaLMIO MPY NOMOLUM YCTaHOBMTE NMEPEKIIOYATENb B O4HO U3

CNefyroLLMX NONOXEHWIA:

o

CepTndukata — a1 ayTeHTUPMUKaL MM C NOMOLLbIO cepTudunKaTa, KOTOPbIN XPaHWUTCA Ha BalleM
ycTporncrtee. B cnucke ceptndukaToB, 06Hapy>KeHHbIX Ha YCTPOWNCTBE, BbibepunTe HY>XXHbIN
ceptndumkar.

TpeboBaHus, NpegbaBasemble K cepTudurkaTam Ana ayTeHTudurKaumm, npescraBaeHbl B pasgene
OcobeHHOCTM ayTeHTUdMKaL MM C MOMOLLbIO cepTudukaTa. B cryuae BO3HMKHOBEHMA
3aTpyaHeHul cM. pa3gen He yaaétcs BbINONHUTL ayTeHTUdMKALMIO C MOMOLLbIO cepTudmKaTa.

I'Iepc0Haanoro KAKoUYa — UYTOObI BbIMNONHUTD ayTEHTI/Iq)I/IKaLI,I/II-O C NnoMOLUWbKO NepcoHalbHOTo
KJlKo4a (KOTOprIZ BXOAUT B COCTaB KAtouer nonb3osartens u XPaHUTCA Ha BalleM yCTpOI\/’ICTBe).

7 Haxmute OK.

OcobeHHOCTV ayTeHTUdMKaLMM C NOMOLLbIO cepTuduKaTa

Ons ayteHTndMKaumm B nporpamme ViPNet Client ¢ nomoubto ceptrdukaTta 40AXKHbI 6bITb BbIMOJHEHbI

ycnoBus:

YctaHoBneH komnoHeHT Moaaepxkka pabotbl ViPNet CSP uepes Microsoft CryptoAPI.

YTtobbl NPOBEPUTL MW YCTAHOBWUTL 3TOT KOMMOHEHT, BbibepuTe Myck > HacTpoiika
komnoHeHToB ViPNet Client. 3aTem B okHe ycTaHOBKM Bbibepute MI3MeHUTbL cocTaB U
packpoiTe cnncok komnoHeHToB ViPNet CSP.

MpumeuaHwme. MNpu co3gaHnM 3aKPbLITOTO K/tOYa peKOMeHAYyeTCs UCMoab30BaTh
kpunTtonposangep ViPNet CSP.
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BHewwHee ycTpolicTBO nogsepxunsaeT ctaHgapt PKCS#11.

AyTeHTndmKaums ¢ nomoubto ceptudmkata FOCT BbINOJHAETCSA C MOMOLLBHO YCTPOWNCTBA, Ha
KOTOPOM peannsoBaHa annapatHas noaaepxka anroputmon FOCT (cM. Anroputmel 1 GyHKLMN,
noAjep>kKMBaemMble BHELLHVMW YCTPONCTBaMM).

MpumeuaHue. YcrpoiicTtea JaCarta-2 nogaepxunBaroT ayTeHTUOMKALUIO C MOMOLLbHO
ceptndmkaTta, ecam Ha Hux yctaHosaeH annsiet FTOCT Bepcum 2.55 v Bbilwe, a Ha KOMMblOTEpe
ncnonbyetcs MO «EguHbiii Knnent JaCarta» Bepcun 2.12 1 BbiLue.

Y3Hatb Bepcuto anneTa Bbl MoxeTe B [10 «EguHbii KnveHt JaCarta». Ans atoro nepengmte B
pexunm agMmnHUcTpaTopa v B pasgene Mubopmauusa o TokeHe LWEnKHMTe ccbiaky MNoapobHas
nHpopmaums.

Ecav BbI MCcnonb3yeTe KpunTonpoBsaligep No ymoayaHuto, To Beibepute Myck > ViPNet CSP v B
pasgene JononHutenbHo yctaHoBuTe paxkok Moaaeprkka pabotbl ViPNet CSP uepes
Microsoft CryptoAPI.

Ecam Bbl ucnonb3yete cTOpoHHMIA KpunTonpoBanaep, cMm. «ViPNet CSP 4.4. PykoBoactBo
nosb3oBatens», pasgen «CoBmectnmocts ¢ MO apyrvx nponsBoauTene».

Ceptudukat umeet HasHaueHue «LLndbposaHue kntouei» B none Mcnonb3oBaHue kiaroua.

Ceprudukar
| OBuwe FCOG' aB ] MyTb cepTUdMKELIM ‘
MokaszaTtb: [<Bce> ‘]
Mone 3HaueHne 2

‘51 WMaeHTudmKaTop kntova cy... 4cc891 1600 5ccf1926da ...
}gz} WMaeHTudukaTop kntova ue... MaeHtudmkaTop knoda=fe c...
{i\ TO4KM pacnpocTpaHenus an... [1]Touka pacnpeaeneHns cu...
@] HocTyn K uHdopMaLym o ue... [1]4ocTyn K cBeAEHNAM LEHT. ..
]
[=] Anropui oTneuaka shal ;
[Zlotnevarox 45 5d 8589 43bd 31 ee f3 2a...

m

I LLndbposaHmne kntouein (20) |

CeoiicTsa KonuposaTb B dain...

MoapobHee o cocTase cepTudmkata

(o< ]

PucyHok 22. lposepka Hanuuus HasHa4vyeHuUs «LLugpposaHue karoyeli» 8 cepmugpukame 01

aymeHmugukayuu

B KOHTelMHepe Ha YyCTPOWCTBE HaXOAUTCS 3aKPbITbIV KHOY, KOTOPOMY COOTBETCTBYET
ncnosab3yembli cepTuoukar.
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o CepTndukaT AeCTBUTENEH: CPOK €50 AeNCTBUS HE UCTEK, OH HE HAaXOAWTCS B CMIMCKe
aHHY/MPOBaHHbIX cepTUdMKATOB, COOTBETCTBYHOLLIAS €MY Lienoyka cepTudukaLmm noaHa, n Bce
BXOAALLME B HEE CepTUPMKATbI TakKe AeNCTBUTENbHBI.

e B xpaHuauLe 10KasbHOTO KOMMbIOTEPA U B XPaHWINLLE NMONb30BaTeNA YCTaHOBNEHbI KOPHEBOW
ceptudumkat u Bce ceptndurKaTbl U3 LENoUkm ceptndmrKaLmm, BKIOYas COOTBETCTBYHOLLMNA
CMNCOK aHHY/IMPOBaHHbIX CEPTUDMKATOB.

Y1o6bl nonyunts ceptudunkat FOCT, noaxoasawmin ans aytreHtmdumkaumm B MO ViPNet Client:

1 Co3gante 3anpoc Ha ceptudmkart. [Npun atom ybeamtecs, 4To B nosie Micnonb3oBaHue katoua
yCTaHOBNEHO Ha3HaueHwue «LLndpoBaHue karouen».

Mpumeyanue. [1na co3ganHma 3anpoca Ha cepTUPMKaT PEKOMEHAYEeTCA NCMOIb30BaTh
kpuntonposangep ViPNet CSP.

2 BbinycTuTe cepTMdumKaT B yA0OCTOBEPAIOWEM LEEHTPE AN 06PaTUTECH K a4MUHUCTPATOPY.
3 YcraHOBMWTE M3AaHHBIA CEPTUOUKAT B KOHTEMHEP KNOUEN Ha YCTPONCTBE.

4 YcraHoBuTe CepTI/Iq)I/IKaTbI N CNNCOK aHHYIMPOBAaHHbIX CepTI/Iq)I/IKaTOB B XpaHuanwe J1o0KaJibHOro
KOMMbOTEPA U B XpaHUAuLLE Nosib30OBaTeiAa.

5 [Mocne yctaHoBkKM cepTudukaToB B xpaHuauie nepesanycrtute ViPNet Client.

CmMeHa noab3oBaTend

Ecnn Ha ceTeBOM y3/1e 3aperncTpMpoBaHO HeCKOJIbKO MoJib30BaTeNel, CMEHUTL NMOb30BaTENA MOXHO, He
BbIxoAA 13 nporpammel ViPNet Client:

1 Bbibepute ®Paiin > CMeHUTb Noab3oBaTens. OTKPOETCS OKHO BXOZa B Mporpammy.

2 Bbibepute cniocob ayTeHTMdMKALMM A5 BXOAA B MPOrpaMMy v B 3aBUCUMOCTU OT BbIBPaHHOMoO
cnocoba BBeAWTe Naposib NOJb30BaTeNs B0 NOAKNOUNTE BHELLHEE YCTPOMCTBO U BBeamTe MNH-
Koz,

Eciv Ha Balwem KoMmnMbloTepe paboTaeT Heckosbko nosib3osaTene ViPNet Client u aas
ayTeHTMdUKaLMKN Bbl UCMOb3yeTe Naposib, B cnnucke Mima BbibeprTe Balle UMA NMoJib30BaTeNs.

MpuMeuaHne. Ha ceTeBoM y3ne f0XKHbI ObITb NPeABapUTENIbHO YCTAHOBJIEHbI KUY
no/sib30BaTtens, oT UMEHN KOTOPOTO BbIMOJIHAETCA BXOZ, B Nporpammy.

3 Haxwmute OK.
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3aBeplieHme paboTbl C MPOrPamMMon

YT06bI CBEPHYTb OKHO MPOTrpPamMmbl, BbINOJHUTE OAHO U3 AENCTBUN:
e HaxmwuTte 3akpbITb Es 5 NpPaBOM BEPXHEM Yry OKHa.
e Haxwmute covetaHue knasuw Alt+F4.

YT06bl CHOBa pa3BepHYTb OKHO NMPOrpaMmbl, LWENKHUTE 3HAUOK B 0621aCTV yBEAOM/IEHWNA.

YTo6bI BBIMTW M3 NpOrpamMmbl, Bbibepute meHo ®ann > Bbixog 1mbo B 061acTn yBELOMAEHUNA B
KOHTeKCTHOM MeHto nporpammsbl ViPNet Client BbibepunTe Bbixoga.

Mpumeyvanume. Mocne Boixoga u3 nporpammel ViPNet Client pabota ViPNet-apalisepa
NPOAOIXKAETCA: OH BbINOAHAET GUAbTpaLmio IP-Tpaduka B COOTBETCTBUM C HACTPONKaMM
WHTErpupoBaHHOro CETEBOrO 3KpaHa.
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NHTepdenc ViPNet Client

OxkHo nporpammbl ViPNet Client npeactaBneHo Ha pUCyHke.
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PucyHok 23. OkHo npoepammei ViPNet Client

Lindpammn Ha pucyHKe 0603HaAUEHbI:
1 T[naBHOe MeHIO MporpamMmsl.
2 [aHesNb MHCTPYMEHTOB. YTO6bl 0TO6PA3UTL WU CKPbITb MaHes b UHCTPYMEHTOB, B MeHIo Bug
Bbl6epuTe MaHenb MHCTPYMeHTOB. [l06aBUTb UM YAAIUTL KHOMKM Ha NaHeNb MHCTPYMEHTOB Bbl
MO>eTe C MOMOLLbIO KHOMKN &,

3 Manenb HaBuraumun. CoaepXuUT nepeyveHb pasfesos, NpeaHasHaueHHbIX 415 HaCTPOWKM Pa3vyHbIX
napameTpoB ViPNet Client:

o 3awuwéHHan ceTb (3TOT pasgen BbibpaH No YMONYAHWNIO) — COAEPKMT CMNCOK CETEBbIX Y3/10B
ViPNet, koTopble cBsizaHbl C AaHHbIM ceTeBbIM y3710M B nporpamme ViPNet LleHTp ynpaBaeHus
ceTbto. MNogpobHee cm. PaboTa co crnvckom 3atmiéHHbix y3nos ViPNet.
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CeteBble punbTpbl. CogepxnT nogpasaensl ¢ dpunptpamu IP-Tpadmka:

o  ®OunbTpbI 3aWMLLEHHON CETU — NpeHa3HaYeH A5 HaCTPOMKN GUABTPOB 3aLNLLEHHOTO
Tpadmka (cMm. CozgaHne GUALTPOB A5 3aLLNLLEHHON CETH).

e OuUAbTPbI OTKPLITON CETU — NpefHa3HaueH 414 HacTPOVKM GUABTPOB OTKPLITOro Tpaduka
(cm. Co3gaHne GUALTPOB 4151 OTKPLITOM CETK).

Mpynnbl 06bEKTOB — COAEPXKUT CMNCKM O6BEKTOB, KOTOPbIE MOTYT BbITb UCMOJ/Ib30BaHbI MPK
co3gaHum ceteBbix GpuabTPOB: rpynnel y3nos ViPNet, rpynnel IP-agpecos 1 Tak ganee
(cm. Nicnonb3oBaHme rpynn o6bekToB).

Cratuctuka n >XXypHasbl. COAep)KVIT noapasjenbl:

e KypHan IP-nakeToB — npegHa3HauyeH Ans novcka 3anucen B xypHane |IP-naketos
(cm. PaboTa ¢ xypHanom IP-naketos).

e CraTuctvka — npegHasHayeH A/11 NpocMoTpa CTaTUCTUKK dunbTpaumm IP-naketos
(cm. MpocmoTp cTatncTnkm duabtpaumm IP-nakeTos).

KoHdurypaumm — npesgHasHaueH Ansa ynpasneHus KoHPurypaumuamm nporpammsl ViPNet Client
(cM. YnpasneHune KoOHPUrypaumamm nporpamMmmbl).

AAMUHUCTpaTOp — OTOBPaXKaeTCs TObKO NOC/e BXOAa B NPOrpaMmMy B pexunme
aZAMUVHWCTPATOPa 1 CAYXUT ANS HACTPOUKM AOMONHUTEbHBIX NapaMeTPOoB NPOorpaMMbl.

MpumeyaHue. KoamvyecTBo 1 NOpsAOK PacnoNoXeHWs pa3ge/ioB Ha NaHean HaBuraumm

3aBWCUT OT YPOBHS MOJHOMOUMIA MONb30BaTENs, KOTOPLIV onpegenseTcs B ViPNet

LieHTp ynpaBneHus cetbto (cM. PaboTa B yCN0BMAX OrpaHNYEHHbIX MOJHOMOYMI).

4 TaHenb npocmoTpa. NpesHa3HaveHa Ans 0TobpaxeHWs pasjena, BbiIbpaHHOMO Ha naHenun

HaBurauum (3).

5 Crpoka noncka. OTobpaxaetcs B pasgenax 3awmwéHHasn ceTb, CeTeBble GuabTpbl 1 Mpynnbl
061bekToB. [1n5 Nomncka No paszeny BBeAMTE B 3TOW CTPOKe YacTb afpeca, UMeHW CETEBOTO y3aa nan

Apyrvie napameTpbl.

B pasgene 3aLIJ,VILIJ,éHHaFI CeTb NMONCK BbINOJIHAETCA MO CedyroLWKnM napamMmeTpam:

o

@)

o

Nwms yana (oTobpaxkaeTcs B pasgene 3aWwuiLéHHan ceTb 1 B okHe CBOWCTBA y3/1a Ha BKJajke
O6wwue).

Nmsa komnbroTepa (okHo CBoMcTBa Y3n1a, Bkiajka Obwme).

PeanbHble 1 BUpTyanbHble IP-agpeca (okHo CBoiicTBa y3na, Bknagka IP-agpeca, cnmcok IP-
afipeca).

DNS-ums (okHo CBoiicTBa y3na, Bknaska IP-agpeca, cnvcok DNS-nms).

NaeHTndunkaTtop y3na (okHo CBolcTBa y3na, Bknagka Obuwme).

6 Crpoka coctosHua. CoaepXuT cnegyrowme ceegeHms: Homep cetn ViPNet, IP-agpeca, HasHaueHHble

y3/y, 1 TekyLlaa KoHPUrypaums nporpammel. Mpu n3ameHeHM ceTeBbiX GUALTPOB UAK TPy

06bEeKTOB BMECTO YKa3aHHbIX CBe,quI/II7I B CTPOKe COCTOAHMA NOABAAETCA COO6LU|eHI/Ie O TOM, 4TO

bUNbLTPLI NAK TPYNMbl O6BEKTOB ObIIN U3MEHEHDI, HO HE NMPVMEHEHDI.
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YTo6bl MOKa3aTb MW CKPbITb CTPOKY COCTOSHUSA, B MeHtO Bug Bbibepute CTpoka coctosaHuA. MNpu

M3MEHEHUN GUIBTPOB WM TPYNN O6BEKTOB CTPOKa COCTOSIHWSA OTOBpaXkaeTcs BCEraa, Aaxe eciv OHa

6blna paHee ckpbITa.

PaboTa CO CrMCKOM 3alLUMLLEHHBIX Y3108

Pazgen 3awmwéHHas cetb (cM. ViHTepdeinc nporpammel ViPNet Client) cogep>XuT cCnMCcOK 3aMLLLEHHbIX

y3108B ViPNet, KoTOpble CBfi3aHbl C aHHbIM CceTeBbIM y3/10M B nporpamme ViPNet LleHTp ynpaBaeHus

CeTblo.

3Hauok pPAAOM C UMEHEM CETEBOIO Y34, a TaKXe UBET UMEHU 0603HayatoT T!MN CeTEBOrO y3na n ero

TeKyLMI CTaTyC:

Tabauya 1. Obo3Ha4yeHUe cmamyca cemegbix y3/108

3Hauok  LiBeT umeHun

CraTyc ceTeBOro ysna

Cepebiin

W] droneToBbIi

Cepbiin nau
buroneToBbIN,
NONY>KNPHBI

Ab Cepblit nan
duroneToBbIi,
MONYXXMPHBIN

RE Cepebiin

KH ®duronetosbilil

KnveHT B AaHHbIIZ MOMEHT OTKJHOUEH OT CeTV NBO HeT AAaHHbIX O
ero crartyce

KnneHT B 4aHHbIi MOMEHT MOAK/IFOUEH K CeTU

HoBbI KNWEHT, C KOTOPbIM BblNa co34aHa CBA3b

HoBbili KOOpAMHATOP, C KOTOPbIM 6bina CO3jaHa CBA3b

KoopauHaTtop B AaHHbIA MOMEHT OTKAOUEH OT CeTU M6O HeT
[aHHBIX O ero cratyce

KoopavHaTop B AaHHbLIN MOMEHT MOAKNHOUEH K CeTu

MpumeyaHue. YTo6bl HACTPOUTL MapaMeTpbl BHELLHEro BUAa pa3gena 3awuiéHHas
ceTb, B okHe nporpammbl ViPNet Client B meHto CepBuc Bbibepute Hactpolika
NPUAOXeHUs 1 Janee NepeianTe K pasgeny Obwme.

ﬂ'flﬂ y,CI,O6CTBa NnpocMOTpa Crnncka n Noncka ceTesBble y3ibl B pasjene 3aLIJ,VILIJ.éHHaﬂ CeTb MOXHO

crpynnmpoBaTh Mo nankam:

. Y106bI cO034aTb HOBYHO Narnky, B KOHTEKCTHOM MEHHKO pa3jesa 3aLIJ,VILIJ.éHHaﬂ CeTb Bbl6epVITe

Coszaatb nanky.

e YTO6bI MEepeHecTu ceTeBble Y3/bl B Kakyo-anmbo nanky, B pasgene 3awuéHHas ceTb Bblbepute

OAVH NN HECKOJIbKO CETEBbIX Y3/10B U NepeTaLLnTe UX B HYy>KHYHO nanky.

e Y706bI NEepenmMeHOBaTh Nanky, WENKHUTE €€ NPaBON KHOMKOW MbILLN N B KOHTEKCTHOM MEHIO

BbIbepuTe MepenmeHoBaThb.
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e UYT0ObI YAaNUTb Nanku:

o YbepuTtech, UTO Nankw, KOTOpble TPEOYETCA YAaINTb, HE COAEPXKAT CETEBbIX Y3/10B. B
NMPOTVMBHOM CJlyyae NepPeHEecUTe CeTeBble Y3/bl B 4pyrne nanku.

o BbibepuTe 0fHY UM HECKOJ/IbKO MarnokK Ha NnaHeu HaBurauum nan B pasgene 3almiiéHHas
ceTb.

o Haxwmute knaBuwy Delete nnbo BoCnonb3ynTecs NyHKTOM YAanuTb B KOHTEKCTHOM MEHHO.

[ns noncka CeTeBOro y3na B CNNCKe BBEAWTE B CTPOKY MOUCKa YacTb MMeHW, IP-agpeca nan gpyrve
napamMeTpsbl y3na.

ﬂ'}'lﬂ npocMoTpa CBOICTB CETEBOIO y3na ABaXAbl LLLé)'IKHI/ITe nMAa y3saa. OTKpOGTCﬂ okHo CBolicTBa y3na, B
KOTOpPOM npuBeieHbl O6LLI,M€ cBeeHNA O CETEBOM Yy3/1€ U COAep>XKaTCA NapaMeTpbl 4OCTyNa K y3ay.

UYT06bI NPOBEPUTL COEAMHEHME C APYTVMM Y3/I0M, HayaTb CeaHC 0OO6MeHa 3alUMLLEHHBIMU COOBLLEHMAMMY,
oTnpaBuTb Gain UM UCNoNb30BaTb Apyrne BCTpoeHHble GyHKUMM nporpaMMbl ViPNet Client
(cM. BCTpoeHHble cpeacTBa KOMMYHMKALLMWY), BBINMOAHUTE O4HO U3 AeNCTBUNA:

e BbibepuTe ceTeBON y3en B CNWCKe W HaXXMWTE COOTBETCTBYHOLLYHO KHOMKY Ha NaHesm
WNHCTPYMEHTOB.

e BbibepuTe COOTBETCTBYHOLMIA MYHKT B KOHTEKCTHOM MEHHO CETEBOTO y3/a.

PaboTa B yCI0BMAX OrPaHMUYEHHbIX MOJIHOMOUMIA

Bo3moxHocTh ucnosnb3osaHua nporpammel ViPNet Client n usmeHeHns eé napaMeTpoB Ha y3/1ax ceTein
ViPNet, ynpaeasembix ¢ nomolbto nporpammel ViPNet Administrator, MoryT 6biTb OrpaHuyeHbl ypoBHEM
noaHoMouni nonbsosatens. Kpome atoro, nHtepdeiic nporpammel ViPNet Client moxeT 6bITb
OrpaHuyYeH B pexunme agMUHUCTpaTopa ceTeBoro y3sa (cM. PaboTa B mporpaMmme B pexvivMe
ajMUHMCTpaTopa).

Ecavm nonHOMouMs MoAb30BaTeNst OFpaHNUeHbl, MOTYT BbITb CKPbITbl ONPeAeNEHHbIE 3NEMEHTHI
nHtepderica nporpammbl ViPNet Client, MoxeT 6bITb 3a6/10KMPOBaHO M3MEHeHWe NapamMeTpPoB
nporpammel, CeTeBbIX GUALTPOB U Tak ganee. [pu Bxoge B NporpaMMy B pexnmMe ajMUHUCTPaTOpa BCe
OrpaHVueHNs CHUMatOTCH.

B faHHOM lOKyMEHTE BO3MOXHOCTW NPOrpaMMbl ONMCaHbl C TOYKM 3PEHUS NOJIb30BaTeNs, NOJHOMOUNSA
KOTOPOro He orpaHuyeHsbl. Ecamn ans Bac HeAOCTyMNHbl Kakne-ambo GyHKLUN UAM HaCTPOMKM NporpamMmbl,
obpatutecb kK agMUHUCTpPaTopy Bawwen cetn ViPNet.

WNHpopmaLma 0 NOJHOMOUMAX NONb30BaTENA COAEPXKMTCA B JOKYMeHTe «Knaccnpukauma noaHOMOUMIA.
MpunoxeHune k gokymeHTaumm ViPNet».
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Cucrtema obHoseHMa ViIPNet

O nporpamme ViPNet Cuctema o6bHoBAEHMA
ABTOMaTMyeckas ycTaHOBKa O6HOBAEHWI
YcTaHoBKa OH6HOBNEHWI BPYYHYHO

MpoCcMOTp >XypHana yCcTaHOB/IEHHbIX OBHOBIEHWNIA

ViPNet Client 4. PykoBoacTBO nosb3oBaTens
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O nporpamme ViPNet Cncrema
OOHOBIEHWA

ViPNet Cncrema o6HOBAEHWA obecneynBaeT NoayveHMe N YCTaHOBKY OOHOB/IEHUI CeayHOLLMX TUMOB:
e ob6HoeneHusa ViPNet Client, nonyueHHble n3 nporpammebl ViPNet Administrator;
e OOHOBNEHWA CNPABOYHMKOB N KAtOUE, MosyyeHHble 13 nporpammel ViPNet Administrator;

e OOHOBAEHMS NOANTMK HE30MACHOCTM (a Tak>Ke HAaCTPOMKM NO CMEHe Tuna ayTeHTUuduKauum un
paspelueHmmn coxpaHerus MNH-koaa), noaydeHHsle n3 nporpammsbl ViPNet Policy Manager.

YcTtaHOBKa OOHOBAEHWI MOXET OCYLLECTBAATLCS KaK B aBTOMATUYECKOM pexkmmMe (CM. ABToMaTtnyeckas
yCTaHOBKa 0OHOB/EHWI), Tak U BPYYHYHO (CM. YCTaHOBKa OOHOB/IEHNI BpYUHY083).

Ecnn Ha y3ne HacTpoeHa ycTaHOBKa O6GHOBAEHWUI BPYUYHYHO, TO NpW NocTynaeHumn dainos obHOBAEHWA B
obnactv yBegomneHunii otobpaxaetcs 3Hauok ViPNet Cuctema o6HOBAEHMA 1 COOTBETCTBYHOLLAA
NHPopmMauma.

s | :
g."‘“ [Joctyntbl Hoeble 0bHoBAeHWA npoaykTos ViPNet.
= Hazerante ANA NPOCMOTRa CNWCKE J0CTYNHBIK oBHOBAEHWA.

PucyHok 24. OmobpaxeHue Haau4yus obHosneHul 8 obacmu ygedomaeHull

3Hauok ViPNet Cuctema o6HOBAEHUA B 061aCTV YBEAOMIEHNA MOXKET MPUHUMATL CAeAYyWMin BUA;
e » — fOCTYNHbI HOBble O6HOBNEHNS;
e %W — OBHOBAEHWNSA YCNELIHO YCTaHOBJEHDI;

e i — OBHOB/EHNMSA YCMELWHO YCTaHOB/EHbI, HEOBXOAMMa Nepesarpyska.

Mocne ycTaHOBKM OBHOBJIEHWI, €C/IN He TpebyeTcs nepesarpyska, 3Ha4oK CUCTEMbl OBHOB/IEHWS
nepectaér otobpaxatbcs B 061aCTV yBELOMIEHNNA.

Ecnu e Ha y3ne HacTpoeHa aBTOMaTn4veckas yctaHoBka o6HoBaeHWi, To Bce onepaummn ViPNet Cuctema
obHoBNEeHNA ByaeT MPOM3BOANTD B «TUXOM» pexnme 6e3 kakux-1mbo coobieHnin. B obnactu
yBeAOMIEHUI 3HaUOK cuCcTeMbl ByAeT oTobpaxaTbCs, TONbKO ecnun TpebyeTca nepesarpyska KOMMboTepa
(3Hayok 6yaeT nMmeTb Bug ).
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ABTOMaTMYeCKan yCTaHOBKa
OOHOBIEHUM

YTo6bl 06HOBAEHUS YyCTaHaBAMBalNCb Ha y3/71€ aBTOMaTU4eCKu:

1

B meHto Myck BbIbepuTe Bee nporpammbl > ViPNet 1 3anyctute ViPNet Cuctema o6HoBaeHUA OT
UMeHW agMUHUCTpaTopa.

B OTKpbIBLLEMCA OKHE Ha BKJ/lagKe I'Iapameprl yCTaHOBUTE cbna>|<0|< YcraHaBAnBaTb 06HOBAEHUSA
aBToOMaTuyecku.

UYTto6bl NOC/IE O6HOBIEHUSA MEepe3arpy3ka BbIMOJHANACh aBTOMATUYECKH, YCTaHOBUTE
COOTBETCTBYHOLLUMIA GNAXKOK.

Haxmute OK.

Cuerema oBHosneHna ViPMet @

NapameTpel | KypHan ofHoBREHMi

YCTAHEBNMEATE OOHOENEHWNA SETOMATHUYECKI

-;-IDH HEDEXDHMNUUM.— BbINONHWTE NEPE3ArpysKY KOMNBOTEDE BBTDNETHHED‘\'ME

[ OK ][ OTMEHa H Cnpaeka

PucyHok 25. Hacmpolika asmomamudyeckoli ycmaHosku 0bHoseHul

Tenepb, NpV NOCTYM/IEHUN OBHOBIEHU NOABUTCA COObLLEHNE 06 06HOBAEHMM NporpaMmbl ViPNet.

I'Iporpalvlma aBTOMaTU4YeCKn 3aKpblBa€TCA, U HAYNHAETCA obHOB/IEHME.

Ecnm nocne obHoBneHWs TpebyeTcs nepesarpyska, TO B 3aBUCMMOCTU OT HACTPOEK, Nnepesarpyska

NPON30NAET aBTOMaTMUECKW AN MHPopMaLmsa 06 3TOM NoABUTCA B 061aCTV yBEAOMIEHWNA.
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YCTaHOBKa OOHOBIEHMIM BPYUHYHO

YT06bI KOHTPOAMPOBATL YCTAHOBKY OGHOB/IEHWI HA CETEBOM Y31, OTK/IHOUUTE aBTOMATUUECKYHO

YCTaHOBKY:

1 B meHto Myck BbibepuTe Bece nporpammel > ViPNet 1 3anyctute ViPNet Cuctema o6HoBsieHUs OT

VMEHV agMUHMCTpaTopa.

2 B oTkpbiBLEMCS OKHe Ha Bkaagke MapameTpbl CHUMUTE daxok YcTaHaBAMBaTb 06HOB/EHMS

aBTOMaTU4ecCKu.

3 Yt06bI NOCNE OBHOBNEHMSA nepesarpyska BbINOJAHANACb aBTOMaTU4YeCKUN, yCTaHOBUTE

COOTBETCTBYHOLLUMNIA GNAXKOK.

4 Haxwmute OK.

Tenepb NpoBepATb U ycTaHaBANBaTb OBHOBAEHUA MOXHO BPYUHYHO:

1 B obnactv yBeAOMAEHWI LWENKHNTE 3HAUOK »2! ViPNet Cuctema 06HOB/IEHMA NPaBOVi KHOMKOW

MbILWLN N B KOHTEKCTHOM MEHH Bbl6epI/ITe AOCTyI’IHbIe Ob6HOBJIEeHUSA.

2 B OTKPbIBLLEMCS OKHE MPOBEPbLTE CMMCOK YCTaHAB/IMBAaEMbIX OOGHOBNEHUIN (OHW OTMEYEeHbI

dnaxxkom). Ecim kakoe-1mbo obHOBEHNE YCTaHABANBATL HE HYXXHO, CHUMUWTE COOTBETCTBYHOLLMI

dnaxok.

JoctynHeie cBHoBnerna npogykros ViPMet

=
Aocrynxo obvosnennit: 2.
h‘ﬂ| PerOMEHAYETCA YCTAHOBMTE A0CTYMHEIE 0BHOBAEHHA,

[o] & =)

Tun  OBHOBREHME
of .E! OBSHOBNEHWE CTIPSBOYHUKOE W KNHOYE
f \Eg OBHOBNEHWE CIPSBOYHUKOE W KNHOYEl
.Rg OBHOBNEHWE CIPEE0HHNKOE W KNKoYER

=) OBHoBneHKe nporpammHoro obecneqeHna ViPNet

CraTyc

YonewHo
YenewHo

[aTa nony4eHus

21.01.2013 13:40
22.01.2013 11:14
05.02,2013 11:13
05.02.2013 11:36

[ ¥ CTaHoBMTE 0BHOBNEHWA ] [ JaKpLITE ] [ Cnpaeka

PucyHok 26. lpocmomp nosy4deHHsix 06Ho8aeHUL

3 Haxmute YcraHOBUTb O6GHOBIEHUS.

ViPNet Client 4. PykoBoACTBO nosib3oBaTens

83



4 Ecav nosBmaoChb COobLLeHMe, YTo ecTb paboTarowme nporpammbl ViPNet, HaxxmuTe MpoaoakuTs.
Mpu 3ToM nporpammsbl ViPNet 6yayT 3aKpbIThbl.

Mpn o6HOBAEHUN B 061aCTN YBEAOMIEHNI OTOBpaXkaeTcs COOTBETCTBYOLLANA MHOPMaLms.

Ll?““ OBHOBNEHMA B NpoLecce ycTaHoBku. ™ *

1 Hakmmre ANA NPOCMOTRE CNMCKA YCTaHaBANBaEMBIX
oBHOBNEHWHA

PucyHok 27. OmobpaxeHue ycmaHosku obHosseHuli 8 obaacmu ysedomaeHull

5 Ecam nocne o6HOBAEHNS HEOBXOAMMO BbIMOJHUTL Nepe3arpysKky, MHGpopMaLmsa 06 3ToM NosBUTCS B
obnactv yBesOMAEHWN.

BHumaHue! ObHoBneHme 1O MOXET 3aHATb 3HaUWTeIbHOE BpeMs. He npepbiBalite

npouecc 06HOBNEHWS 1 He BbIMOHAWTE Nepesarpysky KOMMbTEPa 4O OKOHYaHWS
npouecca o6HOBEHWS.
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[ ToOCMOTP XypHana yCTaHOBIEHHbIX

ODOHOBEHUN

1 B meHo MNyck Bbibepute Bce nporpammebl > ViPNet > ViPNet Cuctema o6HoBieHMsA.

2 B nosBwuBLlemcsa okHe BbibepuTe BKAagKy JKypHan obHOBAEHWA.

Cucrema oBrosnenna ViPMet

MypHan ofHosnennia

NaTta ycraHoBkK|

10.07.2013 16:39
10.07.2013 16:39
10.07.2013 17:17
10.07.2013 17:07
10.07.2013 17:16
10.07.2013 17:07
10.07.2013 17:16
10.07.2013 17:07
10.07.2013 17:07
10.07.2013 17:17
11.07.2013 08:52
10.07.2013 21:11
11.07.2013 08:59
11.07.2013 10:50
11.07.2013 10:50
11.07.2013 10:50

Natanonyd4eqma  Tun

10.07.2013 16:42 i
10.07.2013 16:42 g
10.07.2013 17:17 g
10.07.2013 17:11 g
10.07.2013 17:16 &
10.07.2013 17:07 i
10.07.2013 17:16 ()
10.07.2013 17:07 g
10.07.2013 17:11 g
10.07.2013 17:17 Ja
11.07.2013 08:52 g
10.07.2013 18:50 g
11.07.2013 08:59 g
11.07.2013 10:49 g
11.07.2013 10:49 Ja
11.07.2013 10:49

ObHoEneHne

OBHOBNEHWE NPABOHHMKOE 1 KIHoHE
OBHOBNEHME NPABOYHMKOE 1M KIKOHEl
OBHOBNEHWE NPABOYHMKOE M KIHOYER
CBHOBNEHWE CNPABOYHMKOE M KNKoYei
OBHOBNEHWE NPABOHHMKOE M KIKOYen
OBHOBNEHWE NPABOHHMKOE 1 KIHoHE

CocTofAHue

YeonewHo
YnewHo
YenewHo
YenewHo
YonewHo
YeonewHo

OBHoENEHME NporpaMMHoro obecnedeHna ViPNet. .. YonewHo

OBHOBNEHWE NPABOYHMKOE M KIHOYER
OBHOBNEHWE CNPABOYHMKOE M KNKoYei
OBHOBNEHWE NPABOHHMKOE M KIKOYen
OBHOBNEHWE NPABOHHMKOE 1 KIHoHE
OBHOBNEHWE NOMMTHK

OBHOBNEHWE NPABOYHMKOE M KIHOYER
OBHOBNEHWE CNPABOYHMKOE M KNKoYei
OBHOBNEHME NPABOYHMKOE M KIKOYER
OBHOBNEHWE NPABOHHMKOE M KIKoYel

YenewHo
YenewHo
YonewHo
YeonewHo
YnewHo
YenewHo
YenewHo
YenewHo
YonewHo

»

m

QK

] [ OTHEHS ] [ Cnpaeka

PucyHok 28. XKypHan o6HoeneHul

Pa3Hble TMNbl 0BHOBAEHWI 0603HAYAOTCA CAEAYHOLMMUN 3HAUKAMM:

s — o6HOBNEeH e CNPABOYHMKOB W KAtOYer, OOHOB/IEHNE NOANTMK 6e30MacHOCTH.

L — obHoBneHue MO ViPNet.
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[10OTOKONBI COEAMHEHM B
3aLUNLLEHHOW CETU

Certesble y3abl ViPNet MoryT pacnonaratecs B cetax At060ro tmna, noagep>xvatowmnx IP-npotokon.
Cnocob nogkaroUeHus K ceTn MoXeT BbiTb Nt0bol: ceTb Ethernet, PPPOE uepes XDSL-noaknroueHune, PPP
yepe3 nogxntouveHue Dial-up naun ISDN, cetb coToBor casm GPRS nan UMTS, ycrpoiictea Wi-Fi, ceTu
MPLS nan VLAN. MO ViPNet nogaepxwuBaeT pasHoobpa3Hble NPOTOKO/bI KaHaAbHOTo YPOBHA. Ans
CO3/aHMA 3aUNLLEHHBIX COEANHEHNI MEXAY CETEBBIMM Y31aMM NCMOAb3YHOTCA IP-NpoToKObI TPEX TMMOB
(IP/241, UDP n TCP), B KOTOpble yNakoBbIBatOTCA NakeTbl Nt06bIX Apyrux IP-npoTokonos.

Mpw B3anmogencTBmmn Ntobbix y3nos ViPNet mexxay coboi, eciv OHM pacnosoXeHbl B O4HOM CErMeHTe
NOKasIbHOW CETU 1 AOCTYMHbI NO WMPOKOBELLATENbHbIM aapecaM, UCnosb3yeTcs npotokon IP/241. 1ot
npoTokon 6onee 3KOHOMMUYEH, Tak kak He nmeeT UDP-3aronoBka pasmepom 8 6anT. MicxogHblin naket
nocne WnppoBaHMA ynakoBbiBaeTca B nakeT IP-npoTtokona Homep 241.

ViPMet Client ViPNet Client
PucyHok 29. Cemesble y3/1bl pacnosnoxeHsl 8 00HOM ceaMeHme JIoKaabHoU cemu

Ecnu y3nbl ViPNet pacnonaratotcs B pa3HbIX CErMEHTax CeTW, TO aBTOMaTUUEeCKN UCMOb3YeTcA MPOTOKON
UDP, koTopebili no3BoaseT IP-naketaMm NpoxoamnTb Yepe3 MeXXceTeBble 3KpaHbl. /ICXoAHbIM nakeT nocse
windpoBaHma ynakosbiBaeTca B UDP-naker.

ViPNet Client MemceTeaol 3KkpaHd, MAT ViPMet Client

Pucyrok 30. Cemessble y3/1bi COOUHAOMCS Yepe3 Mexcemegol SKpaH

Ecnv Ha nyTn chepgoBaHus IP-naketa pacnonoxeHo ycrponcteo NAT, Ha 3TOM yCTPOMCTBE A0/XKHbI ObITh
HaCTpPOEeHbl ANHaAMUYECKNE MW CTaTUUYeCcKMe NpaBuia TpaHCIALUM aapecoB, KOTOpble pa3peLluaroT obMeH
UDP-Tpadurkom c y3namu cetn ViPNet. lMpwu HacTpoiike cTaTUYeckmnx npaBua JOKEH ObiTb yKazaH NopT
nHkancynaumm UDP-nakeToB. 1o ymonyaHuto ncnonbsyercs nopt 55777, HO Nnpu He0bXoANMMOCTM OH
MOXET ObITb M3MEHEH Ha NtoboW apyron. Ecam nakeTbl MPOXOAAT HaNPsAMYHO Yepe3 KoopAMHaTop, TO
HOMep MopTa Y3/10B, PACMONOXEHHbIX 3@ 3TUM KOOPAMHATOPOM, 3Ha4eHusa He nmeer. [ocne
NPOXOXAEHNA Yepe3 KOOPAMHATOP NakeTam npucsansarotca IP-agpeca cooTBETCTBYOLLErO CETEBOTO
NHTepderica KOOPANHATOPA, TO eCTb OCYLLECTBASETCA TPAHCAALMA afpPecoB.

BbiBatoT ciyuau, Korga B3anMoaencTBue 3amiLéHHbIX y310B no UDP-npoTokoay HEBO3MOXHO,
nepegaya UDP-nakeToB npoBaigepom ycayr 3anpeLleHa. Hanpvmep, npu yaanéHHOM NOAKAHOUYEHUN K
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ceTn ViPNet u3 roctuHuy, nam gpyrux obLiectBeHHbIX MecT. B Takom cnydae Becb IP-Tpaduk moxet
nepesaBatbcs Yepe3 TCP-TyHHe b, HACTPOEHHbIV Ha CepBepe COEAMHEHNI Y3na, ABAAIOLLErocs
NHULMaTOPOM coeamHeHus. MNpu HacTporike TCP-TyHHens Ha cepBepe CoeMHEHNI MOXeT HbITb yKa3zaH
NPOW3BOJIbHBIN NOPT. 10 yMONYaHUIO NCNOAb3YyeTca NopT 443.

N @D x =G - w
- ] | — T

-

ViPNet Client ViPNet Coordinator ViPNet Client
PucyHok 31. Cemesble y3/1bl COEOUHAOMCSA Yepe3 Mexcemesoli SKpaH

Ha cepBepe coeanHeHuii nonyyeHHble IP-nakeTtbl nssnekarotcs us TCP-TyHHeNs 1 nepeaatoTcs ganblue

Ha y3en Ha3HauyeHus no UDP-npotokony. MpamMoe B3aMMOAEeNCTBME MEXAY Y31aMU 3aLUULLEHHONW CeTH
HEeBO3MOXHO.
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[ TOMHUMMbI OCYLLIECTBNEHMA
COeIMHEHMM B 3aLLUMNLLIEHHOW CeTU

KnuneHntckme y3nbl B cetv ViPNet aBTOMaTMUeCKU BbINOAHAOT COEAMHEHWS C APYTMMU y31aMu MO
KpaTyailuMM AOCTYMHbIM MapLupyTaMm. [1ns yCTaHOBKM COeAMHEHUIA OHN UCMO/b3YHOT CEpBEpbI
coesvHeHU. MHbopmaLmio o apyrux y3nax, napameTpax 4ocTyrna v X akTUBHOCTU B AaHHbIA MOMEHT
KAVEHTbI MOJYyYaroT OT CBOEro cepsepa |P-agpecos. Mo ymonuaHuto cepsep IP-agpecos sBaseTcs
CepBEPOM COEAMHEHWI ANS KIMEHTA, HO MPU HEOBXOAMMOCTU CEPBEPOM COEAMHEHWI MOXET ObiTb
Ha3Ha4eH ApYyrov KOopAUHaTop.

MapameTpbl NOAKNHOUEHMNS K CETU OMNPEAENATCA KIMEHTaMW aBTOMATUYECKM TakXKe C MOMOLLbLO
CEpPBEPOB COEANHEHUA.

OpraHuv3auns COeAVHEHNA MeXAY KIMEHTCKUMM Y31aMU OCyLLECTBASETCA CeAyoWwmnm obpasom:

e [lepep yCTaHOBKOWM COEAMHEHMWA C APYTMM Y310M KJIMEHT onpeaenseT KaHan AOCTyna K CBOeMy
cepBepy coeanHeHnii. Ecav kamneHT onpegenun, uto pabotaet vepes ycTporcteo NAT, To oH
NpoAoXKaeT NOAAEPXMBaTb KaHa NyTEM NEPUOANYECKON OTNpaBkn Ha cepaep IP-nakeTos.
NHTepBan oTnpaBku IP-nakeToB Ha cepBep COeAMHEHWI MO YMOAYaHWUIO paBeH 25 cekyHaaMm.
3TOro, Kak NpaBuIo, AOCTAaTOUYHO A/ PaboTbl Yepes 60abWNHCTBO ycTporcTB NAT. Mpu
HeobX0AMMOCTN UHTEPBaA (TaliM-ayT) MOXET ObITb U3MEHEH.

e [locne Toro Kak CBsizb MeXJy KJIMEHTOM U €ro CepBEPOM COEAVHEHW ByAeT yCTaHOB/IEHa,
K/IVEHT HAaUMHAET YCTaHaB/IVBaTb COeAVHEHME C ApyrnM y3noM. OH HauMHaeT nepeAaBaTb
TecToBble |P-nakeTbl yaanéHHOMY y3/y Yepes CBOV cepBep coeavHeHnin. O4HOBPEMEHHO C 3TUM
K/IVEHT NepeaaéT TectoBble IP-nakeTbl Ha cepBep COeAVNHEHUI YAANEHHOTO Y3/1a U HaMpAMYHO
Ha yAaNéHHbIN y3en.

e Ecau TectoBble IP-nakeTbl AowWwan A0 YAANEHHOTO y3Aa, TO YAaNEHHbIA y3en perncrpupyet
COefMHEHME N HauMHaeT OTBETHbIN IP-Tpaduk nepegasaTb HanpaMyo. KAeHT Npu noayyeHnn
oTBeTHOro IP-Tpaduka oT yaanéHHoro y3na cBov nocneayromii IP-tpaduk emy Takxe
HauyMHaeT nepejasaTtb HanpAMYyo.

Ecan TectoBble IP-nakeTbl AOWAN TONBKO AO CepBepa COEANHEHWNI YAaNEHHOro y3a, TO cepBep
COeAVHEHW PerncTpupyeT 3TO COeANHEHNE 1 OTNPaBAAET HaNPAMYHO KAWEHTY OTBeTHble IP-nakeTbl
yAanéHHoro y3na.

To ecTb € yaanéHHbIM y310M YCTaHaBANBAETCA MPAMOE COEMHEHNE UAN COeANHEHME Yepes ero
cepBep coeanHeHnin. Ecam otBeTHbIN IP-Tpadmk Tak U HE NOCTYNWA OT YAaNEHHOrO y3/1a Uaun ero
cepBepa COeAMHEHWI, TO KJINEHT NO-NPexXHeMy OCYyLLeCcTBAAET COeANHEHWNE C YAaNEHHbBIM Y3/10M
yepes CBOW cepBep COeANHEHUN.
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PucyHok 32. Bzaumodelicmaue mex0dy cemegbiMu y3/1amu

TakvM 06pasomM, eC/IV CyLLLECTBYET BO3MOXHOCTb, Y3/1bl YCTaHABAMBAOT B3aMMOZAENCTBME APYT C APYroM
Mo KpaTyanwmmM MapLipyTam 6e3 yuyacTus KOOPAMHATOPOB, 3a CHET Yero MOBbILWAETCA CKOPOCTb 0bMeHa
windpoBaHHbIM IP-TpadnKOM 1 CHMXAETCA Harpyska Ha KOOPAWHATOPbI.

Mpumeyanune. OnucaHHbIV NOPAZOK YCTAHOBEHUA COEANHEHNS MPUMEHNM B NONHOM
06bEMe TO/IbKO B TOM Cyyae, ec/in Ha Bcex y3nax ucnoabsyetca M0 ViPNet Bepcumn He
HuxKe 4.2.X.

KpOMe 3TOro, CywecTeyroT cejgyrouime 0CcobeHHOCTH npn yCtTaHOBJIEHUN COGAMHeHMVI B ceTu:

e  ECau y3/bl HAXOAATCA B MapLLPYTU3MPYEMOW CETH, TO COeUHEHNE MeXAY KaneHTamun byaet
NPOV3BOAMNTLCA B COOTBETCTBUM C 3a@HHbIMN MapLUpyTaMu Yepes LL03bl CETH, a He
KOOpPAMHATOPBI.

e Ecav ypanéHHbIn y3en, C KOTOPbIM YCTaHaBANBAETCA COEANHEHWNE, HE PACMO/IOXKEH 3a
yctporicteoM NAT, TO MHPOpPMaL M O BO3MOXHOCTW NPAMOro AOCTyna K HEMY 3anoMUHaeTCs u
Npwv CefyoLmx COeANHEHNAX C 3TUM Y3/10M, EC/IN HE U3MEHMNOCh €r0 MeCTOMOJIOXEHME,
TectoBble |IP-nakeTbl He oTnpaBaatoTca, IP-Tpaduk HaunHaeT cpa3y nepesaBaTbCa NO NPAMOMY
MapLupyTYy.

e Eciv knneHTbI, MeXAY KOTOPbIMU YCTaHaBAWBAETCA COEANHEHWE, PACMO/IOXKEHbI 3a
YCTPOWCTBaMV C AVMHAMWYECKON TPaHCAALUMEN ajpecoB, TO OHU TakxKe B COCTOSIHWM
COEAMHUTBCA APYT C APYTrOM HampsAMYy. DTO NMPOUCXOAUT 3a CYET TOTo, YTO CEepBEpDI
COeAVHEHWNI NepesatoT KaneHTaM nHbopmMaLmuio o6 IP-agpecax v nopTax, Mo KOTOPbIM OHM
MOTYT MOJyYMTb JOCTYN K APYrM y3nam vepes yctpoictea NAT. [JaHHyto nHGopmaLmto
cepBepbl OMNPEAENstoT MO NoJyYeHHbIM OT KAneHToB IP-nakeTam.

Nmes 31y nHdopmaumio, KAMeHTbl OTNPaBAAKOT APYr APYry TecToBble IP-nakeTbl Ha
3apernctpupoBaHHble IP-agpeca u nopTbl. Ecan TectoBble nakeTbl OyayT NoayyeHbl XOTs H6bl OAHOM
CTOpOHOW, Becb IP-Tpadumk HaumnHaeT nepesaBaTbCa MEXAY KAMEHTaMU Hanpsmyto. To ecTb
TEXHOJ/IOTUA YCTAHOBAEHUA NPSMOTrO COeANHEHNSA MEXAY KNMeHTaMu ByaeT NPUMEHEHa, ecnn XoTs
6bl ogHOo 13 yctponcte NAT npu otTnpaBke IP-nakeToB OT y3/1a MO pa3HbIM afpecam COXpaHaeT Ans
JaHHOTO y31a BblAeNeHHbIN NopT.
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MpsiMoe coeanHeHNe MexXay KAneHTammn byaeT HeBO3MOXHO, ecn yctporictBa NAT 060omx KANEHTOB
npw otnpaske IP-nakeToB OT HMX NO pa3HbIM afpecaM KaxAbl pa3 BblAENAOT CyYaliHbIA NOPT.
Takmm obpa3zom paboTaeT Tak Ha3biBaeMbli CMMMeETPUUHbIA NAT. B 3TOM ciydae coesnHeHne
MeXAy ABYMA TaKUMW KNMEHTaMW YCTaHOBUTCA Yepe3 OANH U3 CEPBEPOB COEAVNHEHW.

e  BO3MOXHOCTb MPSMOTO COEANHEHWS C YAANEHHBIM Y3/10M, CTOALWMUM 3a YCTPONCTBOM C
AMHAMUUYECKON TpaHCAsILMEeR afpecoB, COXPaHAETCA NO YMONUYaHUIO B TedeHne 75 cekyHp (Tpéx
TalM-ayTOB MW MHTEPBAJOB OTNpPaBKkY |IP-nakeToB) C MOMEHTa OKOHYaHWSA NpesblayLiero

coenHeHus.

e  ECAu KNMEHT pacrnoioXeH 3a YCTPOMCTBOM CO CTaTUUECKOM TpaHCaALMEl afpecos, TO B ero
HacTpoikax He06XoANMO 3apUKCMPOBATb HY>XHBbIN NOPT nHkancyaauumn UDP-naketos. B
NPOTMBHOM Cay4yae NopT ByAeT N3MEHATLCA, @ BCAEACTBME 3TOTO COEAUHEHNE KNEHTa C
APYTVMU y31aMu 6yeT HEBO3MOXKHO.
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Icnonb30BaHMe BUPTYabHbIX
|P-aapecos

TexHONOTUA BUPTYyasbHbIX apecoB MO3BOJSET PeLWnTb NPobaemy ¢ nepeceueHnem IP-agpecos B
NOKasIbHbIX 1 rNobanbHbIX ceTAX. KpoMe Toro, BUpTyasibHble aZpeca MOXHO MCMOAb30BaTh A/ HAaCTPOKM
npasua 4octyna K pecypcy. Mockonbky IP-agpec ncnonbsyetcs Ans naeHTMdukaymm nosb3osatens, To
OZHOW 13 CeTeBbIX Yrpo3 ABaseTcs nogaenka IP-agpeca. OgHako B cetn ViPNet noasenka agpeca
HeBO3MOXHa. B MoMeHT npuéma naketa u3 cetn ViPNet-apaiBep noacraBaseTr BMECTO peasibHOro
aZpeca OTNpaBuTENS COOTBETCTBYHOLLMIA BUPTYasbHbI agpec, 3aTeM MakeT nepesaétcs NPUaoXKeHUIO.
3TO NPOVCXOANT TOJIbKO B C/lyuae yCrewHoW paclundpoBKM NakeTa Ha Karuax OTNpaBUTeNs, TO eCTb
nocsie naeHTdMKaLum oTnpaBmTens naketa. 370 obecneyrBaeT 3aLUnUTy OT NOAMEHbI ajpeca
OTNpaBUTENSA U HaZEXHOe pasrpaHMUYeHne JOCTyna K pecypcam Ha OCHOBE BUPTYalbHbIX a4pecoB.

Kaxabii ceTeBoli y3en ViPNet aBTomaTnyeckn GopMmUpyeT OAVH UAN HECKOIBKO BUPTYanbHbIX IP-
afpecoB ANs Kaxaoro cetesoro y3na ViPNet 1 TyHHenpyemoro y3sa, C KOTOpbIM OH cBfA3aH. Kaxgomy
peasbHOMY aspecy y3fa CTaBUTCS B COOTBETCTBME BUPTYasbHbIW IP-agpec. To ecTb uncno popmmpyembix
BMPTYyasibHbIX aZpPecoB 3aBUCUT OT UMC/Ia PeanbHbIX aJPecoB y3/a U Yncia TYHHEeNNPYEMbIX 3TUM Y3/10M
ajpecos.

Y Kaxz0ro ceTeBOro y3sia co6CTBEHHbIV CMNCOK BUPTYasibHbIX aApecoB ANs ApYrux y3ao0B. Bce
NPUAOXKeEHNA Npy paboTe B CETU MOTYT MCNO/b30BaTh 3TV BUPTyasbHble agpeca AN COefUHEHWS C
cooTBeTCTBYHOWMMH y3namu. ViPNet-gpaliBep nogMeHseT agpeca B MOMEHT OTMPaBkn U noayyeHus IP-
nakeToB (Bkuitouvas naketbl cnyx6 DNS, WINS, NetBIOS, SCCP, SIP un gpyrue).

Mo yMOAn4aHno ceTeBol y3en aBTOMaTn4yeckn NCnonb3yeT BUPTyaibHbl€ ajgpeca anda coegnHeHnA C
APYrUMU CceTeBbIMU y31aMU, €CIN 3TU Y31bl HEAOCTYMHbI MO WKMPOKOoBeLaTe/ibHbIM IP—a,u,pecaM. ,U,.I'Iﬂ
TYHHENNPYEMbIX Y3/10B NO YMOJIYaHNHKO NCNOAb3YHTCA peaJibHble IP—a,a,peca. |_|pVI HeO6XO,£I,VIMOCTI/I MO>XHO
NPUHYAUTEJIbHO YCTAaHOBUTbL A4 NobbIX Y310B peaiibHYyo U BUPTYaNbHYHO BUANMOCTb.

O6LMe NPUHLMMLI HA3HAYEHMA BUPTYaAbHbIX
aJpecoB

Mo ymMonuaHWto HayanbHbIN agpec Ans reHepaTopa BMpTyanbHbix agpecos — 11.0.0.1 (Macka noaceTw:
255.0.0.0). HauanbHbI agpec MOXHO M3MeHUTb B OkHe HacTpoiika, B pa3zene 3awuiiérHHas ceTb >
[JononHutenbHble napameTpbl. ABTOMaTnveckoe GopmMmnpoBaHmne BUPTyanbHbix IP-agpecoB ans ceTeBbIx
y310B ViPNet 1 0AMHOUHBIX TYHHENNPYEMBIX aAPECOB HaYMHAETCA C 3TOrO ajpeca.

,ﬂ,ﬂﬂ AVNana3oHOB TyYHHe/InpyemMbIX agpecoB HaYalbHbIM BUPTYa/ibHbIM aApeCcoM MO YMOJIYaHNIO ABAAETCA
12.0.0.1 anbo agpec, B KOTOPOM 3HauYeHMe NepBoro okteTa Ha 1 60/bLUe, YeM 3HaYEHWE NEPBOro OKTeTa
HauanbHOro agpeca A4 reHepaTopa BUPTYasibHbIX afpPecoB.
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MNpumeuanne. OfMHOUHBIV TYHHEMPYEMBIV agpec — 3TO afpec, KOTOPLIA ABHO (a He B
cocTaBe AuanasoHa ajpecoB) yKasaH B HaCTPOIiKax TYHHeMPyeMblX aApecoB y3na.

CnegyeT yunTbIBaTh, YTO MO YMOAYAHUIO AN1S BUPTYalbHbIX ajpecoB UCMONb3YEeTC OAVH U3 MHTEPHET-
AvanasoHoB. Mo3ToMy Npy B3aMMOAENCTBMM y31a C OTKPbITbIMU peCypcammn UHTEPHETa MOXET
BO3HWKHYTb KOHJIVKT, eCn y OTKPbITOro pecypca IP-agpec coBnagér c BUpTyasbHbIM aipecoM O4HOTO
13 y3no. cetu ViPNet. CoeagnHeHMe € TakKMM OTKPbITbIM pecypcomM byAeT HEBO3MOXHO. B aTom cnyvae
JOCTYN K 3TOMY pecypcy MOXHO HacTPOUTb OAHUM M3 CNOCO6OB:

e  CMEHUTb AVAanasoH BUPTyabHbIX a4PECOB;
e paboTaTb C pecypcom yepes NpoKcu-cepeep.

Mpu 3ToM paboTaTb C 3aLMULLEHHBIMW Y31aMK Yepe3 NPOKCU-CepBep Henb3ss. MNoatomy npwu
MCMO/Ib30BaHNN MPOKCU-cepBepa TpebyeTcs IP-agpeca 3aWwmLLEHHBIX Y310B yKa3aTb B KauyecTBe
WNCKJIFOYEHUN.

BupTyanbHble agpeca ceTeBbIX y3/10B OTObpaxaroTcs Ha Bkiagke IP-agpeca B okHe CBOWCTBa y3na Ans
KaXJOoro CeTeBOro y3/a. BupTyanbHble agpeca TyHHENMPYEMbIX Y3/10B OTObpaXkatoTcs Ha BKIaaKe
TyHHenb B okHe CBOWCTBa y31a A8 KOOPAMHATOPA, OCYLLLECTBAAIOLLErO TYHHENNPOBaHYe.

BupTyanbHble agpeca A CeTeBbIX Y3/10B 3aKPENIAOTCA He 38 KOHKPETHbIMW peasibHbIMK ajpecamu, a 3a
YHUKaNbHbIMU MAEeHTUGUKaTOpaMm ceTeBbIX y310B, NpucBoeHHbIMK B ViPNet LieHTp ynpaBaeHus ceTbto.
BupTyanbHble agpeca A8 OANHOUHbIX TYHHEMPYEMbIX Y3/10B 3aKPEMAAtoTCA 3@ KaX/bIM peasbHbIM
TyHHenmpyembim [P-agpecom. BupTtyanbHble agpeca 3akpenastoTcs 3a CeTeBbIMM y31aMu U OANHOYHbIMU
TYHHe/IMpyeMbIMU aZpecamMu O Tex Mop, Noka CeTeBble y3/bl AN TYHHeANpyeMble ajpeca He byayT
yAaneHsbl.

BHumaHme! YT06bI n3bexxats owmnboK Npu HazHa4YeHUN HavaabHbIX afpPecoB AN
reHepaTopa BMpPTyanbHbIX a4pecoB, ClejyeT NMeTb B BUAY CleaytoLlee:

/A\ e 3HauyeHue NepBOro (MaajLlero) okTeTa JONXKHO 6bITb B AnanasoHe 1-254.
e 3HauyeHue BTOPOro 1 TpPeTbero OKTETOB JOMKHO ObiThb B AnanasoHe 0-255.

e 3HaueHve YeTBEPTOro OKTETa JO/IKHO HbITb B AnanasoHe 1-239.

BHoBb AO6aBJ’IEHHbIM ceTeBbIM y3J1aM, peanbHbIM IP-aApecaM Yy310B 1 OAUNHOYHbIM TYHHENNPYEMbIM
ajipecaM CTaBATCA B COOTBETCTBME HOBbIE CBO60,£I,HbIe BUPTyasbHblE ajpeca. BVIpTyaJ'IbeIe ajpeca,
BblA€NeHHbIE A/1d TYHHENNPYEMbIX ANana3oOHOB agpecoB, MOTYT USMEHUTbCA Npun AO6aBJ’IEHI/II/I HOBbIX
ANana3oHOB TyHHe/InpyeMbIX agpecoB.

Mpw cMeHe HavanbHOro agpeca A1 reHepaTopa BUPTyasbHbIX apPecoB BCe BUPTYyasibHble agpeca
bopMUpyrOTCA 3aHOBO.
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HacTporka noakaryeHmd
K 3aLLMLLEHHOM CeTu

[ns noaknroueHus kaveHTa K 3awmwérHHon cetn ViPNet B obem ciyyae He TpebyeTcs HUKakmx
HacTpoek. JonosHNTeNbHbIe HACTPOMKM NPU NOAKIHOUYEHUN MOTYT ObITh HY>HbI TOJIbKO B HEKOTOPbIX
0CobbIX CUTyaLmsax. HanprmMep, Bbl CO CBOUM MOBUABHBIM KOMMbIOTEPOM NOAKAOUAETECH K 1OKAAbHOWM
CeTV Apyrov opraHusaunn. B 3Toi ceTn HeT AocTyna K BalleMy CEPBepPY COeAMHEHWI, HO B HEW eCTb
KOOPAMHATOP, MMERLLMIA CBA3b C BalLUMM Y310M. B 3TOM ciyuae B HacTpomkax NOAKAOUEHWs K CETU
ViPNet Bam noTpebyeTcs N3MEHUTb CEPBEP COEANHEHWNIA.

Cosert. Ecan Bbl YacTo noakatouaeTech K ApYyroin NoKasbHOW CeT, TO A1 YAO0OCTBA Bbl
MOXKeTe cO34aTb KOHOUTYpaLmto, B KOTOPOM 3TOT BapuaHT HAacTPOMKN MOAKAOUEHMS
6yaet coxpaHeH. IHbopmMauwmto no co3gaHnio KOHPUrypauum cM. B pasgene
YnpasneHne KoHOUrypaumaMmu nporpaMmmsi.

Bbl6paTb ,ﬂ,perI;I cepsep COGAMHeHI/II;I Bbl TaK>XXe MOXeTe, eC/in Ball KoOopanHaTtop No KakKnM-T1o
npuynHam oKasasiCca HeAOCTYMHbIM.

YT06bl HA3HAYMTL CEPBEP COEANHEHUNA:
1 B meHto CepBuc Bbibepute HacTpolika npuaoxeHus.
2 B okHe Hactpolika BbibepuTte pasgen 3alwmwéHHas ceTb.

3 B cnucke CepBep coeauHeHWl BbibeprTe KOOPAMHATOP, C MOMOLLLH KOTOPOro KJAUEHT byaeTt
yCTaHaB/IMBaTb COEAMHEHMNSA C APYTUMU y3naMu. ECim HY>KHOro KoopArMHaTopa HeT B CrUCKe,
Haxmute L 1 BbibepuTe KoopanHaTop B OkHe Bbibop ceTeBoro yana.
3TOT KOOPANHATOP JOKEH BbITb AOCTYNEH NGO HaNpPsAMYto, MO0 Uepes MEXCETEBON 3KpaH CO
CTaTUYeCKON TpaHCAAUMEN agpecoB.

4 Haxmute NpumMeHnTsb.

Ecnm Heobxoammo, HaxkmuTe MokasaTe AOMNOJHUTENIbHbIE HACTPOMKU U YKaXUTe:
e Becb Tpaduk HanpaBaAaTb Uepes cepBep COeANHEHUN.

HanpaBaatb IP-Tpaduk uepes cepBep COeANHEHUI MOXET NOTPeboBaTbCA B TOM C/1y4Yae, ecau
€CTb He0bX0AMMOCTb B KOHTPOJIe BCero nepegaBaemoro IP-tpaduka. [pun 3TOM CTOWT yumnTbIBaTS,
yTo nepegava IP-Tpaduka yepes cepBep COANHEHMI MOXKET NPUBECTM K CyLLLECTBEHHOMY
CHUXXEHUIO CKOPOCTN OBMEHa AaHHbIMU MEXAY Y3NaMu.

e Ecnm Tpebyetca ycTaHOBUTL KAMEHT 3a MEXCETEBOM 3KpaH CO CTaTUUECKOU TpaHCaALnen
aspecos, yctaHosute dbnaxok 3adpukcuposatb nopt UDP 1 B none Huxe ykaxxute nopt
nHkancynaumm UDP-naketoB. [lna atoro nopta Ha yctponctee NAT f0MKHO ObITb CO34aHO
COOTBETCTBYHOLLLEE CTaTUYECKOE MPaBuo.
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Ecnun TpebyeTcs n3aMeHUTb MHTEpPBan oTnpaBku IP-nakeToB cepBepy coeanHeHU Npu paboTe
yepes MeXCeTeBOM 3KpaH C AMHAMUYECKON TpaHcasLMen agpecos, B noae Tanm-ayt
noaAep>Kkn coeanHeHu uepes yctpoinctea ¢ auHammueckum NAT ykaxkute HOBOe 3HaueHMe.
Mo ymonuaHmio otnpaska IP-naketoB npon3soanTca Kaxable 25 cekyHa. Kak npaBmao, atoro
WHTepBafa JOCTaTOYHO, UTOObI NOAAEPKMBATL CBA3b C CEPBEPOM COEAMHEHUN NPK paboTe
yepe3s 6oablUMHCTBO ycTponcTe NAT.

BbibepuTe KoopamnHaTop B cninucke Cepsep IP-agpecos.

BHumaHue! He namensiite cepsep IP-agpecos 6e3 cornacoBaHuns ¢ agMUHUCTPATOPOM

/A\\ cetn ViPNet. Ecam B kauectBe cepBepa |IP-agpecoB Bbl ykaxeTe KOOpPANHATOP ApPYron
cetn ViPNet, To Ha Baw y3en noctynut nHdopmaums Toibko 06 y3nax aton ceTu. Mpu
3TOM y3/1bl BaLen ceTn 6yayT HeAOCTYMHbI.

r

HacTpoika @
- OBlmne 3aLWNLLEHHEA CETE
+- 3aLMEHHER CETh
i YNpaEneHne TpadKoM Cepsep coeauHEHHIA;

- NPMKNAAHEIE NPOTOKOME!
- HypHan IP-nakeTos

i OfMeH cooBuLeHmam1

.. D@ANDEEN ofMEH

3

| Coordinator 1 - |

| CKpbITE AONONHMTENEHEIE HACTPOMKK <<

UDP-HKancynaums
Beck TpadWk HaNPaENATE YEpEe3 CePBEp COENWHEHMIA

SathvKkoposaTs nopT UDP

TaiM-ayT NoAASHHKA COBAWHEHMIA Yepes

YCTPOICTEA C AMHAMAHEckiamM MAT: 25 ~| CEKyHR

Cepeep [P-anpecos:

Coordinator 1 A | \:’

PafioTaTe Tonbko Yepes TCP-TYHHEND

[ OK ] | OTMeHa | MpUMEHHTE Cnpaeka

PucyHok 33. Hacmpolika noOkarodeHuUs kaueHma K 3aujuwyéHHoli cemu ViPNet

Ecam TpebyeTcs yCTaHOBUTb NPUHYANUTENIbHBIA PEXMM COEANHEHUS C cepBepoM IP-agpecos
yepe3 TCP-TyHHenb (cM. [TpOTOKO/IbI COEAUHEHWI B 3aLLULLEHHON CETKN), OLHOBPEMEHHO
yCTaHOBUTe CefytoLme GpaaxKu:

o Pabotatb TosNbKO Uepe3 TCP-TyHHenb.
o Becb Tpaduk HanpaBAATb Yepe3 cepBep COeANHEHUN.

Hanpwumep, 3T0 MOXET ObITb MONE3HO NP NMOAKJAHUEHMM K MHTEPHETY Yepes KaHaa CBA3W, Mo
koTopomy TCP-nakeTbl Nepegatotca B 601ee npuoputeTHoM nopsake, yem UDP-nakeTbl.

Ecan npu pabote ¢ HekoTopbiMK ycTporictBamu NAT He npoxoaunT nepesava ANNHHbBIX MaKeToB,
nepenanTte B nogpasgen 3awmwéHHas cetb > [lonosHUTeNbHble NapaMeTpbl 1 YMEHbLUNTE
3HauyeHne MSS (MakCMManbHbIA pa3Mep CErMeHTa).
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Hacrpoiika @

+-Oflume JononHuTeneHbIE NapameTpbl

- 3aWMueHHaA ceTb

: : CrapTosbit IP-agpec ans reHepatopa
P-anpeca BUAWMMOCTH BMPTYansHbIx IP-anpecos:
¥npasneHne TpaduKom
MpUKNEEHBIE MPOTOKOME!
MHypHan IP-NaKeTos YMEHELWMTE MAKCUMaNEHBIA pasMep
OfimeH cooBLLEHMEM cerMeHTa (MSS) npoTokona TCP Ha:

------ Dalinoskii obMeH

DopMET WHbPOEEHHEIX MCKOAAWMNY IP-NaKeToB: 4.1 -

a BaiT

Mepuog onpoca cepeepa IP-aapecos (MUHYTE): 5

YCTEHABMMBATE HA KOMMSKITEDE BPEMA
SELMILEHHOM ceTH ViPNet: _ABTOHETM'-IEGCM -

[ 0K ] I OTmMeHa ‘ I MpMMEHKTE J I Cnpaeka

PucyHok 34. Hacmpolika dono/iHUmMeibHbIX hdpamempos

e Ecan Bam TpebyeTca M3MEHUTb CMCTEMHOE BPeMSA Ha BalleM KOMMbIOTepe, B pasjene
JonosHutenbHble NapaMeTpbl B CNUCKe YCcTaHaBAMBaTb Ha KOMMblOTepe BpeMs
3awmwérHol cetn ViPNet BoibepuTe 3HaueHne CnpawwmBate uan He ycraHaBanBatb. Cnegyet
yUuTbIBaTb, YTO MPU HECOBMAAEHNN CUCTEMHOrO BPEMEHM Ha BalleM KOMMbIOTepe 1 Ha BalleM
cepBepe AOCTyN K 3awmiLéHHon cet ViPNet 6yaeT HEBO3MOXKEH.

[JaHHas HacTporika JOCTyrnHa TONbKO ANA YPOBHSA NOJAHOMOUMIA NoNb3oBaTeNs «MakCuManbHblin».
MogpobHee cMm. «Knaccndukaums noaHomouni. MpunoxerHne K gokymeHTaumm ViPNet».

g BHumaHwme! Mpwn pabote yepe3 TCP-TyHHeNb Bbl He ByaeTe noay4yaTb COOOLLEHNA O
PacCYHXPOHM3aLIMKN BPEMEHU Ha BalleM komnbtoTepe u B cetnt ViPNet.
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HacTpowrka AoCTyrna K 3alMLLEHHbBIM
y3/1aMm

Ana coeamHenmns c gpyrumum yanamu B cetn ViPNet gomKHbl 6bITb HaCTPOeHbI NapaMeTpbl gocTyna. Ha
KAMEHTe JOCTaTOYHO HacTPOUTb NapameTpbl JOCTyNa TONbKO ANA KOOPAMHATOPA, KOTOPbIV ABAAETCA
cepeepoM |P-agpecoB 1 cepepoM coejnHeHunit. [pn 3ToM JaHHas HacTpolika TpebyeTca B TOM Cyuae,
ecnv B nporpamme ViPNet Administrator IP-agpeca n napaMeTpbl NOAKAOUEHUA KOOPAMHATOPOB He
6b111 3a4aHbl LIeHTPaan30BaHHo.

HeobxoanMble napaMeTpbl 4OCTyNa K APYrMM CeTeBbIM y3n1aMm ByayT aBTOMaTMUeCKM NoayYeHbl y
cepBepa IP-agpecoB nocne ycTaHOBAEHUSA C HAM CBA3W. Bbl MOXETe UX M3MEHWTb, Harnpumep, Npu
BO3HWKHOBEHWUW KOHdANKTa IP-agpecoB. B gpyrux cayyasx U3MeHATb UX He peKOMeHayeTcs.

YT06bI HACTPOUTL AOCTYM K CETEBOMY Y3/1Y:

1 Bbibepute pa3zen 3almIEHHanA CeTb U ABaXAbl WENKHUTE HY>KHbIV CETEBOM y3en.

2 B okHe CBoiicTBa y3na Ha Bknagke IP-agpeca fo6aBbTe B CNUCOK peanbHbIi IP-agpec ceTeBoro ysna.

ABTOMaTU4YECKN HOBOMY agpecy byAeT conocTaB/ieH BUPTyanbHbIW IP-agpec.

Ecnin Bam HensBecTeH IP-agpec y3na, TO Bbl MOXeTe onpesesnTb ero rno MMeHn komnsrotepa. fna

- |
aToro Haxmute Onpepenutb ums/IP-agpec 44 1 B NOSABUBLLUEMCSl OKHE BbIMOJAHUTE NMounck IP-
afpeca No ykazaHHOMY VIMeHMW.

|_|pl/l AO6aBJ’IEHI/IVI IP—a,u,peca 6y,£|,6T aBTOMaTN4e€CKM BbINOJIHEHA €ro NpoBEpKa Ha Haan4dne
KOHq)J'II/IKTa C IP—a,a,pecanl, y>Xe 3aflaHHbIMW B CMUCKE, U IP—a/J,pecaMM APYyrmnx ceTeBblX y310B (B TOM

yuncne, TyHHefII/IpyeMbIX), eCcnn Ana y3noB He yCTaHOBJIEHa BUANMOCTb NO BUPTYabHbIM IP—a/J,pecaM.

[JaHHas npoBepka nNo3BoauT n3bexatb 3ajaHmsa oAnHakoBbIx IP-agpecos. Ecan B xoze npoBepku
6yaet obHapy>keH KOHOAWKT IP-aapecoB, NOABUTCA COOTBETCTBYHOLLEE COODBLLEHMe. YCTpaHuTe
KOHPANKT IP-agpecoB (cM. OBHapy>keH KOHOAMKT IP-agpecoB nan DNS-nmEH).

Bbl Takxe MoXeTe BbINOAHUTb NpoBepKy Ha KOH(I)J'II/IKT |P-aAp6COB BPY4YHYHO. ﬂ,flﬂ 3TOro Ha>XMuTe

MpoBepuTb KOHGANKTbI
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Ceoictea y3na (Koopawnartop LlentpaneHeii odc) @
Ofuwwme | IP-anpeca |M9Kcemsoﬁ| SKpaH | TyHHenbl

IP-agpeca:
PeaneHee IP-agpeca BupTyansHee IP-anpeca
192.168.42.3 11.0.0.1
39.147.25.18 11.0.0.3
EseguTe [P-agpec ANA Noucka S

[ﬂoﬁaBMTb... ] [HEHEHMTb... ] ’ ¥aanute ]

IP-agpeca BMAWMOCTM Y3Na: ’BMpTyaanble IP-aapeca v]

|:| Wenonssosate DNS-4ama:
DNS4mA

[ Ok ] [ OTMeHa ] [ MpUMEHUTE ] [ Crnpaeka ]

PucyHok 35. 3adaHue IP-adpeca cemesozo y3na

B cnucke IP-agpeca BUAMMOCTM y3/1a yKaxXMTe, MO KakUM aZpecam JOJKeH BbiTb JOCTYMNEH CeTEBOM
y3en. [To ymonuaHuio IP-agpeca Bnanmoct Beibupatotcs aBToMmatmyecku. Ecnm BoamodkeH
KOHPNMKT peanbHbix IP-agpecos ¢ agpecamu Apyrux y3i0B B CETH, B CNUCKe BbibepunTe
BuptyanbHble IP-agpeca.

|_|pl/l N3MEHEHUN |P-aApeCOB BNANMOCTN B CBOWCTBaXx KOOpAUHaTOpa BaM 6yp,eT npeanoxeHo
YCTaHOBWTb aHaNOrn4YHbIE IP—ap,peca BUANMOCTN Ha BCEX y31aX, MCNONb3YHOLNX ,D,aHHbIl‘/JI
KOOPAMHATOP B Ka4eCTBe TPaHCNOPTHOIO cepBepa.

Ecam ana goctyna K ceTeBOMy y3/1y HeobxoAMMO ncnosbzosate DNS-nmsa, ybeanutecs, uto yzen
AOCTYMEH MO 3TOMY MMEHW B CeTU. 3aTeM ycTaHOoBUTe daaxok Micnonb3oBatb DNS-uma n gobaebte
B cnucok DNS-umsa ceteBoro y3na.

Eciv Bam HensBecTHO DNS-vMs y3na, TO Bbl MOXeETe onpeAenuTb ero no IP-agpecy komnbroTepa.

: |
[ns storo HaxxmuTe Onpeaenntb nmsa/IP-agpec <4 1 B NOABMBLLEMCH OKHE BbIMOAHWUTE NOUCK MO
IP-agpecy.

Mpw pobaeneHnn DNS-nmeHn byaeT aBTOMaTMUECKM BbIMOJIHEHA €ro NpoBepka Ha Haan4vme
kKoHdnkTa ¢ DNS-nMeHamu, yxke 3agaHHbIMU B Mporpamme. Ecam B xoge nposepku 6yaet
o6HapyxeH KoHGANKT DNS-uMEH, yctpaHute ero (cMm. ObHapyseH KoHdAnkT IP-agpecos namv DNS-
MMEH). Bbl Takoke MOXKeTe BbIMOAHUTL NPOBepPKY Ha KOHGANKT DNS-MMEH ¢ NOMOLLbIO KHOMKMK

MpoBepuTb KOHGANKTDI
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[nsa ntoboro y3na MOXHO 3asaTb HeckoNbko DNS-1MEH. MNpun HacTporike napameTpoB JOCTyna K

koopaunHatopy DNS-unmeHa y310B, TYHHENNPYEMBIX 3TUM KOOPAMHATOPOM, TakxXe cieayeT A06aBuTb

B CNMCOK Ha Bkiaake IP-aapeca (cm. HacTpoika foctyna K TYHHeNUPYEMbIM y3nam).

Ana knmeHta nopsgok DNS-MMEH B cnuncke He MMeeT 3HayeHus. [ia KoopanHaTopa B NeEPBOM

CTPOKe crnncka Hy>kHo yka3zaTb DNS-ums, cooTBeTcTBYytOLEe IP-agpecy koopamHaTtopa. MNoapobHas

nHdopmauma ob ucnonbsosaHum cny>xbel DNS B cetn ViPNet cm. B pa3gene Hactpoiika u
ncnosnbzosaHue cayx6 nmén DNS n WINS B cetn ViPNet.

5 [pw HacTpolike napamMeTpoB JOCTYMNa K KOOpAMHATOPY Ha BKaaske MexxceTeBoW 3kpaH AobaBbTe
IP-agpec MmexceTeBOro akpaHa, eciv oH ncnosbsyetcs. [pn HeobxoANMOCTM yKaxnTe
aononHuTensHble IP-agpeca. Ecniv 6yset ykazaHo Heckonbko IP-agpecoB goctyna vepes
MEXCETEBOW 3KpaH, TO Bbl MOXETE yKa3aTb MPUOPUTET 3TUX aAPECOB C MOMOLLbIO METPUK.

B none Mopt UDP ykaxuTte NopT AOCTyna Yepes MexCeTeBOW 3KpaH.

Ceoiictea y3na (Koopawnatop LlentpansHeii odc) @

IP-aapeca | MEXCETEEON 3KPaH | TyHHEenk

IP-appeca pocTyna:

IP-appec MeTpuka
89.142.56.101 ABTOMaTUHECKM
192,168.134.2 ABTOMETHHECKH
'y
Beeaute IP-anpec anA noncka ye
[ﬂoﬁasmb. = ] [ MEMEHHTE. .. ] [ ¥aanuTe
MopT Acctyna LDP: 55777

MopT aocTyna ana TCP-TyHHens: 443

[ QK ] [ OTMeHa ] [ MpUMEHTE ] [ Crpaeka ]

PucyHok 36. Hacmpolika docmyna k koopOuHamopy udepe3 mexcemesol 3KpaH

6 T[lpw HacTponke NapaMeTpOB AOCTyNa K KOOpPAMHATOPY Ha Bkaaake MexkceTeBoW akpaH B noe
MopTt aoctyna ana TCP-TyHHeNnA Bbl MOXeTe yKa3aTb MOPT, MO KOTOPOMY Balll y3e/1 CMOXeT
COeANHATLCA € KoopanHaTtopom no TCP-npotokony (Yepe3 TCP-TyHHenb). NopT pekoMeHayeTcs
3asaBaTb B TOM C/ly4ae, eC/iv B CBOMCTBaX KOOPAMHATOPA OH He 3aZaH, HO MpPY 3TOM U3BECTHO, UTO
Ha JaHHOM KoopAnHaTope HacTpoeH TCP-TyHHenb ans coeanHeHuii no TCP-npoTokoay.

Kak npaBuio, nHpopmMaLms o HoMepe nopTa goctyna no TCP-npoToKony NOCTyrnaeT Ha CETEBOM
y3en aBToMaTnyecku cpasy nocse HacTPOMKM Ha koopanHaTtope TCP-TyHHens. [o3ToMy ecv B
CBOWCTBaxX KOOpAMHaTopa nopT goctyna no TCP-npoTokoy ykasaH, U3MEHSATb €ro He ciiefyer.

7 YT06bI COXPaHUTbL yKazaHHbIEe HACTPOMKK, HaXXMUTe MpPUMEHUTD.
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HacTpowka npunoputerta IP-aapecos
A0CTyNna kK KoopamHaTopy

Ecan KOOPAMHATOP MMEET HECKOIbKO agpecoB A0CTyMNa (HaanMep, Nno pa3HbIM KaHalaM CBFI3I/I), TO

MO>XHO HaCTpPOWUTb NPUOPUTET KaHaNOB A/14 YCTaHOBJIEHNA COeANHEHNA C KOOPANHATOPOM. Ecan cambiii

I'IpVIOpVITeTHHI?I KaHaja Nno KakKnM-ToO NprynMHamMm HeJOoCTyneH, ToO KaHan CBA3U 6yp,eT Bbl6paH B

COOTBETCTBMN C NPUOPUTETAMU OCTaBLUNXCA KaHaNoB. KOFAa cambIn l'lpVIOpVITeTHbII;I KaHan CTaHeT

AOCTyneH, coegnHeHne ¢ KoopagnHatopom BHOBb 6yAeT YCTaHOBJIEHO 4epes Hero.

Mpumeuanue. CneayeT yuntbiBaTh, UTO 3GDEKTMBHON JaHHaA HacTPOKa MOXET 6bITb
TONILKO B C/ly4ae, eCAU y3en CBA3bIBAETCA C KOOPAMHATOPOM MO PasHbIM KaHaiam,
HanpuMmep, Yepes MHTEPHET U BblAeNeHHYH0 CeTb (TO eCTb MNPV MapLUpyTU3aLun Yepes
pasHble Lo3bl).

MpuopuTeT KaHaNoB 3a4aETCA C NMOMOLLBIO METPUKM AN KaXKAOTO agpeca JOCTyna KoopanHaTtopa. Mo

YMONYaHNIO METPUMKa HasHa4vYaeTCqa aBTOMaTn4eCcku. |_|pI/1 HasHa4YeHUN MeTPUK HY>XHO Npraep>XXmneBatbCA

CNefyroLNX NPUHLMMOB:

MeTpuka onpegenseT 3a4ep>Kky (B MUANTNCEKYHAAX) OTNPaBKM TecToBbIX |IP-nakeToB npw
BbINOJIHEHUW OMNpOCa ANs ONpedeneHuns AoCTynHocTh agpeca. CoefMHeHVe ycTaHaBAMBAETCs MO
TOMY aApecy, 4OCTYNHOCTb KOTOPOro BbiCTpee ONpeaenseTcs B pesy/ibTaTe onpoca.

Onpochl OCyLLECTBAAIOTCA B CAEAYIOLWMUX CyYasX:
o [pwu 3anycke ViPNet Client.
o Tpu npoBepke COEAMHEHUSA C Y3/10M BPYUHYHO.

o MNepuogunuecku. Meprog onpocos 3azaétcs Ha koopauHaTtope: CepsBuc > Hactpolika
npuao>eHus > 3awmwéHHas ceTb > [lonosHMTebHbIE NapameTpsl. [1o ymonuaHuo
nepvog onpoca KooparHaTopamu Apyrix KOOPAMHATOPOB paBeH 15 MyHyTam, nepuog,
onpoca CBOEro KOOPAMHATOPa KANEHTAMUN paBeH 5 MUHyTaM.

A,a,pec C HaMeHbLuen MeTpI/IKOI‘/'I CYHNTAETCA CaMbIM MPUOPUTETHBIM. COE,CI,I/IHEHI/IE C
KOOPAMNHATOPOM YyCTaHaBJINBAETCA MO ajpecy C HaVMeHbLLEeMN METpI/IKOI7I BCeraa, korga 3tot
ajpec AOCTyneH.

Ecam 4nAa BCéX ajpecoB AOCTyMNa y3/la METPUMKA Ha3Ha4Ye€Ha aBTOMaTU4eCckKy, TO 3HavyeHune
MeTPpUKn paBHO 0. Ecnn Ana 4actn ajpecoB METPUMKA Ha3HaYe€Ha BPYYHYHO, a 417 OCTaJibHbIX —
aBTOMaTUn4yecku, TO 3Ha4veHne aBToMaTn4eCkKn Ha3HauYeHHOW METPUKN BCETAa Ha 100
MUNINCeKyHA 60blle MAaKCUMaNbHOIO 3HaYEH s MeTpPpUKH, I'Ipl/lCBOEHHOI;I BPY4YHYHO.

Yem bosiblie pasHMLa MeXAy HanMeHbLUen METPMKOM N OCTalbHbIMU METPUKaMK, TEM MeHbLLe
BEPOATHOCTb TOTO, YTO B C/1ly4ae KpaTKOBPeMeHHOro cbos caMoro NpuoOpUTETHOTO KaHasla
OyaeT BbibpaH MeHee NPUOPUTETHBIN KaHa. [pn NCNoNb30BaHUN MEHEE MPUOPUTETHOTO
KaHana ceTeBOW y3en BbICTpee CMOXKET BEPHYTLCA K paboTe yepes cambliii MPUOPUTETHBIN
KaHan, Korja oH CTaHeT JOCTyrMeH.
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e Eciv BCe MeTpUKM paBHbl, TO Ans paboTbl ByaeT BbiIOpaH TOT KaHas, Yepes KOTOPbIN
COoefMHEHNE C KOOPANHATOPOM ByAeT yCTaHOBAEHO BbicTpee. MNocsie Toro Kak kaHan BbibpaH,
onpegeneHne JOCTYMHOCTU APYTrUX KaHaloB CBSA3W BbIMOJHAETCA TONbKO NP NnoTepe
COeAVHEHNS MO TeKYLLEMY KaHay. ITOT XXe MeXxaHU3M AeWCTBYEeT B C/lyyae, eC/v BbibpaH KaHa
CBA3M C HaMMeHbLUEN METPUKOMN.

e Ecan xoTs 6bl 4N OAHOTO ajpeca AOCTyna 3HauYeHne MeTPUKM 3aaHO BPYYHYHO U BblIGpaH He
CaMblli NPUOPUTETHBIW KaHa, TO onpeAeneHne JOCTYNHOCTA APYrnX KaHaNoB CBA3U C LieNbto
BO3BpaLLEeHUs K KaHaNy C HaMMEeHbLUEN METPUKON HAUHETCS OLAHOBPEMEHHO C MEPUOANYECKUM
OMNpPOCOM MO BbIBpaHHOMY KaHasny.

e [locne onpegeneHns KaHana AOCTyna TekyLwnin agpec 4ocTyna oTobpasnTca B OKHe CBOMCTB
KOOpZMHaTopa B NepBol cTpoke crnncka IP-agpecoB Ha Bknaske MexkceTeBoM 3KpaH.

UT06bl HAa3HAUNTbL METPUKM AJS aAPECOB JOCTYNa K KOOPAUHATOPY:

-_—

BoibepuTe pazgen 3awuwéHHan cetb 1 ABaX bl WENKHNTE KOOPAUHATOP.

N

B okHe CBoWicTBa y3na OTKpoWTe BKAagKy MexkceTeBoi 3KpaH.

w

B cnyuvae HeoBXxoAMMOCTM HaCTpOKMTe NapaMeTpPbl 4OCTYMNa K KOOPAMHATOPY Yepe3 MeXCeTeBON
akpaH (cM. Hactpolika goctyna K 3aWuiEHHbIM y3iam).

4 Yrobbl HazHaumnTb IP-agpecy goctyna MeTpuky, Bbibepute B cnucke agpec 1 Haxmute 3mMeHUTb.

MzmennTe IP-agpec @
YiammTe IP-anpec: 172 . 168 . 42 . 129
| HasHaumTe MeTpuky: 50
[ OK ] | OTMeHa |

Pucyrok 37. HaszHayeHue mempuku

5 B nossuBLlIEMCA OKHe ycTaHOBUTe Gaaxok HasHaunTb MeTpUKY 1 B NoJie pAjoOM BBeAWTE 3HaYeHue
MEeTPUKM B MUAAUCEKYHAAX (gonycTuMble 3HayeHnsa oT 0 go 9999), nocne vero Haxmute OK.

PaccMOTpMM NMpuMep MCNosib30BaHWUA MeTPUKK. TpesnosoXum, KOopANHATOP UMEET YeTbipe agpeca
focTyna no kaHanam cesizu A, B, C n D. Tpebyetcs 3agaTb METPUKM A8 3TUX KaHaNOB.

MycTb KaHa bl UMERT CeAYHOLLNIA MPUOPUTET:
1 A — cambiv BbICTpbIV 1 Be30nacHbIn KaHa. icnonb3yeTcs B NepByo ouepesb.
2 Cun D — 6e3onacHble, HO MeHee BbIcTpble KaHabl. icnonb3yoTcs, ecan kaHan A HeAOCTyMneH.

3 B — meHee 6e30nacHbIn kaHan. icnonb3yeTcs B MOCAeAHIO ouepesb.

UT06bI KaHan A cTas caMbiM NMPUOPUTETHBIM, 3a4aAVM AJ/1f HEFrO CaMyto MajieHbKyH METPUKY,
Hanpumep, 1. Ans kaHana B 3agaanm MakcumanbHyto MeTpuky 9999, Tak Kak paboTa Yepes 3TOT KaHas
HexenaTesnbHa. [ns kaHanos C n D 3agagnm OAVHaAKOBYO METPUKY, MPUYEM Takyto, UTOBbI pasHuLa C
MeTPMKOM Ans kaHana A 6blna HebonbLio, Hanpumep, 500.

Mpw yKasaHHbIX 3HaUeHWsX METPUK KaHan A ByaeT Ncnosib3oBaThCs BCErAa, Korga fgoctyneH. Ecim B
MOMEHT MPOBEPKN OH HEAOCTYMNEH UM ero Ka4ecTBO YXyALUUAOCH (OH CTan MejJ/ieHHee), TO COeAnHeHne
C KOOPAMHATOPOM byaeT ycTaHoBAeHO no kaHany C uan D. I Tonbko B kpaHeM cayyae, eCii B MOMEHT

ViPNet Client 4. PykoBogcTBO nosb3osatens | 101



npoBepku KaHabl A, C v D HegOCTyMHbI UAKN MX KaYeCTBO 3HAYMTE/IbBHO YXYALIMAOCH, ANsi paboThl
MOXeT ObITb BbIGpaH kaHan B.

Ecnmn ana coegmHeHns C KOOPAMHATOPOM MCMOAb3YyHTCA KaHasbl B, C nan D, To no ncteyeHmm nepuoga
onpoca, npu nepesanycke ViPNet Client nan npu npoBepke coeanHeHNs C KOOPAMHATOPOM CETEBOM
y3en byaeT nbiTaTbCs YCTaHOBUTL COEAMHEHME C KOOPANHATOPOM Mo KaHany A. Yem MeHbLLe nepuos
onpoca, TeM BbICTpee NPOUCXOANT MNePEXOS Ha APYroi KaHan B caydae cboeB 1 BO3BpallleHWe Ha bosee
NPUOPUTETHBIN KaHa.
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HacTpowka gocrtyna
K TYHHEMPYEMbIM Y3/1aM

Ecnun HacTpoWikmn napamMeTpoB TYHHENNPOBAHWSA A/ BCEX KOOPANHATOPOB BblIv cAenaHbl B porpaMme
ViPNet Administrator, To B nporpamme ViPNet Client Ha ceTeBOM y3/1e HUYEro AOMNOAHUTENBHO
HacTpamBaTb He TpebyeTcs. CeTeBOW y3ea CMOXET YCTaHaBANBATb COEAMHEHUS C TYHHENUPYEMbIMU
y3namu.

Ecav npeaBapuTeNbHbIX HACTPOEK He BbIa10, HaCTPOKWTe NapaMeTpbl COeAMHEHUS:
1 Bbibepute pa3gen 3awméHHasn ceTb.
2 [BaxAbl LLENKHWUTE KOOPAUHATOP, KOTOPbIA TYHHENNPYET HYXHble OTKPbITbIE Y3/bl.

3 B okHe CBolicTBa y31a Ha Bkaaske TyHHenb yctaHoBuTe daaxok Ucnonb3osats IP-agpeca ans
TYHHE/IMPOBAHUSA N C MOMOLLbHO COOTBETCTBYHOLLMX KHOMOK chopmMmpyiiTe cnucok IP-agpecos
TYHHe/IMPYeMbIX y3/10B. 3ajaHHbIM ajpecam aBToMaTnyeckn byayT conocraBaeHbl BUpTyaabHble IP-
agpeca.

Ecan Bam HensBecTeH IP—aApec TYHHEANPYyeMOro ysaa, TO Bbl MOXeTe onpeaesintb ero no UMeHn

KomnbtoTepa. na atoro Haxxmute Onpegenntb nmsa/IP-agpec a4 M B MOSABMBLLUEMCSH OKHE
BbINONHUWTE Nouck IP-agpeca no ykazaHHOMY MMEHW.

MNpu gobaenennn IP-agpeca byaeT aBTOMaTMUECKMN BbIMOJAHEHa ero NpoBepka Ha nepeceyveHue c IP-
agpecamu, yxxe 3ajaHHbIMU B Cnucke, 1 IP-agpecamu Apyrux ceTeBbixX y3/710B (B TOM Ynche,
TyHHenupyemblx). [laHHas npoBepka No3BOAUT UCKAOUUTb BO3MOXHOCTb 3a3JaHNs OAMHAKOBbIX IP-
agpecos. Ecv B xoae nposepku byaeT obHapy>keHO nepeceyeHune IP-agpecos, nosBmTCA
COOTBETCTBYOLLEE cOObLeHMe. YcTpaHuTe nepeceyeHune IP-agpecos (cm. ObHapyxeH KoHGANKT IP-
agpecos nan DNS-nmER).

Bbl Takxxe MoXeTe BbIMOAHUTb NpoBepPKYy Ha nepeceyveHune IP—ap,pecos BPY4YHYHO. ﬂ,nﬂ 3TOro HaXXMuTte

MpoBepunTb KOHGAUKTBI
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Ceoictea y3na (Koopawnartop LlentpaneHeii odc) @

| Obuye | IP-agpeca | MEMCETEBOA SKPaH | TyHHENS |

Wenonssosate IP-aapeca Ana TYHHENMPOBaHWRA:

PeaneHee IP-agpeca BupTyansHele IP-anpeca

192.168.134.19 11.0.0.3
192.168.134.25-192.168.134.31  12.0.0.1-12.0.0.7

BeeguTe [P-agpec ana noMcka x

[ﬂoﬁaBMTb...] [MzMEHMTb...] [ YaanuTe

WcnonesosaTe BMPTYansHele IP-anpeca

WoknioueHma:

He TyHHenuposaTe IP-anpeca, BX0AAWME B NOACETE Bawero
KOMMbMOTERS

|:| He TyHHenupoBaTe cneayowme IP-anpeca:

[ Ok ] [ OTMeHa ] [ MpUMEHUTE ] [ Crnpaeka ]

PucyHok 38. 3adaHue adpecos myHHeaupyemMbix y3/108

4 Ecan Bo3moxxeH KOHGAUKT IP-agpecos B nogceTsax, yctaHosuTe ¢paxkok Micnoab3osatb
BUpTyanbHble IP-agpeca.

5 Ecam TyHHeJ'IVIpyeMbIIZ y3en Haxoautca B OAHOI;I noaceTn C BallnM y3J1I0M U Ha HEM HEe HaCcTpoeHa
cnedmanbHaa MaplpyTmnsauua, y6e,a,|/|Ter, 4YTO YyCTaHOBJIEH ¢na>|<0|< He TYHHe/InpoBaTb IP—ap,peca,
BXoaAawue B nogcetb Bawero KOoMnbrOTEpPAa. NHaue coejnHeHne C TYHHeAnpyeMbiM y310M 6yAeT
HEBO3MOXHO.

6 Ecav npuv coeAvHEHWMN C KaKMMU-TMBO TYHHEIMPOBaHHbIMU y31aMu WndpOoBaHWe JaHHbIX He
TpebyeTcs, pekoMeHAyeTCs yCTaHOBWTb daaxok He TyHHenmpoBaTtb ciegyrowme IP-agpeca v
£#06aBWTb B CNINCOK HWXKe IP-agpeca 3TUX y3/10B.

7 BbINOMHUB HEOBXOAMMbIE HACTPOWKM, HaXKMUTE MPUMEHNTD.

HacTpowku, onvcaHHble B JaHHOM pa3zesne, A0KHbI ObiTb BbIMOAHEHbI Ha CETEBOM Y3/1€ ANS BCEX
KOOPANHATOPOB, C TYHHENMPYEMbIMU Y3N1aMU KOTOPbIX TPEOYEeTCa yCTaHaBAMBaTb COEANHEHMS.
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YCTaHOBKa aApeCcoB BUAMMOCTM

TYHHENPYEMbIX Y3/0B MO
YMOMYAHMHO

Mpw gobaBneHUn B KOPNOPATUBHYIO CETb CMELMaAn3npPoBaHHbIX yCTponcTe (Hanpumep, IP-ATC,
annapatHbIx IP-TenepoHOB MM cepBepPOB) NCMOJIb3yeTCa TEXHONOTNA TyHHeanpoBaHua. Kak npasuo,
AR JOCTYNa K 3TUM YCTPOIMCTBaM HEOBXOAMMO yKa3aTb peasibHble agpeca. TO O3Ha4aeT, YTo npu
f#06aBNEeHNN B CETb HOBbIX KOOPAWHATOPOB, TYHHENNPYIOLWMX 3T YCTPOMCTBA, HEO6XOAUMO
nepekitoyaTb BUANMOCTb TYHHEIPYEMbIX Y3/10B Ha peasnbHble agpeca. [lna asToMaTmM3aumnm sToro

npouecca Bbl MOXeTe YCTaHOBUTb BUANMMOCTb HOBbIX KOOPAUHATOPOB NO YMOJIYaHUHO.

YTobbI YCTaHOBUTb BUANMOCTb TYHHE/IMPYEMbIX Y3/10B A/id BCEX HOBbIX KOOPAMHATOPOB!

1 B meHto CepBuc BbibepuTe HacTpoiika npuioxxeHus.

2 B okHe Hactpolika BbibepuTte pasgen 3awmwénHas cetb > IP-agpeca BugmmocTu.

HacTpoiika

(- Obume
El- 3alMILEHHER CETh
-+ [lONONHATENbHBIE Napa

IP-agpeca sumanmocTin

BHAMMOCTE TYHHENMPYEMEIX YIN0E

"

X5

YI'IDBBJ'IEHHE TDadJMKDN BHOBE COZAaBaeMble KOOPOMHATOPE:

Mo peansHeM IP-agpecam v]

MpHKNaaHsIE MpoToKoNs!

HypHan IPnakeTos ’ YCTaHOBMTh ANA CYLLECTEYHOWMX KOOPAWHETOPOE, .\

OfmMeH cooblueHmam

DEAnoBbIA obMeH [ MpoEEPHUTE KOHDMMKTEI

[ QK ][ OTMeHa MpUMEHMTE

PucyHok 39. Hacmpolika IP-adpecos sudumocmu

3 B cnncke BHOBb co3paBaemMble KOOPAMHATOPbI BbIOEPUTE HY>KHbIW BUA afpecoB v HaxmuTe OK.

Tenepb npu gobaBieHNM B CETb HOBbIX KOOPAMHATOPOB ajpeca TYHHeNnpyeMbix UM y3n0B byayT Bceraa
peanbHbIMU AN BUPTYaAbHbIMM, B 3aBUCMMOCTU OT 3aaHHOro NapameTpa.
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UT06bl U3MEHUTL aZpeca BUAVMOCTU YXKe CyLLECTBYHOLWNX TYHHENNPYEMBIX Y3/10B:
1 B okHe nporpammbl ViPNet Client B meHto CepBuc Bbibepute HacTpoiika npuaoxkeHus.

2 Ha naHenn HaBuraumm okHa Hactpolika Bbibepute pasgen 3awmwénHas cetb > IP-agpeca
BUANMOCTW.

3 HaxmuTe YCcTaHOBUTbL ANA CYLLECTBYHOLLNX KOOPAMHATOPOB.
4 B okHe Hactpoiika BUAMMOCTU BbIGepUTe Hy>XXHbI BUA apecoB U HaXXMUTEe YCTaHOBUTD.
Ecamn agpeca MeHsarOTCS Ha peasibHble, OyAeT BbiMOJHEHa NPoBepKa KOHMANKTOB ajpecoB B CETU.

Echm B Xo4e npoBepkn KOHCbJWIKTOB He o6Hapy>KeHo, 6yp,eT yCTaHOBJI€EHa BUANMOCTb
TYHHENNPYEMBbIX Y3/10B MO peasibHbIM ajpecamM ANa BCEX CYLLEeCTBYHOLWMX KOOPANHATOPOB.

Mpw 06Hapy>XeHNW KOHPANKTOB NOABUTCA OKHO MpoBepka KOHPANKTOB. YKaxunte B HEM OAHO 13
HY>XHbIX AeACTBUIA:

o Ypanutb IP-appec u3 napameTpoB gpyroro ysna;
o Ypanutb IP-agpec u3 cnucka tekyuero ysna;
o [MponycTuTb KOHGANKT.

5 [na npogonxeHus NPoBepKMN Ha Hannume KOHPANKTOB HaxkxmuTe Mpogoakutb. YTobel Npepsath
NPOBePKY W yCTpaHUTb KOHOAUKT ApyrMmu cnocobamm, Haxxmute MpepBaTb NpoBepky.

6 UYTobbl BMOCNEACTBUN BEPHYTLCA K MPOBEpPKe KOHPANKTOB HaxkMuTe MpoBepuTb KOHGANKTBI.

Mocne BbINOJHEHWS YKa3aHHbIX 4EACTBUN U yCTpaHeHUs KOHQIMKTOB, ByAeT yCTaHOB/IeHa BUANMOCTb
TYHHENNPYEMbIX Y310B A5 BCEX CYLLECTBYHOLLMX KOOPAMHATOPOB MO HY>XHOMY BUAY ajpecos.
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[TooCMOTP MHGOPMALIMK O CETEBOM
y3/1€

Mpun opraHm3aumm ZocTyna K y3ay Uan npu BOSHUKHOBEHUW NPobieM C 4OCTYNOM, aAMUHUCTPATOpP CETH
ViPNet nnu cnyxba TexHMYecko NoAAEP>KKM MOXKET 3anpocuTb MHbOopMaLMio 06 3TOM CETEBOM Yy3e, a
TakXe O BalleM CeTeBOM Yy3e.

Y1066l NpoCcMOTpeTh MHDOPMaLMIO O UyXKOM ceTeBoM y3ne ViPNet:
1 B pa3gene 3awmiiéHHasn ceTb ABax /bl LENKHUTE HYXXHbI CETEBON Yy3en.
2 B okHe CBolicTBa y3n1a nepengnte Ha Bkaagky Obume.

3 Ecav HeOBXOAMMO, CKOMUPYITE HY>XXHBIN TEKCT, UTOObI NepesaTb ero agMMHUCTPaTOPY Uan cayxbe
TEXHUYECKON MOAAEPXKKM.

Ons npocMoTpa MHPopMaL M O CBOEM CETEBOM y3/1€ B I1aBHOM OKHE NporpaMmMbl B MeHto Paiin
BblbepuTe CBOMCTBA MOErO y3a.

B 6s10ke Tekyluas Touka JOCTyna Bbl MOXeTe NocMoTpeTh ID, nMs, agpec 1 NopT cepeepa, Yepes
KOTOPbI YCTaHaBAMBAETCA COEAMHEHWE C YAANEHHbIM Y3/10M. [10 YMONUAHUIO 3TO CEPBEP COEAVHEHMI
JaHHoro yana. Mpu ycTaHOBKe NPSAMOro COeAVHEHUA C YAANEHHBIM Y3/10M 3HaueHus napameTpos ID, nms,
aApPec v NopT cepBepa U3MEHSAITCA 1 0TOBpaXaeTcs HaAMUCh «YCTaHOBAEHO NPAMOE COEANHEHNE C
JAaHHBIM Y3/10M>».,

B 6n10ke Bo3moxkHble IP-aapeca goctyna (IP-agpeca goctyna uepes MeXXceTeBOW 3KpaH A5 CBONCTB
KoopZaMHaTopa) Bbl MOXeTe NocMOoTpeTh IP-agpec y3na u NopT JOCTyna K y3/y Yepes ero MexceTeBown
3KpaH. B kBagpaTHbIX CKOBKax ykasaH TN perncrpauumn agpeca:

e -2 — ajpec yKasaH BPYU4HY!O.
e -1 —aapec nony4yeH 13 CNPaBOYHMUKOB.

®  MNONOXMWTENbHOE YNCI0 — aApec 3aperncTpUpoBaH aBToOMaTUYeCKW. ITO YNCIO PaBHO HOMEPY
WHTepdelica, Uepes KOTOPbIA NPOBOAMAACL PEFUCTPALLUS.
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HacTporika v MCNob30BaHME
cnyx6 nmmén DNS 1 WINS B

cetn VIPNet

Cny>x6bl DNS 1 WINS

Cny>x6bl DNS 1 WINS B ceTu ViPNet
DNS- (WINS-) cepBep Ha 3aLNLLEHHOM WA TYHHENNPYEMOM Y31e
HezawnwéHHbin DNS- (WINS-) cepsep

Vcnonb3oBaHue 3awmwénHoro DNS- (WINS-) cepepa ans yaanéHHoum pabotbl ¢
KOprnopaTUBHbIMK pecypcamm

ObpalleHve K yaanéHHbIM y3nam vyepes TyHHennpyembli DNS-cepeep
Vicnonb3oBaHme nybanuHoro DNS-cepBepa

Ncnonb3osaHne DNS-cepBepoB Ha KOHTpoOIiepax AOMeHa
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Cnyx6bl DNS 1 WINS

K komnbroTepam yao6Hee obpallatbcs He No LMPPOBLIM agpecam, a Mo KakMM-1Mb60 OCMbICAEHHBIM
MMeHaM, KOTOpble COOTBETCTBYHOT OYHKLMAM 1 MECTOMOIOXKEHWIO KOMMbIOTEPOB. JToadM npoLue
3anoMHUTL ByKBEHHOE MM, YeM MOCAeA0BaTeNbHOCTb LUPP. JIOKaNbHble CETU N MHTEPHET 06beANHAIOT
OrpPOMHOE KONYECTBO KOMMbHOTEPOB, NO3TOMY HEOHXOAMMbI CNeLMann3vpoBaHHble CNy>XXObl UMEH,
obecrneunBatoLLMe CONOCTaBAEHE NUMEH KOMMbIOTEPOB C X IP-agpecamu. B HacTosLee BpeMs B ceTAX
ncnonb3yroTca ase cy>Kbbl MéH — DNS 1 WINS.

DNS

B cetax TCP/IP ncnonb3yetca cucteMa gomMeHHbIx MMEH (Domain Name System, DNS), koTopas cayxxut
ans npeobpazoBaHus IP-agpeca B JOMeHHOe MMsA 1 HaobopoT: Hanpumep, 79.11.15.23 — B

WWW.Ccompany . ru.

Cnepyrolimii pUCyHOK UANKOCTpUpYyeT ncnosb3oBaHme DNS, To ectb obHapyxeHue IP-agpeca
KOMMbIOTEPA MO €ro MMeHMU.

faartrene er IV~

DMNS-KnueHT Janpoc anpeca ANA WMeHH /7

WARKLCOIMIPany.ru

e

W ORI P — 79 0T 1523

J > =
QJ www.company.ru = 79.711,15.23

E— -

PucyHok 40. Obwuli npuHyun pabomsi ciyx6ei DNS

KomnbtoTep-knneHT 3anpalumsaet y DNS-cepBepa IP-agpec komnbroTepa ¢ JOMEHHbBIM MEHEM

www . company . ru. [1ockonbky DNS-cepBep MOXeT OTBETUTb Ha 3anpPoC C MOMOLLbIO CBOEN JI0KalbHOM
6a3bl AlaHHbIX, OH BO3BpaLLaeT OTBET, COAep>Kalluii 3anpaLumMBaemyro MHGOpPMaLMio, TO eCcTb 3anmcb 06
y3/e, B KOTOpPOU coaepxuTcs IP-agpec, COOTBETCTBYHOLMIA UMEHN www . company . ru.

3TOT NpuMep AeMOHCTpupyeT npoctoli 3anpoc DNS ot kiveHTa kK DNS-cepBepy. Ha npakTvke 3anpocsl
DNS moryT notpeboBatb NpvBAEYEHUS APYTUX CEPBEPOB U BbIMOJHEHWS JOMOJHUTENbHBIX LIAroB, He
MOKa3aHHbIX B 3TOM MpUMepe.

Cncrema nmeHoBaHwua, ncnonbsyemas DNS, HocuT nepapxmueckunii xapaktep. JlomeHHoe ums
CKNaAbIBaETCA N3 HECKOJIbKMX YacTel, pacnoaoXeHHbIX cnpaBa Haneso. MNepBas YacTb (JOMeH BepXHero
YpOBHS) ABAAeTCA GPUKCMPOBAHHOW M Ha3HavaeTca LieHTpaansoBaHHo CeTeBbIM VIHGOPMALMOHHBIM
LleHtpom (Network Information Center, NIC). loMmeHbl OCTanbHbIX YPOBHEN NPUCBaNBAOTCA Ha cepBepax
AOMEHHbIX UMEH MPOU3BOJILHO.
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WINS

AHanornyHo DNS pabotaet cayx6a WINS (Windows Internet Name Service, cnyx6a UMEH ceTn UHTEPHET
ans Windows). OHa npeobpaszyeT IP-agpec B NetBIOS-ums n HaobopoT: Hanpumep, 192.168.1.20 — B
HOST-A. Cnyxx6a WINS aBnsetca Hanbosee yao6HbIM cpeactBoM paspelleHns nméH NetBIOS B
MapLUpyTU3npyembix cetsx, ncnonbsyrowmx NetBIOS uepes crek TCP/IP.

Mpumeuanue. NetBIOS (Network Basic Input Output System, ceTeBas 6a3oBasi cuctema BBOZa-BbIBOAA)
— MPOTOKO/ CEaHCOBOrO YPOBHS ANA PaboTkl B IoKanbHbIX ceTax. OH obecneynBaeTt 4OCTyn
KOMMbtOoTepa K COBCTBEHHBIM JIOKaNbHbBIM pecypcam v K pecypcam yAanéHHbIX KOMMbIOTEPOB.
Mockonbky NetBIOS npumeHseT pacchiky LUIMPOKOBELLATENbHbIX COOBLLEHNI, OH He NoAAep>XUBaET
nepegavy nHGopmaLmm yepes mapLipyTmsaTopbl. Ho ycoseplueHcTBoBaHMA, BHecéHHble B NetBIOS,
MO3BOJIAKOT 3TON cMCTeMe paboTaTb MOBEPX NPOTOKOJIOB MapLUpyTU3aLmu, Takux kak IP n IPX.

Cnyxba WINS ynpoluaeT ynpasaeHve npoctpaHctBoM nMmeEH NetBIOS B ceTax Ha ocHOBe cTeka
npotokosoB TCP/IP. CneayroLimii pucyHOK UANKOCTPUPYET TUMMUHYHO NOCAeA0BaTENbHOCTb COBLITUNR,
€BA3aHHbIX C knneHTamu u cepsepamm WINS.

WINS-KnKneHT _ WINS-knnedT
HOST-A Janpoc IF -.m,r:ﬁc:e ) HOST-B
Janpoc Ha pertcTpalmio T a KomnboTepa HOST-A
‘ HOST-A = 192.168.1.20 = - @
@ > y HOST-A = 192.168.1.20
i ~PBo p 7

Jamseie na WINS-cepacpe
HOST-A 192 168120

HOSNT-R 192 168 117
WiINS-A 192 168115

PucyHok 41. Obwuli npuHyun pabomsi cayx6er WINS
ITOT NpUMep AEMOHCTPUPYET cnesyrolme cobbITus:

@ WINS-knneHT HOST-A peructpupyet ntoboe 13 cBoux nokanbHbix MMEH NetBIOS Ha cBoém WINS-
cepsepe WINS-A.

Ecan komnbtotep HOST-A He nmeeT B cBOEM pacnopsxeHuun IP-agpeca WINS-cepsepa, OH nepeaaér B
LUMpOKOBeLLaTenbHon paccblake cBoé nma NetBIOS, 06baBaAA 3TUM O CBOEM npucyTcTBuM B ceTu. Koraa
npouncxoamT nogobHoe cobbiTme, nokanbHbl WINS-cepBep NprHMMaET Takoe LUMPOKOBeLLaTeNbHOE
coobleHre 1 BBOAUT COAepXKalleeca B HEM UMSA 1 COOTBETCTBYOLMI IP-agpec B cBOO 6a3y AaHHbIX.

@ WINS-knneHT HOST-B 3anpawwuBaet cepep WINS-A Halith IP-agpec komnbtotepa HOST-A B ceTw.
@ Cepsep WINS-A Bo3spawaer 192.168.1.20 — IP-aapec komnbrotepa HOST-A.

WINS 1 DNS moryT 6eckoHPANKTHO paboTaTb B Mpefenax Of4HOW CeTW, MOTOMY UTO UX NPOCTPaHCTBa
MMEH He coBnagatoT. DNS ncnonb3syeT nepapxmyeckyto CTpyktypy nMeHoBaHmsa, a WINS —
oaHopaHrosyto. Cnyxx6a WINS ocobeHHO akTyanbHa ans ceTei, rae ectb komnbtoTepbl ¢ OC Windows
Server 2003. B ceTax, B KOTOPbIX MPUMEHAIOTCA 1 JOMeHHble nmeHa, 1 umeHa NetBIOS, pekomeHayeTca
ncnonb3oBaTtb 0be CNyXbbl.
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Cnyx6bl DNS 1 WINS B cetn VIPNet

B cetsix ViPNet npunoxeHunsa MoryT cnosib3oBaTb BUPTYyasbHble IP-agpeca, peasbHO He CyLlecTByOLWME B
CeTW 1 YHWUKa/bHble Ha KaXXAOM CETEBOM Y3J1e, UTO MOo3BoAsAET n3bexaTb KOHPANKTOB MPU HaAUYMm
nepeceKkaroLLMXca ajpecoB B PasHbIX CETAX.

[ns obecneueHus pabotbl cnyx6 DNS 1 WINS B cetn ViPNet ¢ BUpTyanbHbIMU agpecammn NporpaMMHoe
obecneyeHmne ViPNet aBToMaTMUeCcku BbINOHSAET CheuunanbHyo 06paboTky IP-naketoB aTux ciyxo.
Takas obpaboTtka Tpebyetcs Ans Toro, UTobbl Ha 3aLUMLLEHHBIX Y31aX NPUIOXKEHUS, KOTOPblEe
obpaluarotcs k cnyxx6am DNS 1 WINS, ncnonb3soBanu aas Joctyna K ApYrM 3aLMLLEHHBIM U
TYHHENMpPYeMbIM y31aMm npasuibHble IP-agpeca (peanbHble an BUPTYyasibHbIe).

Ecan Ha DNS (WINS) cepBepe, k koTopomy obpaluatotca npuaoxeHus, yctaHosaeHo MO ViPNet nan stot
cepBep TyHHennpyeTca koopanHaTopom, noaaep>xka DNS (NetBIOS) nMEH ana BnpTyanbHbIX agpecos
obecrneunBaeTcs 6e3 fonoaHUTENbHbIX HacTpoek MO ViPNet npu cobatoseHnn onpesenéHHbIX Npasu
(cm. DNS- (WINS-) cepBep Ha 3alMLLEHHOM WA TYHHENUPYEMOM Y3he).

DNS-1meHa a5 3alUMLLEHHbIX Y3/10B MOXHO 3aaTb Bpy4YHyto B nporpamme ViPNet Client Ha ceTeBOM
y3ne anbo B nporpamme ViPNet LieHTp ynpaBieHus ceTbto. B 3TOM ciyyae npu MCNonb3oBaHWUM Ciy>Kbbl
DNS noseastoTca 40NONAHNTENbHbIE BO3MOXHOCTU:

e ObecneumnBaertca 6e3onacHasn paboTa NPUNOXKEHWI C YAaNEHHBIMW 3aLUMLLEHHBIMMW Y3N1aMK
ViPNet no DNS-1nmMeHam npu ncnoab3oBaHWM oTKpbITbIX (My6anyHbix) DNS-cepeepos
(cm. Hesawmwénnbii DNS- (WINS-) cepBep).

e [loaBnseTcs BO3MOXHOCTb B3aMMOAENCTBMA 3awmwérHHoro yana ViPNet co ceoum
koopanHatopom no DNS-umeHun nytém nybamkaumm Ha DNS-cepBepe IP-agpeca, He
npuHagaexatiero koopaunHaTtopy (Hanpumep, IP-agpeca goctyna k koopgamHaTtopy yepes NAT-
ycTporicTBo). MNpun aBTOMaTUUecko nybavkaumm agpeca ocTyna K KOOpAMHaATOPY Ha
ny6anuHom DNS-cepBepe (TexHonorns auHammdeckoro DNS, nan DYN DNS) moxHo
opraHn3oBaTb 6€30MnacHbIN JOCTYN K KOOPAMHATOPY, aApec AOCTyna K KOTOPOMY ANMHaMUUECKHN
n3meHseTcs.
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DNS- (WINS-) cepsep
Ha 3aLUNLLEHHOM
NN TYHHENVMPYEMOM Y3/1€

OCcobeHHOCTU MCMNOJIb30BaHMA

Wcnonb3zosaHne DNS- (WINS-) cepsepa, pacnosioXXeHHOro Ha 3aWULWEHHOM AN TYHHEANPYEMOM Y3/e,
nmeeT cnegytome ocobeHHOCTH:

[na obecneueHnsa pabotocnocobHocTn cay>x6 nméH DNS 1 WINS He HY>KHO BbINOAHATb
HUKaKMX JONOAHUTENbHbIX HacTpoek MO ViPNet.

Ecnn DNS (NetBIOS) nmeHna n cootsetctyrolme nm IP-agpeca 3aniéHHbIX U TYHHEANPYEMbIX
y3/70B aBTOMaTtnyeckn perncrpupytotcs Ha DNS- (WINS-) cepsepe, To TexHonormsa ViPNet
obecrneunBaeT aBTOMaTMYeCKyto NybAMKaLIMIO Ha 3TOM cepBepe TPebyeMblx peanbHbIX UK
BMPTyanbHbIX IP-agpecoB 3alWLLEHHBIX 1 TYHHeapyeMbix y3n0B. ViPNet-gpaisep Ha DNS-
(WINS-) cepBepe (nan Ha KoopanHaTOpPe, TYHHENMPYHOLEM 3TOT cepBep) BbIMOAHAET NOAMEHY
agpeca B IP-nakeTe Ha BUPTyasbHbIV UK peanbHbli IP-agpec.

Ecam k DNS- (WINS-) cepBepy obpaliaeTcs 3alUMLLEHHbINA UK TYHHEAUPYEMBbIN y3en, K OTBETY
pobasnaeTca ngeHTMdUKaTop 3anpatwunsaemoro y3na B cetu ViPNet (uam ngeHtnéukatop
KoopAMHaTopa, KOTOPbI TYHHEANpPYeT 3anpaluvBaemblin y3es). [1o aToMy naeHTndmkaTopy
nporpammHoe obecneyeHue ViPNet Ha y3ne, ¢ KOTOporo 6bia OTNpaBaeH 3anpoc (Man Ha
KOOpAMHAaTOpe, ero TYHHeaupytoLwem), onpegenset NpaBuabHbIN agpec JocTyna K
3anpalumMBaemMoMy Y3y — peasbHbI UIN BUPTyanbHBbI.

Ecam k 3awmwénHomy DNS- (WINS-) cepBepy obpaluaercs oTKpbITbI KOMMbIOTER,
nporpammHoe obecneyeHune ViPNet Ha DNS- (WINS-) cepepe nav Ha TYHHEAUpYoLLEeM
KoopgauHaTope obpabaTtbiBaeT OTBET TakMM 06pa3oM, UTo6bl COOBLWUTL OTKPLITOMY
KOMMbIOTEpY peasnbHble IP-agpeca 3aWnLEHHBIX U TYHHENMPYEMbIX Y3/10B, AaXe eCAN ANA HNX
onyb6a1KoBaHbl BUpTyasnbHble IP-agpeca.
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OTKpHTBIA Y3&n

JawmueHHBIA

OfpaboTka oTpeTa
cpeacTeamu ViPNet

ViFMet
Coordinator

CTBET COAgpHMT TyHHenMpyeMBIRn
1D zanpalwveaemoro yana DM S-ceprep

ObpaboTka oTEETa

cpedcTeamid ViPNet
yaen

OreeT Ha DNS-zanpoc oT OTHPLITOMD yana

Orpet Ha DNS-3anpoc OT 38 WMWE HHOMD Y30a

Pucyrok 42. DNS-cepgep Ha 3auuwy€HHOM UaU MyHHEAUPYEMOM y3/1e

PekomMeHaaLmm no HacTpomke

Mpwu ncnonbszosanmm DNS- (WINS-) cepBepa, pacnonoXeHHOro Ha 3aWmwEéHHOM WAK TYHHEINPYEMOM
y3/e, 1 Npu HeobxoaMMOoCTK nybankaumm BupTyanbHbix IP-agpecos cneayet cobarogate ciegyrolime

peKkoMeHAaLunu:

Mpu pernctpaumm spyuHyto Ha DNS- (WINS-) cepsepe IP-agpecos 3almLEHHbIX U
TYHHe/IMpyeMbIX Y3/10B C1eyeT yKa3biBaTb UX BUPTYyasibHble AN peanbHble IP-agpeca, no
KOTOPbIM 3TU y3/bl BUAHBI B nporpamme ViPNet Client, yctaHoBneHHoM Ha DNS- (WINS-)
cepBepe, Win Ha KOOPANHAaTOPE, OCYLLECTBAAIOWEM TYHHENMPOBaHMeE 3TOro cepaepa.

Ecan DNS- (WINS-) cepep pacrnonosxeH Ha y3ne ¢ 10O ViPNet, To B mogcet 3Toro cepeepa He
cnepyet pasmellatb TYHHeMpyeMble KakuM-11b0 KOOPANHATOPOM Y3/bl, C KOTOPbIX ByayT
nocTynaTh 3aMpochkl Ha cepBep (MM agpeca KOTOpbIX ByAyT 3anpalumBaTbCs APYrMMu y3namm).
Ecnvn cepsep pacnonoxeH Ha KoopauHaTope, TO AaHHOe TpeboBaHMe OTHOCUTCA K
TYHHENNPYeMbIM y31aM JPYrux KOOPANHATOPOB.

Ecnn DNS- (WINS-) cepsep TyHHennpyeTca KOOPAMHATOPOM, TO B MOACETN 3TOro cepBepa He
cneayet pa3mMeluats y3abl ¢ 10 ViPNet, ¢ koTopbix 6yayT nocTynatb 3anpockl Ha cepBep (Man
ajpeca KoTopbix ByayT 3anpalumBaTbCa ApYrMmMmn y3namum).

Ecav Bo3HMKaeT HEOBXOANMOCTb pa3MeLLeHNsa Y3108 B HapyLLeHWe NpUBeEHHbIX
pekoMeHaaumii, To Ha y3nax c [0 ViPNet cneayet cHATb dnaxok He TyHHennpoBatb IP-agpeca,
BXogALme B noAceTb Bawero komnbloTepa (cM. HacTpoiika focTyna K TYHHeMpyeMbIm
y3/1aM), @ Ha TYHHENNPYEMbIX y31ax HaCTPOUTb YacTHbIM MapLpyT Ha y3ibl ¢ MO ViPNet uepes

KoopaunHaTop.
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He3awmiéHHbi DNS- (WINS-)
cepBep

OCcobeHHOCTU MCMNO/Ib30BaHMA

YacTo BO3HMKaeT 3aga4a noayyeHus JOCTyna K KOOPANHATOPY C ANHAMUYECKN N3MEHAOLLMMCA
BHELIHWM ajpecom AocCTyna (Hanpvmep, KOOPANHATOP NOAKAOUYEH K ceTn yepe3 DSL-moaem) co
CTOPOHbI APYrMX 3aWMLLEHHBIX Y310B. [1ns pelueHns JaHHON 3ajaun MOXHO onybamMkoBaTh agpec 3Toro
KoopgauHaTopa Ha ny6amuHom DNS-cepBepe, pacnonoxeHHOM B MHTepHeTe, 1 3agatb DNS-umsa
koopauHaTopa B nporpamme ViPNet Client Ha gpyrux y3nax. B kopnopaTnBHON ceTy MOXeT BO3HUKHYTb
Heob6XxoAMMOCTb B MCNoAb3oBaHMKM nybanuHoro DNS-cepBepa v B Apyrux ciyyasx.

OgHako ny6aunuHble DNS-cepBepbl MOTyT 6bITb MOABEPXKEHbI PA3/NUHbIM CETEBLIM aTakaMm, B pe3ybTaTe
KOTOPbIX MPONCXOANUT NogmeHa IP-agpeca 3anpallvBaemMoro CETEBOTO pecypca C Lie/ibio 3acTaBuThb
3aLUMLLEHHBIA KOMMbIOTEP 0BPaTUTLCS Ha aTakyroLwwuii KoMnbioTep. Eciv Takas ataka yaacres, npu
obpallleHnn K 3aLmnLEHHOMY Y31y no DNS-rMeHW OH YCTaHOBMT C aTakyoLWwyM KOMMbHOTEPOM OTKPbITOE
coeauHeHue, Tak Kak IP-agpec atakytoLlero KomnbtoTepa He n3BecteH ViPNet-gpavisepy. B pesynbtate
3/10YMbILLEHHMK MOXET MONYUUTb MHTEPECYHOLLYHO ero MHGOPMaLMIO C 3aLlWMLLEHHOTO KOMMbIOTEPA.

3anpoc IP-aapeca y3na
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PucyHok 43. Amaka Ha nybauyHeiti DNS-cepsep

Yt06bl NpesoTBPaTUTL aTakn NOJ06HOrO posaa, ANs 3aLUMLLEHHbIX NPUKNAAHbBIX CEPBEPOB,
pernctpupyembix Ha nybanuHom DNS-cepBepe v OCTYMHBIX € 3alULLEHHOTO Y313, B nporpamme ViPNet
Client Ha aTOM y3ne cnepyeT yka3atb DNS-umeHa (cM. HacTpolika goctyna K 3awmiéHHbiM y3nam). Torga
npw obpawieHmmn k cepepy no DNS-nmeHM He3aBMCMMO OT agpeca, NOACTaBEHHOTO
3/I0yMbILWNEHHMKOM, Npu Npuéme otBeTa Ha DNS-3anpoc ViPNet-gpaiviBep NnoACTaBuUT y>Ke N3BECTHBIN
emy IP-agpec BUAMMOCTY y3na (peasbHblil AV BUPTYabHbIN), COOTBETCTBYIOLWMI 3aaHHOMY B
nporpamme ViPNet Client DNS-numeHw.
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PekomMeHaaLmm no HacTpouke

Mpwn ncnonbzoBaHmm oTkpbiToro DNS-cepBepa yunTbiBanTe pekoMeHaaumm:

Ecam BHewHwni IP-agpec AocTyna K KOOPANHATOPY MOXET U3MEHATLCA, AN OpraHn3aLmm
JAOCTyna K 3ToMy koopanHaTtopy no DNS-nmeHw, 3aperncrpmpoBaHHOMYy Ha oTKpbiToM DNS-
cepsepe, B nporpamme ViPNet Client Ha 3alMLEHHbIX y31ax Aa8 AaHHOTO KOOPAMHaTopa
cnepyet ykasaTb DNS-uma.

Ecan Ha y3ne ¢ 1O ViPNet gpyrue 3awmiiéHHble y3bl 4OCTYMHbI NO BUPTYyanbHbIM IP-agpecam,
1 HeobxoanmMo obecneynTb AOCTYN K 3TUM y3n1am no DNS-nmMeHaM, 3aperncTpupoBaHHbIM Ha
oTkpbiToM DNS-cepBepe, T0 371 DNS-umeHa cneayet ykasatb B nporpamme ViPNet Client. Mpwu
3TOM Ha oTKpbITOM DNS-cepBepe MOXeT 6bITb 3aperncTprpoBaH 060K agpec (peasnbHbIn an
BMPTyanbHbIN). TexHonorms ViPNet obecneunt 3alimiLéHHOE COeAMHEHWE MO BUPTYalbHOMY
agpecy BUAVMOCTM y3/1a BHE 3aBUCMMOCTM OT TUna onybankoBaHHOro agpeca.

[Jaxe ecnn foCTyN K 3aLUMLLEHHBIM Yy31aM obecrneymBaeTca No peasbHbIM agpecam, BaxHO
yka3aTtb ux DNS-umeHa B nporpamme ViPNet Client.

Bo Bcex onuncaHHbIx cnyyasx DNS-vMeHa 3aWwméHHbIX Y3108 MOTYT 6biTb 3aZaHbl BPYYHYHO Ha KaX40M
ceTeBOM y3ne (cM. HacTpoiika gocTyna K 3aluLéHHbIM Y3/1am), OAHaKo pekomeHayeTcs ykasbiBaTb DNS-
MMeHa LeHTpann3oBaHHo B nporpamme ViPNet LleHTp ynpaBaeHus cetbio.
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Icnonb30BaHMe 3aLLUMLLIEHHOTO
DNS- (WINS-) cepsepa a4
VAANEHHOM PaboThbl C
KOPMOPATUBHBIMU PECYPCaMM

YaanéHHble nonb3oBaTenun nogratoyatorcs k cetn ViPNet uepes nHtepHet. OHu MoryT paboTtaTb JOMa, B
NHTepHeT-kade, B rocTMHULIE WK Apyrux mecTax, rae IP-agpeca v ncnonbsyembie DNS- (WINS-) cepsepbl
onpeaenatoTCs NOCTaBLUMKOM yCayr nHTepHeTta. OgHako ans paboTbl CO MHOTMMW KOPMOPaTUBHbBIMU
npuaoxeHnammn Tpebyetcsa ncnonbsoatb DNS- (WINS-) cepBep koprnopatnHon cetu. Vicnonb3oBaHue
kopnopatusHoro DNS- (WINS-) cepeepa nossossiet obpalyatbCi K cepeepam 1 4pyrum ysnam
KOPMNOpPaTUBHOW CETU MO UX UMeHaM, a He no IP-agpecam. MNpun 3tom npeobpazosaHme DNS- (WINS-)
MEH B IP-agpeca obecneunBaeTca Kak Ans afpecoB KOPropaTMBHON CeTW, Tak 1 411 afpecoB
NMHTepHeTa.

ABTOMaTM4Yeckas pernctpauma DNS- (WINS-)
CepBEPOB

[ns yaanéHHoro foctyna K y3nam koprnopatueHol cety no DNS-umeHaM J0/KHbI HbITb BbINOAHEHDI
cnepyroLine ycioBus:

e B cuctemHom daiine hosts, KOTOPbIA YCTaHaBAMBAET COOTBETCTBME MeXAy IP-agpecamu 1
MMEHaMM KOMMbIOTEPOB, He JO/IKHO ObITb 3anuceit 06 y3nax KOPNopaTMBHON ceTu. ITOT dalin
pacrnoyioxeH B narke $systemroot%\System32\drivers\etc\ (N0 YMOJYAHWUIO 3TO
C:\Windows\System32\drivers\etc)\).

e B LIYCe unu Ha ceTeBbIX y31ax A0/KeH BbiTb CGOPMMPOBaH CNMCOK KoprnopatuBHbix DNS
(WINS) cepsepos.

BHumaHme! Ecnv 3aWwmWEHHbIA y3en 3aperncTpupoBaH 1 Ha koprnopaTtneHoM DNS-
cepBepe, 1 Ha Ny6JIMYHOM, TO MOTYT BO3HWKHYTb NPO6/1eMbl C OCTYNOM K HeMy. YTo6bI
n3bexatb NpobaemM ¢ JOCTYNOM K TaKOMy CeTeBOMY Y3y, ykaxuTe ero DNS-umsa B okHe
CBOWCTB y3/1a Ha Bknagke IP-agpeca.

>

Bbl MOXeTe yKka3aTb agpec kopnopatuBHoro DNS-cepBepa BpyuHyto (cMm. Co3gaHume cnvcka DNS (WINS)
cepBepoB Bpy4HYyt0). OfHaKoO pekoMeHgyeTcs 3a4aThb agpeca koprnopatusHbix DNS-cepsepos
LeHTpannsosaHHo. [lns atoro agMmmHunctpatopy cetn ViPNet cneayet ykasatb ceTeBble y3/bl UK
TYHHeNMpyeMble y3/bl, Ha KOTOPbIX pacrnoaoxeHbl DNS-cepsepsl, B nporpamme ViPNet LieHTp
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yrnpasaeHus ceTbto. B aTom ciyyae cnmncok kopnopatneHbix DNS-cepBepoB byaeT nepesaH Ha ceTeBble
y3abl ViPNet BMecTe ¢ kntoyamum 1 cnpaBoyHukaMu. Ha ceteBbix y3nax nporpamma ViPNet Client 6yget
onpeaenatb Tekywme IP-agpeca Buanmoctn kopnopatmeHbix DNS-cepBepoB (peanbHble naun
BMPTYyasibHblE) 1 aBTOMAaTUYECKN U3MeHATb agpeca DNS-cepBepoB B HaCTpoOlKax ceTeBbIX MHTephencoB
KOMMbrOTEpa.

Ecnv ceTeBOW y3en HacTpoeH Ha paboTy ¢ kopnopatnueHbiMu DNS-cepBepamm, TO 4151 HETrO CyLLECTBYHOT
cnepyroLime ocobeHHOCTM paboTbl € NyBANYHBIMK M KOPNOPATMBHBIMUW CETEBBIMUN pecypCcamu:

e KopnopatusHble DNS-cepBepbl HaCTpOeHbl Ha Npeobpa3oBaHNE Kak BHYTPEHHMX, Tak v
BHELLUHUX UMEH.

B 3TOM cnyyae npu NogKAOYEHUN K 3aLLULWEHHON ceTn ByayT NCNONb30BaTbCA TOJNbKO
kopnopatueHble DNS-cepBepbl. 3anpockl Ha Npecbpa3oBaHe NMEH BHELLHWX W BHYTPEHHMX
pecypcoB (Hanpumep, www.google.com v http://portal.internal) 6yayT HanpaBaaTbcA Ha
kopropatneHbIn DNS-cepBep.

e KopnopatveHble DNS-cepBepbl HAaCTPOEHbI TONbKO Ha Npeobpa3oBaHne BHYTPEHHUX UMEH.

B 3TOoM cnyyae 3anpockl Ha npeobpa3oBaHme BHELHMX UMEH (Hanpumep, www.google.com)
6yAyT HaNpPaBAATLCA Ha BHELHWN (He3awwmLéHHbIn) DNS-cepBep. 3anpockl Ha
npeobpasoBaHne UMEH BHYTPEHHUX pecypcoB (Hanpumep, http://portal.internal) 6yayTt
Hanpae/aATbLCA Ha KopropaTuBHbIi DNS-cepBep.

ObpatnTe BHMMaHWe, uto ecan B LIYCe 3azaHbl MMeHa JOMEHOB, UCMOJIb3YEMbIX BHYTPU KOPMOPaTUBHOM
cetn (Hanpumep, http://portal.internal), To 3anpockl Ha nx NpeobpaszoBaHne ByayT HaNPaBAATLCA TONBKO
Ha KopriopaTtunBHbIi DNS-cepBep. 3anpockl Ha NpeobpazoBaHNe NMEH BHYTPEHHUX PECYPCOB Ha
BHelwHne DNS-cepBepbl byayT 610KMpoBaThCS.

PaccmoTpuMm cneaytowmii npumMep. CoTpyaHMK, paboTatoLwmii B rnaBHoM odurce Ha HOYTOYKe C
yctaHoneHHbIM 10 ViPNet Client, nogknrouaetcs K 3alwmiiéHHomy koprnopatusHoMy DNS-cepeepy no
oaHOMY aapecy (Hanpumep, 10.0.0.25). B kakon-TO MOMEHT BPEMEHW 3TOT COTPYAHMK OTMPABASETCA CO
CBOWMM HOYTHYKOM B KOMaHAMPOBKY B Apyron oduc, 1 DNS-cepBep rnaBHoro opuica ctaHoBUTCS
aoctyneH no apyromy IP-agpecy (Hanpumep, 11.0.0.3). lMpn 3TOM COTPYAHUKY HY>KHO NOAKAHOUUTBLCA
yepes VIHTepHeT K KOpNopaTUBHbIM pecypcam rnaBHoro opuca.

Mpw peructpaumm DNS-cepBepa cpeacTBamMmn OnepaLMOHHON CUCTEMbI COTPYAHUKY NOTpebyeTcs Ha
HOYTOYKe M3MEeHATb HAaCTPOMKN MOAKAOUEHUA K CETH, UTO HEYA0HHO, MOCKO/IbKY NOC/Ie BO3BPALLEHMA B
FNaBHbIA ODUC 3TN HACTPOMKM HY>XXHO ByZAeT BEPHYTb B UCXOAHOE COCTOAHME. ECan y3/bl, Ha KOTOPbIX
pacnonoxeHbl DNS-cepBepbl, 3agaHbl B nporpaMmme ViPNet LieHTp ynpaBaeHus ceTbto, MU3MEHATb
HaCTPOMKM MOAKNHOUEHUSA K CETU BPYUHYHO He TpebyeTcs.

Ecan no kakon-nmbo npuumHe agpeca kopnopatueHbix DNS-cepBepoB He 3asaHbl B nporpamme ViPNet
LleHTp ynpaBieHus CeTbio, Ha CETEBOM Y3J/1e Bbl MOXEeTe 3a/aTb CNMNCOK 3awunwérHHbix DNS-cepeepos
BPYUHYHO, KaK OMMCaHO HMXe.
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CozpaHue crmcka DNS (WINS) cepsepos
BPYUYHYHO

Ecnm cnucok kopnopatueHbix DNS- (WINS-) cepBepoB He 6bia 3asaH LLeHTPasM30BaHHO B NporpaMmMe
ViPNet LleHTp ynpaBaeHus cetbto (cM. ABTOMaTuueckasn perncrpaumnsa DNS- (WINS-) cepsepos), Bbl
MoOXKeTe Co34aTb TakoW CMMCOK BPYYHYIO Ha Ballem ceTeBOM y3e. B aTom cnyyae nporpamma ViPNet
Client Takxe 6yzeT onpesenstb Tekylwme IP-agpeca BuagnmMoctn koprnopatneHbix DNS-cepBepoB 1
aBTOMATMYECKM U3MEHSATb HACTPOMKIN CETEBbIX MHTEPPENCOB KOMMbIOTEPa.

Ana pernctpayum kopnopatneHoro DNS- (WINS-) cepsepa BpyuHyto:
1 Ecau Bbl 06nagaeTe NnpaBaMun agMUHUCTpaTOpa:

o [lepelignte B
C:\ProgramData\InfoTeCS.Admin\ServicesPrivate\IpLirControlData\databases\dnswinslist

e Ortpepaktupyite dain dns. txt.

Ecnu Bbl He 0basaeTe NpaBamMu agMUHUCTpaTOpPa, co3gainTe ¢alin dns. txt B TPAHCMOPTHOM
KaTtanore (MO yMO/NYaHWIO C:\ProgrambData\InfoTeCS\ID Yzina).

2 BHecuTe B pain dns. txt 3anncb o koprnopatneHom DNS- (WINS-) cepsepe. O ToM, Kak ykazaTb
nHdopMaLMio O cepBepe, CM. B pa3genax Huxe. dopmat 3anvcen B Gpaiine dns. txt OTANYAETCA B
3aBMCUMOCTU OT TOTO, YCTaHOB/EH v kopropaTueHblin DNS- (WINS-) cepBep Ha 3aluwéHHOM y3ne
VAN TYHHEANPYETCA KOOPAMHATOPOM.

3 Takxe Bbl MOXeTe 06aBUTb B Gaiin napamMeTp, KOTopbI nepekntoyaeT DNS-30HbI (koprnopaTuBHble
nan NybanyYHbIe) Ha Ballem CEeTEBOM Y3/ie.

4 CoxpaHuTte n3MeHeHus.

MpuMeuaHwme. Bce onepaLmm No co3aaHnIo U pefakTpoBaHuio Gaitna dns . txt
MO>HO MPOU3BOAUTD, He 3akpbiBas nporpammy ViPNet Client.

B daiine dns.txt MOXHO 3aperncTpmpoBaTtb cpasy Heckoabko DNS- (WINS-) cepsepos. B 3tom cayuae
Ha BCex ceTeBbIX MHTepdencax koMmnbrotepa cnnckm IP-agpecos DNS- (WINS-) cepBepoB byayT
fononHeHbl IP-agpecaMu, MO KOTOPbIM B A@aHHbI MOMEHT AOCTYMHbI yKa3aHHble CEPBEPBI.
OpHOBPEMEHHO B HaCTpOMKax CeTeBbIX MHTepdencoB coxpaHaTca IP-agpeca, nonyyeHHble no DHCP naun
3aZlaHHble Ha ceTeBbIX MHTepdencax BpyUHyto, ecam 3Tu IP-agpeca He npuHaanexar ykasaHHbIM B

dns.txt CcepBepam.

Mpumeuanue. Ecnm ucnonbsyemble DNS- (WINS-) cepBepbl nepeuncieHsl B daline
dns. txt, 3agaBaTb MUX agpeca B ceTeBbIx HacTporikax Windows He Tpebyetcs.
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Ecan kopnopatueHbii DNS (WINS) cepsep yctaHOBA€EH
HenocpeacTBeHHO Ha ceTeBoM y3ne ViPNet

Ecnn koprnopaTmeHbii DNS- (WINS-) cepBep ycTaHOBAEH Ha 3alMLLEHHOM CETEBOM Y3/e, TO B dpaise
dns.txt yKaxuTe ciegyoLlyro nHbopmaymio:
e [1na DNS-cepsepa:
[DNSLIST]
ID00=<mpmeHTHOMUKATOP>;
o [I1na WINS-cepsepa:
[WINSLIST]
ID00=<upmenTmdmraTop>;

rae: <mmentmpmraTop> — LIECTHaALATEPUYHBIA naeHTUdMKaTop ceteBoro y3na ViPNet, Ha
koTopom ycrtaHosaeH DNS- (WINS-) cepsep, ¢ HOMepoMm ceTy;

MpumeuaHue. YTobbl y3HaTb MaeHTUPMKaTOp y3na, B nporpamme ViPNet Client B

pa3gene 3alWmWEHHanA ceTb ABaXAbl WENKHUTE CETEBON y3e/, Ha KOTOPOM YCTaHOBJ/IEH
DNS- (WINS-) cepep. Otkpoetcs okHo CBoiicTBa y3na. Ha Bkiagke O6uwue B nepBoi

cTpoke ByAeT ykasaH MAEHTUMKATOP CETEBOrO y3a.

ID00 — MAeHTMdMKATOP HOMepa CTPOKY, rae nocae ID gonyctumbl arobble Lndpb.

B pa3gene HMXe Bbl MOXETE 03HaKOMUTBLCA C NPUMEPOM CocTaBneHns Gaina dns. txt (cMm. Mpumep

cocTaBneHns danna dns.txt).

Ecam kopnopatumeHbin DNS (WINS) cepBep TyHHennpyeTcs
KOOPAMHATOPOM

Ecnun koprnopatusHbii DNS- (WINS-) cepep TyHHENUpPYyeTCs KOOPAMHATOPOM, TO B daiinie dns. txt
yKaXkute caeayroLyro nHGopmaumio:
e [1na DNS-cepgepa:
[DNSLIST]
ID00=<upeHTHUOUKaTOP>-<IP-ampec>;
o [lna WINS-cepsepa:
[WINSLIST]
ID00=<mupmenTHUdUKaTOP>-<IP-ampec>;

rae. <mmeHTUdMUKaTOP> — LueCTHa,D,LI,aTepMHHbIVI MAeHqu)MKaTOp KoOopAunHaTopa,
TyHHeaupytowero DNS- (WINS-) cepsep, ¢ HOmepom ceTty;
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Mpumeuanue. Ytobbl y3HaTb NAEHTUOUKATOP KOOPAMHATOPA, KOTOPLIA TYHHEAMpPYyeT

DNS- (WINS-) cepsep, B nporpamme ViPNet Client gBaxzbl LLIEAKHUTE ero B pa3gene
3awmwéHHasn ceTb. B okHe CBoWcTBa y3/1a Ha Bkaagke Obwme B nepBoli CTpoke byaet
yKasaH naeHTndunkatop koopanHaTopa.

ID00 — MAEHTUPUKATOP HOMEpPa CTPOKM, rae nocae ID gonyctumebl Atobble Lndpbl.

IP-anpec — IP-agpec DNS- nan WINS-cepsepa.

B otanume ot cutyaumm, korga koprnopatueHblii DNS- (WINS-) cepBep ycTaHOBAEH HEMOCPEACTBEHHO Ha

ceteBoM y3ne ViPNet, 3pech yka3biBaeTcs naeHTMdmKaTop KOopanHaTopa, KOTopbin TyHHennpyet DNS-

(WINS-) cepBep, n yepes geduc HenocpeactBeHHo IP-agpec DNS- (WINS-) cepsepa. Ecan nmeertca
Heckonbko DNS- (WINS-) cepBepoB, KOTOpble TYHHEANPYHOTCA OAHUM KOOpAuHaTopom, ux IP-agpeca
MO>HO MEePeYnNCcNnTb B OAHONM CTPOKe Yepes TouKy C 3anaTol 6e3 npobenos nocse naeHTndmKaTopa
KoopAauHaTtopa: ID00=<umenTudpuxarTop>-<IP-ampec 1>;<IP-ampec 2>

Mpwu 3ToM cnegyeT y6eanTbCs, UTO B CNMCKE TYHHENUPYEMbIX a4pecoB AaHHOIo KoopAnHaTtopa 3t IP-
aZpeca Takxke NMpUCyTCTBYHOT.

B pazgenie HMXe Bbl MOXETE O3HAKOMMUTLCSA C MPUMEPOM COCTaBAeHMs dalina dns. txt (cMm. [Mpumep
coctaBaeHus danna dns.txt).

Mpumep cocTtaBneHmsa darna dns.txt

Huxxe npvBeaéH Npumep TOro, Kak MOXeT 6blTb cocTaBieH dalin dns. txt:
[DNSLIST]
ID00=000100CA-10.0.0.25;
ID01=0001000b;
ID02=000110bc-10.0.0.20;10.0.0.21;10.0.2.132;
[WINSLIST]
ID00=0001000b;
ID01=000101fa-10.0.1.132;10.0.1.133;10.0.1.134;
[DNSOPTIONS]
INTERNET=OFF

ObpaTnTe BHNUMaHWe, YTO B OAHOM daiine dns.txt MOMYT coAepxkatbcs 3anuck kak ans DNS- (WINS-)
CEpPBEPOB, YCTaHOBNEHHbIX Ha ceTeBbIX y3n1ax ViPNet, Tak 1 TyHHeAnpyeMbIX TEM UAN UHBIM
KOOpAnHaTOpPOM. Y1Co 3anmcen He orpaHMYMBaEeTCA.

MapameTp INTERNET HeobsA3aTeNbHbIA U MOXET UMETb iBa 3HaUYeHUs:
e ON— MCMOAb30BaTb TONLKO KOpnopaTueHblie DNS-cepBepei;
e OFF — ncnonb3osaTtb Aobble DNS-cepBepbl.

B aTOoM cnyyae 3anpockl Ha paspelleHne NybanUHbIX MMEH OTMPaBAAIOTCA Ha OTKPbITbIE
DNS-cepsepsbl. Ecan nx He yaanocb paspelmnTs Ha oTKpbITbix DNS-cepBepax, To OHM
nepegaroTca Ha koprnopatueBHble DNS-cepBepbl.
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ObpalleHme K yaanéHHbIM y31aMm
yepes TyHHenmpyembit DNS-cepsep

YT0bbI Y31kl BHYTpeHHen cetn ViPNet Mmorin obpatatbes K yaanéHHbsiM y3nam ViPNet no goMeHHbIM

nMeHaMm yepes TyHHenmpyeMbli DNS-cepBep, TpebytoTca gonosHuTenbHble HacTpoiku Ha DNS-cepBepe

n KaneHTax cetTu.

BHumaHme! Ecav Ha DNS-cepBepe paspelueHbl ToNbKO 6e30nacHble AuHaMmnyeckmne
0bBHOBJ/IEHUA, TO Ha KOOpAMHaTOpPe, TyHHennpytowem DNS-cepep, AoxHa HbITb
HacTpoeHa BUAMMOCTb KNIMEHTOB MO peanbHbIM IP-agpecam (cm. Hactpoiika goctyna K
3aWMLWEHHBIM y3n1am). VIHaue obHoBAeHUs 3anunceit Ha DNS-cepBepe He byayT
cymTaThC 6e30NacHbIMK N KINEHTbI He 3aperncTpupyroTca Ha TyHHeanpyemom DNS-
cepsepe.

[ns npymepa paccMOTPUM CXeMy CETW, B KOTOPOR koprnopatuBHbii DNS-cepBep TyHHennpyeTcs

KOOPAMHATOPOM, MPU 3TOM:

I KOOpAWHAETOP - "—'/®
R . -

ecTb ceTeBble y3/1bl 6e3 ViPNet Client, koTopble HaxoAATCA B TYHHee;

ecTb ceTeBble y3/bl ¢ ViPNet Client, koTopble NogkNtO4aOTCA K KOPNOPaTUBHOW CeTU Yepe3
WHTEPHET;

C BHYTPEHHUX TyHHennpyeMblix y3108 (1) Hago obpaluatbea k y3nam ¢ ViPNet Client B HTepHeTe
(2) N0 AOMEHHbBIM MMEHaM.

OOpalleHne K yYAANEHHOMY YNy No JOMEHHOMY HMEHK

SRR SRR

-
\‘ P -

CeTeBoil y3en B CeTeeoi yIen
TYHHENE c ViPMet Client
DM5-cepeep
E TYHHENE

PucyHok 44. Cxema pacnosaoxeHusa cemessix y3n08 u DNS-cepsepa

UTobbl B 3TOM CXxeme LOMEHHbIE MMEHa pa3pelanncb NpaBuUJibHO:

Ha DNS-cepBepe HacTpoiTe Noaaep>Ky AMHaMn4eckoro nameHeHms DNS-3anuceli. Kak
npasuao, No ymonyaHuto DNS-cepBepbl He NOAAePXMNBAOT 3Ty HACTPOWKY.
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[na KnMeHToB, K KOTOpbIM ByayT obpalaTtbcs no DNS-numeHw:
o B ViPNet LLYC ykaxute kopnopatneHbin DNS-cepsep;
o0  Ha CcaMUVX KJMEHTax HacTpoKTe aBToOMaTUyeckyto permctpauunto Ha DNS-cepsepe.

Ha Bcex TyHHenMpyowmx KOopanHaTopax, yuacTByHOLLMUX B CXeMe, BKItoUMTe 06paboTky
npuknagHoro npotokona DNS (ans cnyxo6bl alg).

ViPNet Client 4. PykoBoacTBO nosnb3oBaTens
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Icnonb3oBaHMe nybInYHOro
DNS-cepBepa

Ecav B Baleit KOPNopaTUBHOW CeTU HacTpoeHsb! 3aLmiéHHble DNS-cepBepbl (cM. Vicnonb3osaHue
3awmwéHHoro DNS- (WINS-) cepBepa ans yaanéHHol paboTbl C KOPNOpPaTUBHBIMU pecypcamu), ¢
KOTOPbIMMW Y Bac B AaHHbIi MOMEHT HecTabuabHOE COeVMHEHME, TO Bbl MOXETE BKAOUUTL PEXUM
«My6anyHbIi DNS». B 3TOM pexkume Bce 3anpockl Ha Npeobpa3oBaHme MMEH ByayT HanpaBAATbCA
TOJIbKO Ha BHelHNA DNS-cepBep Ballero HTepHeT-npoBangepa. VimeHa KopnopaTUBHbLIX PeCypPCcoB Npwu
3ToM ByAyT HeAOCTYMHbI, Tak Kak UX pa3peLleHne BO3IMOXHO TOIbKO MPU NOAKIOUEHUN K 3aLLMLLEHHOMY
DNS-cepsepy.

Yto6bl BKIHOUMTL MCNOb30BaHMe nybanuHoro DNS-cepBepa:
1 B meHro Daiin Bbibepute KoHdurypauum > My6anuHbiin DNS.

2 B okHe ¢ npegynpexaeHvem HaxmuTe My6anunbiin DNS.

YT06bl BEPHYTLCSA K MCMOAb30BaHWMIO 3awmiLéHHoro DNS-cepBepa, B OkHe nporpamMmbl B MeHto ®Paiin >
KoHdurypaunm Bbibepute 3awmiénHbin DNS. Takoke nporpamma ViPNet Client aBTomatnueckm
nepekatoyaeTcs Ha NCNosb3oBaHWe 3alwmiéHHoro DNS-cepBepa nocie nepesarpysky KOMMboTepa.
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Icnonb3oBaHme DNS-cepBepoB
Ha KOHTPO1epax AOMEeHa

Ecnu B ceTn ViPNet Bale opraHmsaummn ncnonbsyetcs cayxba Active Directory u npu 3tom

BaLLl'I/ILLI,éHHbIe KOHTpOAEePbl JOMEHa C DNS—cepBepaMM, KOTOpble B paMKax AOMEHa CUHXPOHU3NPYHOTCA

MeXay cobo, 3awmieHbl pasHbiMu y3namu ViPNet, To MOryT BO3HWKHYTb Npobaemsbl pa3peluenus [P-

aZpecoB npu obpaLleHn K HUM € APYruX 3aLliMLLEHHbIX y310B. 418 npesoTBpalleHns npobiemM B 3TOM
c/lyyae HeobxoanMo obecneunTb PerncTpaLmio Ha Bcex peseparpyembix DNS-cepBepax ogHOMo 1 Toro

Xe agpeca Kaxxaoro ysna.

Bocnosnb3yiiTecb OAHUM U3 CNeayroLLMX BapUaHTOB:

Pa3mectnte DNS-cepBepbl 6e3 MO ViPNet 3a oTae/bHbIM CeTEBBIM MHTEPHENCOM
KoopAMHaTopa 1 HacTpoiTe TYHHENUPOBaHME 3TUX CEPBEPOB AaHHbIM KOOPAMHATOPOM

(cm. Ecnm kopnopatueHbin DNS (WINS) cepsep TyHHenanpyeTca koopanHatopom). Jpyrue

3aWMLWEHHBIE N OTKPbITbIE Y31bl, KOTOPble obpaluatotca K DNS-cepeepam, Bo nsbexaHuve
KOH)MKTOB He AOKHbI HAXOAUTLCA CO CTOPOHBI JaHHOTO MHTepdeica KooparHaTopa.

Ecan pernctpauus IP-agpecos y310B OcyLLecTBAseTCa Ha 3awmnweérHom DNS-cepeepe

aBTOMaTMUeCcKky, byayT 3aperncTpmpoBaHsbl IP-agpeca, COOTBETCTBYIOLWME BUAUMOCTL Y3/10B C

JaHHoOro koopgauHatopa. Ecan pernctpauus IP-agpecos y3n0B ocyuectsasetca Ha DNS-

cepBepe Bpy4Hyto, Ha Kaxzom DNS-cepBepe 3apeructpupyiite IP-agpeca BUAMMOCTY y310B

(BUpTyanbHble UK peanbHble) C 3TOro koopanHatopa. OTKpPbIThIE Y3/bl, KOTOPble 0bpaLLatoTca K
DNS-cepBepy 3a IP-agpecoM 3alUmILEHHOrO y3/1a Yepe3 KOOPAUHATOP, NoJlyyaT peanbHbil IP-

ajpec 3Toro ysna.

Ecnn pasmeleHne DNS-cepBepoB 3a OAHUM KOOPANHATOPOM 3aTPYAHUTENBHO UAN HA HUX
yctaHoBseHa nporpamma ViPNet Client, Ha koopanHaTopax, 3a KOTOpbIMUW pacrnonoxeHbl DNS-

cepsepsbl, uau B nporpamme ViPNet Client HacTpoliTe BUAUMOCTb Y3710B (TYHHEIMPYEMbIX Y3/10B,

K/JIMEHTOB U KOOPAMHATOPOB), 3aPerncTpUpoBaHHbIX Ha 3Tux DNS-cepBepax, no peanbHbiM IP-

agpecam.

YTt06bI M3MeHUTb IP-agpec BUAMMOCTM BCEX KAMEHTOB, CTOALLMX 38 KOOPAMHATOPOM,
[0CTaTOYHO M3MeHUTb IP-agpec BUAMMOCTM KOOpAUHATOPa Ha OAHOM W3 KJVEHTOB B
nporpamme ViPNet Client, nocsie yero nosiBUTCA COOBLLEHME C NPEAIOXKEHNEM N3MEHUTD
aHanormyHbiM obpasom IP-agpeca BUAMMOCTU KAVEHTOB, PAcroOXeHHbIX 3a AaHHbIM
KOOPAMHATOPOM.
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OcHoBHble NPUHLMMBI PuabTpaLmm Tpapurka
ObLwme cBeseHNs O ceTeBbIX GUbTPaXx
Ncnonb3oBaHuve rpynn o6bekToB

Co3zgaHve ceTeBbIX GUALTPOB

IHTErpMPOBaHHbIV CETEBOM
SKpaH

BoccraHoBAeHME npeayCcraHOBAEHHbIX CI)I/U'IprOB nrpynn obbekToB

MpaKTMyecknin NpYMep NCNoNb30BaHWsA rPYMNn 06bEKTOB U CETEBbLIX GUIBTPOB

baokunposka IP-Tpaduka
OTtkntoueHwue 3awmTbl Tpadmka

Hactpolika napametpoB 610knpoBku Tpaduka
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OCHOBHbIE MPUHLMMbLI GUABTPALMN
TPapUKa

®unbTpyeTca Bech IP-Tpaduk, KOTOPBIA NPOXOANT Yepes CETeBOW y3e:

e OTKPbITbIV (He3alwmnbpoBaHHbIA) Tpaduk;
e 3aWMWEHHBIN (3aWwmndpoBaHHbIN) Tpaduk.

HanbonbLiyto onacHOCTb NpeactaBseT Tpadyrk U3 OTKPLITON CETW, MOCKOJIbKY B C/lydae aTaku CIOXKHO
06HapPYXUTb €€ NCTOUYHWK W MPUHATL OMNepaTUBHbIE MepPbl MO € NpeceyeHunto.

W oTKpbITLIN, 1 3aLMLLEHHBIN TPadUK MOXKET ObiTb JIOKaAbHLIM WM LUMPOKOBeLaTenbHbIM. [1og
JIOKaNbHbIM TPadMKOM NMOHMMAETCSH BXOAALLMI AN NCXOAALWMIA TpadUK KOHKPETHOTO y3Aa (TO ecTb Koraa
CETeBOW y3en ABASETCS OTNpaBuUTeseM Uan noayyatenem IP-naketos). MNMog WnpokoBeLlaTenbHbIM
Tpadpmkom — nepegaya y3nom IP-nakeTos, y kotopsbix IP-agpec nan MAC-agpec HasHaveHnsa —
LIMpOKOBeLLaTesbHbIV aApec (TO eCTb NakeTbl MepesaroTCs BCEM y31aM OMNpeseNeHHOro CerMeHTa ceTh).

Y106kl HacTPOUTL ceTeBble PUABLTPbI, HY>KHO MOHWMaTb OCHOBHbIE MPUHLMMBLI UAbTPaL MK Tpaduka.

e Bce BxogsLme N ncxogalme oTKpbITble U 3aWwMdpoBaHHble |P-nakeTbl NPOBEPAOTCA Ha
COOTBETCTBME YC/OBUAM CETEBbLIX GUNLTPOB B NMopsajke ybbiBaHNA NpuopuTeTa 3TMX GUALTPOB.

e Ecim IP-nakeT COOTBETCTBYET YCIOBUIO OAHOIO 13 GUALTPOB, OH NMPOMYCKaeTca Ui
6r0okupyeTca 3TUM GUALTPOM. PUALTPLI C Hosee HNU3KUM MPUOPUTETOM HE NPUMEHSAIOTCA.

e Ecan IP-nakeT nponyLueH ogHUM 13 GuabTPOB, TO OTBETHbIE IP-nakeTbl (BKIOUas cay>kebHble
ICMP-nakeTbl) B pamMkax TeKyLLero coeguHeHma 6yayT NponyckaTbCs aBTOMaTUYECKN.

Ecnm IP-naket He obpaboTaH HM OAHUM M3 GUABTPOB, TO OH BAOKMPYETCA GUABTPOM MO YMONYaHMIO. ITO
obecneynBaeT BbICOKMI YpOBEHb 6e30MacHOCTH, pa3peLlas COeANHEHNS TONBKO C HY>HbIMU y31amMu Mo
3afl@HHbIM NPOTOKO/AM W NOPTaM.
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— OUNBTPEI NONNTUK Be30NacHOCT!
- MpeaycraHosneHHsIe GUAbTPL U
GUNbTPH NoAb3OBaTENR

IP-nakeT COOTBETCTRYET yCNOBMAM 2ANAHMBIX
P ceTesbIX punsTpos? m
& D

( Bnoxipyouwmi \
$unbtp ‘
| noysmomaumo

N

Bnokuposatb Mponyckatb

PucyHok 45: Cxemamuy4Has nocredosamensHocme gunempayuu IP-nakemos
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ObLUpe cBeaeHMs O CETEBBIX
GUAbTPax

Mporpamma ViPNet Client no3soaseT HacTpouTb ceTeBble GUABLTPLI KaK A/ 3aLUULWLEHHOTO, TaK U ANs
OTKpPbITOro Tpaduka. OHM BbINOAHSAIOT Ceaytowme GyHKLUMN:

e OuabTPbI OTKPLITON CETU MOTYT pa3peluaTb W60 3anpeLatb obmeH IP-TpadpuKoM ¢ OTKPbITEIMU
y3namm.

MprmeyaHue. K oTKpbITbIM y371aM Takxke oTHOCATCs komnbroTepsl ¢ M0 ViPNet
Registration Point.

o OuabTpbl 3aWULLEHHOW CETU MOTYT pa3peLuaTtb nan 6aokmposaTe obmMeH IP-Tpadukom ¢
3aWwmwéHHbIMK y3namm ViPNet, ¢ koTopbiMu gaHHbI y3en ViPNet Client nmeet cessb.

Bce ceTeBble GMBTPLI AENATCA Ha CIEAyHOLLME KAaTErOPUW:
o  OuibTpbl, onpeAenéHHble creumanbHbIMU KOHGUIypaLmsam.

[JaHHble GUABTPbI MMEIOT CaMbli BbICOKUIA MPUOPUTET U MPUMEHAIOTCA B NepBYyto ovepesb. OHK
OorpaHnuMBatoT TPaduK, KOTOPbIV 3anpeLLéH B KoHdurypaumax «OTKpbITbln IHTepHeT»

(cm. KoHpurypauma «OTKpbITbI UHTEPHET»), «<BHYTpeHHAA ceTb» uan «/IHTepHeT»

(cM. KoHdurypaunm «BHyTpeHHAS ceTb» N «MHTepHeT»). VIX Henb3a pesakTMpoBaTth U yAanAaThb.

e OuabTpbl, NOCTYNMBLUNE B COCTaBe NOAUTUK Be3onacHocT n3 nporpammel ViPNet Policy
Manager.

[aHHble GUAbTPLI HeNb3A pefaKTUPOBaTb U yAaNATb. VIX MOXHO OTKAHOUNTL C MOMOLLbHO
crneumanbHOM ONuMmK B pexrnMe agMmuHuctpatopa (cM. [MapameTpbl 3aLmThbl Tpaduka).

e [lpeayctaHoBAeHHble GUALTPLI (CM. [TpesycTaHOBAEHHbIE ceTeBble QUILTPLI) U GUALTPDI,
3a/laHHble MO/Ib30BaTeNEM.

B Tom cnyuae, ecam nporpamma ViPNet Client 6611a o6HoBAeHa ¢ Bepcum 3.X,
npeAycTaHoBieHHbIX GUAbLTPOB He ByaeT. B cnunckax ceteBbix GuabTpoB HByayT NpncyTCTBOBaTbL
TONBbKO GUABTPBI, KOTOPbIE AEMNCTBOBa/IM B NpOrpaMmMe 0 06HOBAEHNSA (B CKOHBEPTUPOBAHHOM
dopwmare).

e brokupyowmin GuabTp No ymonyanuio. laHHbeii GuabTp 6a10KMpyeT Becb Tpaduk, KOTOPbIV He
COOTBETCTBYET YCNOBUAM HU OLHOTO U3 NpeAbIAyLLMX GUILTPOB.

Mpw 3anycke nporpammbl ViPNet Client, npu BkaroueHUN 3awmThbl Tpadurka nam cmeHe KoHbUrypawumm
nporpammel ceteBble GUAbTPbI 3arpy>xatotca B ViPNet-gparvisep (cm. HuskoyposHeBbin ViPNet-aparisep
ceTeBOV 3aLuThbl). [pn 3TOM BbINOHAETCA KOHTPOJIb LLEeNOCTHOCTM H6a3bl ceTeBbIX GUAbTPOB. Ecn
LLe/IOCTHOCTb CeTeBbIX PUALTPOB HapyLleHa, NOABUTCA COOTBETCTBYHOLLEE NpeaynpexaeHve, n yayt
3arpy>eHbl NpefyCcraHOB/EHHbIE ceTeBble GUALTPDI.

nOCﬂeAOBaTEHbHOCTb NPpUMeHeHNA CETEBbIX CI)I/IJ'IprOB cornacHo npumoputety |/|306pa>|<eHa Ha cXxeme.
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HEﬂDET}lﬂH bl 409 M3MEHEHKWA.

CnyxebHble GnabTPbI Co3aar0TCA aBTOMAaTH UECKM.

!

@wn BTPBI NOAWMTHEK De3onacHoOCTH

i

MpeaycTaHoBNEHHbIE U
NoAb30BaTENbCKME PUNLTPLI

b

BaokupyrWwmMin GuaLTp No
YMOAUAHWHD

N

He aocTynHBI ANA M3MeHEHUA.
Coszaatotca 8 MO ViPNet Policy
Manager

"
N

,ﬂ.DE'I'}l"I'IHI:I ANA MEMEHEHMWA.
nEthIE‘ CO30aH0TCA aBTOMaTHYECKHK,
ETOPBIE — MONBI0OEATENEM.

HepoctyneH ana M3MeHeHWA.
Co3naeTca aBTOMATUUECKM.

Y
NN

PucyHok 46. lMocnedosamensHoCMb npuMeHeHuUs cemegbix puabmpos

Cnunckm ceTeBbIX GUABTPOB NpeACTaB/eHbl B pasgenax ®PuabTpbl 3aWnILEHHON ceTh 1 PuabTpbl
OTKPbITOW ceTu.

Gl Npwsoxewun Cepowc B Cnpasxs
o ) S o J o £ 4 -
Coobugerne MNuoswo Qmnpagiery Npwmatue Nposepnry Aypran Otrop Bed-pegypc R. Desitop n
[0 ViPNet Client
b 3susnurerman cen DUAbTPSLI 3AWMLLEHHOR CETH
4 T8 Ceresvie dumrps Ben. [eictone Wna Wctowae Hasmavenne Mpotoxon Pacnncasme
B Ouratpus 3ouonuiennod CEn gl o s KORPATYPUOE ORABTDM, ONPEAGHENNME KONDNY DAL NDOrPaMMM
.mr;:::::'::“ cem W Paspeumrs (§) Crymebonsi padun VPNet Koopan.. Bee ViPNet €% Bee
B Coomctons Ry W Paspeunms () Caysebonst rpadun ViPNet  Bee Koopammar... ViPNet €4 Bee
D Konpurypowes @ Broxmpo... () Bxogaupst rpadux or koop... Koopan.. Bee Bee Bce
@ Broempo... @) Mioosaupi Tpadux wa xoo... Bee Koopammar... Bce Bee
DUAMTP NOAUTIE BE30NACHECT DuAbTPN, NOCTYNMawme 1 ViPNet Policy Manager
W Pasp v () <Bee saupnue yaor  Bee Bce Bce Bee
v P O w P satesvnie $un.. Bee Wepoxoee.. UDP:c6 Bee
mw ' NPEAYCTIHOBACHNBIE # COISIANMME DRABTDY
W W Paspeumns DH(P “TpaduK Bee Bee OHCP Bece
vl Paspeumn NetBIOS- w WINS-tpadwx Bee Bee NetBIOS ® Bee
v Paspewwmns CayweConsit rpadux ViPNet  Bee Bee ViPNet €8 Bee
v Paspeumns Ping Bce Bee KMP8  Bce
v Pazpewmns ROP-rpadmx Bce Bece TCP: 3389 Bce
v Papewwn IGMP-1padux Bee Bee P:2-16.. Bce
v @8 P Wwp . drpe.. Bece Wapoxcee... Bce Bee
v, Papewmns Npounit noxogaupel tpadme Mo ysen  Bee Bce Bece
UALTPM N0 yMOMNIMMO | ORABYPM, HACTPOSHHBIE NO YMONUANIO |
@ Bncxmpo... () Npouwit Tpadmx Bce Bce Bce Bce
- = g MNowoo Sww . & @ CooicTea YAANTY q “ i"m J Tm
1. Cetennie SuATPMTDYNNM O6BEXTOR Gritit e, HO HE NP

PucyHok 47. Mpumep omobpaxkeHus punempos 015 3auUUEHHO20 MPAaguka pasHelx kamezopuli

CeteBble GUABTPbI UMEIOT CeAytoLMe OCOBEHHOCTY:
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o [1na kaxaoro GuabTpa MOXHO HaCTPOUTD:

o [elictBne — nponyckatb (=) nam 6a10kMpoBaTb (&) IP-nakeTbl, COOTBETCTBYHOLLME
3aZlaHHbIM NapamMeTpam.

o WcTouHmk 1 HazHaueHwWe 3ajaroT OTnpaBuTens 1 noay4vatens IP-naketos.
o [lpotokonbl dunbTpaumnm IP-nakeTos.
o PacnucaHwue gelictBus.

[Ana 3apaHns napameTpoB GuabTpa MOryT MCMOAb30BaTLCA FPYNMbl 06BEKTOB (CM. Vicnonb3oBaHme
rpynn o6bekToB).

e OunbTpbl, CO34aHHbIe NOAb30BaTeNEM, BAMAIOT Kak Ha HOBbIe, TakK 1 Ha yXe CyLLecTByoLme
coesnHeHns. Takum obpasom, eciv GuabTp, BaOKMpPYLOLWKI Tpaduk coeamHeEH s, fobaBAeH
nocsae yCcTaHOBNEHUA COeAnHeHNs, TO OHO byaeT pa3opBaHo.

L] IP-nakeThl NpPoOBePATCA B COOTBETCTBUN C PACMOJIOXKEHNEM q)MJ'IbTF)OB B CNKnCKe, Mo nopAaaky
CBEepPXy BHU3. Kor,u,a nakert 6J'IOKI/IpyeTCFI MM nponyckaeTca nepBbiM NOAXOAALLNM q)I/U'IprOM,
nocaeayrowne CI)I/IIIprbI Y>Xe He OKa3blBakOT HNKaKOoro BanAHMA Ha AaHHbII7I naker.

e B nporpamme ViPNet Client dunabTpbl pa3nvyHbIx KaTeropuii B cnnckax GuabTpoB
oTObpaxatoTca B COOTBETCTBYHOLMX FPyMnnax v pacrnoaaratoTca B Nopsaake nux npuoputeTa
COrNacHo cxeme Bbille.

MopsAgok GUabTPOB, onpeAenéHHbIX KOHPUrypaLumel nporpaMmel, GUALTPOB, NOCTYNUBLLNX U3
ViPNet Policy Manager, 1 ¢b1abTpoB No yMoOnYaHMIo U3MeHUTb Hesb3s. [Mopagok
npeaycTaHoBeHHbIX GUAbTPOB 1 GUILTPOB, 3agaHHbIX B ViPNet Client, Bbl MOXeTe N3MeHATb C

NMOMOLWbH KHOMOK @ n li|

CDI/U'IprbI, KOTOPpble HENb3A OTPpeAakKTUpOBaTb 1 yAa/iUTb, OTMeY€eHbl 3HAa4YKOM ﬁ

e  UYT0ObI M3MEHUTb AeincTBre GUbTPa, ABONHBIM LLENUYKOM OTKPOMNTE CBOWCTBA GUabTpa 1 B
pa3gene OCHOBHble NapamMeTpbl BbIbeprTe HY>KHOE 3HayeHue. YTobbl BKAOUNTL MK
OTK/IOUNTb GUABTP, YCTAHOBUTE AN CHUMUTE GAaXKOK PAAOM C UMeHEM dunbTpa.

L] an M3MEHEHNU HaCTPOEK CeTeBbIX ¢I/U'IprOB NN Co34aHNN HOBbIX q)I/IJ'IprOB B CTpPOKe
COCTOAHMA NMOABNAETCA COO6LLI,€‘HVI€‘ O TOM, 4TO q)MﬂprbI 6bln M3MeHEHbl, HO He MPUMEHEHDbI.
VI3MeHEHHbIe nan HOBble q)l/l.ﬂprbI He BCTYNAT B AEIZCTBMG A0 TeX Nnop, nNokKa Bbl HE HaXXMéTte
anIMeHVITb n B TeyeHue 30 CeKyH4 HE noATBEPAUNTE COXPaHEHUE N3MEHEHNN.

Eciiv Bam He TpebyeTcs coxpaHsTb HOBble HAaCTPONKM GuUAbTPOB, HaxkmuTe OTMeHa. B 3Tom cyyae
NMPOU30MAET BO3BPAT K TEM HacTpolikam GUIbTPOB, KOTOPbIE A4ENCTBOBAAM HAa MOMEHT WX
N3MeHeHMs.

Mpy HEOHXOAMMOCTUN Bbl MOXETE OTMEHUTL BCE M3MEHEHUS Y BOCCTAHOBUTL MPeaycTaHOB/IEHHbIe
¢dunbTpbI (CM. BoccTaHOBIEHWE NpesyCcTaHOBAEHHbIX GUALTPOB U Fpynn 06beKTOB).
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1CNOb30BaHMe rpynn 0ObeKTOB

[pynnbl 06BEKTOB NMO3BOASOT YNPOCTUTL CO3AaHME CeTEBbIX GUALTPOB. OHM 06BEJNHAOT HECKOJIBKO
3HAUYEHWU OAHOTO TUMa U MOTYT BbITb 3a4aHbl NP HAaCTPOVKe NapaMeTPOB GpUAbTPa BMECTO OTAE/bHbIX
06BbEKTOB.

prnnbl 06beKToB AenAaTtca Ha HeECKONIbKO BUAOB:

4 r 6 ™
q Pynnbl OOBLEKTOB )
CucremHbie Policy Manager ViPNet MoruTOop
BorpoeHsl MonyyeHe K CoafaHel B Nparpamme
BOVIPNet o  ViPNet Policy Manager, | ViPNet Monntop o
Hegoctynyw gna HegocTynHm gna Aoctynuel on\
..peRakMposaniA . PEAAKTMpOBIHVA o | PemaKTMposania

PucyHok 48. Budel 2pynn ob6vekmos

CuctemHble rpynnbl 06bekToB — BcTpoeHHble B 1O ViPNet Client 06bekTbl ¢ drKcMpoBaHHbIMU
MMeHaMW, KOTOpble MOTYT UCMOJIb30BaTbCA B CO3aBaeMbIX CETEBbIX QUIbTPAX AN 3a4aHus
oTnpasuTenei 1 nojydyatenen IP-nakeTos, a Takxke B APYrux NoJb30BaTeNbCKMX FPYMax 06beKToB.
CucTeMHble Tpynnbl 06 EKTOB He 0TOBPAXKAtOTCH B CMMCKAX FPYMM U UX HeNb3f U3MEHUTb UAWN YAanTb.
CnnCcoK CUCTEMHBIX FPyNn 06BbEKTOB CM. B pasgese CUCTEMHbIE TpymMbl 06 EKTOB.

Ipynnbl 06BbekToB, co3gaBaembie B [10 ViPNet Policy Manager, — rpynnbl, KOTOpble paccblnatoTcs
BMecCTe € noantukamm 6esonacHocT. OHM HEeJOCTYMHbI ANS PEeAaKTUPOBAHWSA U NCNO/b30BaHWA B
CO3ZaBaeMbIX CETEBbIX GUAbTPAXx, 4PYrvx Noab30BaTeNbCKMX Fpynnax obbekTos. B nporpamme ViPNet
Client MOXHO TO/IbKO NPOCMOTPETb COCTaB AaHHbIX FPYyMm.

Monb3oBaTesnbckue rpynnbsl 06BbEKTOB — rpynmnbl 06bEeKTOB, CO34aBaeMble Nob3oBaTesieM
HenocpeacTBeHHO B nporpamme ViPNet Client, a Takxe HekoTopble rpynmbl, HACTPOEHHbIE MO
ymosndaHuto. MNoapobHee o rpynnax no yMoa4aHuio CM. B pa3gese Noab3oBaTtenbckie rpynnbl 06bekTos,
HaCTPOEHHbIe MO YMOHaHWIO. Y KaXAOoM rpynnbl 06 beKTOB eCTb CBOW COCTaB, MPW 3TOM U3 COCTaBa MOryT
6bITb 3alaHbl HEKOTOPbIE NCKIOUEHNA. B cOCTaB 1 MCKOUEHMA rpynnbl MOTYT BbiTb BKAKOYEHbI Apyrue
rpynnbl O6BEKTOB TOW XKe KaTeropum Uan HeKoTopble CUCTEMHBIE rpynnbl 06bekToB. PaboTa ¢ TakmMm
rpynnamu o6bekToB ocyLLecTBAseTCA B pa3gene Ipynnbl o6bekToB.
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ViPNet Client

CooBueHHe Mucema

ViPNet Client
>.:.':.'3 3alMLULLEHHaA CETb
> ﬁﬂ CeTeBbie pUABTREI
o [pynnel obwexTos
> [E] Crammetuka w xypHane:
> | & Kondurypauun
L Aamunuctpatop

Tarn  Mpunoxenna Cepeuc

OTNpasnTE MpuHATEE MpoEeprTE KypHan Oezop EBeb-pecypt
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Brvg Cnpaska
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[pynnel 06bEKTOB
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[.:.Jl Yane! ViPhet
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Mpynna yznos ViPNet MoKeT conepaTe 0AWHOYHEIE Y3Nbl ViPNet, Bce yanbl 3agaHHoi ceTu ViPNet,
walnoHaM MMEH 1M ApYrMe rpyrnsl ysnos ViPNet,

W IP-agpeca L

Ipynna IP-aapecos MOXET COASPHaTL 0AMHOYHbIe IP-aapeca, avanasoHel IP-anpecos, IP-aapeca,
rpynnel IP-aapecos,

@ MpoToKons!

IpYMNa NpoTOKONOE MOKET COAEpHATE Cry#Oel TCP, UDF, cooBiweHus ICMF, mpoTokonkl U ApyTrie

F3

PacnucaHKe NosBoNAST 33A8Th MHOMECTED, COCTORLEE W3 BPEMEHHEIX AMENA30HOE W APYIMX FPynl
=

PacmucaHna

m k

Cete M2 10773 [P-agpeca: 192.165.42.179 VPN w WHTepHET

PucyHok 49. Paboma ¢ nosib3osamesbckumu 2pynnamu 06vekmos

[Monb3oBatenbckme rpynnol obbekToB AENATCA Ha cegyrowmne Tnbl:

e  Y3abl ViPNet — rpynna y3n0B 3awuiwéHHol cetu. Micnonb3yetca B duabTpax 3alMEHHOM

ceTn.

o |IP-agpeca — ntobas KoMBUHaLmMa oTaesbHbIX IP-agpecos n gnanasoHoB IP-agpecos nam DNS-

UMEH. Vicnosb3yeTcs B UbTpax OTKPbLITON CETU.

. npOTOKOﬂbI — nrobas KOM6I/IHaLI,I/IFI NPOTOKOJIOB 1 NOPTOB. |/|CI'IOJ'Ib3yeTCF| BO BCeX q)vmprax.

. Pacnucanua — ntobas KOM6I/IHaLI,VIFI yCJ'IOBI/II7I NMpMMEHEeHNA CeTEBbIX q)I/IJ'IprOB Mo BPEMEHU U

AHAM Heaenn. |/|CI'IOJ'Ib3yETCFI BO BCeX q)vmprax.

Bbl MO>eTe co3aath rpynny 06bekToB 060 KaTeropmu. Mimeet cMbICA CO34aBaTh rpynrbl U3 4acTo
“cnonb3yembix HabopoB 06bekToB. MNMoapobHee 0 co3gaHum rpynn cMm. B pasgene CoszaHvie u

M3MeHeHune rpynn 06beKkToB.
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CucTemMHble Tpynbl OOBEKTOB

B Tabanue HuXe NpuBEAEH CNMCOK CUCTEMHbIX TPy 06BbEKTOB 1 UX 3HAYEHWIA.

Tabauya 2. CucmemHsie 2pynnsl 06vbekmos

Wms rpynnbl o6bekToB

Bce knmeHThbI
Bce koopaunHaTopbl

Bce o6bekThI

LnpokoselatensHble
agpeca

Mo y3en

[Apyrve y3nbl

TyHHenvpyewmsble IP-agpeca

IpynnoBble agpeca

3HaueHune

Bce kaneHTbI 13 CNpaBOYHMKOB y3na
Bce koopaunHaTopbl U3 CNPaBOYHMKOB Yy3/1a

COBOKYNHOCTb BCEX OOBEKTOB B rpyrne KOHKPETHOro TMna.
3asaéTcs TOIbKO B COCTaBe rpynnbl 06bekToB. MpeagHa3HaueHa s
CO3/aHuWA TPYNM, COCTOALLMX U3 BCEX OBBEKTOB, KPOME HEKOTOPbIX
NCKFOUEHW

Bce wnpokoBselaTenbHble agpeca

Wcnonb3yetcs npu co3gaHnm GuibTPOB LUMPOKOBELLATebHbIX
nakeToB

Csoli y3en

MO>HO yKa3aTb B KauecTBe UCTOUHMKA IP-NakeToB A1 NCXOAALLUX
COEAMHEHUI Y3N1a NAWN B KAYECTBE HAa3HAYEHUS /15 BXOAALLMX
CcoeiHEeHNI

[Jpyrue ceTeBble y3bl (1t06ble y3/ibl, KPOME CBOEro)

MO>XHO yKasaTb B KaUecTBe UCTOYHMKA IP-NakeToB A5 BXOAALLMX
COeAVHEHUI Y3/1a UK B KAUECTBE HasHaUYeHWs ANS UCXOAALLMUX
coeiHEHWI

Bce IP-agpeca, TyHHeAnpyemblie KOOPANHATOPOM

[Jvnana3oH agpecos ans rpynnoson pacceiaku (224.0.0.0-
239.255.255.255)

Mo>Ho YKa3aTb TO/IbKO B KayecCcTBe HasHavYeHnA Ana NOKabHbIX
OTKPbITbIX COEAVIHeHMI;I

[Tonb30BaTeNnsCkMe rpynnbl OOBEKTOB,
HACTPOEHHbIE MO YMOMUYaHMIO

e [pynnsl IP-agpecos:

o My6anuHble IP-agpeca — rpynna, B cocTaBe KOTOPOW yKasaHbl Bce IP-agpeca, 3a

NCKIKOYEeHNEM YaCTHbIX |P-aAp6COB.

o YactHble IP-agpeca — rpynna, B cocTaBe KOTOPOW yKa3aHbl IP-agpeca nokanbHbIX ceTei:

10.0.0.0; 172.16.0.0; 192.168.0.0.
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o 3apesepsupoBaHHble IP-agpeca — aspeca, 3ape3epsupoBaHHble B IPv4 nog cny>kebHble
uenn. Mpynna nossunace B Bepcum 4.5, noatomy npm obHosneHun ViPNet Client c 6onee
paHHWX BepCuiA rpynna He co3aaércs.

Ytobbl co3aaTtb rpynny, B pa3sgesne CereBble GUNbTPbI HaxkmMuTe BocctaHOBUTL PpUNLTPLI MO
YMOJIYaHUIO. OTU AeNCTBUS HEOBXOAMMO cornacoBaTh € agMuHucTpatopom cetn ViPNet,
NMOCKOJIbKY BCE HAaCTPOEHHbIe GUABTPLI BYAYT yAaNeHbl.

e [pynnbl NPOTOKOJ/IOB, KOTOPbIE Yallle BCEro UCMOb3YOTCA MPU CO34aHUN CeTeBbIX GUILTPOB.
Hanpumep: DHCP, ViPNet 6a3oBble cny>6bl, ViPNet yaanéHHbIi npocMoTp XypHana 1
apyrue.

e [pynnbl pacnucaHwuii:
o Pabouwne gH¥ — rpynna, BKAOYaOLWANA AHWN C MOHEeAebHMKa MO MATHULLY.

o BbIxogHble AHM — rpynna, BkAOYatoLas cy660Ty 1 BOCKpeceHbe.

Co3aaHne U U3MeHeHue rpynn 06bekToB

1 B okHe nporpammbl ViPNet Client Ha naHenn HaBurauum BeibepuTe pasgen Mpynnbl 06bEKTOB.

2 Ha naHenv npocmoTpa LWENKHUTE CCbIIKY C Ha3BaHWEM TuNa rpynnbl 06beKTOB, KOTOPYHO Bbl XOTUTE
€034aTb, MW Ha NaHeNn HaBuraLmm BbibepuTe COOTBETCTBYHOLLNIA NOApPasaen.

3 Ha naHean npocmoTpa Haxmute Co3aathb.

OTKpoeTCFI OKHO CBOWCTB rpynnbl O6'beKTOB, B KOTOPOM Bbl MOXXeTe 3a4aTb NapaMeTpbl HOBOMW
rpynnel.

4 B pazgene OcHOBHble MapaMeTpbl 3aaliTe UMs rpynbl 06bEKTOB. IMs rpynmbl 4OXKHO 6biTh
YHUKaNbHbIM.

5 B pa3zene CocraB onpegennte COCTaB CO34aBaeMON rpymnnbl.
Mpw dopMmnpoBaHMM cocTaBa rpynmnbl TUMa:

o Y3nbl ViPNet — ykaxuTe 3alLMLLEHHbIE Y3/bl, KOTOPble HEOHXOAUMO BKAHOUNTL B CO34aBaeMyto
rpynny. Mogpo6Hee cMm. pa3gen [JobaBneHve CeTEBbIX Y3/10B.

B coctaB rpynnbl y310B 3alMLLEHHOW CETU Bbl TaK)Ke MOXETE BKAKOUNTb CUCTEMHbIE FPYMMbl
06bekToB Bece koopanHaTopsbl 1 Bce kaneHTbl (CM. CUCTEMHbIE Fpyrnbl 06bEKTOB).
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m CeofcTea rpynnel y3nos ViPNet: ¥sae ViPMNet 1 EI@

OcHoBHBIE NapameTpbl

CocTas rpynnsl

Coctae

WMeknroueHns Onucanne [ﬂoﬁaBHTb ]
CeATHH Anekceid J’]eow,qomjl—l Ceresoii yzen...

Mpunererne KeopawHatop LenTpaneHeli odumc

EyTeipun Metp Hukonaesny Homep 3alpuenHoi ceti...,
Pomanoscknil AnTon KoHCTaHTMHOEKNY

LaBGnoH MMEHK CETEBEIX Y3N0B..
Poiknn Anekcanap Cepreesny

Ipynna yznos ViPNet...

Mowck: CocTas 2 Bce koopanHatopel

Bece knnedTel

Bee obbexThl

T T ]

[ O J [ OTmeHa

PucyHok 50. @opmuposaHue cocmasa 2pynnei y3/108

o IP-agpeca — 3azalite otaenbHble IP-agpeca, AnanasoH agpecoB uav noacetb AM60 DNS-mmeHa.
MoapobHee cM. pa3gen [lobasneHue IP-agpecoB 1 DNS-1MEH.

[E3 cCeoiictea rpynnel IP-aapecos: IP-agpecal EI@

OcHOBHEIE NapaMeTphl

Cocras rpynnsl

Cocras

Mckntoderma Onucanne [Jloﬁamm, ']
192.168.10.0/255.255.255.0 IP-agpec nnwm AManasoH agpecoE...

MpumeneHne

DNS-uma...
Ipynna IP-agpecce...

Bee ofvekThl

Mownck: CocTas -

[ OK J’ OTMEHA H Cnpaeka

PucyHok 51. @opmuposaHue cocmasa 2pynnel IP-adpecos

o TMpoTokosbl — 3aaaliTe NPOTOKObI M MPU HEOBXOAMMOCTM HOMepa nopToB. NMoapobHee
cM. pasgen [lobassieHune NpoToKO/IOB.

m CeoficTea rpynnel npotokence: MNpotokoas 1 E'IE'

OcHoBHBIE NapaMEeTpbl

Cocras rpynnel

Coctae
WecknroueHna Onucarine [ﬂomﬂ: ']
1P:3 Mpotokon TCP/UDP..
Mpumererne Ip:2
CooBuweHne ICMP..,

IP-npoToKken..

lpynna NpoToKeNOE..,

Bce obbekThl

MNowck: CocTae +~

[ OK J[ OTMeHa H Crpaska ]

PucyHok 52. @opmuposaHue cocmasa 2pynnel Npomokos08
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o PacnucaHus — 3agaliTe pacnvcaHue, COCTosILLEE U3 AHEWR HEAENN WU BPEMEHHbBIX AMana3oHOB.
BrnocneactBum Takue pacnmcaHus MOXHO UCMOb30BaTh A1 OTPaHUYEHUSI BDEMEHU JeNCTBUS
ceTeBbIX PuUAbTPOB. MNoapobHee cM. pa3gen [JobasieHne pacnvicaHUi.

m CeoiicTea rpynnel pacnucanuii: Pacnucanna 1 EI@

OcHoBHBIE NBpaMETDBI

Cocrae rpynnsl

CocTas
00aBMTE -
WeckntoueHua Omucarue a

Exegnesno 0:00-%:59

BpemenHoi gnanasoH..

MpuneneHne
Pacnucanme..

Bee obnekThl

[ OK H OTMeHa H Cnpaeka

PucyHok 53. ®opmuposaHue cocmaea 2pynnel pacnucaHuti

MpumeuaHue. B kaxxayto rpynny o6bekToB MOTYT BXOAUTb FPyMMbl O6bEKTOB 3TOrO e
TMNa, TO €CTb MOXHO OPraHN30BaTb BAOXKEHHOCTb OAHOTUMHBIX FPYMM.

Kpome 3Toro, B coctaBe 110601 rpynnbl 06bEKTOB Bbl MOXETE 3aJaTb CUCTEMHYHO
rpynny Bce 06bekTbl, Hanpumep Npw Co3AaHnmM rpynnbl, COCTOALLEN U3 BCEX OOBEKTOB,
KpOMe HEKOTOPbIX UCKAHOUEHWA.

6 B pa3gene VickntoueHns 3asainte UCKIOYEHWS U3 COCTaBa rpynnbl 06bEeKTOB, TO CTb T 3/IeMEHTHI,
KOTOpble B rpynny 06bekToB He JO/KHbI BXOAWTb. Hanpumep, 4tobbl co3aath rpynny 3aliMLLEHHbIX
Y3/10B, COCTOALLYHO U3 BCEX KOOPAMHATOPOB, KPOMe OAHOro, AobaBbTe B COCTaB CUCTEMHYIO pynmny
Bce koopanHaTopbl, a B KayecTBe UCKNOYEHUA 3afaiTe KOHKPETHbI CETEBOW y3eN — KOOpANHATOP.

B KauecTBe NCKAKOUEHMA MOXHO 3a/aTb Tak>XXe APYyryro rpynny 06bEKTOB TAKOro e TuMa.

dopMUpOBaHME NCKITHOUEHWNIA OCYLLECTBASETCA aHaNOTMYHO GOPMMPOBAHNIO COCTaBa rpymnn
06BEKTOB.

Mpumeuanue. B pasgene NMprnmeHeHne HMYero 3agaBaTtb He TpebyeTcs. B Hem
oTobpaxkaeTcs CNUCOK GUALTPOB, B KOTOPbIX MCMONb3YyeTcsA rpynna obbekTos. MNpn
CO3z@aHuu rpynbl 06EKTOB JaHHbIV pa3gen NycTow.

7 Tlo 3aBepweHunmn HaxxmuTte OK.
B pe3ynbTaTte B crivcke rpynn o6bekToB BbIOpaHHOro TMMna NoABUTCA HOBaA rpynna.

Eciv npu co3ganum rpynnbl 06beKTOB He bl onpeaenéH eé cocTas, TO Takas rpynna obyaet
cumTaTbCs MycTom. MycTble rpynmbl He PEKOMEHAYETCA UCMONb30BaTb B CETEBLIX PUbTPAX,
MOCKO/IbKY GUILTPbI B 3TOM C/lyyae He ByAyT MpUMeEHSATbCA.

YT06bI M3MEHUTH NapamMeTpbl rPyMMbl O6bEKTOB, BbIGEPUTE €€ B COOTBETCTBYIOLLIEM pa3gene rpymm
06BbEKTOB, 3aTeM ABaXAbl LWENKHUTE UK HaxkmuTe CBOMCTBa. MNoc/ie 3MeHeHWs1 OCHOBHbIX MNapamMeTpoB
rpynnbl nan eé coctaBa B OKHe CBOMCTB rpynnbl Haxxmute OK.
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YTo6bl yaanutb rpynny o6bekToB, Bbibepute eé B COOTBETCTBYIOLLEM pazgene rpynn o6bekToB U1

HaxxmuTe YaanuTe. B nosBMBLUEMCA OKHe MOATBEPAWTE yaaneHne rpynnbl. Ecan yaansemas rpynna

06BEKTOB UCMOb3YeTCs B KaKMX-1MBO ceTeBbIX GuabTpax AMbo BXOAUT B Apyrue rpynnbl 06bEKTOB, TO

nosBmTCA coobLieHne 06 3TOM ¥ OHa He byaeT yaaneHa. B gaHHOM ciyyae ¢ nomolLbio KHoMky MokasaTb

Nogpo6HOCTM B OKHE COOBLLEHNS MPOCMOTPUTE, B KaKMX 3IEMEHTaX NCMOJIb3YETCA AaHHas rpynna, v

noBTOpUTE yaaneHue, NnpeaBaputenbHO NCKAKYNMB rpynny n3 coctaBa AaHHbIX 3/1€EMEHTOB.

[ Yane ViPNet

i BbibpaHHble rpynnbl YaN0B UCNONb3YIOTCA B APYITHX
*  obbeKTax U He MoryT ObITb YaaneHbl

YaanAaeMbIe rpynnsl YSN0E ManonbsyloTcA 6 1 dunstpe

(5

l 3aKpbITh ‘[CKDbITb nogpobHoOCTH, ..

Yane ViPMet 10

+ CeatuH Anekceii Neonngoeny - VPN u MaTepHer

PucyHok 54. HegozmoxHocme ydaneHus 2pynnsl 06ekmos

YT0bbl M3MEHEHUSA BCTyNnnin B AeVICTBMG, B pasaene rpynn 06BEKTOB HAXMUTE an/IMeHI/ITb M B Te4eHmne

30 cekyHA NoATBEPANTE COXPaHEHWE N3MEHEHWI. Ecan Bbl He XOTUTE COXPaHATb BHECEHHbIE N3MEHEHUA B
rpynnbl 06beKTOB, HaxmnTe OTMeHa.

[lobaBneHne ceTeBbIX y3/10B

CeTteBble Y3abl MOTYT ObITb ,D,O6aBﬂeHbI B COCTaB N NCKNKOYEHUA Tpynn y3J10B, a TakXe Bbl6paHbI B

KayecCTBe UCTOYHWMKa NAN Ha3HavyeHnAa npu cosgaHunm q)I/U]prOB 3aLLI,I/ILIJ,éHHOI\/'1 cetTn aiegyrowinm

obpaszom:

e [lpun co3gaHum rpynmbl y310B UK CETEBLIX GUALTPOB Bbl MOXeETe 06aBUTb BbIGpaHHOE

MHO>XeCTBO CeTeBbIX Y3/10B. ,ﬂ,ﬂﬂ 3TOro B OKHE CBOWCTB rpynnel y3/10B Win CceTeBoro q)vmpra B

COOTBETCTBYOLLEM pa3gesie HaxxmuTte [lobaButb 1 B MeHto BbibepuTe CeTeBoi y3en. Mocne

3TOro B noAaBmBLUEMCA OKHE Bbl6epI/ITe OAVH AN HECKOJIbKO Y3/10B M3 CMNKUCKa N HaXMnTe OK.
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CeTegnie yanb IEI@

BribepuTe ceTeBble yankl, KOTOPEIE HY2KHO 4063BUTE B CIMCOK

g
=]

(] WaeHTuduraTop

& WMeanos Merp Cepreesny 15EAD00B
(]| Bactotun Meopr Hatanoeuy 15EA000C
(]| Komapoe Axatonwii Pomanoeny 15EA000D
@ Babypoe Anton Hukwdoposuy  15EAD00E
@ MetekrH MapTeiH Kapnosuy 15EA0011
@ Masnoe Anton MNeTposnd 15EA0012
Ql Benakos Makcum Metpoeny 15EA0013
Koopawnatop Odmc 15EAO00A
Koopgunartop Mepndepnn 15EAD0OF
MNouck: CeTeBkIE Y3k pe [ Ok ] | OTMeHa |

PucyHok 55. BbibopouHoe dobassieHue cemesbix y3/108
B pe3ynbTtate 6yayT f06aBAeHbI BbIOpaHHbIE Y3bl.

Mpwv co3paHnm rpynnbl y3/710B Bbl MOXeETE J06aBUTb MHOXECTBO Y3/10B ONpeAesiéHHON ceTn
ViPNet. [lns 3T0ro B Hy>XXHbIX pa3enax OKHa CBOWCTB rpynmnbl HaxkMuTe [lo6aBuUTb U B MeHIO
BbI6bepuTe Homep 3awwmiéHHON ceTu. B nosBMBLLEMCA OKHE BBEAUTE HOMEP HY>KHOW CEeTU.

B pesynbTate 6yayT A06aBAeHbI BCE y3/bl U3 3a@aHHOW CETU.

Mpwv co3gaHmm rpynnbl Y3108 Bbl MOXETE J06aBUTb MHOXECTBO Y3/10B, UMS KOTOPbIX

COOTBETCTBYET 33/jaHHO Macke. [lns 3TOro B HY>XHbIX Pa3jesiax OKHa CBOMCTB rpyrnmbl HaXMuTe
Jo6aBuTb 1 B MeHto BbibepuTe LLIa610H NMEHM ceTeBbIX Y310B. B NosBMBLIEMCA OKHe 3ajaiTe
Macky MMEH y3noB. Macka 3a4aéTcs CTaHAapTHbIM 06pa3oM C UCMOJIb30BAHWEM CUMBOJIOB «*» U

«?».

B pe3synbTate 6yAyT ,ﬂ,O6aB.ﬂ6HbI BCe y3/bl, UMEHa KOTOPbIX COOTBETCTBYHOT Ba,ﬂ,aHHOl‘/JI Macke.

[obasneHune IP-agpecoB n DNS-nmeéH

IP-agpeca nnam DNS-1MeHa mMoryT 6bITb f06aB/ieHbl B COCTaB U UCKAOUeHUA rpynn IP-agpecos, a Takxe

3ajaHbl Npun onpeaeneHnn NCTOYHMKa U HasHaYeHUA B N0KabHbIX q)vmprax OTKprTOI7| ceTn.

Y1066l f06aBUTL IP-agpeca B O4HOM 13 yKa3aHHbIX C1y4aes:

1 B okHe cBOWCTB rpynnbl IP-agpecoB nam ceteBoro GpuabTpa B COOTBETCTBYHOLLEM Pa3fesie HaxXmuTe

Jo6aBuTb 1 B MeHto BbibepuTe IP-agpec uan agmanasoH aapecos.

2 B nossuBliemMcs okHe BbIMNOAHUTE cnegyrouimne AeVICTBMﬂZ

@)

Ecam Tpebyetcs ob6aBUTb OANH KOHKPETHBIN IP-agpec (B TOM C/iyyae, ecan OH U3BECTEH),
yCTaHOBWTE MepekatoyaTesb B NosioxeHve IP-agpec 1 B Noae HanpoT1B BBeAUTE AaHHbIN |P-

agpec.

Ecnv Tpebyetcs 3agath IP-agpeca B pamMkax HEKOTOPOI MOACETH, YCTaHOBUTE MepeK/oYaTesb B
nosoxeHune MogceTb, MOCAE Yero B COOTBETCTBYHOLLMX MOJAX 3a4alNTe afpec U MacKy AaHHOM
noAceTn.

ViPNet Client 4. PykoBogcTBO nosb3oBatens | 137



o Ecnm tpebyetcs 3apath AnanasoH IP-agpecoBs, ycTaHOBUTE MepekatoyaTteb B MONOXKEHWE
[Avana3oH IP-agpecos, Nocae yero B COOTBETCTBYOLLMX NOASAX 3aJalTe HavaabHbIA N KOHEYHbIW
ajpec ananasoHa.

[E11p-anpec sl
IP-agpec:
@ MoaceTe
Anpec noaceTH: 192 . 168 . 0 . a
Macka: 255 . 255 . 255 . 1] 24

AuanasoH IP-agpecos
Hauano:

KoHew:

[ OK ] | OTMeHa

PucyHok 56. [lobasneHue IP-adpecos
Mocne BBOAA HEOBXOAMMbIX AaHHBIX HaxkmuTe OK.

B pe3synbTate ykaszaHHbIn IP-agpec nan IP-agpeca 6yayT sobaBneHbl.

YTt0o6bl f06aBMTE DNS-UMS, B OKHe CBOWCTB rpynnbl IP-agpecos naun ceteBoro dpunsTpa B
COOTBETCTBYHOLLEM pa3gene Haxmute JobaButb 1 B MeHto Bbibepute DNS-umMs. B nossmBLIEMCS OKHe
3agante DNS-umsa n HaxxmuTe OK.

B pe3ynbtate DNS-unms 6yaet sobaBneHo.

[obaBneHve NpOTOKOOB

MpoTokoAbl MOryT 6bITb 06aBAEHbI B COCTAB M UCKAKOUEHMWS TPYMN NPOTOKOJ/IOB, @ Takxke 3aAaHbl npu
co3zaHnm NrbbIX ceTeBbIX GUNLTPOB.

YTobbI AO6aBI/ITb NPOTOKOJIbl B OAHOM M3 YKa3aHHbIX C/ly4aeB, B OKHE CBOWCTB rpynnbel NpOTOKOJIOB WU
ceTeBsoro q)manpa B COOTBETCTBYHOLLEM pa3jenie HaxXxmMute AOGaBVITb M B MEHKO Bbl6ep|/|Te:

e T[potokon TCP/UDP — ans gobaenenHuns TCP- nnm UDP-npoTokona ¢ Homepom nopTta
WCTOYHMKA U Ha3HauyeHus. B NoABMUBLUEMCA OKHE BbIMONHUTE CiefytoLLne AeNCTBUS:

o B 3aBmcmmocTtn ot TOrO, Kakom NPOTOKOJ1 BaM Tpe6yeTca ,£I|O6aBI/ITb, yCTaHOBUTE
nepekaryartenb HPOTOKO.H B HY>KHO€ MOJI0XKEeHNE.

o Ecan tpebyetcs, 3asaiTe HOMepa NopTa UCTOYHKKA. [ns 3TOro BbibepuTe:

° Bce nopTbl — A4 3aZlaHUA BCEX NOPTOB, HanpumMep, ecsin Bbl HE 3HaeTe KOHKPETHOro
HoMepa.

e Howmep nopta — g1 3agaHnAa HOMepa KOHKpeTHOro nopta. B cnucke HanpoTue
BbIbepuTe HY>XHbIN HOMep.

e  [lnanasoH — Anf 3ajaHns Anana3oHa HOMEPOB NOPTOB. B noasx HanpoTuB ykaxute
Hauya/lbHbI/ U KOHEUHbI ajpeca AMana3oHa.
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o [pun HEOBXOAMMOCTU aHaNOrMMUHbIM 0BpPa3oM 3asanTe NOPT Ha3HaAUEHMS.

MpoTokon TCP/UDP =)
MpoTokon TCP
@ UDP
MopT MCTOYHKMKE Bce nopTel
@ Homep nopta: | 2060 |Z|
JAWanason: 1 | - |65535
MopT HasHa4EHMA Bce nopThl
@ Howep nopTa: | 2060 IZ|
AwanasoH: 1 > - |65535
[ OK ] | OTMEHa |

PucyHok 57. [lobasneHue TCP- uau UDP-npomokona
Mo 3aBeplueHnM BBOAA AaHHbIX HaxxMunTe OK.

e CoobuweHne ICMP — ans gobasneHusa ICMP-npoTtokona. B nosiBuBiemMcs okHe B

COOTBETCTBYHOLLMX CNnCcKax BbibepuTe TN 1 ko ICMP-npoTokona (ecan Tpebyetcs) n Haxmute
OK.

e |IP-npotokon — ana go6aBaeHNs Apyrux NPOTOKOAOB. B NoABMBLLEMCA OKHE B CNNCKe
BblOepuTe HY>KHbIV NPOTOKOA AMBO BBEAMTE KOA NPOTOKOA (ECIM OH U3BECTEH) U HaxxMuTe OK.

[lobaBneHne pacnncaHnm

PacnvcaHus aenctBus ceteBbiX GUABTPOB MOTYT ObiTb 406ABAEHbI B COCTAB M UCKIKOYEHUS TPy
pacnucaHui, a Takxe 3aZaHbl NPy CO34aHNKN NOObIX CeTeBbIX PUALTPOB (ecan TpebyeTcs, YTObbl GULTP
JENCTBOBA/ B KOHKPETHOE BPEMS AN B ONpPeAeEHHbIE MPOMEXYTKM BPEMEHN).

YTobbI AO6aBI/ITb pacnncaHmne B O4HOM M3 yKa3aHHbIX C/lydaeB, BbINONHUTE caegyrouime ,Cl,el?lCTBVIFIZ

1 B OKHe CBOWMCTB rpynmbl pacnmncaHui uav CeTeBoro GuabTpa B COOTBETCTBYHOLLEM Pasfesie HaxmMuTe
[o06aBnTb 1 B MeH0 BbibepuTe BpemeHHO granas3oH.

2 B nossuBluemcsa okHe 3ap,a|7|Te napamMeTpbl pacnncaHua:

o B rpynne Bpems BbinoAHeHUs GUAbTPa yKaXKnTe BPEMEHHON MHTEPBaN, B TEYUEHUE KOTOPOTO
byaeT aencTBOBaTL ceTeBOM GUABLTP.

o YcrtaHoBuTe nepeknryartesib B MONOXKEHUNE!

e ExeaHeBHO, ecau ceTeBor GUABLTP JOIKEH AENCTBOBATL KaXAbIM AeHb B YKa3aHHOe
Bpema. Ecan Tpebyetcs, uTobbl GUALTP AeCTBOBaN B HEKOTOPLIN NepUoJ BpeMeH

(Hanpumep, B TeYeHWe ABYX HejenNb), YCTaHOBMTE COOTBETCTBYHOLMI GaXKoK 1 3ajanTe
HY>KHbIV NepUOA.

e ExeHepenbHo, ecnn ceTeBoM GUALTP JOMKEH AENCTBOBAThL B ONpeAenéHHble AHN Heaenw.
YcraHoBUTe GNaxKKM HAaNPOTUB HYXKHbIX JHEWN Hefenwn.
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CCBAEHHE pacnrucaHna @

Bpema BEINOAHEHWNA UNLTPa

Y -

C |00:00 [ mo |05:59 [+

[aTa EnINoNHEHWA QUNETPa
() ExenHesHo

[ Brepuonc |02.10,2012 | no [02,10.2013
@ ExeHenensHo

MoHEa ensHUK Mathmua || CyBBoTa

|:| ETopHuK |:| YeTeepr |:| BockpeceHue

Cpena

[ CK ] ’ OTmera

PucyHok 58. [lobasneHue pacnucaHus
3 o 3aBeplueHUn BBOAA AaHHbIX HaxkmunTe OK.

B pesynbTate byaeT fob6aBaeHO pacnucaHme ¢ 3ajaHHbIMU NapaMeTpamu.

ViPNet Client 4. PykoBogcTBO nosb3oBatens | 140



Co3aaHne CeTeBbIX GUNLTPOB

B nporpamme ViPNet Client npegycmoTpeHa BO3MOXHOCTb CO34aHWsA Cleayrowmnx GpuabTpos:
o bUALTPOB ANA 3aLLMLLEHHON CETH,

e GUALTPOB A1 OTKPLITON CETH,

ﬂ'ﬂﬂ CO34aHnA noboro n3 nepeyvyncieHHbIx qJI/IJ'IprOB BbINOAHUTE Cheayrouimne Ael‘/’ICTBVIﬂZ

1 B okHe nporpammel ViPNet Client Ha naHenn HaBurauuu BelbepuTe pasgen Toro Tmna GUALTPOB,
KOTOPbIW Bbl XOTUTE CO34aTb.

2 Ha naHenn npocmoTpa Haxmute Cozgatb. OTKPOETCS OKHO CBOMCTB CETEBOrO GUALTPA, B KOTOPOM
Bbl MOXeETe 3ajaTb NapamMeTpbl HOBOro GubTpa.

3 B pa3gene OCHOBHble MapaMeTpbl BbINOJHUTE CleAyoLLne AeACTBUS:
o Begute uma puabTpa B COOTBETCTBYIOLLEM MNOJIE.

o Ykaxute gencTBme HoBoro puabTpa (61oKMpoBaTh MAN NponyckaTb TPaPuK), yCTaHOBUB
nepekatoyatens Jencrene B Hy>xkHoe nonaoxeHwue. Mo ymonyaHuto BeibpaHo felricTBrne
BbnokupoBatb Tpaduk.

CeolicTea dwneTpa 3alumueHHei ceTn: Qunetp 1 EI @

O cHOBHBIE NapaMeTpel

OCHOBHEBIE NApaMeTpel hUNLTPa
WeTouHuim
HazHauenns WMA bunsTpa: ©uneTp 1
MpoTokens DUNLTP BKAKDYEH
Pacnucanma

. -] -@ BnoKMpoBaTh Tpadmi
OedcTene:
) g MponyckaTs Tpadmk

[ O H OTmMeHa H Cnpaeka ‘

PucyHok 59. 3adaHue ocHo8HbIx napamempos gunempa

4 B pa3gene VcTouHmkum 3aganTe oTnpasutens |P-nakeTos, Ha KOTOpble ByAeT pacnpoCTpPaHATbCA
aencreve duabTpa.

5 B pa3gene HasHaueHus 3agavite nonydatens IP-nakeToB, Ha KOTOpble ByAeT pacnpoCTPaHATLCA
aencreve duabTpa.

6 B pasgene MpoToKobl yKaxuTe NPOTOKoA Ans duabTpauum. PuabTpoM B JaHHOM ciiydae byayT
0b6pabaTbiBaTbCs TONbKO IP-nakeTbl, NepesaHHbIe C MOMOLLbHO YKa3aHHOrO NpoTokoa. Bel MoxeTe
£806aBUTb HY>XKHbI MPOTOKO (cM. [JobaB/ieHVe MPOTOKOJIOB) WM Cpasy rpynny NpOTOKOJ/IOB.

7 B pa3gene PacnvcaHus ykaxuTe pacnucaHve geicteus Guabtpa, eciv Tpebyetcs. Bel MoxeTe
£806aBWTb HOBOE pacnucaHue (cM. [lobassieHve pacnvcaHnii) Uan rpynny pacnvcaHuii.
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CeofcTea dunsTpa sawmwenHon cetk: Punetp 1

([E=8 ECN =~

OcHOBHBIE NBpaMETpbI

Pacnucanus npumeHenns dbunoTpa

MeTounuin

OnucaHne
HazHauenua

Exearesno 0:00-5:59
MpoTokoensl
Pacnucanna

OobaeuTte -

BpemenHon ananasot..
Mpynna pacnucaduii...

¥oanuTe

” OTmMeHa H Cnpaeka ]

PucyHok 60. [lobasneHue pacnucaHus npu co30aHuu guiempa

npoCcMOTpPa NOABUTCA HOBbIN q)MJ'Ipr.

COBAaHHbIVI q)l/lﬂpr 6yAeT BKJIFOUEH, eCc/n npn 3ajgaHnn ero OCHOBHbIX NapaMeTpoB He Obln CHAT

8 [lna coxpaHeHnsa napameTpoB HOBOro duabtpa Haxxmute OK. B pesynbTtaTte B cnncke Ha naHenu

COOTBeTCTByI-OLLI,I/II7I cpna>|<0|<. Ecan r|0Tpe6yeTcsl OTKNHOUYNTb q)I/I!'Ipr, CHNnMUTE ¢na>|<0|< c/ieBa OT ero

NMEHN.

@ . (¥

anMEHVITb 1 B NOABMBLUEMCA OKHe B TeueHme 30 CeKyH4 noaTBepanTe cCoxXxpaHeHune VN3MEHEHW.

Co3zpaHne GUAbTPOB A4 3aLLUMLLEHHOW CETH

BbINOAHUTE Cheayrowmne AEVICTBMHZ

B okHe nporpammebl ViPNet Client Ha naHenu HaBurauum BoibepuTe paszen CeteBble GUALTPLI >

®unbTpbI 3aULLEHHON CeTU.

I'Iop,po6Hee O CO34aHUNN KaXaoro tmna q)VIJ'IprOB CM. COOTBETCTBYHOLLME pasaenbl HUXe.

UTtobbl co3zatbh GUALTP ANs 3alLmMILEHHOTO Tpaduka (cM. ObLLMe CBeZieHNs O CeTeBbIX GUIbTpax),

HOBOro GuAbTPa 3alMLLEHHOrO TpadmKa.

nponyckaTtb Tpaduk.

3 B pa3gene OCHOBHbIE MapaMeTpbl YKaxuTe UMsa GUAbTPa U ero AencTeme: 610KNpPoBaTb UK

4 B pa3gene VICTOUHUKM 3ajalTe OoTNpaBuTens 3awmwérHblix IP-nakeTtoB. s 3toro fobaBbTe:

o OpaWH NN HeCKObKO y310B 3alMLLEHHOM ceTu (cM. [JobaBieHne ceTeBbIX Y3/10B)

o OpgHy nnm Heckonbko rpynn y3no. cetn ViPNet, ecim Takune co3gaHbl (cM. Co3aaHue v

N3MeHeHure rpynn ob6bekToB.).

ViPNet Client 4. PykoBoacTBO nosnb3oBaTens

10 YT0bbI CO3aaHHbIV GUABTP BCTYNWUA B AENCTBUE, MO 3aBEPLUEHUN BCEX OMEpPaLMN C HUM HaxXMUTe

2 Ha naHeaun npoCcMOTpPa HaXMuTte C03,anb, nocne 4yero B noasmMBLLIEMCA OKHE 3a,a,a17|Te napamMeTpbl

9 3agailTe NpUOPUTET CO34aHHOTO GUNLTPA, YCTAHOBUB Er0 NOJIOXKEHME B CMIUCKE C MOMOLLbHO KHOMOK
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Ecam Bbl He ykaxeTe oTnpaBuTens, To gecTBue dunbtpa ByaeT pacnpoctpaHaTbes Ha IP-nakeTsl,

CuctemMHyto rpynny o6bektoB Mow y3en. B 3Tom cnyuae dunbTp ByaeT AencTBOBaTh ANS
NCXOAALLMX COEANHEHMI BALLETO CETEBOTO Yy3/a.

CucteMHyto rpynny obbektos flpyrue y3abl. B aTom cnyyae dunbtp byset geicTBoBaTth A5
BXOAALLNX COEANHEHWNI BaLLEro CETeBOro y3na.

CucteMHble rpynnbl 06bekToB Bece koopanHatopbl 1 Bce kaneHTbl (cM. CucTEMHbIE Tpynmnbl
06BbEKTOB).

oTnpaB/ieHHblIE MoBbIMU 3aI.LI,VILLI|éHHbIMI/I y3namu, n Ballm B TOM yucne.

CeoicTBa GunbTpa 3awniedton cetw: Qunetp 1 EI@

OcHOBHEIE NapaMeTpel
MCTOYHMKM coeguHeHns

MecTounmem
HazHaueHun Dapcanng [M

Bce koopanHaTopel CeTeroii yzen...
MpoTokone! Tpynna ysnoe ViPNet...

Pacnucanua

Moii

Apyrue yznel

e P Bce koopavHatopel
Bee knneHTsl

[ O ][ OTMEHE ]I Cnpaska ]

PucyHok 61. 3adaHue omnpasumesns 3awuyéHHoix IP-nakemos

B pa3zene HasHaueHus 3asaiite nonyyatens sawmiéHHbix IP-naketos. s 3toro gobasbTe:

o

(¢]

OaMH UK HECKONBKO Y3/10B 3alMLLEHHOW ceTu (cM. [Jo6aB/ieHne CEeTEBbIX Y3/10B).

OgfHy nan Heckonbko rpynn y3nos cetn ViPNet, ecan Takne cosgarbl (cM. Cozganne u
V3MeHeHwWe rpynn 06bekToB).

CuctemHyto rpynny o6bektoB Mol y3en. B 3tom cnyyae GpuabTp GyaeT AeicTBOBaTb A1
BXOAALLMX COeJMHEHWI BaLLEro CeTeBOro y3a.

CuctemHyto rpynny o6bekToB Jpyrve y3nbl. B asTom ciyyae dpunbtp 6yaeT gelricTBoBaTh ANs
NCXOAALLMX COeJMHEHWI BaLLero CeTeBOro y3na.

CuctemHble rpynnbl 06bekToB Bce koopanHaTopsbl 1 Bce kaneHTbl (cM. CUCTEMHbIE TpyMmbl
06BbEKTOB).

CuctemHyto rpynny ob6bekToB LLnpokoBeluaTenbHble agpeca. B 3Tom ciyyae geictene
bunbTpa ByaeT pacnpoCcTPaHATbCA Ha LUIMPOKOBELL@TE/IbHbIE MaKeTbI.

Ecam B kauecTBe nojsiydartend ykasaTtb LUI/IpOKOBeLIJ,aTeﬂbeIe ajijpeca, B KayectBe OTrnpaBuTenAd

— Mot y3en vavn [ipyrue y3nbl (CM. MYHKT BbILLE), TO OYAYT CO3A4aHbl GUABTPBI ANA NCXOAALLMX

NN BXOAAWKX LLNPOKOBELWaTe/IbHbIX IP-nakeToB COOTBETCTBEHHO.

Ec/iv Bbl He ykaxeTe y3en HasHauyeHwus, TO AencTBre uabTpa ByaeT pacnpocTpaHaTbes Ha IP-nakeTsl,

OTnpaBfieHHble Ha NHOOOM y3en ceTu, 1 Ball y3en B TOM Yucie.

ViPNet Client 4. PykoBogcTBO nosb3oBaTtens |
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6
7
8

CeofcTea GUNLTPa 3aLLMWLEHHDA ceT: PuneTp 1 EI@

OcHOBHEIE NapaMETpLI

HazHayeHwa coeguHeHnA

MeTouruin
00aEMTE -
HaznaueHua Omicanme A

CeTeBoil y3en...

MpoTokone Ipynna yznoe ViPMet...
Pacnucanua
Maii yzen

Opyrue yanwi
T — G Bce koopanHaTophl

Bce knuenTel

WnpokoeewaTensHbIE aapeca
[ Ok ][ OTMEHE | LnpEEKa |

PucyHok 62. 3adaHue nosyyamens 3aujuuyéHHelx IP-nakemos
B pasgene NpoTokonbl ykaxkute NpoTokon ana GpuabTpaunm.
B pazaene PacnncaHus ykaxute Bpems genctemsa dpuabtpa.

Haxxmute OK. B pe3ynbtaTe B cnvcke Ha NaHeAn NpoCMOTPa NOSBUTCA HOBbIN GUALTP.

Co3zaHne QUABTPOB A5 OTKPbITOW CETH

UTobbl co3gatb GUALTP AAS IOKaNbHOrO OTKPLITOro Tpaduka (cM. ObLme cBeseHMs O CETEBbIX

bunbTpax), BbINOAHUTE CeAyOWMNE AENCTBUS:

-_—

N

B okHe nporpammel ViPNet Client Ha naHenu HaBurauum Boibepute paszen CeteBble GUALTPLI >
®PuUNbTPbI OTKPLITON CeTU.

Ha naHenn npocmoTtpa HaxxmuTe Co3aaTtb, MOC/E YEro B MOSBMBLLUEMCS OKHe 3aZaiTe napaMeTpsl
HOBOrO GUAbTPa OTKPbLITOro Tpaduka.

B pa3gene OcHOBHbIE MapamMeTpbl YKaxXuTe UMA GUAbTPa U ero JencTeme: 6A0KMpoBaTb UK
nponyckatb Tpaduk.

B paspene McTtouHukn 3a,qal71Te oTnpaBnTeENa OTKPbITbIX IP-naketos. ﬂ'ﬂﬂ 3Toro AO6aBbTeI

o IP-agpec nan DNS-nmsa otnpasuTens ambo AnanasoH agpecoB, eCAn UX HECKONbKO
(cm. JobaBneHue IP-agpecos n DNS-1MERH).

o Tpynnbl IP-agpecos oTnpaButenen, ecin Takme cosgaHbl (cM. Co3zaHne n U3MeHeHve rpynn
06BbeKTOoB).

o CucremHnyto rpynny ob6bekToB Moii y3en. B atom cnyyae punbtp byser gencteoBatb A/
NCXOAALLMX OTKPBITbIX COEAMHEHNI BaLLero y3na.

o CucremHyto rpynny ob6bekToB Apyrue y3nbl. B atom cnyyae dpunbtp ByseT aencreoBath Ans
BXOAALLMX OTKPbITbIX COEANHEHMI BaLLero y3na.

Ecnum BbI He yKaxkeTe oTnpaBuTens, To gencteme GuabTpa byaeT pacnpocTpaHATbCs Ha IP-nakeTsl,
OTMNpaBAeHHbIe HOOBLIMU OTKPBITBIMW Y31aMu, U BallMM Y310M B TOM Yncie.

ViPNet Client 4. PykoBogcTBO nosb3oBaTtens |
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CeoiicTea dwnsTpa oTepeimron cetk: Punstp 1 EI@

OcHoBHBIE NapameTpbl
MICT O4HUEW COROMHEHNSA

WecTounmkm
HazHauenna Onucanme lﬂOEEBHTb -
TORTGE NI IP-agpec unK AManasoH aipecoe...

MpoTekons DINS- s
PacnncaHua

Ipynna IP-agpecoe...

Maii yzen

Apyrue yane

OK ][ OTMEHE H Cnpaeka ]

PucyHok 63. YkazaHue ucmoyHuka omnpasku IP-nakemos 8 omkpsimoli cemu

5 B pa3gene HasHaueHusA 3agaliTe nonyyatens oTkpbITbix |[P-naketoBs. Ans 3Toro gobasbre:

o

IP-agpec nan DNS-ums noayuvatens nMbo AvanasoH afpecoB, ecn NX HECKOJbKO.
Mpynnbl IP-agpecoB nonyyaTenen, ecam Takme Co3gaHbl.

CuctemHyto rpynny o6bektoB Mo y3en. B 3Tom cnyuae dunbTp byaert gencTtBoBath Ans
BXOAALLMX OTKPbITbIX COEANHEHWI BaLLErO y3/a.

CuctemHyto rpynny o6bekToB Jpyrve y3nbl. B 3tom ciyyae dpunbtp 6yaeT gelricTBoBaTth ANs
NCXOAALLMX OTKPbITbIX COEANHEHWUI BaLLETO y3/a.

LLnpokoBeluaTenbHble agpeca, BbibpaB crcTeMHyto rpynny obbekToB LUnpokoBewaTtesibHble
appeca. B aTom cnyuae gerictBue dpuabtpa ByAeT pacnpocTpaHATbCs Ha LIMPOKOBELLATeNbHbIE
nakeTtbl.

CuctemHyto rpynny o6bektoB IpynnoBble agpeca. B 3Tom ciyyae geictere dpunbtpa byaet
pacnpoCTpaHATbCA Ha MakeTbl, OTAPAaBJIEHHbIE MO FPYMNMNOBOW PacchliKe.

Ecav Bbl He yKaxeTte nony4daresd, 1o AeVICTBMe q)manpa 6y,£l,ET PacnpoCTPaHATbCA Ha IP-nakeTsl,

OTnpaB/ieHHble Ha Nt06ON OTKPbLITbIN Y3e.

CeoiicTea guneTpa oTkpemoil cetn: Gunetp 1 EI@

OcHOBHBIE NapaMETpEI
HazHaueHna coeguHeHws

H:ZS:::::; Onucariue [AoBasuTe -

IP-agpec nnm gManasoH aapecos..
DMS-ums...

Ipynna IP-agpecos..

MpoTokonel
Pacnucanna

Moii ysen

Jpyrue yzael
OMCK: NasHa4YeHa 4 LLlH[’JCKCEELLI,ET&"H:HbIE aapeca

[pynnoseie agpeca

[ OK ][ OTMeHa ” Cnpaska ]

PucyHok 64. YkazaHue nony4damens IP-nakemos 8 omkpeimoli cemu

6 B pasgene MNMpoTokonbl yKaxkuTte NpoToKon Ana GpuabTpaymn.

7 B pa3gene PacnncaHusa ykaxuTe Bpems AeicTBusa GuabTpa.

8 Haxmute OK. B pe3ynbTaTe B CNUCKE Ha NaHeM MPOCMOTPa NOABUTCA HOBbIM GUALTP.
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PekomeHzalLmy No CO34aHMI0 CeTeBbIX GUALTPOB

Y1066l 06ecneuntb ctabunbHyro paboty MO ViPNet, HEO6XOANMO KOHTPOAMPOBaTb YNCAO CO34aBaEMbIX
bUABTPOB, MOTOMY UTO OHO 3aBWUCUT OT KOJIMYECTBA Y3/10B, Ha KOTOpPble ByAEeT pacnpoCTPaHATLCS
[EeNCTBUE KaXAOro U3 GuabTpoB. PekoMeHayeTCs NpUAEp>KMBaTLCS CNEAYOLLNX OFPaHNUYEHNIA:

e Ecau pgeiicTBre KaXkaoro 13 cosgaBaemMbix GUABTPOB PacnpoCTpaHAETCA Ha OAWH CETeBOW y3en
nnn IP-agpec, obuiee KoNMYecTBO GUALTPOB He JOIKHO npesbiwats 3000.

e Ecau geicTBure KaxXkaoro u3 cosgaBaemMbix GUABTPOB PacnpoCTpaHAeTCa Ha ABa Wan bosbluee
KONNYeCTBO CeTeBbIX y310B UAn IP-agpecos, obLuiee KONNMYECTBO CeTEBbIX Y3108 Uau IP-
aApecoB, Ha KoTopble ByAyT pacnpoCTPaHATLCA AENCTBMA BCEX CO3AaHHbIX GUABTPOB, He
A0kHO npesbliwaTb 700. Mpu 3ToM AeicTBre OAHOTO GUALTPa HE AOMKHO PacnpPOCTPaHATLCA
6onee yem Ha 500 ceTeBbix y310B UK IP-agpecos.

ViPNet Client 4. PykoBogcTBO nosb3oBaTtens |

146



BoccTaHOBAEHME
NpefyCTaHOBEHHbIX QUIBTPOB
/1 TPYMM OOBEKTOB

Ecawn BbI co3dann Hey,a,aquuZ CMNNCOK CeTeBbIX CI)I/I}'IprOB, TO Bbl MO>XXeTe BOCCTAHOBUTb
npeaycraHoOBJIEHHbIE qJI/I.I'IprbI. B atom cnyyvae CnnckM HaCTPOEHHbIX CI)VIJ'IprOB BCeEX TMNOB 6yAyT
3aMeHeHbl Ha NpeayCcTtaHOBJIEHHbIE. BmecTe ¢ q)I/IJ'IpraMI/I TakKxe 6yAyT BOCCTaHOBJ1EHbI

npeaycraHOBJIEHHbIE TPynnbl 06beKTOB.

[lnsi BOCCTaHOBNEHUSA MPefyCTaHOBAEHHbIX GUALTPOB U rPymnn 06bEKTOB BbIMOJHUTE ClegytoLine
JencTBUS:

1 B okHe nporpammbl ViPNet Client Ha naHenn HaBuraumm Boibepute pasgen CeteBble GUALTPDI.
2 Ha naHesnv npocMmoTpa Haxmute BocctaHOBUTE GUABTPBI MO YMOJIYaHUIO.

3 B nossuBwemca okHe C6poc punbTpoB HaxkmuTte [a.

B pe3ynbTaTe BO BCEX pasgenax ceTeBbix GuabTpoB B rpynne HactpauBaemblie ¢punbTpbl 6yayT
MPUCYTCTBOBATb TO/IbKO MPeAyCTaHOBAEHHbIE GUALTPLI, B pa3gese Mpynmnbl 06beKToB — TONbKO

npeaycraHoBJIEHHbIE Tpyrnbl.

ViPNet Client 4. PykoBoacTBO nosnb3oBaTens
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[1pakTrueckmn npumep
CMONb30BaHWA rPYMn 0HObEKTOB
N CETEBLIX GUNLTPOB

PaccmoTpuM cneaytownii nprMep MCNoab30BaHWA rpynmn 06BbEKTOB 1 ceTeBbiX GUALTPOB. JonycTnm, B
opraHu3auum pa3BepHyT NOYTOBLIN CepBep, Ha KOTOPOM ycTaHoBAeHa nporpamma ViPNet Client. 3tot
3alMLLEHHBIN MOYTOBLIN CepBep BbIMOJHAET Ceaytolme GyHKLMM:

e O6MeH COOOLLEHNAMM INEKTPOHHOM MOUTbI C BHELLHMMMW NOYTOBBIMU CEpBEPaMU;
e [lepesaya coOOBLLEHNIA INEKTPOHHOWM NOYTbI, OTNPaBAEHHbIX YAaNEHHBIMU COTPYAHUKAMU NN

ajpeCcoBaHHbIX M.

OTtnpaBka cOOBLLEHNA Ha NOYTOBBIA CepBEP BHELHWMW MOYTOBLIMUW CEPBEPAMU W MOAb30BaATENAMM
ocyuwiecTBasetca no npotokony SMTP. Mepesaya cOO6LLEHNIA 31€KTPOHHOW MNOYTbI MOAb30BaTENAM
npoussoauTca no npotokosam POP3 n IMAP.

Y106kl OpraHmnsoBatb 06MeH COOOLLEHUAMM C BHELLHUMM NOYTOBbIMY CEPBEPAMM N MOAb30BaTENSIMM 1
AOCTYN NOJb30BaTENEN K NEKTPOHHOM noYTe n3 VIHTepHeTa, Ha 3aluULLEHHOM NOYTOBOM cepBepe
HeobXoAMMO CO34aTh CETEBON GUALTP, pa3peLlarolmii Npuém u nepegady IP-naketoB no 25-My nopty
npotokona TCP (ctaHAapTHbIV NopT Ans npotokona SMTP), a Takxke no 110-my n 143-my nopty (a1
npotokonoB POP3 n IMAP cooTBeTCTBEHHO).

Bbl MOXeTe co3gaTb rpynny NpOTOKONO0B, B KOTOPYHO ByAyT BXOAWUTL BCE YKa3aHHbIE Bbille NMPOTOKOIbI.
[JaHHyto rpynny Bbl CMOXETE MCNOb30BaTh NPY CO3AaHMK ceTeBoro dpuabTpa. Kpome 3Toro, Bbl cMoXxeTe
MCMo/Ib30BaTh €€ MOBTOPHO B AOMOJHUTENbHbIX GUALTPAX A5 MOUTOBOro CEpPBEPa, EC/N TakMe B
AanbHenweM noTpebyercs co3patb.

YTobbI C0o34aTb rpynny NPOTOKOJIOB, BbINOAHUTE Caepyrouine AEI‘/JICTBI/IFIZ

1 B okHe nporpammbl ViPNet Client Ha naHenn HaBurauum BeibepuTe pasgen Mpynnbl o6bekToB >

lMpoTtokonbl.

2 Ha naHeaun npoCcMOTpPa HaXMuTte C03,anb N B OKHE CBOMCTB CO3AaBaeMOl‘;I rpynnbl B pasgene CocraB
AO6aBbTe BC€ HY>XHbl€ MPOTOKO/1bl.

2.1 [Ans pobaBneHus npotokona SMTP B MeHo kHoMkn flobaBuTb BbibepuTte Mpotokon TCP/UDP,
noc/e Yyero B NOABMBLUEMCS OKHE yKaXxuTe:

o B KayectBe npotokona — TCP;
o B KayecTBe NopTa McToyHnka — Bce nopTbl;

o B KayecTBe NopTa HasHayeHus — Homep nopta 25-smtp.
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[ Nporakan Tep/uDP [zl
MpsaTasan & TR

Loe
MopT BCToEEE & Boe nopTe

HaHep napTa:

Ananasos: - 65535

MopT rassEEm Be= noprs
2 Homepnopta: | 25-smip x

fmanazon: 1 = |8

PucyHok 65. lMpumep dobasneHus npomokona SMTP 8 epynny

2.2 AHanornyHbeiM obpasom gobasbTe npoTtokonsl POP3 1 IMAP, yka3zaB BMecTO nopTta HazHaueHus
HoMmep nopTa 110 n 143 cooTBETCTBEHHO.

2.3 o 3aBeplueHnn gobaBeHNs NPOTOKONOB B OKHE CBOMCTB rpynnbl Haxkmute OK.

B pe3ynbTtate 6yseT co3gaHa rpynna NpoTokoaoB. icnonb3yinte gaHHYHO rpynny Npu cosgaHnm
dunbTpa.

MpaTokons

Hazn

55H

Syslog

TFTP

Telnet

UPnP

WNC

ViPMet Cluster

@ viphe MFTP

D viPNet StateWatcher

@ viPNet Basceme eyt

B ViPNet monsropunr KABCTER

@ viFNet vaanBrmeii npocoTp XypHAnS

@ vorpoiicrea Windows Mabile (ma 169.254.2.1)
B ¥ooobicrea Windows Mobile (o1 169.254.2.1%
IE MpoTacens 4AA NOWTOROFG CEpeLps I

aEaeaaaasa

PucyHok 66. Pe3ysnemam co30aHus 2pynnsi Npomoko/108 0/11 N0OYMoB8o20 cepaepa

YTobbI co34aTb ceTeBoOl q)VIJ'Ipr Aana obMeHa NoYTOBbIMU COO6LLI,€HI/IHMI/I C BHEWWHNMU cepBepamMn 1
NnoJsib30oBaTenaAMu, Ha BaLLI,I/ILLI,éHHOM NOYTOBOM CepPBEPE BbINOJIHUTE C/iejgyouine AeVICTBMﬂZ

1 B okHe nporpammbl ViPNet Client Ha naHenn HaBurauum BoibepuTe pasgen CeteBble GUALTPDLI >
®PunbTpbl OTKPLITON ceTn.

2 B pa3sgene ®unbTpbl OTKPLITON CeTU co3aaliTe ceTeBOM GuAbTp Ansa Bcex IP-agpecos, Tak kak IP-
ajpeca BHELUHMX NOYTOBbIX CEPBEPOB 3apaHee HEM3BECTHbI U CO34aBaeMblii GUAbTP JOIKEH
pacnpocTpaHaTbca Ha IP-agpeca Bcex nonb3osatenei. [a4 3Toro Ha NaHean NPoCcMoTpa HaxmuTe
Co3aaTb 1 B NOABMBLUEMCA OKHE CBOWCTB CO3jaBaemMoro GpuabTpa 3ajanite ero napamerpbl.

3 B pasgene OcHOBHble NapaMeTpbl yCTaHOBUTE Nepekatoyatens [lencTBue B NosoXKeHne
Mponyckatb Tpaduk.
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4 Y10bbl fencTBre GUabTPa pacnpocTpaHanock Ha Bce IP-agpeca, B paszgenax UCTOUHMKMU 1
Ha3HaueHus He 3asaBaniTe OTNpaBUTENEN LN NOJSyYaTeENEN COOTBETCTBEHHO.

5 B paszgene MNpoTtokonbl B MeHto KHOMKK [lo6aBuTb BbibepuTe Mpynna NnpoTokoaoB, Nocie Yero B
NosABMBLUEMCS OKHe BblbepuTe rpynny NpoTOKOAOB, KOoTopasa bbina co3gaHa npeABapuUTeNnbHO.

6 PacnuncaHue ana gaHHoro dunbtpa bopmupoBaTtb He caeayer.
7 Haxmute OK.

B pe3ynbTate byaet co3gaH ceteBo GUALTP.

Takvm obpa3om, Ha 3aMLLEHHOM NOYTOBOM cepBepe byaeT pa3pelléH 0OMeH COOBLLEeHNAMN C
BHELUHNMW CEPBEPAMM U COTPYAHUKAMU OPraHn3aLmmn 1 AOCTyn COTPYAHUKOB K 3EKTPOHHOM MouTe.

TUNLTPE OTKPBITON CETH
Brn, Qefcrowe Ha Horoumes Hazwpuerme DNporokan Facnscanse
Swnetpe nonwTHE BE3onacHocT
W' Paspewnrs (§) <BoelP-aqpecas Bee Bce UDP:cHE Boe
' Paspewwms & Wupexoeeugarensime ..  Boe Wupoxwcee... UDP:c 6= Boe
Hactpaneaennae drnsTpn
o w' Paipewwnts DHCP-1padux Boe Ece DHCP Boe
|-uf' ' Paspewwms Tpadwn ¢ BHewmman ¢... Boe Bce Mpotox_ Bee
¥ Paspewwm MNeABIOS- wWINS-tpad... Boe Bee NetBIOS ™ Bee
o ' Paspewum Wonogauwmill padax Modiyzen Bce Ece Bee
SWNBTPE NG YIA0TLEHISD
@ Encumpo._ & Mpouwd Tpadux Bee Bce Ece Boe

PucyHok 67. Pesynemam co3daHus paspewarouje2o uiempa 014 npomokosos SMTP, POP3, IMAP
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briokunpoBska IP-Tpadpurka

C nomolwbto nporpammbl ViPNet Client Bbl MoxeTe 3abnokmpoBaTh Becb IP-Tpadurk komnbtotepa. B atom
cnyyae ntobble COeAUHEHMS C 3aLUMLLEHHBIMU U OTKPbITBIMY Y3/1aMu ByAyT 3anpeLLeHbl.

YT06bI 3a610KMpOoBaTh IP-TpaduK, BbINONHUTE CleaytoLne fencTBUS:
1 B nporpamme ViPNet Client BkarounTte 610KMPOBKY OAHUM M3 CeAytowmux crnocoboB:
o B meHto ®aiin Boibepute KoHpurypauum > baokuposatsb IP-Tpaduk.

o Ha naHenu 3agay WENKHNTE NPaBON KHOMKOW MbILWW 3HAYOK NPOrpammbl N B MEHIO
BblbepuTe Bnokupoatb IP-Tpaduk.

2 Ecan Bbl x0TUTE, UTOGBI NOCAE 6OKMPOBKN Tpaduka Npu onpesenéHHbIX yCIoBUAX TpadumK bbin
aBTOMaTMyecku pasbaokmpoBaH, B okHe baoknposaHue IP-Tpaduka:

o YcraHosuTe dnaxok Paspewntsb IP-Tpadpuk aBTOMaTnUeckm.

o W3 cnncka nog dnaxkom BbibepuTe ycnosme A8 aBToMaTnyeckor pasbaokmposku IP-Tpaduka:
rocsie nepesarpysku KOMMbOTEPa WM MO UCTEUEHUM OMNPEseNEHHOro NMPOoMeXyTKa BPEMEHM.

Brnokupoeanue IP-Tpadwika @

Bece IP-Tpadwmk ByaeT sabnoknposad. [Ans pasbnokmposaHus
IP-Tpadwika BEIBEPMTE MYHKT MEHKO «PaspewnTs IP-Tpaduks.,

|:| PazpewnTe IP-Tpaduk SETOMATUUECKM:

Mocne Nepesarpyski KoMNeoTepa

lEnomposa'rb IP—TpathK.I [ 3aKpLITE ]

PucyHok 68. BknroyeHue 610kuposku IP-mpaguka

3 Haxwmwute BaoknpoBatb IP-Tpadpuk. Becb OTKPbITHIA M 3alLULLEHHBIA TpadurK KOMMblOTepa byaeT

3abnokmpoBaH, 3Hauok nporpammebl ViPNet Client B 06nactn yBefoMaeHNA NpUMET BUA .
4 Y706bI CHATL 6A0KUPOBKY IP-Tpaduka, BbINOJHUTE OAHO U3 CAEAYHOLLMX AENCTBUI:

o B meHto ®ain Bbibepute KoHpurypaumm > Paspewntsb IP-Tpaduk.

o Ha nmaHenu 3agay WENKHNTE NPaABON KHOMKOW MbILWW 3HAYOK NPOrpammbl 1N B MEHIO
BblbepuTe Paspewntsb IP-Tpaduk.

MNpvmeuanue. 15 NOBbILLEHUs YPOBHs 6€30MacHOCTY Ballero KOMMbiOTepa HacTpowiTe
aBTOMaTUYEeCKyt 610KMPOBKY Tpadurka Npu 06HaAPY>KEHNM YTpos3.
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OTKArOUEHME 3alLUKTbl TPadKKa

Mpn HEOBXOAMMOCTU Bbl MOXETE OTKJAHOUNTb 3aLUUTy Tpaduka C NOMOLLbIO NPOrPaMMHOro obecneyeHus
ViPNet Client. B 3Tom cnayuyae byaeT npekpatieHa ntobas obpaboTtka Tpadurka 1 BeseHme XypHana
perucTtpaumnm IP-naketos. CoeamHeHMe ¢ 3aWmWéHHbIMK Y31amm ViPNet 6yaet HEBO3MOXHO.

BHumaHue! He cneayeT paboTtaTh Ha CETEBOM Y3/e C OTKIFOUEHHON 3aLLMTON TpadumKa,
A TaK Kak B 3TOM C/lyyae KOMMbIOTEP He 3alMLéH OT NOMbITOK HECAHKLIMOHNPOBAHHOIO

AOCTyna 13 cetu.

YTOobbI OTKNHOUNTD 3aLLMTY Tpaduka:
1 B meHo Paiin Bbibepute KoHburypauum > OTKAOUMTD 3aLuTy.

2 YTobbl NOC/IE OTKAHOUEHMS 3aLLMTbl TPadUKa, OHa BKIrOYasacb aBTOMaTMUecky, B OkHe OTkItoueHue
3aLUTbI;

o YcraHosuTe $paxok Bkatounts 3awmty IP-tpadpuka aBTomarmyecku.

o W3 cnucka nog ¢pnaxkom eoibepute yCioBUE /1 aBTOMATUUYECKOTO BK/IOUEHNSA 3aLUThl
Tpaduka: nocne nepesarpyskn KOMMbOTEPa UK Mo UCTEUEHWN ONPeAeNEHHOro NMPOMeXyTKa
BpPEMeHM.

OTKAMYEHNE 33LLNTEI (==

SaWwmTa oT CeTeBRIX aTak W WwWidposaHe IP-Tpadwuka ByayT
OTKIKYEHEL
N5 BRAOHEHNA 3EWHTEI BEIBEPHTE MYHKT MEHID «BRNMMMTE 3alLMTY*,

BretounTe sawmuTy IP-Tpadmika aEToMaTHYSoKN:

ll‘loc.ne MEPESArPY3KM KOMNLIOTEPS v‘

| CTKMOYMTD SELUNTY | I 3aKpbITh ‘

PucyHok 69. OmkaroueHue 3awyumel mpaguka

3 Haxmute OTKAKOUNTB 3aluUTy. 3awmTa Tpaduka byaeT oTKIoYEeHa, 3Hauyok nporpaMmbl ViPNet

Client B 0bnactv yBegOMAEHNN NPUMET CAeAYHOLLMIA BUS,

4 Yrtobbl BKIOUMTB 3anUTy Tpaduka, B MeHto ®Paiin Bbibepute KoHpurypaumm > Bkaountb 3awmTy.
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HacTtpomka napamMeTpoB
OJIOKMPOBKM TpadmKa

YT06bI paspewnTb Tpadpuk Mo A0bbIM NPOTOKOAAM (Hanpumep, ecan TpebyeTcs YyCTaHOBUTb COeJMHEHME
no npotokony PPPoE):

1 B meHto Cepsuc BbibepuTe HacTpoiika npuaoxeHus.
2 B pa3gene YnpaneHue Tpapmkom cHumute paaxxok baokmposatb Bce npotokonbl, kpome IP, ARP.

Mo YMOAYaHNIO CI)IIa>KOK yCTaHOB/EH, YTO obecneunBaet BbICOKYHO CETEBYHO 6e30nacHOCTb.

BHumaHme! Tpaduk IPv6 He obpabaTbiBaeTcs ceTeBbiMM dunbTpamm ViPNet. Moatomy koraa
bnaxkok cHAT, 3TOT Tpaduk nponyckaetca 6e3 PuabTpauun. Takke paspeLleHie MMEH
KOpNopaTUBHbIX PECYPCOB MOXET BbINOHATLCSA MO NPoToKoy IPV6 Ha Myb6AnYHbIX cepBepa,
paxe ecnm B LIYCe oTktoueHa Takas BOSMOXHOCTb. ITO O3HauYaeT, UTo CceTeBOM y3en He byaeT
HaféXHO 3aluLLEH 1 MOXeT nogseprHyTbca DNS-cnydunry.

>
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ObpaboTka NPUKNaLHbIX
MPOTOKOJIOB

Obwwme cBeaeHMA O NPUKNAAHbBIX MPOTOKOAAX 155
OnuvcaHune NpuknagHbIX NPOTOKONOB 158
Hactpolika napameTpoB 06paboTkn NprKaagHbIX MPOTOKONOB 159
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Oblme ceeaeHna O NPYKNaAHbIX
MPOTOKOax

MpwuknagHble NPOTOKOALI 0becneynBaroT paboTy NONb30BaTENbCKUX CETEBBIX CEPBUCOB, Hanpumep, IP-

TenedpoHnn, DNS-cnyx6bl, FTP-cny>x6sbl. Mpu ncnonb3osaHMmM gaHHbIX cny>6 IP-agpeca yacto
nepegatotcs B Tene |IP-naketa. 3Ta 0COBGEHHOCTb MOXET MOBAUATL Ha AOCTYMHOCTb CEPBUCOB B
3aWMLEHHOW CeTU C BUPTyasbHON agpecaunein. Kpome Toro, HekoTopble nNpukaajHbie MPpoTOKObI,

NOMUMO yNnpaBadaroLWero coegnHeHna, OTKpbIBakOT A4 nepejayn JaHHbIX 4OMNOJIHUTEIbHbIE COeANHEHUA

Ha cny4YaiHO BblbpaHHbIN NopT. Mockoabky HOMepP NopTa 3apaHee HeM3BeCTeH, To Ans IP-nakeTos
HEeBO3MOXHO CO3/aTb pa3peLlatoLLmii ceTeBOr GUALTP, ClefoBaTeNbHO, COeanHeHne ByaeT
3aba0kmpoBaHo.

ViPNet Client MOXeT BbINONHATL POAb LWAO3a MPUKNAAHOIO YPOBHS, KOTOPas MO3BO/AET PELNTb
nepeuncieHHble Npobaemsbl, obecneuyvBas:

e [loameHy BupTyanbHoro IP-agpeca 3awmwéHHoro y3na B Tene IP-naketa Ha peanbHbIi.

e  Bk/toueHVe paspeLuaroLLero ceTeBoro GuAbTPa 41 COEAUHEHWS Yepes Cly4YaiHblii NopT,
KOTOPbIN NCMOIb3YEeTCs NMPUKAALHBIM MPOTOKONOM.

Mpumeuanue. B nporpamme ViPNet Client o6paboTka npukaagHbIx NPOTOKO/I0B
BbIMNONHAETCA ANA OTKPLITOroO U 3alMLLEHHOrO Tpadpuka.

O6pa60TKa npuKnagHbIX NPOTOKONOB He npeanosiaraeT aBToOMaTM4yeckoro paspelleHna Ha yCtaHoBAeHNe

yNpaBAAIOLWEro COeANHEHUS C OTKPbITbIMU Y3N1aMW. YCTaHOBEHWE YNPaBAAIOLLEro COeMHEHNA C
OTKPbITbIMUW y3/1aMW BbIMOJHAETCA B COOTBETCTBUM C duabTpamm Tpadumka (cMm. ObLime cBeseHna o
ceTeBblX GUNLTPAX).

Ob6pabotka npotokona FTP

Mpwu nepegaye dalrinoB MexAy KIMEHTOM 1 cepBepOM No npoTokony FTP yctaHaBamBaeTcs Kak MUHUMYM

ABa TCP-coeanHeHus:

e [NA OTNPaBKW KOMaHJ Ha cepBep M NoayyYeHus OTBETOB OT Hero (ynpasaatowee TCP-
coeinHeHwne);

e 414 nepefayvn faHHbIX (AononHuTenbHoe TCP-coeanHeHue).

YcraHoBneHue TCP-coegmHeHnin no npoTtokoay FTP nponcxoaunt B cregyrollemM nopsake:

1 KnueHT co3gaét ynpasnstoliee TCP-coeanHeHVe C CEpBEPOM CO CBOErO MopTa M3 AunanasoHa 1024-

65535 Ha 21-11 nopT cepBepa.

2 B 3aBucmmocTtu ot Bbl6paHHOFO pexumMa nepegavn AaHHbIX, KIMEHT OTNpaBAAET MO ynpaBadroLWwemMy

COeaANHEHNIO:

o HOMep MopTa, OTKPLITOTrO KJAVEHTOM A8 MOAYYEHUA JaHHbIX C cepBepa (aKTUBHbIN PeXUM);
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(¢]

3anpoc Ha HOMep nopTa cepBepa, K KOTOPOMY ByaeT NoAKAOUATLCA KANEHT (MaCCUBHbBIN
pexunm).

3 B 3aBucKMMOCTH OT MCnosb3yeMoro pexvnma nepegadvun daHHbIX, cOoegnHeHne yCctaHaBanBaeTca O4HUM

N3 ABYX CNOCO6OB:

(¢]

cepBep CO34aET JOMONHUTENbHOE COeANHEHME ANA NePeAaun JaHHbIX Ha yKa3aHHbIN KJIVEHTOM
nopT (aKTUBHbIA PEXUM);

cepBep Mo ynpasaatoLLeMy COegnHEHNIO NepesaéT KINeHTy HOMep nopTa, K KOTOPOMY KANEHT
CO34aéT JOMNONHUTENbHOE COeAMHEHME (MAaCCUBHBIA PEXMM).

Taknm 06pa3omM, B aKTVBHOM PEXMME COeAMHEHUE A/ Nepejaun JaHHbIX CO34aéT cepBep, a B

NacCMBHOM — KJIMEHT.

[ns paspelueHuns coeanHeHnin no npotokony FTP:

Ecan pelicTByrOT NpesycTaHoBEHHbIE GUALTPbI OTKPLITON CETU, KOTOPble pa3peLlatoT tobble
UCXOAALLME COEANHEHUS, TO AN UCXOASLLENO YNPaBAAOLLErO COeAVHEHMS AOMONHUTENbHbIE
HaCTPOWKM He TpebyroTcs.

B nHoMm cnyuae co3paiite duabTp oTKpbITOM ceTh (cM. Co3aaHre GUAbTPOB AJis OTKPbITON
CeTw), paspeLlaroLnin ncxoasilee coeauHeHune no npotokony TCP Ha 21 nopt FTP-cepsepa.

[ns paspelueHns 4ONOAHUTENBHOTO COEANHEHUS B aKTUBHOM PeXMMe paboTbl BKAKOUNTE
06paboTtky npotokona FTP, kotopas fobaBnseT HeOH6XOAMMbIV CETEBON GUALTP.

Ana paspelueHns AOMOJHNTEIBHOTO COEAVHEHWA B MacCMBHOM pPexXuMe paboTbl HACTPOVKN He
TpebyroTcs.

ObpaboTka npotokona SIP

MpoTokon SIP npesHasHaueH A/ opraHM3aumnm CeaHCoB CBA3N (MyIbTUMEANNHBIX KOHepeHLUH,

TenedoHHbIX COeAMHEHNI) U pacnpeseneHuns MyabTUMeaNnHOM MHGopMaLmn.

SIP-knaneHT oTnpaeaseT 3anpoc (Hanpumep, NpurialleHne N8 Hadana ceaHca CBA3W, MOATBEPXAeHNne

npuéma oTBeTa Ha 3anpoc, 3aBepLUeHne ceaHca CBa3n) agpyromy SIP-knneHTy ¢ ykasaHuem ero SIP-

aapeca. B 3aBncmmocTy oT cnocoba ycTaHOBAEHUA COeANHEHMNA 3aMpPOC HamnpasafeTcd BTOPOMY KANEHTY
nnbo Hanpsamyto, ambo ¢ yyactmem npokcu-cepsepa SIP, anmbo ¢ yyactnem cepsepa nepeagpecaunu.
BbI3biBaeMbIN KNMEHT NepesaéT Bbi3biBatOLLLEMY K/IMEHTY OTBET Ha 3anpoc (Hanpumep, nHdopmauuio o6

ycrewHoun obpaboTke 3anpoca, OTKNOHEHUW BbI30Ba, OLWMbKe npu obpaboTke 3anpoca).

[ns opraHu3aumm ceaHca cBs3n npoTokon SIP pernameHTnpyeT yctaHoBAeHWe coeamHeHmii TCP n UDP

yepe3 nopt 5060.

YT06bI YCTAaHOBUTb CeaHC CBA3M Mexay SIP-knneHTamu, ybeamTech, UTo BKAOUeHa 06paboTka NpoTokona

SIP, 1 BbINONHWTE AOMNONHUTENbHbIE HAacTpolikm B nporpamme ViPNet Client:

1

Y106bI SIP-KANEHT MOT NPUHATL 3anpocC Ha YCTaHOB/IEHNE CeaHCa CBA3UN VAU MNMPUHATbL OTBET Ha

3anpoc, co3fante GUALTP OTKPLITOM CeTH, pa3peLlatoLLnii BXoAaLlee coeAnHeHNE No MPOTOKoAaM
TCP n UDP Ha nopt 5060.
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2 Yto6bl SIP-kAMEHT MOr OTNPaBKTL 3aMNpPoC Ha YCTaHOBJIEHNE CeaHca CBA3U WM OTBET Ha 3anpoc:

o Ecnn genctByroT npesyctaHoBAEHHbIE GUABLTPbLI OTKPLITOM CETH, KOTOPbIE pa3peLlaroT atobble
UCXOAALLME COBAMHEHUS, HACTPOMKA JOMONHUTENbHBIX GUALTPOB He TpebyeTcs.

o Ecnm dmabTpbl OTKPLITON CETW He pa3peLlatoT NHobble NCXOAALLME COEANHEH WS, CO3halnTe
GUABTP OTKPLITON CETU, paspeLLatroLLnii ncxoasiiee coegnHeHne no npotokonam TCP n UDP Ha
nopt 5060.
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OnmcaHme NpuKaaaHbIX MPOTOKONOB

Bbl MOXKeTe HacTpouTb 06paboTky cneayroLLMX NPUKNAAHbBIX MPOTOKOOB:
e [lpoTtokon FTP obecneumBaet nepesauy dannos mexay FTP-kaneHTom n FTP-cepBepom.

e [lpotokon DNS (Domain Name System) obecneumnBaeT paspelueHne DNS-MMEH ceTeBbIX y3/10B
B IP-agpeca.

e [lpoTtokon H.323 obecneumBaet paboTy NporpaMm ANs NPOBEAEHUSA MYJbTUMEANHBIX
KoHbepeHUM Yepes IP-ceTn, B TOM uncie VIHTepHerT.

e [lpotokon SCCP (Skinny Client Control Protocol) obecneuvBaeT nepesavy coobLieHnI Mexay
Skinny-knneHntamu (NnpoBogHbIMK 1 BecnpoBoAHbIMU IP-TenedoHamum Cisco) 1 cepBepom
ronocosow noutsl Cisco Unity un Cisco CallManager.

e [lpotokon SIP (Session Initiation Protocol) obecneunBaert yctaHOBAEHWE CEAHCOB CBA3N MpPU
nepezayve rosoCoBbIX 3BOHKOB, BUAEOKOHMEPEHLWI, a Tak)Ke MYJbTUMEANNHOW MHPOPMaLLMN.

I'Ipmmeanme. Cnuncok nojgaep>XxuBaemMbliX NpuUKaaagHbIX NPOTOKOJIOB 3ajaH Mo
yMOAYaHUIO, HENb3A AO6aBI/ITb NPOTOKO/Ibl UIN YAANNTb NPOTOKOJIblI U3 CNKXCKa.
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HacTporka napameTpoB 06paboTkK
NPVKNAAHbBIX MPOTOKOIOB

BHumaHume! B ceTsx, rae ncnonb3lyetcs o6paboTka npukiaZHbIX NPOTOKOI0B
cpeactBamu ViPNet, Ha ceTeBOM 060pyA0BaHWM (MapLUpyTU3aTopax, LWto3ax)
HeobxoaMMo oTkNtounTb dyHKLMo DPI (deep packet inspection — ray6okuin aHanuns
naketoB). [pnmeHeHune DPI MoxeT npusectn K c6osiM B paboTe NpuaoKEHNN,

>

ncnonbsyrowmx npotokonbl FTP, DNS, H.323, SCCP, SIP.

Yto6bl HacTpouTb NapameTpbl 06paboTKN NPUKIALHBIX MPOTOKOIOB A/1sl OTKPLITOTO U 3alMULLEHHOTO
Tpaduka:

1 B meHo Cepsuc BbibepnTe HacTpoiika npuaoxeHus.

2 Ha naHenn HaBuraumm okHa Hactpoiika Bbibepute pasgen MpuknagHble NpoTOKObI.

Hacrpoiika ®

- Ofiwwme MprknagHele npoTokoAb!
<Al MILEHHER CETh
- ¥NPaENeHWE TPapMKoM Bl MOMETE M3MEHUTE ANA KSWMAOTD W3 MPMKNEAHEIX MPOTOKONOE CETEEOH NPOToKON

PUENaAHbIE NPOTOKONbI W NopT,

HypHan IP-nakeTos SHEYEHKA NOPTOS M NPOTOKOMOE A0MHHE COOTEETCTEOBATE SHAYEHHAM, YKa3aHHEIM
B HACTPOIKaX MPOrpamM, TaKmx Katk FTP-ameHT, SIP+MeHT u 1.0,
-ObMeH cooBLLEHUAMIA

- ainoseii ofmer

MputcnaaHoi npoToKon CeTesoil MpoToKoN: NopT

Mepenaya daiinos (FTP - File Transfer Protocol)  TCP:21

CHCTEMa AOMEHHEIX MMeH (DNS - Domain Name ... UDP:53

BuneokoHpepeHLma (H.323 - ctaHaapT oprad...  TCP:1720; UDP:1718
IP-TenedoHuA Cisco (SCCP — Skinny Client Co...  TCP:2000

IP-renedonma (SIP - Session Initiation Protocol)  TCP:5060,5068, 5080; UDP:...

W3MeHUTb. ..

YTkl BOCCTEHOBNTE PEKOMEHA YEMbIE SHAUEHWS
HacTpoek AnA ofpaBoTkY NPUKNAAHEIX NPOTOKONDE,
HaMuTe KHoMky Tlo yMonqaHro ™,

Mo yMonYaHuo

OTMeEHE MpyMEHUTE Crpaska

PucyHok 70. Pazden «[lpuknadHsie nNpomoko/ibi»

B pazgene MNpuknagHble NPOTOKOJbI NPUBEAEH CMNCOK NOAAEPKMBAEMbIX NMPOrpamMmMOoMu
NpUKAaAHbIX MPOTOKOOB.

MpumeyaHue. Mo ymonuaHuio Ans Bcex NPUKIaAHbIX MPOTOKONOB 3ajaHbl Hanbonee
4acTo MCMOoNb3yeMble CeTeBbIE MPOTOKOJIbI U MOPThI.

Cnuncok nogaepxwuaemMbix nporpammoit ViPNet Client npukaagHbIX NPOTOKONOB 3ajaH
Mo YMOYaHWIO, HeNb3A A06aBUTb NPOTOKObI AW YAANNTL MPOTOKObLI U3 CrCKa.

3 B pa3zgene MpuknagHbie NPOTOKOJIbI BbibepUTE MPOTOKOJ, NapaMeTpbl 06paboTkm KOTOPOro
TpebyeTcs OTpesakTMpPoBaTh, 3aTeM HaxmuTe N3meHnTb.
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4 B okHe HacTpoiika npukiagHOro npoToKoJsa ykaxumTe ceTeBble NPOTOKO/Ibl U MOPThI.

3aziaHHble NapamMeTpbl AOAXHbI COOTBETCTBOBATb NapaMeTpam, yKasaHHbIM B HAaCTPOMKax pas/INnyHbIX
NpUIoXKeHNR, Taknx kak FTP-kaneHT, DNS-kaneHT, SIP-kAneHT 1 apyrux.

Hacrpoiika npuknagHore npetokena: SIP *

[Lins npuknapHore npotokona SIP seifiepuTe ceTesoit NpaTokon 1
ESEOMTE HOMEDA NOPTOB.

MpoTokon: MopT:
: |5060.5068.5080 |
uDP |5DED.5DEE.5DED |

Tpw BBOAE HECKOMEKIMK NOPTOE W/UMKM OWaNa3oHOB NOPTOE, pPasAENAiTE
SHAYEHMA FANATEIMA.
Hanpimep: 1.2,3.300-400

Omeria

PucyHok 71. Hacmpolika napamempos 0b6pabomxku npukiadHo20 hpomokosia

/’\\g BHumaHme! He oTknrouaiite 06paboTky NpuknaZHbiX MPOTOKO/IOB, MHAYe NpuKaagHble
nporpaMMbl MOTyT paboTaTtb HeMpaBWJIbHO.

5 B okHe Hactpoiika HaxxmuTe MpumeHuTs.

6 YTO6bl BOCCTAHOBUTH HACTPOWKM MO YMONUYaHWIO, B pasgene MpuknagHbie NpoTokobl HaxmuTe Mo
yMOUaHUto.
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BCTpoeHHble CpeacTBa
KOMMYHMKALINM

Obuwue ceeaeHuns

O6MeH 3alMLLEHHBIMWN COOBLLIEHNAMN

Otnpaska nucem nporpammbl ViPNet lenosas nouta
dannosbii 0b6MeH

BbI30B BHELLHMX NPUAOXKEHWI

MNpocmoTp Beb-pecypcoB ceTeBOro y3na

O630p 06LLMX peECYpPCOB CETEBOTO y3Na

MpoBepKa COeANHEHUS C CETEBBLIM Y3/10M
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ObLupme ceeaeHs

B coctaB nporpammbl ViPNet Client BXoguT HECKO/IbKO AOMONHUTENbHBIX NHCTPYMEHTOB,

NpeAoCTaBAAOLLNX BO3MOXHOCTb ObICTPOro 1 3alUULLEHHOTO 06MeHa MHPOpPMaLMen:

O6MeH 3aMLLEHHBIMY COOBLLEHNAMY, 3aLLmLLEHHan kKoHdepeHLns (cm. ObmeH
3alMLLEHHBIMY COOBLLIEHMAMM).

BbicTpas oTnpaBka 31ekTPOoHHbIX Nnucem (cM. Otnpaska nucem nporpamvmel ViPNet Jenosas
nouyra).

®aiinoBbli 06MeH.

Bbi3oB nporpamMmbl yaanéHHoro goctyna (cMm. YaanérnHas paboTta Ha CeTeBOM y3ne).
[Joctyn k Beb-pecypcy ceTeBoro y3na. (cM. [pocMoTp Be6-pecypcoB ceTeBOro y3na)
[Joctyn K 06wmm pecypcam ceteBoro y3na. (cM. O630p 06LMX pecypcoB CeTeBOro y3na)

MpoBepka coeanHeHns ¢ apyrum ceteBbiM y3nom ViPNet (cm. MNpoBepka coearHeHns ¢
CeTeBbIM y3/I0M).

ViPNet Client 4. PykoBogcTBO nosb3oBaTtens |

162



ObMeH 3alUMLLEHHBIMMA
COODLLEHNAMU

Monb3oeatenn cetn ViPNet MOTYT B peXnme peasibHOro BpeMeHu 0bMeHNBaTbCst MFTHOBEHHbIMM
COO6LLI,eHI/I$|MI/I C APpYyTrMMUK NOJIb30BaTeENAMMU ViPNet nan y4dacTBOBaTb B KOHCI)QPEHLI,I/IVI C HECKOJIbKMMU
noJsib3oBatenamMmum:

e Bbl MOXeTe HauaTb ceaHC OOMeHa COOBLLEHUAMM, YTOObI OTNPaBAATL COOBLLEHMA OAHOMY MU
HEeCKOJ/IbKMM MO0JIb30BaTe/sIM OAHOBPEMEHHO U NOJlyYaTb OT HUX OTBEThI. [1py 3TOM Bce
yUYacTHMKM ceaHca byayT nosyyaTb Baliv COOBLLEHMS, HO He ByAyT NoayYaTb OTBETHbIE
coobLeHns OT APYrmx NoJsib3oBaTeseN.

YTob6bl HauaTb ceaHc obmeHa coobueHnsamu, B okHe nporpammbl ViPNet Client Ha naHenm
HaBurauuv BblbepuTe pasgen 3alMWwEHHAs CeTb, 3aTEM Ha MaHeu NPoCMOoTpa BbiIbepuTe oauH
WAN HECKO/IbKO CETEBbIX Y3/10B. B KOHTEKCTHOM MeHH0 y3/10B BbibepuTe Mocnate coobuieHue

; b
WIN Ha MaHenn MHCTPYMeHTOB HaxmuTe CoobuieHune

e  Bbl MOXeTe HayaTb KOHGEPEHLIMIO C HECKONBKUMW MOJIb30BATENAMM, UTOObI BCE YUACTHUKM
CeaHca MOT/IN NOJyYaTb COOOLLEHMSA OT APYruX NoJb30BaTeNeln 1 0TBeYaTb Ha HUX. B aTom
3aKNtoYaeTca oTaMumne KoHdepeHL MM oT ceaHca obMeHa COObLLEHMAMMN.

UTtobbl HauaTb KOHbepeHUUto, B okHe nporpammsl ViPNet Client Ha naHenn HaBurauum
BbIGepuTe pasgen 3awmiwéHHas ceTb, 3aTeM Ha NaHesIM MPOCMOTPa BbiGepUTE HECKOJIbKO
CeTeBbIX Y3/10B. B KOHTEKCTHOM MeHH0 y3/10B BbibepuTe KoHdpepeHums nam Ha naHenun

WNHCTPYMEHTOB Haxxmute KoHbepeHums Ilﬂ; (Mo yMOYaHMIO 3Ta KHOMKa CKPbITa).

Monb3oBatenb ViPNet MoXeT yyacTBOBaTb B HECKOJIbKMX CeaHcax 0bMeHa COOBLLLeHUAMM
OZAHOBpPEMeHHO. Ecin nonyyeHo coobLieHne, KOTOPOE HE OTHOCUTCA HU K OAHOMY U3 TEKYLLMX CEAaHCOB,
6yZeT OTKPbIT HOBbIW ceaHC 0bMeHa COOBLLEHNAMMN.

Bce coobueHuns, nonyyeHHble U OTNpaBaeHHbIE B TEeUEHNE CeaHCa, 3anmCbiBatoTCA B MPOTOKOA CceaHca.
Ecan B pamkax ceaHca oTnpasuTb coobLeHre Kakomy-anbo noab3oBaTento, ero OTBET NPUAET B TOM Xe
ceaHce 1 byseT coxpaHeH B TOM xe npotokose. MNpn HeobxoaMMOCTN Bbl MOXETe COXPaHUTb MPOTOKO
ceaHca KaK TekCToBbIM dain.

Bo BpeMs ceaHca o6MeHa COOBLLEHMAMM Bbl MOXETE OTMNPaBAATh NoAb3oBaTeNsM dalibl ¥ NMcbMa
(cm. OTnpaBka GarinoB 1 NMCeEM 13 NporpamMmmMbl 0OMeHa 3aWULLEHHBIMU COOBLLEHUAMN).

MpumeyaHue. Eciv Ha BalweM ceTeBOM y3ne 06MeH COOBLLEHNAMN HELOCTYNEH,
Iil obpatutecs k agmuHucTpatopy cetn ViPNet ¢ npocbboin paspelumnts o6MeH
coobuweHnamu.
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HTepdenc nporpamMmmel ObMeHa 3aLMLLEHHBIMM

COOOLLEeHNAMUA

Mprém n oTnpaBka cOOBLLEHNI BbIMOAHAOTCA B OKHe OnepaTUBHbIN 06MeH 3aluL,EHHbIMA
COO6LLEHNAMM, KOTOPOE MPEACTaBIEHO Ha CeAYIOLLEM PUCYHKE:

L [.; A

Ceanc  [lpaeca  Bug frl:im

npuest! kak fena’

Client 1-1 (Wex. N2, 02 06 2014 13:45:54)
ox, @y Tefbn?

Clieat 1-1 WMcze. M3, 02 062014 13:46-25)

Towe

A cornl i i e

*: -
Boero Mopsn cooth wii: 0 Henposremsino: 0 Texywywil ceamc: 1 Client 1-2

. o H (%) a = | " T
GobateTe Conpasnte  JIKpeT Tadn Mucere  TNposepdme
Momyaarenia cnnﬁl.q,ﬂmﬁ 3 Z Leamin:
| l,* - P& Mosmyuarenis H.. H.. Bpess nocnegrero ofuens
1 Client 1-2 02.06.2004 13:46:25
MNporoson cemica
Cligst 1-2 (Bx. N1, 02.06.2014 13:42:12) -

Tian: Ofissen coobugennak

PucyHok 72. OkHO 06MeHa 3auUUEHHbIMU COObWeHUAMU

Linppamn Ha prcyHke 0603HaueHbI:

1 [naBHOE MeHH NpPorpaMMbl 06MeHa 3aLMLLEHHBIMU COOBLLLEHMAMM.

2 [laHenb NHCTPYMEHTOB.

3 MaHenb Monyyatenu coobeHnin. Coaep>kuT CNUCOK NoJib3oBaTeNel, yHacTBYOLLMX B AaHHOM

ceaHce. NMocne OoTnpaBKn COO6LLI,eHVIH €ero crtatyc OTO6pa)KaeTCFI C NOMOLWbHO CiegyroLlwmnx CUMBOOB:

o O — cooblyeHne OTNPABIEHO, HO eLLE He JOCTaB/IeHO.

o O— COO6LLI,eHVIe AOCTaBJIEHO, Ha 3KpaHe nojsydatena noasnioCb yBejoMieHne o coo6u.|,eva1.

o Y— COO6LLI,eHl/Ie NPOYNTaHO nosyvaTenem.

o [ — coobuieHmre BbIIO NpoUnNTaHO, NoNyYaTesb COBMpPaETCA OTBETUTD.
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CoobueHns NpoHyMepoBaHbl B MopsAjKe Ux oTnpaBku. KONOHKM €O cTaTycamm OTnpaBaeHHbIX
COOBLLEHNI PaCMONOXeHbl B 06paTHOM nopsjke (HaunmHas ¢ NOCAeAHEro oTrnpaBeHHOro
coobueHuns). CoobLyeHnsa oTNPaBASIOTCA NOAb30BaTENAM, PAAOM C UMEHAMW KOTOPbIX YCTaHOBAEHbI
dnaxckn.

CTpoka nowcka, npegHasHauveHHas aas dbuabTpaummu cnucka nosyyatenel Ha naHenn CeaHcobl 1 4ns
nowcka cnoB B coobLieHnax Ha naHenn MpoTokon ceaHca. B npoTokone ceaHca BCe BXOXAEHWSA
3a/laHHOM CTPOKW MOoMCKa OTMEYaroTCs XKENTbIM GOHOM.

MaHenb CoobuieHue. MpegHa3HaueHa A5 BBOAA HOBbIX COOOLLEHW.

MaHenb MpoTokon ceaHca. Ha 3Toii NaHenn oTobpaxaeTcs ncTopus cooblueHunii (MPoTokon)
TeKyLLero ceaHca.

MaHenb CeaHcbl. CO,CI,ep)KI/IT CMNCOK OTKPbITbIX CEAHCOB M KHOMKW Nepexoga Mexay ceaHCamu.
OnucaHne KoNoHOK Ha naHenn CeaHcbl npueegeHoO B cne,qyrou.l,eﬁ Ta6/1|/|u,e:

KonoHka OnucaHue

- Cratyc ceaHca:
3Haukm otcyTcTBYHOT. CeaHC OTKPbIT, BCe cO0bLeHns Bbian obpaboTaHbl.

-~ CeaHc OTKpbIT, NONyUEHbI HOBble COOBLLEHUS.

£ CeaHc 3aKpbIT MHULMATOPOM, OAHAKO B CEaHCE €CTb HEMPOUNTAHHbIE
coobuyeHna (3TOT 3Ha4OK OTobpakaeTcs, TOLKO €C/IN CeaHC UHULMMPOBaH
APYriM nosib3oBaTtenem).

a CeaHc 3aKpbIT MHULMATOPOM (3TOT 3HAYOK 0T06pa>KaeTcs1, TONbKO eC/in
CeaHC MHNUMMPOBaH Apyrum nonb3oBaTenem).

Ne Howmep ceaHca.
Monyyatenu CRMCOK yYaCcTHMKOB CeaHca.
HoBbix Yucno HoBbix (HeobpaboTaHHbIX) COOBLLEHWNI. ECI HOBBIX COOBLLEHWMIA HET,

3TO nojae nycro.

He npouutaHo YUMo HenpoumnTaHHbIX COOBLLEHNI. ECIM HEMPOUMTaHHBIX COOBLLEHNIA HeT,
3TO noJe nycTo.

Ecnv B ceaHce eCTb HEMPOUNTaHHbIE COOBLLEHNS, aTPUBYTbI 3TOTO CeaHca
BblZEe/1IeHbl MOYXVUPHBIM LPUGTOM.

Bpemsa [aTta v Bpems nocnegHero coobLeHns ceaHca.
nocneaHero
obmeHa

Mog, CNMCKOM OTKPbITbIX CEaHCOB PaCMOIOXeHbI KHOMKM Iﬁl 7 lﬁl C MOMOLLbH KOTOPbIX MOXHO
nepenTn K NpeaplayLLemMy Umn K cleayroLieMy NpOCMOTPEHHOMY CeaHcy. B uctopum nepexogos
MeXAy ceaHcamu 3anoMuHaetcs 10 NocaefHMX ceaHCoB, MPOCMOTP KOTOPbIX NpoaosKanca 6onee 5
CeKYHA.
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OTnpaBKa COObLLEHWI

[ns obmeHa MrHOBEHHBIMU COOBLLLEHNAMMU BbIMOJHUTE CAeAYoLWME AeNCTBUS:

1 Ecnm okHo OnepatvBHbIN O6MEH 3aLULWLEHHBIMW COOBLLLEHNAMU 3aKPbITO, UTODObLI OTKPLITh €O, B
MeHo nporpammbl ViPNet Client Boibepute MpunoxeHns > ObmeH coobueHnamu. B okHe obmeHa
coobLeHMAMY ByAyT OTKPbITbl BCE HaYaTble paHee CeaHCh!.

2 Ytobbl HaYaTb HOBBIN CeaHC ObMeHa COOBLLEHNAMMN NN KOHPepeHLMIo, B OkHe OnepaTUBHbIN
06MeH 3alnLEHHBIMW COOBLLIEHNAMM BbIMOJHUTE CleAytoLLne AeNCTBUS:

o B meHto CeaHc Bbibepute HoBbIl, a 3aTeM WENkHNUTE O6MeH coobLeHUAMU au
KoHpepeHuUus.
o B okHe Bblbop ceTeBOro ysna ykaxuTe y3/bl, C N0/Ib30BaTENSAMN KOTOPbIX Bbl XOTUTE HauaTb

06MeH coobLueHnaMn nan koHdepeHumto. 3atemM Haxxmute BbibpaTb.

OTKpOoEeTCsA HOBbI ceaHC 0bMeHa coobLeHUsMN. Ecnn Bbl yKasanu eAUHCTBEHHbIV CETEBOM y3en, ¢
KOTOpPbIM ceaHC obmeHa coobLeHnamMm yxxe Hbl HayaT, TO BMeCTO HOBOrO ceaHca OTKpOoeTCs
CYLLeCTBYOLLMIA ceaHc.

I'IpmmeuaHme. Y106kl HauaTb HOBLIN ceaHCc obMeHa COO6LlJ,eHI/IF|MI/I nnn KOHq)EPEHLI,I/”O,
Bbl TAK)XKe MOXXeTe Bbl6paTb CEeTeEBbIE Y3/1bl B pa3jene 3aL|.l,I/ILIJ,éHHaﬂ céTb N B
KOHTEKCTHOM MEHHKO Y3/10B BbI3BaTb MYHKT Mocnatb COO6LIJ,EHI/|E.

3 B okHe OnepaTuBHbIN 06MEH 3aLUULLEHHBIMU COOBLLEHUAMM BbIOEpUTe CeaHc, B KOTOPbI Bbl
XOTUTE OTMPaBWUTb HOBbIE COOBLLEHNS.

4 Ha naHenun CoobuieHne BBeANTE TEKCT COOBLLLEHUS.

5 Haxmute Otnpasutb nan knasuuy F5.

CoBerT. B HacTpoiikax nporpaMmbl 06MeHa COOBLLEHUAMU MOXHO BbIGpaTh, Kakoe
AencTBME BbINOMHAETCA MO HaxaTuto knasuwu Enter Ha naHenn CooblieHue: oTnpaska
coobLLeHNsa nan nepexos Ha HoByto cTpoky. s storo B nporpamme ViPNet Client B
meHto CepBuc BbibeprTe HacTpoiika npuaoxxeHus, otkpoetcs okHo Hactpolika. B
pa3gene O6bmeH coobuieHmamm B rpynne HasHaumTb ropsaune knaBulimn Bolbepute
Ctrl+Enter: otnpaBka coobueHus, Enter: nepeBoa cTpoku nam Haobopor.

[1pUMEM CcoobLLEHNM

Mo yMONYaHMIO MPU NOCTYMAEHUN HOBbIX COOBLLEHMI B 061aCTV YBEAOMAEHWI NOSBASETCA 3HAUOK "'

1

TEKCT coobLleHmsa oTobpaXkaeTcs BO BCMJbIBAOLLEM OKHE Haj 06aacTbio yBesoMAeHMN. YTobbl
NpouYnTaTh HOBblE COOBLLLEHWS, BbIMOAHUTE OAHO U3 AENCTBUNA:

e LLénkHute 3Hayok -~ B 06saCTV YBEAOMAEHWIA.

e B okHe OnepaTuBHbIii 06MeH 3aWMLEHHBIMY COOBLLEeHMAMN Ha NaHEeNN NHCTPYMEHTOB

HaxxmuTe MpoumnTtatb .
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Bbl MOXKeTe N3MEHUTbL CMOCO6 YBEAOM/IEHUS O HOBOM COOBLLLEHUN. [l 3TOrO BbINOJHUTE Cieytoune
JencTBUs:

1 B okHe nporpammbl ViPNet Client B meHto CepBuc Bbibepute HacTpoiika npuaoxkeHus.

2 B okHe Hactpolika B pa3sene O6MeH coOObLEeHMAMU YCTaHOBUTE UAN CHUMUTE ClegytoLime
dnaxckn:

o yBeAOMJ’IﬂTb O npuxoae C006IJJ|eHVIﬂ nonynpospayvyHbiM OKHOM.

o yBeAOMﬂﬂTb O npuxoae C006IJJ|eHVIﬂ MUraHnem KHONMKM Ha nNaHenan 3ajad.
o yBeAOMﬂﬂTb O npuxoae C006IJJ|eHVIﬂ OKHOM MNMOBEepX BCEX OKOH.

o [oka3biBaTb HOBblE COOGLIJ,eHI/IiI B OTAE€/IbHOM OKHe.

Ecim dnaxok MokasbiBaTb HOBble COOBLLEHUA B OTAE/bHOM OKHE YCTaHOB/EH, MPU NOAYYEHUM
coobLeHnIt 0TKpoeTcs OKHO HoBble coobLuyeHms.

'_J Hoeble cooByenma (ceanc: 1) E@
MocTyrnK coobueHna oT:
CTnpasuTeny Bpema lata OTBETHTE
Client 01001 12:02:37 6 okTbpA 20091,
Client 01 001 12:02:48 6 oktabpa 2009 r.

[] NokaseiEaTe 5To OKHO NOBEPX BCEX OKOH

Ceanc:1 Client 01 001 Hoebix cooBLyennii: 2

PucyHok 73. Hosble coobuyeHus 8 omoesibHOM OKHe

B okHe HoBble coobueHns otobpaxkaeTcst CNMCOK HOBbIX COOBLLEHN B MOPsAKE MOCTYMNIEHUS.
C NOMOLLbIO KHOMOK B MPaBOM YacT OKHa Bbl MOXETE NPUHATL coobLleHme (Torga oHo byaeT
COXpaHeHO B MPOTOKOJe CeaHca), OTBETUTb Ha COObLLeHe AN yaannTb ero.

OTnpaska ¢annoB 1 N1MCceM U3 MPOTrPaMMbl
ObMEHa 3aMLLEHHbBIMY COODLLEHUAMM

Bo BpemA CeaHcCa obmeHa COO6LLI,€HI/IHMI/I Bbl MO>KeTe OTrNpaBaATb y4aCTHMKaM CeéaHCa q)aVIIIbI " nncbMa

; o o et
no 3awmiéHHomy kaHany VPN. s 3Toro ncnonb3yiite kHornku ®aiin =y Mucbmo Lo,
PacnoJ/Io>KeHHble Ha NaHeNn NHCTPYMEHTOB.

OtnpaBka $ainnoB OCyLLECTBAAETCA C NOMOLLLIO NpuaoxeHns «danosbli o6MeH» (cM. OTnpaska
dannoB 13 nporpaMmbl 06MeHa 3aLMLLEHHBIMW COOBLLEHUAMM).
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OTtnpaBka NMCeM BO3MOXHa, TOJIbKO eCNn BalleMy CEeTEBOMY y3/1y HazHaueHa posb «/enoBas noyrta» u
Ha HeM ycTaHoBaeHa nporpamma ViPNet [lenoBas noyta. YTobbl OTNPaBUTb MMCbMO, BbINOJAHNUTE
cnegyroLine AencTBus:

1 B okHe OnepaTtuBHbIii 06MeH 3aWMLEHHBIMY cO0bLeHnAMN Ha naHenn CeaHcbl BbibepnTe ceaHc,

ydaCTHMKaM KOTOPOro Bbl XOTUTE OTNPaBnTb MNCbMO.

2 Ha naHeaun n0ﬂy‘-IaTel'II/I C006IJJ,eHVIi;I Bbl6epVITe Y4YaCTHUKOB U Ha NMaHeNN MHCTPYMEHTOB Ha>XXMuUTe

Mucbmo L.

B pe3ynbTate byzet 3anyweHa nporpamma ViPNet lenosas nouta U nosBUTCA OKHO CO34aHMs

HOBOTO NMNCbMa, B KOTOPOM B KauecTBe noJiyyatesnei byayT ykasaHbl BbIOpaHHbIe y4aCcTHUKN CeaHca.

MNMoapobHee 0 TOM, Kak co3zaTh U OTNPaBUTb MUCbMO, cM. AOKyMeHT «ViPNet [lenoBas noura.
PykoBoaCTBO Nonb3oBaTens».

MpumeyuaHue. B cnvcok noayyatenein HOBOro NMcbMa byayT BKAOUYEHbI TONBKO
. YUaCTHMKM ceaHca ¢ posibto «/lenosas noyta», y KOTOPbIX yCTaHOB/IEHa MPorpamma
Iil ViPNet [lenoBas nouta. ECam Taknx y4acTHUKOB HET cpeAm BblIBpaHHbIX, TO OTAPaBUTb
nMcbMo ByAeT HeBO3MOXKHO.

[1pekpalleHre obMeHa CoObLLEeHUAMM

YT106bI 3aKpbITh CeaHC 0bMeHa coOObLEeHNAMM:

1 B okHe OnepaTvBHbIN 06MeH 3alULLEHHBIMM COObLEeHUAMY Ha NaHenn CeaHcbl BbIbepuTe ceaHc.

2 EC/vn Bbl XOTWTE COXPaHUTbL NMPOTOKOJ CeaHca B BUAE TEKCTOBOTrO daina, LWENKHUTE CeaHC NpaBoW
KHOMKOM MbILWW 1N B KOHTEKCTHOM MeHHo BblbepuTe CoOXpaHUTb Kak, 3aTeM yKaxute Gpaiin ans
COXPaHEHUsA MPOTOKOA.

3 BbINOJHUTE OAHO U3 AENCTBUNA:
o B meHto CeaHc BbibepuTe 3aKkpbITh.

o Haxmure knasmuwy F8.
o Ha naHenn MHCTpPYMeHTOB HaxXmuTte 3aKpbiTh Q
4 Tlocne 3aKpbITUs ceaHc ByaeT yaanéH c naHenn CeaHcbl.

YT06bI 3aKpbITE NPOrpaMMy o6MeHa 3aLUMLLEHHBIMW COOBLLEHMAMM, BbIMOJHUTE OAHO W3 AeNCTBUI:
e B meHto CeaHc BbibepunTe Bbixog,.

e Haxmute 3akpbiTh [

MpymeyaHue. Mpn NOBTOPHOM OTKPbITUM OkHa OnepaTUBHbIA 06MEH 3aLMLWEHHBIMU
coobLLeHNAMM BCe TeKyLMe ceaHcbl byAyT BOCCTaHOBAEHbI.
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Otnpaska rnucem nporpammbl ViPNet
/lenoBas rnouta

B coctaB nporpammHoro obecneueHus ViPNet Client Bxoaut nporpamma ViPNet Jenosas nouta,
KOTOpasi N03BONAET OOMEHUBATLCS 3NEKTPOHHbLIMU NMUCbMamu B 3aLmLLéHHon cetn VPN. Ecim Bawemy
CeTeBOMY Y34y Ha3zHauyeHa posb «[lenoBas noyta» 1 Ha HeM ycTaHoBaeHa nporpamma ViPNet [enoas
nouTa, Bbl MOXETe OTNPaB/ATb NCbMa HerocpeacTBeHHO m3 nporpammebl ViPNet Client. Anas storo
BbIMOJIHWUTE ClieAytoLLme AeACTBUS:

1 B okHe nporpammsbl ViPNet Client Ha naHenn HaBuraumm Bolbepute pasgen 3awmwéHHan ceTb.

2 B pasgene 3awmwiérHHasn ceTb BbibepuTe CETEBOW Y3€/, Ha KOTOPbIN TpebyeTca OTNPaBUTb NMUCbMO.
YT06bI BEIOPaTh HECKOJIBKO CETEBbIX Y3/10B, 3axkmuTe kaasmwwy Ctrl n no ouepesmn WENKHWTE HYXHble
y3/1bl. YT06bI OTGUABTPOBATbL CMMCOK CETEBbIX Y3/10B, BOCMOAb3YUTECh CTPOKOM NONCKA B HUXKHEN
YyacTu pasgena 3alMLEHHanA CeTb.

3 BbINOAHUTE OAHO U3 AENCTBUNA:

o Haxmure MuecbMo L Ha NaHeNn MHCTPYMEHTOB.

o U.l,éﬂKHI/ITe ceTeBOM y3en npaBoﬁ KHOMKOW MbILIN U B KOHTEKCTHOM MEHH Bbl6epMTe OTI'IpaBI/ITb
NMNCbMO.

B pesynbTate 6yset 3anyuwieHa nporpamma ViPNet [lenoBas nouta v NOABUTCA OKHO CO34aHUA
HOBOTO MNCbMa, B KOTOPOM B KayecTBe noJsiyyateneit byayT ykasaHbl BbiOpaHHble CETEBbIE Y3/bl.
MNoapobHee 0 TOM, Kak co34aTb U OTNPaBUTb NMMCbMO, CM. AOKyMeHT «ViPNet [lenoBas noura.
PykoBoacTBO nonb3oBaTensa».

MpuMeuaHue. B cnncok nosyyateneit HOBOro NMcbMa ByAyT BKIOUEHbI TOIbKO CETEBbIE
y3/1bl C ponbto «[lenoBas nouta», y KOTOpbIX ycTaHoBAeHa nporpamma ViPNet [lenoBas

nouta. Ecav Takmx y3noB HeT cpean BbibpaHHbIX, TO OTNPaBUTb MMCbMO byaeT
HEBO3MOXHO.
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DanoBbI OOMeEH

C nomolwubto NpuaoxeHus «dPannosbln 0bMeH» nosb3oBaTenn cetn ViPNet MoryT nepecbinate Apyr apyry
dannbl no 3awméHHomMy kaHany VPN. Pasmep daina ans otnpaBku He J0KeH npeBbiwats 2 6,
oTnpaska garnos ¢ pacwmpeHusamu dll n exe orpaHmnyeHa. ns oTnpaBky Takmx GparioB NOMeCTUTE UX B
apxmB. KpomMe 3Toro obecneumBaeTcs KOHTPOJIb UX LLeJOCTHOCTU. ECin LienoctHocTb danna npu
nepegaue 6bl1a HapyLleHa, TO AaHHbI dann aBTOMaTUUYECKM YAaNsaeTcs.

Mpumeyanue. nsa dalinos, NONYUYEHHbIX OT NOJb30BaTeNEN, Y KOTOPbIX YCTAHOBIEHO
MO ViPNet Bepcun 3.2 1 HMXe, NpoBepka LIeNOCTHOCTA He BbINoHAETCA. B okHe

®daiinoBbin 0bMeH A1 Takux GpaiiioB ykasaH cTatyc LienocTHOCTb He noaTBEpPIXKAEHA.
PelwweHne 06 ncnonb3oBaHuu Takoro dalina NPUHMMaeTCA Ha yCMOTpPeHUe

noJib3oBaTenAa.

MpunoxeHne «dannosblii 06MeH» Bbl MOXeTe Bbi3BaTb 13 nporpammbl ViPNet Client, n3 KoHTeKcTHOro
meHo Windows nan 13 nporpammbl o6MeHa 3alMLEHHBIMW COOBLLEHNAMN.

MpumeyaHue. Eciv Ha Ballem ceTeBOM Yy3se dalisioBblii 0O6MEH HefOCTYMeH, obpaTnTech
K agMuHucTpatopy cetn ViPNet ¢ npocbboli paspewntb GalisioBbli OOMEH.
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HTepdenc nporpammbl «Dannosbii O6MeH»

[ns npocMoTpa NpUHATBIX M OTNpaBaeHHbIX darnos B nporpamme ViPNet Client Beibepute MeHto
Mpuno>keHusa > daiinoBbii 06MeH. Takxke OKHO «DanNoBbI OOMEH» NOSBASETCA KaXkablW pa3 npu

oTnpaBke v npnéme Gannos.

BHeLwHW B1A okHa nporpaMMbl «PaiinoBbln 0bMeH» NpeAcTaB/eH Ha CleAyoWweM PUCYHKe.

F1 {—2 /—3 /—4
[ ostgheni obmen o |

Dain fBwy  Cnpaeea

& i s X

Ompagite... | [Mepeiitd  Npédamsie | Yaamire
easTp: | Y pee gaiine ]II i
T.. Aagecar i Tanin data CocToRnnE |
MpsHATsie haiisl 1
& Cosmue Anexced NleoHwaoeny .'.-’], policy-manager-£.0.0, 15206 -AUS exe 1202.2013 15:00 UenocrsocTs He NogTEEpHELEHE
[

CoaTin Aneiced MeoHugoeng g etoken pli client 5 0 spl wingip 1202200131501 Mpsearr

Otnpaenessie daiae

E Cearin Anexced MTeonugosny 3B L0y KIEH Iu) 12022013 13:38  Jocrasnen

L Cosmwe Anekced NMeowwgoeny || user info.bd 12022013 15:24 Omnpaenes

4 f m 3
MpssATee 2 Jr Ompaenesmiee: 2 J|I

5 | N

PucyHok 74. OkHo ¢alinosozo obmeHa

Lndpamn Ha pucyHke 0603HaYeHbI:
1 TnaBHOE MeH Nporpammel.

2 [aHenb MHCTpyMeHTOB. C MOMOLLbIO KHOMOK Ha MNaHean MHCTPYMEHTOB MOXHO OTMNPaBUTb HOBbI
dainn, nepenTn K NPUHATLIM dalinam uam yaanute Gann 13 cnmcka.

3 ®unbTp cnncka Gannos. MNpeaycMOTPEHO TPU peXMMa 0TOBPaXKeHNs crnmcka:
o Bce darinbl.
o [MpwuHaATble darinbl.
o OTtnpaeneHHble panbl.

4 Tpynna MpuHaTtbie ¢pannbl. B 3101 rpynne otobpaxatrotcs ¢alibl, NoNyUYeHHble OT NOJb30BaTeNen
Apyrux ceTteBbix y3a108B ViPNet.

5 Tpynna OTnpaBaeHHble ¢aiinbl. B 31Ol rpynne otobpaxatoTrca paiibl, NepesaHHble Noab30BaTeNAM

Apyrmx cetesbix y310B ViPNet.

6 Ccbinka Ans nepexofa B narky, B KOTOPOW HaXxoAUTCA pain.
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Otnpaska ¢pannos 13 nporpammbl ViPNet Client

MpumeuaHue. Pa3mep daiina Ans oTnpaBky No 3aLLMLLEHHOMY KaHany He AoJXeH npesbiwats 2 6.

1 B nporpamme ViPNet Client Ha naHenun HaBuraumm Beibepute pasgen 3awméHHan ceTb.

2 Ha naHenn npocmoTpa Bbibepute oOAMH UM HECKOJIbKO Y3/10B, yaep>uBas knasuwy Ctrl. Ytobbl
0TO6Pa3nTb TOIBKO Y3/1bl, COAEPXKALLME ONpesenéHHbie CUMBOJIbI, BOCMOJIb3YNTECh CTPOKOM Nnoncka
B HUXXHEW YacTu pasgena 3alniéHHan ceTb.

3 BbINOAHWUTE OAHO U3 AENCTBUIA

o HaxwmwuTe OTnpaButb S na nanenn WNHCTPYMEHTOB.

o LLénkHUTe ceTeBOM y3en NpaBol KHOMKON MblLLK U BbIGepuTe OTNpaBuTb dai.
4 Bbibepute dainbl n Haxmute OTKPbITH.

BbibpaHHble daiinbl ByayT oTnpaBaeHbl agpecary.

5 Ortkpoetcsa okHO PalinoBbiit 06MeH, B KOTOPOM OTObpaxkaeTca MHPopMaLmsa 06 oTnpaBaeHHbIX
darinax n ux CoCToHUM.

6 Korpa otnpaBneHHble daiabl ByayT AOCTaB/IEHbl NOAyYaTENtO, NOSBUTCA YBEAOMAEHWE O AOCTABKE.
Y106bI OTK/IOUNTL YBEAOMIEHUS, B OKHE COObLLEeHNs ycTaHoBUTE ¢axkok He nokasbiBaTb 3TO
coobleHne B Aa/ibHeNLIeM.

Iil MpumeuaHwue. Ana HacTpoiky yBeAoMAeHN B okHe nporpammel ViPNet Client B MeHto
CepsBuc BbibepuTe Hactpoiika npuioskeHns > ®aiinosbiii o6MeH.

OTtnpaska GanaoB U3 NPOrpaMMbl OOMeEHa
3aLWMLLEHHBIMW COODLLEHMAMMN

1 B okHe OnepaTvBHbIN 06MeH 3alnLEHHBIMY cO0bLeHnaMN Ha naHenn CeaHcbl Bbibepute ceaHc,
y4yacTHMKaM KOTOPOro Bbl XOTUTE OTMPaBUTbL ali.

2 Ha naHenu Monyuyatenn coobuieHnn BbibepnTe y4aCTHUKOB Y Ha NaHeNN UHCTPYMEHTOB HaXXMuTe
o |
®ann M=,
3 B nosBuMBLUEMCA OKHe yKaxuTe daiibl, KoTopble TpebyeTca oTNpaBuTb, U HaxXmmnTe OTKPbITb.

BbibpaHHble dalinbl 6yAyT oTnpaBaeHbl y4acTHMKaM ceaHca.

4 Ortkpoetcs okHo DaitnoBbli 06MeH, B KOTOPOM oTobpaxaeTcs nHbopmaums ob oTrpaBAeHHbIX
dannax N nx cCoCToAHUN.
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5 Koraa oTnpasaeHHble darinbl 6yayT AOCTaBAeHbl NOAyYaTeNsam, NporpamMma BblgacT YBeAOMAEHWE O
J0CTaBKe. YTobbl OTK/IHOUNTE YBEAOMIIEHWS, B OKHE COObLLEHMS ycTaHOBMTE daaxok He nokasbiBaTb
3TO coobueHne B AanbHelLeM.

Iil MpumeuaHwue. [ins HacTpoOMku yBegoMAeHU B okHe nporpaMmmbl ViPNet Client B meHto
CepBuc BbibepuTe Hactpoiika npunoxkeHms > ®aiinoBblii 06MeH.

[1pWém dannos

1 I"IporpaMma BblAacTt COO6LLI,eHI/1€ O NMPUHATOM q)al‘/'lne, B 061acTU yBeAOMJ’IeHI/IVI noABUTCA 3HAYOK

nporpammsl daiinosoro obmeHa =,

) Daiinossiii obmen
" nonyuero - 1

PucyHok 75. YeedomaeHue o npuHamowm cpatine

MpumeuaHwue. Jna HacTpoiikm yBegoMaeHA B okHe nporpammel ViPNet Client B MeHto
Cepsuic BbibepuTe HacTpoiika npuioskeHns v neperante k pasgeny ®aiinosbiin
obmeH.

o , o =)
2 YT106bl MPOCMOTPETH NONYYEHHbIE halbl, WENKHWTE 3HAYOK paiioBoro obmeHa =' B obnactu
yBegomieHuii. OTkpoetca okHo PannoBbli 06MeH.

3 B okHe ®aiinoBbii o6meH B rpynne MpuHATbie daisibl Bbibepute Hy>XXHbIA Gain 1 BbINOJAHUTE OAHO

V3 AeNCTBUN:
o LWénkHute nmsa darina B ctonbue daiin.

2
ol
=

o Haxmurte anIHFITbIe ) Ha NnaHeanm NMHCTPYMEHTOB.

B HoBOM OkHe ByaeT OTKpbITa Narnka, cogepkallas BblopaHHbIA daiin.

Y1o6bI NpOCMOTpETh Palibl, MONYYEHHbIE OT onpeaenéHHoro noas3osartens cetu ViPNet:
1 B okHe nporpammbl ViPNet Client Ha naHenn HaBuraumm BoibepuTe pasgen 3awmwéHHan ceTb.

2 B pa3zene 3awuwéHHasn ceTb BbibepuTe CETEBOW Y3, OT N0/b30BaTeNs KOTOPOTo 6blN NPUHATHI

»
N
-~

daiinbl, n HaxmuTe MpuHATbIe WS Ha NaHes M NHCTPYMEHTOB.

B HOBOM OKkHe 6y,CI,ET OTKpPbITa Marika, cogep>allad q)al)’lﬂbl, nocrynmeLimne C Bbl6paHHOFO ceTeBsoro

y3na.

MpumeuaHue. Ecnv B paszgene 3awmiuéHHas ceTb BbIOpaTb HECKO/IbKO CETEBBIX Y310B U
HaxaTb MpUHATbIE, OTKPOETCA Nanka, coAepxkallas nognanku ¢ dainamu, KOTopble
661K NosyyeHbl OT pasHblx Nonb3osaTenet ViPNet.
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BbI30B BHELLIHMX MPUIOXEHMUM

Mporpamma ViPNet Client noaaep>xuBaeT BbI30B BHELUHUX MPUAOXEHWUW A8 YAANEHHOTO AOCTyna K
apyromy y3ny: VNC Viewer, Remote Desktop Connection, Radmin Viewer. NMogpo6bHee o pabote ¢ 3TvmMm
nporpaMmamu CM. pasgen 3anyck nporpamMmel yaanéHHOro goctyna (cm. YaanéHHas).

MpenmyLectBo paboTbl ¢ BHeWHWMK NporpaMmmMamm B cet ViPNet coctomT B TOM, UTO Becb Tpaduk 3TmX
nporpamMm 3aLuLLéH KpuntorpapryecknMm MeTogamu.

Ans B3anmogencTeus ¢ Apyrum nosb3osatesem ViPNet ¢ NOMOLLbIO BHELIHEFO NPUAOXKEHMS:
1 B nporpamme ViPNet Client Ha naHenn HaBuraunm BbibepuTe passen 3awmILEHHasA CeTb.

2 Ha naHenn npocmoTpa LWENKHMTE CeTEBOM y3e NpaBoW KHOMKON MblLwK, BbibepuTe BHewHne
NporpamMmsbl 1 3aTEM HY>KHYHO NpOrpammy.

BHewwHss nporpaMma 6yeT aBTOMaTUYECKM 3anyLleHa B 3alULLEHHOM peXMME, a MOJIb30BaTENHO
BblO6paHHOro ceteBoro y3na ViPNet 6yzet npeanoxeHo NoATBEPANTb 3anyck TOW Xe NporpaMMbl Ha
€ro KOMMbLOTEpE.
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[IpOoCMOTP BEO-pecypCcoB
CETEBOTO Y313

Ecam Ha komnbtoTepe ¢ ViPNet Client yctaHoBneH Beb-cepBep nan Be6-NpuAoXKeHWe, TO gpyrne
nonb3osatenn cetn ViPNet MoryT coeanHUTLCA C HAM MO 3aLUMLLEHHOMY KaHany. Mpw 3Tom gocTyn K
Be6-cepBepy BO3MOXEH TONBLKO ANA Tex nonb3oBateseit cetn ViPNet, KOTOpbIM agMUHMCTPATOP CeTH
pa3peLmnn AaHHOE COefMHeHNe.

370 No3BO/IAET peann3oBaThb 3aLULLEHHBIN NHTEPHET-MOPTas, B KOTOPbLIA MOTYT 6bITb UHTErPUMPOBaH®I
pasnnyHble npunoxeHna — CRM, CMS, 6a3bl JaHHbIX U MHOTOe jpyroe.
YT10b6bI yCTAaHOBUTL Takoe COefNHEHNE:

1 B okHe nporpammsbl ViPNet Client Ha naHenn HaBuraumm Belbepute pasgen 3awmwéHHan ceTb.

2 Ha naHenn npocmoTpa BbibepuTte CETEBON y3e, Ha KOTOPOM OpraHN30BaH 3alULLEHHbIV Be6-
nopTasn, 1 BbINOJAHUTE OLHO U3 AENCTBUN:

b

o HaxwmuTe Beb-pecypc -a~ Ha naHenn MHCTPYMEHTOB.

o LénkHuTe BbIGpaHHbIV y3en NpaBon KHOMKOM MbILIN U B KOHTEKCTHOM MeHto Bbibepute Web-

CCblJIKa.

MprmeyaHue. Ecv Bbl XOTUTE OTKPbITb BeH-NopTan Ha ceTeBOM y3ne, koTopbii ssasetca MAK
ViPNet Coordinator HW, ViPNet Coordinator VA nau Ha koTopom yctaHoBaeHo MO ViPNet

Coordinator for Linux, To 418 focTyna K Be6-UHTepdency koopanHatopa ¢ HUM byaeT
ycTaHoB/eHo coegnHeHne no TCP-nopty 8080 (Hanpumep, 10.0.2.8:8080). s Bcex ocTanbHbIX
y310B Beb-nopTanbl 6yayt otkpbiBathcs no TCP-nopty 80.
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Ob630p OOLIMX PecypCcos
CETEBOrO Y313

®yHkumna «O630p 06LLNX pecypcoB CETEBOrO y3/1a» NO3BOAAET OTKPbITh CETEBbIE PECYpPChl C 06LUM
focTynom Ha ceteBoM y3ne ViPNet. CoeanHeHve ycTaHaBAMBaETCA B 3aLUMULLEHHOM pexumMe.
Y106bI OTKPLITL 06K pecypc ceTeBoro y3na ViPNet:

1 B okHe nporpammsbl ViPNet Client Ha naHenn HaBuraumm Bolbepute pasgen 3awmwéHHan ceTb.

2 B pasgene 3awmiiérHHasn ceTb BbIbepuTe HY>KHbIA CETEBOM Y3€N 1 BbINOJHUTE O4HO U3 AeNCTBUIA:

o HaxwmwnTe O630p 2 Ha nanenu WNHCTPYMEHTOB.

o LénkHuTe BbIBPaHHbIN y3en NpaBoi KHOMKOW MbILIN Y B KOHTEKCTHOM MEHO BblbepuTte

OTKpbITb CETEBOW pecypc.

B pe3ynbtate MpooaHmK Windows B HOBOM OKHe O0TO6pPa3nT AOCTYMNHbIEe CETEBbIE PecypChbl Ha
BbIGpaHHOM ceTeBOM Yy3ne. [MyHKT KOHTEKCTHOrO MEHIO M KHOMKA Ha NMaHean UHCTPYMEHTOB JOCTYMHbI,

TONIbKO eC/In BbibpaH OAWH CEeTeBOW y3en.
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[ lpoBepKa coesnHeHUs
C CETEBbIM Y3/10M

B ViPNet Client MOXHO NpoBepunTb JAOCTYMHOCTb M aKTUBHOCTL NMoJib30BaTeneit ceTeBbix y310B ViPNet.
370 MOXET NOHaZ0bUTLCA, KOrAa HEOHBXOANMO YAOCTOBEPUTLCA, UTO NMONb30BaTE/Ib HAXOANTCA Ha CBOEM
pabouyeM mecTe, a Ha paboyem MecTe OTCYTCTBYIOLLErO NOAb30BaTENs HET aKTUBHOCTW. [ln1f NnpoBepku
COefMHEHUA C CeTeBbIM Y3/10M HEOBXOAMMO, UTO6bI 3TOT y3en nmen sepcuto MO ViPNet He Huxe 3.x.

1 B ViPNet Client Ha naHenn HaBuraumm Bbibepute paszen 3alnLLEHHanA CeTb.

2 Ha naHenn npocmoTpa BbibepuTe CETEBON y3eh, COeAMHEHME C KOTOPbIM TpebyeTcs NpoBepuTb.
YTtobbl BbIOpaTh HECKOJIBKO CETEBBIX Y3108, 3aXkmute knasuwy Ctrl u WENKHUTE HYXHbIE Y3/bI.

3 BbINOAHUTE OAHO U3 AENCTBUIA:

o Haxwmure MNMpoBeputb | Ha NaHenu MHCTPYMEHTOB.
o Haxmwute F5.

o LénkHnTe ofnH 13 BbIBpaHHbIX CETEBbLIX Y3N10B NPaBON KHOMKOW MbILLN U BbibepuTte
MpoBepuTb coegnHeHune.

Otkpoetcsa okHo MpoBepka coegnHeHUs, cogepxallee MHGOpPMaL MO O BbIbBPaHHbIX CETEBbLIX y3/1aX.

BHewwHW B1g okHa MpoBepka coeguHeHNs NpesCcTaB/eH Ha CeAyHOLLEM PUCYHKE:

F fFI fs [4 fﬂ

(=L Maxcuw Encfopoewy.... - Mposepea coegurgrng [ |
tain ' dedcrenn B Cnpases

cold'p = 7

¥sen Cramy AKfWEHOCTE HA KouneoTepe  Mms kown.. Beposn N0 Bepons OC Aonaan..
L Apran Makcns Bucropossy  foctynen 10 §espana 2007 r 111905  WIN-GDSE.. 433402.. Microsoft .
ByTeipws Metp Hawonaesnys  Hepocmynew Oroyrer..
MyGarnoe Mrope Hukonseens Hegocrynen Oreyrer...
Jaeripoea Xanna Anexcan... Hepoomymen Oreyrer...
HanmeHosaHue IHaueHuE
¥en Apeun Maxcuu Bueroposmny
Cramyc Aocrynen
LETHEHOCTE HE KOMMBHTERE 10 chespans 2007 r. 11:19405
Flms xomnnroTepa WIN-GSIEBE K5 AL
Bepcur MO 4.3(3.40228) RUS
Bepoumn OC Microsoft Windows 7 Enterprise Edition, §4-bit Service Pack 1 (build T601.winTspl_gdr
JenonsntensHo
fl m 3

Bp FM!‘HPGHL‘DKHZ 12:36:00 Janson: 1 Bcerao: 4

B — 7

PucyHok 76. OkHo nposepku coeduHeHUs
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Linppamum Ha pucyHke 0603HaUEHbI:

1
2

[naBHOe MeHIO MPOorpamMmMbl MPOBEPKN COEANHEHWS.

MaHenb MHCTPYMEHTOB.

OcHoBHas naHenb. COAEePXUT CMINCOK CETEBLIX Y3/10B, C KOTOPbLIMMW BbIMOJHAETCS MPOBepKa
COefVHEHUS.

LiBeT 1 uBeTOBOE BbigeneHue (GoH) MMeHV CETEBOTO y31a 0603HaUatoT ero TekyLllee COCTOHME:

LiBeT umeHn CocTosiHMe ceTeBOro y3aa

®duronetoBbIn CeTeBOW y3en fOCTYNeH, HO nocaeaHne 15 MUHyT
noJib30BaTes/lb He NPOABAAN aKTUBHOCTM Ha
KOMMbroTepe.

YEpHbIN Ha 3enéHoM ¢poHe CeTeBOM y3en AOCTYMNeEH, U NOAb30BaTENb

NPOABAAA aKTMBHOCTb 3a nociegHne 15 MunyTt

YEépHbIn CeTeBOM y3e/ B AaHHbIA MOMEHT He MOAKAOYEH K

ceTu.

o

Ytobbl NOCMOTPETL NOAPOGHYH MHPOPMALIMIO O CETEBOM Yy3/1€ B OTAE/bHOM OKHE, BbINOJHUTE
OJIHO U3 AeNCTBUNA:

o [1BaxkAbl WENKHUTE HYXXHbI CETEBON y3en.
y NS
e  BbibepuTe ceTeBOW y3en 13 cnucka u Haxxmute CBoMCTBa Ha NaHesn UHCTPYMEHTOB.

e  BbibepuTe ceTeBOW y3en 13 cnncka U HaxkMuTe knasuwy F3.

OtkpoeTcs okHo CBOICTBa y3na.

L4 Ceoiicrea yana EI = @

WMHGOPMELA 0 cTATYCE y3na Apkmd Makom BukToposny:

CraTtyc HocTynen

AKTHEHOCTE Ha KOMNBIOTERE 7 beepana 20131, 1423:27

WmMa KoMnbroTepa Win?

Bepaia MO 4,0.0 (15330) - 3.02 (672) - 3.03 (15330) RUS
Bepaas OC Microsoft Windows 7 Ultimate Edition (build

7600.win7_rtm.090713-1255), 32-hit

PucyHok 77. [odpobHasa uHghopmayus o0 cmamyce cemesozo y31a

Y106bl OTNPaBUTb Ha OAMH M3 CeTeBbIX Y3/10B B OkHe [MpoBepka coegnHeHMs NMCbMO
nporpammbl ViPNet [lenoBas nouta, HayaTb ceaHC 0bMeHa 3aLlMLWEHHBIMU COOBLLEHUAMN NN
BbIMNOJIHUTL ApYroe AeNcTBume, JOCTYNHOE B pa3sene 3alWuiuéHHasn ceTb, LENKHNTE BblOpaHHbIN
y3e/ NPaBoOW KHOMKOW MbIWW U B KOHTEKCTHOM MEH0 BblIGepuTe COOTBETCTBYHOLLMUM MYyHKT.
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4 Cronbubl ocHoBHOW NaHenn. CTaTyC ceTeBbIX Y3/10B yka3aH B ctonbue Cratyc. OnvcaHmne BO3MOXHbIX
CTaTyCoOB NpuBeseHO B TabauLe HMXe.

Craryc OnucaHue

[ocTtyneH EcTb nonHOLeHHas CBA3b C CETEBBIM Y3/0M.
Csa3b no VPN ectb, HO Mogyab ynpaBaeHus Ha ceteBom y3ne MO ViPNet pabotaet

ViPNet He pocTyneH HEKOPPEKTHO, 3aLlNLLEHHAas CBS3b C y3/0M byaeTt

npepBaHa npwv At6bIX OBHOBNEHMSAX B CETW.

HepoctyneH CBA3b C CETEBBIM Y3/10M OTCYTCTBYET.

B CTOI'I6LI|e AKTUBHOCTb Ha KOMMbrOTEPE YKa3aHO BpeEMA I'IOC}'IeAHEI‘/’I AKTUBHOCTW.

YT06bI OTCOPTUPOBATL CMNCOK MO OAHOMY 13 CTONBL0B, LWENKHUTE 3aroNoBok ctonbua. C noMoLbo
KOHTEKCTHOTO MEHHO MOXHO YAaANTb UAN 406aBUTL CTONBLbI.

5 Crpoka nowucka. MNpegHasHaveHa aas GUAbTPaLMM CIMCKA CETEBbIX Y3/10B Ha OCHOBHOW naHenu (3).

6 [laHenb cBoOWCTB y31a. CofepXUT NOAPOOHYH MHGOPMaLMIO O CETEBOM Y3/, BbIOpaHHOM Ha
OCHOBHOWM naHenu (3).

7 CTpoka cocTofHums.

MpumeyaHme. Mo ymonuyaHuto B okHe MNMpoBepka coegnHeHMA He oTobpaxaroTcs

naHeNb MHCTPYMEHTOB (2), cTpoka noucka (5), naHenb CBOWCTB y3na (6) 1 cTpoka
coctosaHus (7). Ana oTobpaxkeHUs 3TUX 31eMeHTOB MHTepderica B MeHo Bug yctaHoBute
dNaxky B COOTBETCTBYHOLLMX MYHKTaX.
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AIMUHNCTPATUBHbIE PYHKLINN

Paborta ¢ xypHasom IP-nakeToB

MpocmoTp cTratncTnkm dunbTpaummn IP-naketos

MpocmoTp nHbopmaLnm o KaneHTe

YnpasneHune KoHGUrypaumamm nporpammel

LleHTpannsoBaHHas HacTtporika ViPNet Client uepes ViPNet Policy Manager
YpanéHHas paboTta Ha CETEBOM y3ne

Pabota B nporpaMmmMe B pexume agMuHUcTpaTopa

HacTpowika napameTpoB 3anycka nporpammbl ViPNet Client
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Pabota ¢ xxypHanom IP-naketos

B pazgene XXypHan IP-nakeToB Ha OCHOBE Pa3/INUHbIX MapaMeTPOB NOMCKa MOXXHO CHOPMUPOBATL OTUET
0 3aperncTpmpoBaHHbIX Nporpammon IP-naketax. Takve OTUETbI MO3BONAIOT KOHTPOAMPOBATL BCE
BXOZALLME U UCXOAALLME COeANHEHNA KOMMbIOTEpPA.

HacTtpovka napameTpoB nowcka IP-naketos

[na npocmoTpa XxypHana |IP-nakeTos:

1 Bbibepute pasgen Ctatuctuka v XXypHanbl > XypHan IP-naketos.

ViPNet Client [E=R|E=E 5

®ain  MpunoxeHwa Cepewc Bwg Cnpaeka

w9 8 > .
CoobBuweHune Mucemo OTnpaenTe MpuHATEE MpoEepuTE AypHan O630p Beb-pecypt R. Desktop H
ViPNet Client

= KypHan IP-nakeTos
* Hm JaWMLLEHHAA CETh

g Eﬂ Ceresele UnLTpEI YKEHNTE NAPANETDRI NOWCKE B ¥yPHENE IP-NEKETOE M HEMMUTE KHOMKY Tlomox™,

» Tpynnel 0GbekToB

& j CTaTneTvka n SKypHane! Bpema perucTpawam IP-NakeTos: [I‘Ioc.nenHMﬁ 1luac hd
[=] Kypnan IP-naketos OtofpanaTs He Gonee | 100 NOCNEgHMY 3arMcel
=] Cratucruka
Tun Tpadmka: [Bect: Tpadumk e
» | & Kendurypauun
CobkiThe: Bee IP-nakeThbl -

CEOM KOMNBIOTED

IP-appec: Bce -

BHELHEE CETEEDE YCTPONCTED

IP-anpec: Bce -
CeTesoil y3en: Bce - E
MpoTokon

MpoTokon: ’Bce v] E]

MpuzHaky IP-nakeTos

HanpasneHue: [J‘hoﬁoe - ] Tun agpeca: NMiofoi -

Mouck ] [ MapameTpel No yMonuaHuo ]

Cete N2 10773 IP-agpeca: 192.168.42.139 OCHOEHAA KOHBUIYPaLWa

PucyHok 78. Hacmpolika napamempos noucka no xypHanay IP-nakemos
2 B pa3gene XypHan IP-nakeToB 3asainTe cnegytoline napaMmeTpbl noncka:

o Bpewms perncrpauyum IP-nakeToB, ecin TpebyeTcs orpaHNYUTb pe3ysbTaT Nomcka
onpeAenéHHbIM BPEMEHHbBIM UHTEPBAJIOM.

o Yucno 3anuceii xxypHana. [lo ymonuaHuto yctaHoBaeH dnaxxok OTobpaxkaTtb He 6onee n
3aslaHHoe KoauyectBo 3anuceit pasHo 100. Ecin cHATb 3TOT paaxok, byayT nokasaHbl Bce
3anmcK, COOTBETCTBYHOLLME NapamMeTpam nomcka.
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o B cnucke Tun Tpaduka ykaxuTe, kakme n3 IP-naketoB HYy>XHO OTOBPa3nTb: 3aIMPPOBaHHbIE,
He3alwundpoBaHHbIE NN BCe.

o B cnncke CobbiTue ykaxute aas nomcka onpesené&HHbl TN AW rpynny TUNoB cobbITUI,
koTopsble ViPNet Client conocraenset kaxgomy IP-nakety (cMm. CobbiTus, otcnexnsaemblie MO
ViPNet).

o B rpynne CBoi koMmnbtoTep ykaxuTe |IP-agpec cBoero komnbroTepa.

o B rpynne BHelwHee ceTeBOe YCTPOUCTBO yKkaxuTe IP-agpec koMnbroTepa Win MMA CeTeBoro
y3na ViPNet, aBnstoLerocs BTOpbIM y4acTHUKOM COEANHEHWS.

Mpumeyanue. 3azaBaTb 3HaueHUs ans oboux nonein (IP-agpec n CeteBoi y3en) nmeet

CMbIC/ B C/TyYae, eC/IM YYaCTHUK COeAMHEHUS UMEET HEeCKOJIbKO IP-aapecos u
HeOobXOAMMO MONYYUTb CTaTUCTUKY COEAMNHEHUN C KaKUM-TMO0 KOHKPEeTHbIM |P-
aApPECoM, 3aPErMcTPMPOBaHHBIM Ha BbIBPaHHOM yYacTHUKe.

o B cnucke Mpotokon BbibepuTe NpoToKo Nepesayun IP-naketos, KOTopble TpebyeTcs HaUTW.

Ecin B cncke HET HYXKHOTO MPOTOKONa, HaXMuTe Lt 0 AobasbTe ero B okHe CnMcok
NPOTOKOJI0B.

o B rpynne Mpu3Haku IP-nakeToB ykaxute HanpaeaeHve nepegaym IP-nakeToB 1 Ha Kakowm Tvn
afpeca OHW OTNPaBAAINCE.

o UYTtobbl BOCCTAaHOBWTL Haua/bHblE MapaMeTpbl Movcka, HaxxmuTe MapamMeTpbl MO yMOAYaHUIO.

3 3apanTe napameTpbl Novcka n HaxmuTe Mowuck.

MpumeuaHue. Ecam BbINOAHUTL MOUCK C NapaMeTpamm No yMOAYaHuIo, B OTYETe ByaeT
nokasaHo He 6osnee 100 3anucei o6 IP-nakeTax, 3aperncTpMpOBaHHbIX 3a NOCAEAHUI
yac.
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[1DOCMOTP pPe3yNbTaToB MOWMCKA

Pe3ynbTaThl Moncka NakeToB C yKasaHHbIMW NapameTpamMm 6yayT oTobpaxeHsl B okHe XXypHan

peructpauum IP-nakeToB.

| 1-%ypHan perncrpawgl-nareToe == |
Kypras  Cepens  Bug npaska
=3} @, =
(+] i o et B
CEHOENTE uz Hatitn e |
BpEus DEMMCTDALMN TP-NAKETOE - MO BHWA Mac [ 104052007 B:03:01, He Goifee LOO sanmced
= KDHEU HHTEDBAAS  WToUHAE HazwaueHe  Mpotokaf MopT.. MopT.. KoA.. Faiwep  CofuThe -

HaumMeHoBaHWE
Cobemne
Cerenaii wmzpdeiic

Y380 MCTOHHUKE

U 1 MANT 80006 10016042179 2200250  UDP 46 G 3 133 L —
S 10827 EA0IS 10216842179  19216BA2354 UDP | 68 & 4 1368 60 - NPONYLLEH HESAWMBPOBAH HEIf,..
10082017 83919 152168 42.179 152168422 uor 5488 53 7 aso 60 - NpoNYLUEH HE WMGROBAHHEI...
o S 1008201783817 10218842179 152166422 uoe B5487 53 7 350 60 - nponyLyen hesswndposanHEIA...
X P 1008201790106  Ceamiw Anesc.. Coordinatorl TCP wdB] 300 3 132 3 - IP-naser BnoiMpoEaH GuneTpoL..
X 100820179002  Ceatww Anex.. Coordinatorl  UDP i 2045 33 4454 3 - IP-NaxeET SNOKMPOBIH SHNETPOM....
X %% 1008201785605 Cosvan fnex.. Coordinatorl TCP o4gF S0z 3 152 3 - IP-nzer Bnokuponzs dansTpaL..,
o % 1008201785516  Cenran Anex..  FEFFFEFF uop ] &7 2 =0 40 - nponyLyen sandpoesnnsi IP..
X P 1008201785105  Coatin Anes..  Coordinaterl  TCP 4By 301 3 132 3 - IP-naser SnoKMpoBaH GUNETPOM. .,

o P 1008.20178:46:59  Costen Anex..  Coordinatorl  UDP JE) 17 1 90 40 - nponyLen Jawndposannei 1P

IHaHEHHE

50 - NponyLyEr pesawdEoRam el NoFanEREG F-nacer

HICL: Cerence nogenmssesue Int=((7) PRO/A000 MT (18216842175
00000000

[P-gapec noToummks 192.153.42173
¥ien HazwaueHuA 0200
[P-aapec HazHaEH A 22400852
[Mporoxon uoR
Mepr uctounms 40460
MopT HAZHANEHA 5353 il
o annnfana e s
] I '
f FAIMED: L2 BalT Sankics: 31 BCEMD: 59

5 |

o |

PucyHok 79. lpocmomp xypHana IP-nakemos

Lindpamum Ha pucyHke 0603HaYeHbI:
1 [naBHOe MeHto.

2 [laHenb NHCTPYMEHTOB.

3 OcHoBHas naHenb. CoAep>XUT CNNCOK 3anunceit XXypHana, COOTBETCTBYHOLLMX 3aJjaHHbIM MapameTpam

noucka.

o YTtobbl NpocMOTpETH NOAPOHHYHO MHOPMaLMIo O BbibpaHHOM IP-nakeTe B OTAE/bHOM OKHE,

HaxxmuTe CBONCTBaA

o YTO6bI HANTK UMSA KOMMNbIOTEPA-OTNPaBUTENA UAN NONYyYaTeNs BbIOPaHHOro nakeTa, HaxXMuTe

-

Onpe,qen NTb MMA KOMIMbLOTEPA

I'IpaBOI?I KHOMKOM MbILIN U B KOHTEKCTHOM MEHHO Bbl6epI/ITe Onpep,enmb MnMMa KomMmnbroTepa.

4 CTonbubl OCHOBHOW NaHesun.

Y106bI OoTCopTMpOBaTb CNMNCOK MO OAHOMY U3 CTOJ'I6LI,OB, I.I.Lé.l'IKHVITe 3aroJioBokK CTOJ'I6LI,a. Mo

Ha NaHenu MHCTpyMeHToB OkHa XXypHan peructpauuu IP-nakeTos.

YMOJTUaHWUIO OTOBpaxatoTcs He BCe cTo/6Lbl. YTobbl yaanuTb uam 406aBUTb CTONBLbI LWLENKHUTE

npaBoli KHOMKOW MbILLKX MO NH06OMY 3aronoBKy CcTonbLa 1 Haxkmute BoibpaTtb cTon6LbI.

OnwncaHuve cTon6L0B NpUBEAEHO B TabanLLe HUXKE.
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Tabauya 3. OnucaHue cmosbyo8 0CHOBHOU naHeu

Ha3sBaHue ctonbua

Onucanune

Tun cobbiTna

CBolicTBa nakerta

Hauano MWHTEpBaja

KoHel, nHTepBana

NcTouHuk

Y3en ncrtouHuka

IP-appec ncrouHuka
MopT ucrouHuka

HasHaueHue

Y3en Ha3zHaueHusA

IP-aapec
Ha3HauveHuA

MopT Ha3HaueHus
(Tvin / koa ICMP)

MpoTokon

CobbiTne

Tunbl cOBbITUI 0603HaYAIOTCA CEAYHOLLMMU 3HAUKAMMU:
X.— IP-nakeTbl 3a6/10KMPOBaHI.
%’ — IP-nakeTbl NPOonyLEHbI.

I — |P-nakeTtbl OTHOCATCA K CIY>XEBHbIM COBLITUAM.

CoiictBa IP-naketoB 0603Ha4alOTCA CAeAyHOLLMMU 3HaUKaMK:
1M
4= — OTKpbITble BxoAALMe IP-nakeTbl.

auTy
=5 — oTKpbITble Mcxoaaue IP-nakeTbl.
IH
s 3awmndpoBaHHble Bxoaawme |P-nakeTbl.

ouT
5 3awmndpoBaHHble ncxoasiine IP-nakeTbl.

[aTta v Bpems co3gaHua 3anmcu Ana rpynnbl OA4HOTUMHBIX IP-nakeToB
(perncrpauus nepBoro naketa).

MoapobHee O perncTpauum OAHOTUMHBIX MaKeTOB B TEYEHUE
onpenenéHHOro VHTepBasa BPeMeHU MOXHO y3HaTb B pasgene Hactporika
napameTpoB peructpauuu IP-nakeToB B XypHare.

KoHeL, nHTepBana perncrpauuv rpynnsl OAHOTUMNHBIX |P-nakeTos.

EC/v Ha AaHHbIA MOMEHT MHTEPBAJ ELLE HEe 3aKOHUWJICS, TO B 3TOM
cTonbLEe yKazaHo Bpems perucTpauum nocaegHero IP-nakera gaHHoro
Tvna. Ecan 6yayT 3aperncTprpoBaHbl HOBbIE MAKeTbl JaHHOTO TWNA,
3HaueHve JaHHOro MapameTpa U3MeHUTCS.

Vimsa ceTeBoro y3na (an4 3awmiénHbix y3nos ViPNet) nnun IP-agpec (ans
OTKPbITbIX Y310B) OTNpaBuTeNa naketa.

Vims ceTeBOro y3na otnpaeutens naketa (TOAbKO 411 3aLULLEHHBIX Y3/10B).
Ecnv nakeT oTnpaB/iieH OTKPbITbIM Y3/10M, 3TOT cTonbey, byaeT NycTbiM.

IP-agpec (ecan onpegennnica) oTnpaBuTens nakera.
Homep nopta otnpasutens naketa.

ViMs ceTeBOro y3na (ans 3awmiiéHHblx y3nos ViPNet) nam IP-agpec (ans
OTKPbITbIX Y3/10B) NONyYaTens naketa.

Vims ceTeBOro y3na nonyyatens (ToAbKO A4 3alULWEHHBIX y310B). Ecan
nakeT MpefHa3HayeH A/f OTKPbLITOrO y31a, 3TOT cTonbeL, byaeT nycTbiM.

IP-agpec (ecnn onpeaennncs) nonyyatens nakera.
Homep nopta noaydyartens nakerta.
MpoTokon, No KOTOpOMy 6blI0 yCTaHOBAEHO COeAMHEHNE.

CobbITWE, COOTBETCTBYIOLLEE AaHHOW 3anucn. OnucaHme cobbITui
cogepxuntca B npunoxkeHnn Cobbitns, otcnexnsaemble MO ViPNet.

ViPNet Client 4. PykoBoacTBO nosnb3oBaTens
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HazBaHue cTtonbua OnucaHue

KonnuectBo KosnnuectBo ogHOTUNHBIX IP-nakeToB, CrpynnMpOBaHHbIX B OAHY 3anucb B
nakeTos TeyeHne 334aHHOro HTepBaia BPeEMEHW.
Paswep Pasmep (B 6ariTax) Bcex IP-nakeToB, CrpynnmMpoOBaHHbIX B OAHY 3anuch.

5 MaHenb cBonctB IP-naketoB. Coaep>XmT NOAPOOHYH NMHGOPMaLMIO O 3anncK, BbIOpaHHON Ha
OCHoBHoW NaHenn (3). Mo ymonyaHuo naHenb ckpbita. YTobbl NokasaTs, BbibepuTte Bug > CBolicTBa
IP-nakeToB.

6 Crpoka coctosiHmaA. Coaep>XMT pa3mep BbIbpaHHOro naketa (MAu rpynnbl Naketos) B barnTax,
NopsAKOBbLIA HOMEP 3anncKn B CNINCKe 1 0bLee YNCNo HalAeHHbIX 3anuceit. Eciv Ha OCHOBHOM
naHesnu (3) BbI6paHO HECKOLKO 3arnuncen, B CTPOKE COCTOSHUA OTOBpaXkaeTcs CyMMapHbIli pa3mep
cooTBeTCTBYHOLWMX IP-nakeToB.

Coser. YT06bI ONpesennTb CyMMapHbIin 06bem IP-Tpaduka, 3aperncTpupoBaHHoro Ha
ceTeBoM y3ne ViPNet, BbinosHnTe nonck Bcex IP-naketoBs B >kypHane. 3aTemM B OkHe
XypHan perucrpaumm IP-nakeToB ¢ nomMoLbto covetaHuns knasmw Ctrl+A Bbibepute
BCe 3anucu. B ctpoke cocTosHmna ByaeTt nokasaH CyMMapHbI pa3mep HalAeHHbIx IP-
nakeTos.

MpocmoTp XypHana IP-nakeToB B MHTepHET-bpay3epe nav B
Microsoft Excel

Y106kl 3KCNOPTMPOBATL pPe3yabTaTbl MOMCKa, B OkHe XKypHan peructpaumm IP-nakeToB WENKHUTE MEHIO
)KypHan, a 3atemMm Bbl6epl/ITe O4WH N3 NYHKTOB:

e [pocMoTp B Be6-6pay3epe. Tabauua ¢ pesyabTaTamu nomcka byAer oTkpbiTa B Ballem Beb-
bpayzepe. B cTpoke agpeca byzeT ykasaH nyTb K daiiay oT4yéTa.

e [lpocMmoTp B Excel. Tabaunua c pesynbtatamum nouvcka 6yaet oTkpbITa B NpuaoxeHnn Microsoft
Excel (ana aToro npuaoxeHne A0NXKHO ObITb YyCTaHOBNEHO Ha KOMMbtOTepe). YTobbl coXxpaHUTb
3Ty Tabauuy, B Microsoft Excel Bocnonb3yliteck komaHzon CoxpaHMTb Kak.

Boibop IP-naketos

YTtobbl BbigenTb IP-nakeTbl MO OA4HOMY U3 MPU3HAKOB:
1 B okHe XypHan peructpauum IP-nakeToB WENKHWTE 3annCb XXypHana NpaBoi KHOMKOW MbILLN.
2 B KOHTEKCTHOM MeH0 BblbepuTe:

o Bbigenutb no IP-agpecam, 4utobbl BbiZeNNTb BCe 3anucy IP-nakeTos, umerowmx Te xe IP-agpeca,
UTO BbIGpaHHbIV NakeT, BHE 3aBUCUMOCTW OT HanpaB/eHWA MakeTa WU NopTa COeAVHEHMS.

o Bbl,ﬂ,e.ﬂl/ITb ceccuro, yTObbI BblA€/1NTb BCE 3arnuncu IP-nakeToB, OTHOCALWLMXCA K ceccnmn
Bbl6paHHOFO naketa.
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o Bbl,ﬂ,eJ'IVITb wmpokoBellaTtesibHble, YTOOBI BblAENNTb 3aMNCK LWWMPOKOBELWaTe/IbHbIX MakKeToB.

o Bblgenutb rpynnosblie, UTOObI BbIAENTL BCE 3anncy IP-nakeToB, OTHOCALLMXCS K FPYMNNOBOWA

paccbisike.
o BblgenuTb cny>kebHble, UTOObI BbIAENNTb 3aMUCK CTY>KEDHbIX COBLITUN.

3 Y706bI CHATL BblgENEHWNE, B KOHTEKCTHOM MEHHO BbibepuTe OTMEHUTD BbijeNeHue.

Mpumeuanume. Moy ceccrelt nogpasymesatotca Bee IP-nakeTbl, nepesaBaeMble MeXAY
y3nom 1 v y3nom 2. Ecnm coeamHeHnmne ocywecteasetca no npotokony TCP nan UDP, To
YUMTBIBAOTCA TakxXe U NopTbl. Hanpumep, coegmHeHne mexay y3nom 1 v y3nom 2 no

npotokony HTTP 6yaeT cumtatbca ogHon ceccmein (y3en 1 oTkpbiBaeT BE6-CTpaHULYy C
cepsepa IIS, yctaHoBAeHHOrO Ha y3ne 2). OgHako ecan y3en 1 nogkarounTca K y3ay 2 no
npotokony FTP (ckauaeT dain c FTP-cepBepa, yCTaHOBAEHHOIO Ha y3/e 2), TO 3TO yXe
byaeT cunTaThCs APYroin ceccuen.

MNoacuét obbéma Tpadumka
C nomoLbto XypHana IP-nakeToB MOXHO nogcunTtaTh 06wWmMiA pa3mep IP-nakeToB, yA0BAETBOPSOLLNX
Kputepuam nowvcka. [1na storo:

1 B okHe XypHan pernctpaunu IP-naketoB B OCHOBHOW NaHeNV BblAeNNTE MHTEPECYoLL e BacC

3anncu XypHana.

UTtobbl BbigennTb Bce IP-nakeTbl, MOKa3aHHbIe B XYypHaJse, BOCMOJb3yhTecb KOMBUHALIMEN KAaBULL
Ctrl+A.

2 B cTpoKe COCTOSHUA 0TOBPa3nTC CyMMapHbIN pa3mep BblZeneHHbIX |P-nakeTos.

PekomMeHaaumn No aHanmsy OTKPbITbIX (He3awndpPOBaHHbIX) U
3aWNdpPOBaHHbIX COEAMHEHUI

ﬂ'flﬂ yAO6CTBa aHanun3a OTKPbITbIX COG,D,I/IHeHVIl‘/‘I B XypHane IP-nakeToB:

1 WénkHnTe NpaBoi KHOMKOW MbILWK MO AH0HOMY 13 3aroNoBKOB CTONH6LOB U BbibepuTe BbibpaThb

cTon6upbl.
2 [ins aHanv3a oTKPbITbIX (He3aWwndPOBaHHbIX) COeANHEHWI:
o HacTpouTe oTobpaxeHune cTtonbLoB: IP-agpec nctouHuka, IP-agpec HasHaueHus.
o CcKpownTe cTonbubl: ICTOUHUK, Y3en uctouHuka, HasHaueHue, ¥3en HazHaueHus.
3 [ndA aHanuza 3aKpbITbiX (3aWMPPOBaHHbIX) COEANHEHWN:
o HacTpouTe oTobpaxkeHWe CTONOLOB: ¥Y3en NCTOUHMKA, Y3en Ha3HaueHus.

o cKpownTe cTtonbubl: IP-aapec nctouHuka, IP-agpec HazHaueHus.

ViPNet Client 4. PykoBogcTBO nosb3oBaTtens |
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Co34aHme CETEBOTO GUIbTPA MPW NMPOCMOTPE
XypHana |IP-nakeTos

Ecnm Tpebyetca nponyckaTb IP-nakeTbl B pamkax 3anpeLLéHHbIX CoeguHeHn aimbo 6aokmnposats IP-
nakeTbl B pamkax paspeLlléHHbIX COeAMHEHWI, Bbl MOXeTe CO34aTb CETEBON GubTp A5 Takmx IP-nakeTtos
npu NPOCMOTPE COEANHEHU B XXypHane IP-nakeToBs. [lns 3TOro BbINOJHUTE CleAytolme AeNCTBUS:

1

B okHe XypHan pernctpauuu IP-naketoB (cMm. [TpocMoTp pesyabTaTtoB rnovicka) BbibepuTe 3anmcb o
3a6/10KMPOBaHHOM COEAMHEHNI, KOTOPOE AO0MKHO ObITh pa3peLleHo, Mbo paspeLluéHHoe
coefMHeHMe, KOTopoe AO0JKHO ObITb 3ab6J10KMPOBaHO.

LLIEénkHWTe BbIGpaHHYH 3aMncb NPaBOW KHOMKOM MbILW U B KOHTEKCTHOM MeHo BbibepuTte Co3patb
dunbTp.

B 3aBncmmocCTn ot Tnna Bbl6paHHOFO coeanHeHna NoABUTCA OKHO CO34aHNA:

o CDMJ'Ipra OTKprTOI7I ceTn — eCin B paMKax coegunHeHna nepejasaincb He3aLIJI/I¢pOBaHHbIe IP-

nakeTbl.

o ®uabTpa 3aWULWEHHON CETN — eCAn B paMKax CoOeAnHEHNs nepejaBanunch 3awmdpoBaHHbie IP-
nakertbl.
B pasgenax okHa CBOMCTB ceTeBOro dunbTpa HyayT aBTOMaTUUECKM 3ajaHbl NapameTpsl,

chopMMpOBaHHbIE 13 3aMNCK BbIBPAaHHOTO CcoeanHeHNUs. [py HEOBXOAMMOCTU BHeECHTE
COOTBETCTBYHOLLME N3MeHeHMs (cM. Co3aaHne ceTeBbiX GUALTPOB).

B okHe cBolicTBa ceTeBOro ¢puabtpa Haxmute OK. B pesynbtate co3AaHHbIA GUABTP NMOABUTCA B

CNncke CceTeBbiX q)l/lfl bTPOB.

[ TooCMOTP XypHana IP-nakeToB Apyroro
CEeTeBOoro y3na

Mpwu paboTe B pexrMe agMUHUCTPATOPa CETEBOTO Y3/1a MOXHO 3anpocuTsb XypHan IP-nakeToB gpyroro
ceteBoro y3na ViPNet, c KOTOpbIM Y JaHHOTO y31a ecTb CBA3b. [l 3TOro BbINOAHUTE ClefytoLlme

JencTeus:

1 BbinonHuWTe BXOA B MpOrpamMmy B pexunme agMUHUCTpatopa (cm. PaboTa B nporpamme B pexume
agMuHUNCTpaTopa).

2 B okHe nporpammbl ViPNet Client Ha naHenn HaBurauum BoibepuTe pasgen XypHan IP-nakeTos.

3 B cnucke XXypHan ceTeBoro y3na BblibepuTe CETEBOW Y3eh, XXypHan KoToporo Tpebyetcs
NpPocMOoTpeTb. ECan Hy>XHOro ceTeBOro y3na HeT B CMINCKE, HAXXMUTe L] n e okne Bbibop ceTeBOro
y3N1a YKaXmnTe HY>XHbIN y3e.

4 Tlocne BbiboOpa ceTeBOro y3/a, XypHan KOTOpPoro TpebyeTca NpoCMOTPETh, C 3TUM y310M byaeTt

YyCTaHOBJIEHO coeAnHeHne. B C/ly4dae ycnewHoro coegnHeHna nmva Bbl6paHHOFO y3/1a NOABUTCA B
cnumcke )KypHan CceTeBoro ys3na. YT06bI npepeatb Npouecc NnoOAKNIHYEHUA, HaXXMUTE OTmeHa.
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MpumeuaHue. 3anpoc xypHana IP-nakeToB BO3MOXEH TO/IbKO C CETEBOTrO Y313, Ha
koTopoMm yctaHoBaeHo MO ViPNet Bepcun He Huxe 3.x.

CnepyeT MeTb B BUAY, UTO NPW MPOCMOTpPeE XypHana IP-nakeToB Apyroro ceTeBoro ysna
napamMeTpbl Momncka COOTBETCTBYHOT TUMY 3TOro y31a. To ecTb ecan B nporpamme ViPNet
Coordinator 3anpocuTb XypHan IP-nakeToB KAMEHTa, MOXHO yKa3aTb TOJIbKO
napameTpsbl, JOCTYMHbIE Ha KANEHTaX.

5 3apainte napameTpbl Nnomncka (cM. Hactpolika napameTpoB novcka IP-nakeTtos) n HaxmuTe Mounck.

MprmeyaHue. Eciv Bbl npocMaTprBaeTe XypHan KoopamHaTtopa, To BMecTto rpynn Ceoi

KOMMbtoTep v BHellHee ceTeBOe YCTPOWCTBO MNOABATCA rpynmbl YCTponcTBo <1> n
YcTpoiicTBO <2>, rje Bbl CMOXETE YKa3aTb CeTeBble Y3/bl OTNPaBUTENS U NOJyYaTeNs CEeTEBbIX
nakeToB.

YTto6bl 3anpeTnTh aAMUHUCTPATOPaAM LOBEPEHHbIX CETEW NPOCMaTPMBaTh XypHasbl |IP-nakeToB y3/108B
BaLlei ceTu, 3abN0KMPYMTe Ha y3nax Balleln ceTv TpaduK U3 JOBepeHHbIX ceTel Ha nopt TCP:2047.

HacTporka napameTpoB perncrpaumm
|P-nakeToB B XypHane

Y106kl HacTpoWTb NapameTpbl XypHana IP-nakeTos:
1 B meHro Cepsuc BbibepnTe HacTpoiika npuaoxeHus.

2 Ha naHenn HaBurauumm okHa Hactpoiika Bbibepute pa3gen XypHan IP-naketos.

Hacrpofika @

- OBme 2KypHan IP-nakeTos
[ 3AUMULEHHEA CETE
- ¥NpasneHue Tpadukom

MaEKOMMANEHEIR DASMED XYPHENE: 1 = MB
- TPMKNAAHEIS MPOTOKONE!
- HypHan IP-nakeToe MaKoiMansHbIA PESMEp SPXUBa HypPHaNE: 10 = MB
- OBMeH cooblueHnamIA
Lo DAANDBRIT 0BMEH PerucTpausa IP-NakeTos
PervcTpuposaTe |Boe IP-NakeTsl w7

PerucTpuposaTe 0aHoTHAHEIE IP-NaKkeTol =
- . B0 MUHYT
OAHON 3aMUCEI0 B MHTEpBane: =

D PervcTpUpoBaTE WHPOKOBELWATENLHEIE IP-NakeTh

[Ans TCP-coeaMHEHUA PErMCTPMPOBATE TOMEKO MOpT CEPEEPa

[ QK ]’ OTtmeHa ] MpuMeHkT

PucyHok 80. Hacmpolika napamempos xypHana IP-nakemos
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3 3agavite 3HaUYEHMA CAefyHOLWMX NapamMeTpPOB:

o

B none MakcumanbHbIN pa3mep XKypHaaa yKaxkmte pazMmep XXypHasia B Merabaritax (no
ymosndaHuio — 1 M6anT). Ecim pazmep xypHana npeBbICUT YKa3aHHOE 3HaY€eHWe, 3anmcun B
XPOHOIOTMYECKOM nopsazke ByayT NepeHOCUTbCS B apXmB.

YTob6bI OTKNOUNTL BeAeHME XypHana, 3aganTte 3HayeHne 0. 3anncy O HOBbIX
3aperncTpupoBaHHbIx IP-naketax He 6yayT fob6aBnaTbcs B XypHan. OfHako 3anncK, Co34aHHble
[0 npucBoeHus 3HaveHns 0, byayT coxpaHeHbl.

C nomoLbio cnvcka PernctpmpoBarthb ykaxuTe, Kakue [P-nakeTbl cnegyet perucrpmposatb B
xypHane: Bce IP-naketbl nan Tonbko 6n0knpyemsle IP-nakeTbl.

B none PeFVICTpI/IpOBaTb OAHOTUNHbIE IP-nakeTbl OAHOI‘/’I 3anncbio B MHTepBane ykaxunte
NHTEepBaa BPEMEHUN B MUHYTaXxX. Mo ncreueHnm YKasaHHOro nHrtepsasja anqa IP-nakeToB
OHpEAeﬂéHHOFO TMnNa 6yp,eT CO34aBaTbCA HOBasA 3anucCb B XypHane.

CMbICh faHHOTO NapameTpa COCTOMT B TOM, YTO MpU pernctpaLmm nakeTta ¢ onpesenéHHbiMm
napametrpamu (IP-agpec, NnpoTokon, NOPT 1 Tak Aanee) ANA Hero co3faéTca 3anuck B XXypHane. B
TeueHwue yKa3aHHOro nHTepBana BpeMeHu IP-nakeTsl, KoTOpble MMetoT Te Xxe IP-agpec,
NPOTOKOJ, MOPT 1 ApPYrMe napameTpbl, PErCTPUPYIOTCA, HO 3anncy B XypHase 418 HUX He
co3gatoTca. Yncno Takmx nakeToB, 3aperncTprpoBaHHbIX B TeYeHWEe MHTepBana, yKasaHo B
ctonbue Konmuecrso naketoB B okHe XXypHan peructpaumm IP-nakeTos.

Korga 3agaHHbIV MHTEPBaN BPEMEHU UCTeKaeT, Ans cnegytollero IP-naketa co3gaérca HoBas
3anuncb B XXypHahe, faxke ec/iv 3TOT NakeT MMEET NapameTpbl, KOTOpbIe y>Ke 3aPpUKCMpOBaHbI B
Apyron 3anucun. Ecam noctynaer nakeT Apyroro Tvna, A8 Hero Takxke co3Aaércs HoBas 3amnuch B
XypHane. MNocne co3gaHnsa HOBOM 3aMMCK CHOBA HauyMHaeTCs OTCYET MHTepPBaa BPEMEHUN Ans
NakeToB C OAMHAKOBbLIMW NapameTpamMu. [laHHbI MexaHM3M PacrnpOCTPaHAETCs Ha Bce
pernctpuvpyemsle IP-rnaketbl.

Hauano n KOHeLU, MHTepBaJia BpeéMeHNn, B Te4eHne KoToporo ObiIn 3aperncTtpmpoBaHbl IP-
NMakeTbl, O6'beAVIHéHHbIe OAHOVI 3aNnCbio, YKa3aHbl B COOTBETCTBYHOLLMX CTOJ'I6LI,aX.

,ﬂ,aHHbIl‘/JI MEXaHU3M MO3BONAET COKPATUTb pa3Mep XypHaia IP-nakeToB, COXpaHuB
VIHq)OpMaTI/IBHOCTb. Yem 6onblue 3a,£l,aHHbII‘/JI MHTEepBaa BPpEMEHU, TEM MeEHbLLE pa3Mep XypHana.
OAHaKO C yBéNn4YeHNEM UHTEpPBaJia PErmMcTpaynm yMmeHbLllaeTCcd TOYHOCTb AaHHbIX B XXypHane
(HEBO3MOXHO onpeaennTb BpemMa pernctpaynmnm nakeTos).

Ecnv 3agaTb HyneBoe 3HaYeHWe NHTepBaaa perncTpaLnm NakeTos, A9 KaXA0ro
3apernctpupoBaHHoro IP-naketa 6yaeT co3gaBaTbcs 3anuch B XXypHane. OgHako pa3mep
XXypHasa Npu 3TOM MOXET CUIbHO YBeInUnTbCs. HyneBoe 3HaueHne nHTepBana pekomMeHayeTcs
3afiaBaTb TOJIbKO ANA TeCTMPOBAaHWA U Ha KopoTkoe BpeMs. ViPNet-gpaliBep MOXeT XpaHWUTb He
60nee 10000 3anucent xypHana. 1o JOCTUXKEHWUW 3TOTO orpaHnYeHns 6onee cTapble 3anncu
3aMeHATCA HOBbIMU. Eci 06meH TpadrKoM AOCTaTOUHO MHTEHCMBEH, YacTb nHGopMaLum
MOXeT bbITb noTepsHa. Kpome Toro, obpaboTka Tpaduka MOXKET 3aMeAINTLCS, Tak Kak
YBEJIMUNTCA Harpyska Ha NpoLEeccop KOMMbroTepa.
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o YcrtaHoBuTe dpnaxok PernctpupoBarb WwiMpokoBeLaTenbHble IP-nakeTbl, YTOObI TakMe NakeTb!
dUKCMPOBaNMCh B XXypHasne.

o Yb6eautechb, uto yctaHoBeH paaxok Ana TCP-coeanHeHUi peructpmpoBaTtb TOJbKO NOPT
cepBepa. B atom ciyyae IP-naketbl npotokona TCP 6yayT rpynnmupoBaTtbcs No nopTy cepsepa
BHE 3aBMCMMOCTU OT NOpTa KANEHTA.

4 Yr1obbl COXpPaHUTb HACTPOMKK, HaXXMUTE MPUMEHUTb.
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[ ToOCMOTP CTaTUCTUKM
buabTpaumm [P-nakeTos

Yt06bl MpoCcMOTpeTh CTaTUCTUKY PunbTpaumm IP-nakeTtos, B okHe nporpammbl ViPNet Client Ha naHenun

HaBuraymm Bbl6epI/ITe pasaen Cratuctuka n XXYpHanbl > Cratucruka.

B pazgene Ctatuctuka npeacraBaeHbl JaHHble O KOANYECTBE BXOAALLMX U ncxoaalmx IP-nakeTos,
KOTOpble OblAM NPONYyLLEHbI UAN 3ab6JOKMPOBaHbI B COOTBETCTBMM C 3aZaHHbIMU GpuabTpamm Tpaduka.
JTa nHbopMaLma MOXeT ObITb Noe3Ha NPK NepBoHaYanbHOW HacTporike nporpammbl ViPNet Client.

Y106b1 OOHYAUTL CTAaTUCTUKY IP-NakeToB, HaxkmMuTe OUNCTUTD.

Wndposanme IP-nakeTos BrNOYEHO

OumeTvTs

ViPNet Client = E=E
®ann  Mpunoxenwa Cepewc Bug Cnpaeka
L i »
()
s/ = =
CoobuyeHme Mucemo OTnpasuTe MpwWHATEE MpoeeprTE HKypHan O630p BeG-pecype [
ViPNet Client
p- CraTucTuka
» mEm JALUWLLEHHEA CETE
>§j CeTeBble dnALTpEI HavMeHOBEaHW e CTAaTHCTHEN ExogawmMe Moogawme
> [pynnel obbexTos Mponywene oTkpeitex IP-nakeTos 3466 6163
4 ;| CTaTMETHKE W Ky pHANK Brnokupoeado oTkpeimex IP-naketos 792 32
5] KypHanIP-nakeroe
[E] Cratmctuka Mponywedo sawndposadHex IP-naketoe 76 162
»[ 3 Kondurypaumm Bnokupoearo sawmdpoeanHen IP-nakeros 2 1506
L Aamunnctpatop
Mponyuwedo wnpokoeewatensHe IP-naketos 331 241
Brokuposado wwpokosewwatensHex IP-nakeros 1 0
Mponywieso 3awndpoBaHHbIX LUMPpOKoBEWaTeNeHbx IP-naketoe 500 281
Baokuposado sawndposadHblx Wnpokoselatenetbi IP-nakeros 703 365

CeTe M2 10773 IP-agpeca: 192.168.42.179 VPN 1 MHTepHeT

PucyHok 81. lMpocmomp cmamucmuku IP-nakemos
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[1pOCMOTP MHPOPMALIMM O KIMEHTE

Y1o6bl nonyunts nHdopmaumto o cetn ViPNet, B koTopor HaxoanTcs aaHHbIn y3en ViPNet, o
noJsib30oBaTesne, KOTOPbIA MPOU3BEN BXOJ B MPOrpamMmmy, CBeAEHWS O COEAVHEHUAX Y3Na U APYryro

JLOMONHUTENBHYO MHPOPMauuto, BbibepuTe pasgen ViPNet Client.

ViPNet Client

CooblweHue Mucemao

ViPNet Client
» B 3aLMLLEHHER CETh
> Cetesbie dunsTpbl
> Mpynnel cbwekTos
4 [7] CratucTuka n sypHane
[Z] KypHanIP-nakeroe
[Z] Cratnctuka
» | 5 Kondwmrypaumm
L Agmunnctpatop

®ain  MpunoxeHwa Cepewc Bug Cnpaeka

J'\
=
s &

OTNRaEuTE MpUHATEE MNpoEeprTE AypHan OBzop

ViPNet Client

(=] o s

Eeg-pecypc

b>3

En

CeTk! N 10773, Network for Suvorina
Wsen: 2A15000D0 Ceatun Anekceil lleoHngosny
Kntoum ssen: Ceaman Anexcedt Neornmacsny

Cerogxs: 10:29:17 10 aerycra 2017 r.
Baw IP-agpec: 192.168.42.179

OfLiEe YMCND SEWMILEHHEIX YEN0E, AOCTYTHEIX

Bam: 6
YWCno y3NOE, B AaHHLIA MOMEHT MOAKMDHEHHEIX K i
cemu:

CeTe M2 10773 IP-agpeca: 192.168.42.179

VPN 1 MHTepHeT

PucyHok 82. Pazden obweli uHgpopmayuu o6 y3ne ViPNet
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YnpasaeHme KoOHOUrypaumamm
MpPOrpaMmbl

KoHurypaumsa — 370 COBOKYNHOCTb BCex HacTpoek nporpammesl ViPNet. B pasgene KoHdurypavmm
MO>HO CO34aTb HECKOJIbKO AOMONHUTE/bHBIX KOHPUIYPaLIMIA 1 YCTAHOBUTL HYXXHYHO B 1000 MOMEHT.

Mcnonb3oBaHne HECKONbKNX KOHOUTYpaLMii MOXKET ObiTb MONE3HO B CIEAYIOLWMX CyYasiX.
MpeAnosoXuM, UTo NoANTMKa HE30MacHOCTM KOMMaHUK 3anpeLLaeT OAHOBPEMEHHO paboTaTh C
JIOKaNbHLIMWU pecypcaMu U pecypcamm HTepHeTa. Tor4a Bam ciefyeT co3ath ABe KOHUrypauuu: B
OAHOW KOHbUrypaLmm AoxHa ObiTh paspelleHa paboTa B MHTEPHETE U 3anpeLLéH AOCTyN B IOKaNbHYHO
CeTb, BO BTOPOU KOHOUrypaLmmn foKHa 6biTb paspelleHa paboTa B IOKaSbHOM CETU 1 3anpeLLéH JoCTyn
B UHTepHET. JInbo, HanpuMep, BaM NPUXOANTCSA NEPUOANYECKM N3MEHATb HACTPONKIN NMOAKAOUEHNS K
3alMLLEHHON ceTw. Torga ansa yao6cTBa Bbl MOXKETE CO34aTb HECKOJ/IbKO KOHGUIypaLmii ¢ pas3HbiMu
HacTpoWKamMWn MOAKIHOUEHUNS K 3alUULLEHHON CeTu. B ganbHelilem Bam He NnoTpebyeTtcs M3MeEHATb
HaCTPOWKM KaX bl pa3, KOrga BO3HUKHET HEOBXOAMMOCTb. ByaeT A0CcTaToOUHO NPOCTO BbIOpaTh
KOHPUIypaLmio € Hy>XHbIMU HacTPOMKaMu.

Mpv nepBOM 3anycke nporpamMmmbl co3gaétcs OcHOBHasA KOHGUrypauus, KOTopas COAEP>XKUT HAaCTPOKK
MO YMOUYaHWIO. Ty KOHPUIYpaL IO HeNb3s NEPEVMEHOBATb, YAAUTb UAN U3MEHWUTb €€ NnapameTpsl.
Tak>ke MOTYT MO YMOJIYaHUIO NMPUCYTCTBOBATb CreluabHble KOHGUIypaLmm, npejHasHayeHHble Ans
paboTbl B MHTEpHeTE: «OTKPbITbIA NHTEPHET», «BHYTpeHHSAs ceTb» 1 «HTepHeT». OnuncaHne AaHHbIX
KOHbUIypauuii NpUBEAEHO B pasfesax HUXe.

Y1066l cO38aTb KOHOUTYpaLMIO:

1 Ha naHenn HaBurauun Beibepute KoHdurypaumm n B KOHTEKCTHOM MeHtO BbibepuTe Co3gaTtb
KOHUrypaumio.

[E] Cratucuka wxyprane:

w | & Kondwrypauwn
. . MPUMEHWTE KOHGUIYPaLMIo...
w | & Client for Windows : burypa

# Ocrosnan kow CoxpaHnTE TEKYILYI KoHDUIypaLme

-
an AAMUHUCTPATOP Co343Th KOHGHUIYPAaLMKD, ., Ctri+M

MepeMmeHoBaTE F2
YAanuTe. .

Hﬂ':T|J':IHTI: pPacnucaHne. ..

Co3jaTe ApALIK H3 paBodem cTone

PucyHok 83. Co30aHue Hosoli kKoHpuzypayuu

B cnucke koHdurypauni nossutca anemeHT HoBas KoHUrypaums.

MprMeuaHue. B pexrme agMUHUCTPaTOpPa MOXHO CO3jaTb KOHOUIypaLMio MporpaMMbi
415 1060ro Nosb30BaTeNs, 3aperncTPMPOBaHHOrO Ha y3/e. B JaHHOM pexume

0TObpaxaroTcs BCe KOHPUIypaLmm, co3jaHHble B npoLecce paboTbl ¢ NporpaMmmon,

MPUYEM OHM CTPYNMUPOBaHbI MO MOJIL30BATENAM, OT MMEHW KOTOPbIX ObIIN CO3AaHbI.
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2 BbINO/MHWTE HACTPOWKY NPOrpaMmMbl, J0baBbTe CEeTEBbIE GUALTPLI, KOTOPbIE HY>XXHO NMPUMEHATb B

JaHHOW KOHpUrypauuun.

3aTemM B KOHTEKCTHOM MeH0 BblibepnTe COXpaHUTb TeKYLLYO KOHPUrypauuto.

3 Yrtobbl NnepektoyaTh KOHGUIypaumuto ¢ NOMOLLbIO APJbIKa, B KOHTEKCTHOM MeHHo Bbibepute Co3patb

ApAbIK Ha pabouem cTone.

4 Y106bI CAeNaTb aKTUBHOM HY>XXHYHO KOHOUIypaLuuto, BbINOAHUTE OAHO U3 AeNCTBUIA:

o U.l,él]KHI/ITe KOHCI)I/IpraLI,I/II-O I'IpaBOI‘/’I KHOMKOM MbILIN N B KOHTEKCTHOM MEHH Bbl6epI/ITe

MprmeHNUTL KOHUTYpaLmio.

o B meHto ®aiin Boibepute KoHpurypauumn.

o LLénkHNTE NpaBOM KHOMKOM MbILW NO 3HAYKY B 06/1aCTV yBEOMIEHNA 1 BbIbepuTe

KoHpurypauumn.

o [Baxapbl WENKHMTE MO APAbIKY KOHUIypaumm Ha paboyem cTone (ecaun Apabik Bbla co3gaH).

B akTnBHOM KOHUrypaumm Bce nameHeHusa nporpammbl ViPNet Client coxpaHaroTcs aBToMaTnyecku.

Ecine nporpaMmme co3gaHo HeECKOJIbKO KOHq)MpraLLMIZ M npun stomMm B HaCTpOI7IKaX yCTaHOBJIEH ¢na>|<0|<

Bbi3biBaTb OKHO Bbi6Opa KoHUrypaumum (cM. Hactpoiika napameTpos 3anycka nporpammbl ViPNet
Client), To npu 3anycke ViPNet Client oTkpoeTcs okHO BbIbopa KOHGUrypaLmm.

[EY viPNet Client

_;-'u'a" ) BoifiepiTe KoH@Wrypawo, 5 KoTopoi Byaet
‘E.‘MH pafioTaTe ViPNet Client:

£3

(OCHOBHERA KOHDMYPALAA
OTKDLITh EpHE
TecToBan koHburypawms 1
TecTosas KoHDWrypawIa 2

ViPMet Client aBToMaTHYECKM NPOLOITKMT
sanyck “epes 19 cekyHa.

[]He nokaswiBaTe fonswe 3To oKkHO

PucyHok 84. Beibop koHpueypayuu npu 3anycke npo2pammel

s Toro UToBbI 3arpy3nTb OAHY U3 3TUX KOHOUIypauui, BeibepuTe eé B crnincke 1 HaxxmuTe OK.

Ecnv B TeueHme 30 cekyHs C MOMEHTa MOSB/JEHWS OKHa He ByaeT BbibpaHa HU o4Ha KoHbUrypauws,

nporpamma ViPNet Client npogoaxut paboty B OCHOBHOW KOHGUIypaLmm.

Ecnn B nporpamme co34aHO HECKOIbKO KOHGUrypaL i, KOTOpble NCNOb3YHOTCA B OMNpesenéHHble
nepuoabl BpeMeHW, HacTpoWTe pacnvcaHe aBTOMaTUYeCKOW CMeHbl KOHGUrypaumi (cm. Hactpoiika
pacnuncaHna CMeHbl KOHGUTypaLmii MporpaMmbl).

ViPNet Client 4. PykoBoacTBO nosnb3oBaTens
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KoHpurypauma «OTKPbITbIN MHTEPHET»

MpumeyaHue. HaunHas c Bepcun MO ViPNet Administrator LLYC 4.6.3, TexHonoruns «OTKpbITbIN
VIHTepHET» Ha3biBaeTCs «3alULLEHHBIA MHTEPHET-LLIHO3».

Ecam K1veHT cBfizaH C KOOPAMHATOPOM, Ana KoToporo B nporpamme ViPNet LleHTp ynpaBneHus ceTbto
BK/ItOUEHa PYHKLMS cepBepa OTKPbITOro MiHTepHeTa, B cnucke koHGurypaumnin nporpammsl ViPNet Client
NPUCYTCTBYET KOHOUrypaums «OTKpbITbI VIHTEpHET>.

BHumaHme! He ncnonbsyiite nepemeliaemsle npoduam nonsvosateneii Windows coBMecTHO ¢

/A\ KoHbUrypaumen «OTKPbITbIA MHTEPHET». [pK BKAOUEHMMN 3TOW KOHOUTYypaLmum pecypchbl
KOPrOpaTUBHON CETV HEAOCTYMHbI, COOTBETCTBEHHO BCE HAaCTPOMKWU NO/b30BaTeNa B npodune
He MOTyT 6bITb 3arpy>KeHsbl.

Ecnv goctyn kaneHToB B VIHTepHeT opraHnsosaH yepes cepeep OTKpbITOro VIHTepHeTa:

e [lnA paboThbl B 3aLUMLLEHHON CETU YCTaHOBUTE NtOBYHO KOHOUrypaLmto, Kpome KOHOUrypaLmnm
«OTKPbITbIA NIHTEPHET».

B 3TOM Ciyyae coeauHeHve ¢ cepBepoM OTKPbITOro IHTepHeTa ycTaHOBUTb HEBO3MOXKHO.
CnesoBaTteNbHO, HEBO3MOXHO MOAYYUTb AOCTYN K VIHTepHeTy.

e [insa pabotbl c pecypcamun NHTepHeTa ycTaHOBUTE KOHOUrypaLmto «OTKpbITbIA VIHTEpHEeT».

Mpw 3arpy3ke koHOUrypaumm «OTKpbITeIA VIHTepHeT» B pa3gen CeTeBble GpUNLTPbLI OyayT
aBTOMaTMyeckn gobaeneHbl GuabTpbl Tpadurka, 3anpeLyatone coegnHeHme ¢ KakuMmn-ambo
ceTeBbiMM y3n1amu ViPNet, kpoMe cepBepa oTkpbITOro ViHTepHeTa.

Takvm 06pa3om, KNNEHT MOXET ObiTb NOAKAFOUEH NNBO TONBLKO K 3alunLéHHon cetn ViPNet, anbo
TONbKO K VIHTepHeTy. 3TO N0o3BOAAET U30ANPOBATb KOMMbIOTEP, OOMEHMBAOLMNCA NOTEHLNANbHO
onacHblM TpadrkoM B VIHTepHeTe, OT ocTanbHbIX Y3108 ceTn ViPNet.

KOHOUIypaumm «BHYTPEHHAA CETb» N <UHTEPHET»

Ecnm agmunncTpaTop cetn ViPNet B nporpamme ViPNet LleHTp ynpaBaeHna ceTbro YyCTaHOBWA ANA
nosb30BaTeNeln CeTeBOro y3aa ypoBeHb nojHomouunn «h», B nporpamme ViPNet Client aBTomatunuecku
co3jaroTcs gBe KoHburypaummn: «BHyTpeHHaAs ceTb» n «MHTepHeT».

MoapobHasa MHPopMaLma 06 YPOBHAX MONHOMOUMI NONb30BaTENA COAEPXKMUTCA B JOKYMEHTE
«Knaccndukaums nonHomoumnin. MpunoxeHne K gokymeHTaumm ViPNet».

KoHdurypaumm «BHyTpeHHAA ceTb» 1 «/IHTepHeT» UMetoT caeaytoLme ocobeHHOCTH:

o KoHourypaumsa «BHyTpeHHAA ceTb» NpeAHa3HayeHa Ansa paboTbl B 3awmwérHon cetn ViPNet u
3anpeLuaeT COeANHEHNA C OTKPbITbIMUN y31aMMN.
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Mpw 3arpy3ke 3TOM KOHPUrypaumu B passgene PuabTpbl OTKPLITOA CETU aBTOMaTUYECKU
fobasnatoTtcs GuabTpbl, Baokupytowme ntobon oTKpbIThIN IP-Tpadurk, KpomMe NakeToB Cy>KObI
DHCP.

o KoHourypauus «MHTepHeT» NpesHa3HayeHa aAns paboTbl B OTKPLITON CeTU 1 3anpeLyaet
COEAMHEHNA C 3alMLLEHHbIMK y3namu ViPNet.

Mpw 3arpy3ke 3101 KOHGUrypaumm B pasgesne PuUnbTpbl 3aLMLLEHHON CETU aBTOMATUYeCKU
fobasnAoTCs GUAbTPLI, BaokMpytoLme N0l 3awnEHHBINR IP-Tpaduk.

Hactponka pacnmcaHmsa CMeHbl KOHOUIYpaLM
MNpPOrpamMmb

Ecav ncnonb3yetcs Heckonbko KOHOUIypaLuui, Kaxkaas 13 KOTOpbIX AOJXKHA YCTaHaBAMBaTLCA B
onpeAenéHHoe BPEMS, Bbl MOXETE HACTPOUTL pacnvcaHne aBTOMaTMUYEeCKON CMeHbl KOHOUIypaLuii.
Hanpumep, aBToMaTnyeckas cMeHa byaeT yaobHa B TOM Ciyyae, eciv BaM Nepuoanyecku B 3aaHHOE
BpeMsi NPUXOAUTCS MepekoYaTbcs B KOHOUrypauuto Ans paboTbl B MHTEPHETE. B ocTanbHbIX ciyyasy,
Kak NnpaBw/o, PEKOMEHAYETC MEHATb KOHOUTIYpaLMW BPYUHYHO.

HactpouTb pacnvcaHvne cmeHbl KOHGUTypaLMA MOXHO TONbKO B TOM C/lydae, el B MporpamMme CO3jaHo
6onee aByx KOHOUrypaumin. OCHOBHas KOH®Urypaumsa v cnewmanbHble KOHGUIypaLmm npym 3ToM He
YUUTBIBALOTCA, PacnmcaHmne Ux yCTaHOBKN HacTpouTb Henb3d. OCHOBHaA KOHUrypaLuma aBToMaTMyecku
yCTaHaB/IMBaETCA U BCTyMNaeT B JelCTBME B TE NMPOMEXYTKN BPEMEHW, B KOTOPbIE HE AeNCTBYIOT MO
pacnmcaHunto ocTanbHble KoHGUrypaumn. CneumanbHole KOHGUTypaLmMm MOXHO YCTaHOBUTb TO/IbKO

BPYYHYHO.

BHumaHue! Mpu nepeceyeHny pacnucaHnii aBToMmatMyeckas CMeHa KOHGUrypaLuin He
/A\\ rapaHTupyeTtcs. B npouecce coctaBaeHWs pacnmncaHnii peKOMeHAYeTCs CejunThb 3a TeM,
YTOBbI pacnmcaHns cMeHbl KOHOUTypaLuii He Nepecekanmch.

UT06bl HACTPOUTbL pacnmcaHmne CMeHbl KOHbUTypaLLmii:

1 LLénkHWTe NpaBoOW KHOMKOMN MbIlwn pasgen KoHpurypaumm namn nobyto co3gaHHyr KOHGUrypaL o
N B KOHTEKCTHOM MeHHo BbibepuTe HacTpouTb pacnucaHue.

2 B okHe Hactpolika pacnucaHus cMeHbl KOH$Urypauuii yctaHoBute $axok YcraHaBanBaTb
KOH}Urypaumnv B COOTBETCTBUM C pacnmncaHneMm, nocae yero jobaBbTe B CMMCOK KOHOUIrypaLmuy,
KoTopble TpebyeTcs ycTaHaBAVBaTb aBTOMAaTUYECKH.
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3 B okHe MNapameTpbl pacnncaHusa yKaxxmTe AHU U BPEMS AeNCTBUS.

L.E) MapameTpel pacnucaHua IEI
[€oHGMMrYPELMA W BpeMA ASHCTEMA
KoHdwrypauma: [Tecrosaﬂ KOHPUrypaLpa 2 ']
Hauano aeicTemns: 18:00 - AnMTensHOCTE:
MosTopeHue
() ExenHesH0

@ ExeHeaensHo

[T NoeaensHim YeTEEpr [[cy6fora
ETopHuMK MATHUUA D BockpeceHse
D Cpena
() ExeMecaHHD 1 ucna
OK ] [ OTMEHa ]

PucyHok 85. Hacmpolika pacnucaHusi cMeHbl koHgu2ypayuli

4 Haxmute OK.

B pe3ynbTaTe pacnvcaHve cMeHbl KOHGUrypaumii byaeT HacTpOeHO.

L_b HacTpeiika pacnucaHna cMeHbl KoHGurypaumnii EI@

YETEHIBNMESTE KOHPUMYPaLMN B COOTEETCTEMM € PACTMCHUEM!

Bpema MosTopenne  KoHdurypawis

09:00 - 15:00 BwegnesHo TecTosad KoHbMrypawwd 1

00:00 - 06:00 EweaHesHo TecTosas KoHurypawa 2

. ﬂoﬁasmb...] ’HEMEHMTb...] [ YaanuTe ]

[ OK ][ Otmera ]

PucyHok 86. CchopmuposaHHoe pacnucaHue cMeHbl KoOHguzypayuli

UT06bI OTMEHWTBL pacnuncaHve, B okHe HacTpolika pacnncaHus cMeHbl KOHPUrypaunm cCHUMUTE
COOTBETCTBYHOLLMIA HAaXKOK.

YTo6bI Nepes KaxA0on CMeHOW KOHUrypaLmm No pacnncaHnio NpoM3BOAMIOCHE ONOBELLLEHNE, B
HacTpolkax nporpaMmsbl B pasgene MNpeaynpexaeHns yctaHoBuTe Gpiaxkok BelgaBaTb
npeaynpexaeHuve nepeg cMeHou KOHGUrypawmm no pacnmcaHuio.
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197



LleHTpanm3oBaHHaa HaCTPOMKA
ViIPNet Client yepes ViPNet Policy
Manager

Mpumeuanue. MpuBeséHHas nHPopMaL s NpegHasHaveHa ans agMmuHucTpaTopa cetn ViPNet.

LleHTpann3oBaHHoe yMeHblleHre MSS

WHoraa Tpebyetca yMeHbLIMTbL MakCMManbHoe 3HaueHne pa3mepa cermeHTa (MSS) npoTtokona TCP.
Hanpvmep, 310 MoxeT noTpeboBaTtbca A5 NpaBuAbHOR paboTsl IP-TenedoHmm, Korga HabarogaroTcs
npobaembl ¢ paspelieHmem DNS-UMEH.

3Ty HacTPOIKY MOXHO BbIMOJIHNUTL HEMOCPEACTBEHHO Ha KaXXAOM CeTEBOM y3ne (cM. HacTpoiika
noAKItoYeHNs K 3aLiuLéHHon cetn). Ecam B Bawen cetn ucnonesyetcsa ViPNet Policy Manager, 10 Bbl
MOXeTe OTNpaBuTb 3HaueHne MSS LeHTpaansosaHHo. [1na 3Toro:

1 Ha komnbtoTepe ¢ ViPNet Policy Manager oTkpoiite a1 peaaktmpoBaHusa dain options.xml (MO
YMONYaHNIO PACroJIOXEH B Nanke c:\Program Files (x86)\InfoTeCS\ViPNet Policy Manager).
2 ﬂ06aBbTeHOByK)rpynny<op:Groups type="Monitor">:
<op:Groups type="Monitor">

<op:Container label="YMmeHbmaTb MaKCHMAJILHEM pas3Mmep cerMeHTa (MSS) npoTokoJa
TCP Ha, (BanT)" checkable="false">

<op:SpinOption defaultValue="0" minValue="0" maxValue="200"
XMLName="DiminutionMSS" stepValue="1"/>

</op:Container>
</op:Groups>
3 CoxpaHuTe nameHeHus B panne n nepesanyctute ViPNet Policy Manager.

4 OTKpoWNTe WKW co3aaiTe HOBbIW LWABAOH MOJANTUKM AN KINEHTOB, Ha KOTOPbIE HAaZo OTMNPaBUTb
HacTpowiky MSS.

5 OrtkpoliTe OKHO CBOWCTB WabnoHa v B pasgene Onuum Haxmute ,o6aBuThb.

B okHe Onuumu 6e30nNacHOCTU NOABUTCS HOBbIM MYHKT YMeHbLIaTh MaKCUMabHbIN pa3mep
cermeHTa (MSS) npotokona TCP Ha, (6aiT).
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Onuymn BesenacHocTi

BuibepuTe onuWK, KOTOPBIE HYXKHO 334aThb B WabnoHe

¥ Hacrpoiikm BesonacHocTi y3na
[ Cwmena Tuna aytertuduraumn
¥ HWurepdeiic ViPNet Monutop
[[] O6asatensHblii BE0A NBPOMA NP EXOAE B OMEPALNOHHYHD CUCTEMY
¥MeHbLaTE MAKCHManEHBIA pasmep cermenTa (M5SS) npotokona TCP Ha, (GaiiT)
~ HWurepdeiic ViPNet lenosas Moura
[[] MakcumansHelii pasmep snosenwii gna ogioro nucema (ME)
v HWurepdeiic ViPMet Coordinator 1G
[] Pexim paboTe

2]

=l

(]

OTMEHE

PucyHok 87. Hacmpolika onyuti 8 ViPNet Policy Manager

MoapobHee 06 onumsax cMm. gokymeHT «ViPNet Policy Manager. PykoBoACTBO aZgMUHKCTpaTopa»,

pasaen «YnpasaeHue HacTpolrikamu nporpamm ViPNet».

6 HasHaubTe WabsoH NOANTMKM 6E30MaCHOCTM C 3TOW OMLMEN HY>XXHbIM CETEBBIM Y3/1aM 1 OTNpPaBbTe

NoanTUKY (CM. rnaBy «Paccblika MOANTUK 6e30MacHOCTU Ha CETEBbIE Y3/bl»).

Mocne npuMeHeHUs NOAUTMKKN B HacTpoikax nporpammbl ViPNet Client nossuTca 3agaHHbIN NapameTp.

Hacrpeika

,ﬂ,OI'IOHHHTEﬂbeIE napamMeTpel

- Ofuue
|- AWMUEHHSA CETE

CrapTosbii IP-agpec ans reHepaTopa 11 0 0

X

IP-appeca BMAMMOCTH
-¥rpasneHue Tpadukom
-MpUKNanHEIE NPOTOKGL!

BMPTYaneHeX IP-anpecos:

dopMaT whposaHHeEN: Moo aswny IP-naxkeTos:

YMEHBLIMTE MBKCMMANEHEI PasMep

-#ypHan IP-nakeTos
cermeHTa (MS5) npoTtokona TCP Ha:

-OfMeH cooBLueHnamI

L DEAnoBEIT obMeH Mepuoa onpoca cepeepa [P-aapecos (MUHYThI):

YCTaHaBNWBATL Ha KOMMbHOTEPE BPEMA
SAWMILEHHDIA ceTK ViPMet:

4.1 w
100 BaliT
5 =

-

ABTOMETHHECKH W

PucyHok 88. YmeHowieHue MSS e ViPNet Client

LleHTpanmM3oBaHHas HacTpoKa BXOAa

B MpOrpammy

MHoraa Tpebyetcs pa3pewntb nonb3osatensMm ViPNet ¢ MUHUManbHbIMW NOAHOMOUYNAMU 3aKPbITb OKHO

Bxoga B nporpammy ViPNet Client n Bovtn B Windows. 370 He06X0AMMO B 3KCTPEHHbIX CUTyaLmAX,

Hanpwumep, 4Tobbl pazbaokmposate USB-ycTponcTBo ans ayteHTMdUKaLMW, KOrja HECKOIbKO pa3 BBeAEH

HenpaBWbHbIA Naposb. He cneayet ncnonab3osatb
MOCKOJIbKY KOMMbIOTEP He ByAeT 3alUuLLEH.

3Ty BO3MOXHOCTb A5 NOBCEAHEBHOW paboThl,

Ty HaCTPOMKY MOXHO BbIMOJHUTL HEMOCPEACTBEHHO Ha KaXkA0M CeTeBOM Yy3e (cM. [MapameTpbl 3anycka

nporpammebl npu 3arpyske Windows). Ecam B Bawen cetn ncnonbsyetca ViPNet Policy Manager, 1o Bbl

MOXeTe OTMPaBWTb HACTPONKY LLeHTpann3oBaHHo. [as aToro:
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1 Ha komnbtotepe ¢ ViPNet Policy Manager oTkpoliTte ans pegaktmpoBaHusa Gain options.xml (N0
YMONYaHWNIO PacCroJioXeH B Nanke c:\Program Files (x86)\InfoTeCS\ViPNet Policy Manager).
2 [lobaBbTe HOBYHO rpynny <op:Groups type="Monitor">:
<op:Groups type="Monitor">

<op:0Option label="0O6g3aTeybHEI BBOI I1apoJid IPM BXOIE B OIEpalMOHHYI cucreMy"
checkable="true" XMLName="ForceLogonOnStartOS" defaultValue="true"/>

</op:Groups>
3 CoxpaHute n3ameHeHus B panne n nepesanyctute ViPNet Policy Manager.

4 OTKpoOWTE MW CO3aalTe HOBBIN WABAOH NOAUNTUKN ANS KINEHTOB, Ha KOTOPbIe HAZ0 OTNPaBUTb 3Ty
HaCTPOMKY.

5 OrtkpoliTe OKHO CBOWCTB WabaoHa u B pasgene Onumm HaxmuTe ,obaButh.

B okHe Onuunn 6e3onacHOCTM NOABUTCA HOBbIN NYHKT O6A3aTeNbHbI BBOA Napo/if Npu BXOAE B
onepauMoHHYI CUCTeMy.

Onuuw Be3cNacHoCTH X

BuibepuTe onuMK, KOTOPLIE HYXKHO 334aTh B WabnoHe

¥ Hacrpoiku BesonachocTv y3na
[] Cmena Tuna ayTermudmkaumm
¥ Wurepdeiic ViPNet Monutop
OBAsarentHbIil BEOA NAPONA NPK EXCAE B ONEPALNOHHYH CUCTEMY
¥ HWurepdeiic ViPNet Jlenosas Mouta
[[] MakcumansHelid pasmep snoxkennii gna ogioro nucema (ME)
~ HWurepdeiic ViPMNet Coordinator 1G
[] Pesim paboTi

z_| [+ = OTMeHa

PucyHok 89. Hacmpolika onyutli 8 ViPNet Policy Manager

MNoapobHee 06 onumsax cM. sokymeHT «ViPNet Policy Manager. PykoBoacTBO agMuHucTpaTopa,
pasgen «YnpaeneHue HacTpoikamu nporpamm ViPNet».

6 B okHe CBolicTBa WabaoHa NOAUTUKM, B pa3gene Onuum cHumuTe dpaaxok ObssaTenbHbIN BBOA
naposs Npv BXoAe B ONepaLMoOHHY0 CUCTEMY.

7 Ha3HaubTe WwWabsoH NOANTUKM 6e30MacHOCTM C 3TOW OMNUMEN HY>KHbIM CETEBBLIM Yy3/1aM U OTNpaBbTe
NoANTUKY (CM. rnaBy «Paccblika MOANTUK 6e30MacHOCTU Ha CETEBbIE Y3/1bl»).

Mocne npumeHeHna noantukn B nporpamme ViPNet Client B pasgene AamuHuctpatop 6yaet
oTobpaxkeHa 3Ta HacTpoiKa.
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ViPNet Client - O x
dain  Mpunoxenwa Cepeuc Bug  Cnpaska

L i -

o
i)
ey - -

CooBWweHWs Mucemao OTNRaEnTE MpHHATEE MpoEepHTE Oezop EBeb-pecypc
ViPMet Client
.:,C.':, 3aLMLLIEHHANA CETE

Eﬂ Ceteebie fuabTpel MapaMeTpel pecTapTa:

Mpynnel c6sekTos

1]

AamuHWcTpaTop

- OrpaHu41TE MHTepdeRc nonssosaTens
i CratmcTuka Hankl

= *yp D AKTUBMPOBETE 3aWmTy IP-Tpadwmka, ecrm nporpamma ViPNet MoruTop
£ Kondurypauun FaANYLLEHS BRYYHYID

2 Apmumuctpatop

MapaMeTpel BBOAE Napons:

[[] OfiAsaTensHbIi BE0A NEPONA NPM EXOAE B ONEPALMOHHYIO CHCTEMY

Pucyrok 90. Mapamempei exoda 8 npoepammy 8 ViPNet Client

PaspeLuarb OTKPbITble COEAMHEHNSA MPY
OTCYTCTBMM CBA3M C CEPBEPOM COEAMHEH M

B ViPNet Policy Manager MOXHO LLeHTpaan3oBaHHO YCTaHOBWUTb HAacTPOKy Pa3speluaTb oTKpbITbie
COeAAVIHEHMA NPU OTCYTCTBUW CBA3U C CEPBEPOM COEAMNHEHWNI Ha HY>XXHbIX CETEBbIX y3aax. [las 3Toro:

1 Ha komnbtoTepe c ViPNet Policy Manager oTkpolite ana pegaktmpoBaHus daiin options.xml (No

YMONYaHNIO PACroJIOXEH B Nanke c:\Program Files (x86)\InfoTeCS\ViPNet Policy Manager).

2 [lobaBbTe HOBYIO rpynny <op:Groups type="Monitor">:
<op:Groups type="Monitor">

<op:0Option label="PaspemaTb OTKPLHTHE COEOMHEHMS IIPU OTCYTCTBMM CBSI3U C
cepBepomMm coenuHeHumn" checkable="true"
XMLName="AllowOpenNetworkWhenConServerUnreachable" defaultValue="false"/>

</op:Groups>

3 CoxpaHuTe nameHeHus B panne n nepesanyctute ViPNet Policy Manager.

4 OTKpOVITe nn co3,u,a17|Te HOBbIV WABAOH MNOANTUKM 4NA KINEHTOB, Ha KOTOPblE€ HAaZ0 OTNpPaBUTb 3Ty

HaCTPOWKYy.
5 OrtkpoliTe OKHO CBOWCTB WabnoHa v B pasgene Onuum Haxmute ,o6aBuThb.

B okHe OI'ILI,I/II/I 6e30MacHOCTU NOSABUTCA HOBbIN NYHKT Pa3pemaTb OTKpbITbleé cOoeaAnHEHUA NpU
OTCYTCTBUU CBA3U C CepBepoOM COGAVIHEHVII‘;I.

ViPNet Client 4. PykoBogcTBO nosb3oBaTtens |
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OnuuK BesonacHocTH

BribepuTe onumK, KOTOPBIE HY3KHO 33[aTh B WabnoHe

¥ Hactpoiikm BesonacHocTv y2na
[ Cmena Tuna ayteHmudukaumm
¥ Wurepdeiic ViPNet Monutop
[[] OBrzatentHeiii BEOA NaPOA NPY EXOAE B ONEPALNOHHYHD CUCTEMY
Paspeluate oTKPEITEIE COEIMHEHWA NPU OTCYTCTBMW CBA3M C CEPBEPOM COEQMHEH M
[ ¥meHplwate makeumansHelii pasmep cermenTa (MSS) npotokena TCP wa, (Baiit)
¥ Wutepdeiic ViPNet flenosas Mouta
[ MakeumaneHeii pasMep BNOKEHWA AnA ogHoro ncema (ME)
¥ Wutepdeiic ViPMNet Coordinator 1G
[] Peswum pabote

|':-.-:\': Onwm BesonacHocT pe | EJ EJ CTMeHa

Pucyrok 91. Hacmpolika onyuli e ViPNet Policy Manager

MoapobHee 06 onumsax cM. gokyMeHT «ViPNet Policy Manager. PykoBoacTBO agMUHKUCTpaTopa»,

pa3gen «YnpaeneHue HacTpoikamu nporpamm ViPNet».

6 Ha3HaubTe WabAOH NOANTUKM HE30MaCHOCTM C 3TON ONUMEN HYXXHbIM CETEBLIM Y31aM 1 OTNpaBbTe

NOAUTKKY (CM. rnaBy «Paccbinka NOAMTUK 6e30MacHOCTU Ha CeTeBble Y3/ibl»).

Mocne npumeHeHusa noantnkm B nporpamme ViPNet Client B pasgene AamuHuctpatop 6yaet

oTobpaxkeHa 3Ta HacTpoliKa.

ViPNet Client - |
®ailn  Mpunoxedwa Cepenc  Buwg  Crnpaska
[ L i »
3]
) > =
CooBueHme Mucemo OTnpasuTe MNpuHATEE MpoEepHTE O63op Beb-pecypc A
ViPNet Client
= AamuHucTpaTop
oo JALMLLEHHAA CETh
Ej Cetesbie dnnsTpol ObpahoTra Tpaduka 2
Mpynnel cEwekTos OonycTHMEA PasSHWLE MEXKAY BPEMEHIMA =1 (aryTon
- OTMPEBKA M MPUENE NaKeTa:
=] CratucTika v sgypHansl
i Kondmrypaumum (] BAKSMTE MHCMEKLAD MNEKETOE € XPAHEHMEM COCTOAHMA
-
<a AgmunncTpatop |:| BrokuposaTte IP-Tpadi Mp1 HAPYLWEHMKM UENDCTHOCTM CETEBLIX dMNETPOB
PE3PEWETE OTKPBLITHIE COEAWHEHWA NMPY OTCYTCTEMW CBA3M C CEPBEPOM
COEAMHEHIRA

PucyHok 92. lMapamempel o6pabomku mpaguka

ViPNet Client 4. PykoBoacTBO nosnb3oBaTens
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3anpet coxpareHnd INiMH-koaa oT BHeLHero
YCTPOWCTBA ayTeHTUDUKaLMM

Mo ymonyaHuto Nosib30oBaTeNto paspeLleHo coxpaHaTb MNMVH-koa OT BHELWHEro yCTponcTBa

ayTeHTI/ICbI/IKaLI,I/II/I. ﬂ,ﬂﬂ NOBbILWEeHNs 6e30MacHOCTM Bbl MOXETE LEHTPA/IM30BaHHO 3anpeTnTb 3TO, JaXe

ec/v nosb3oBatenb Bkouma coxpaHeHue MH-koza B okHe Bxoga B ViPNet Client.

YTo6bl 3anpeTnTb coxpaHaTb noab3osatensam MH-kog oT BHelwHero ycTporcTBa ayTeHTUduMKaLmm:

1

Ha komnbtoTtepe c ViPNet Policy Manager oTkpoiiTe ans pesaktmpoBaHus ¢dann options.xml (Mo
YMOJUYaHMIO PacrosioXeH B namnke C:\Program Files (x86)\InfoTeCS\ViPNet Policy Manager).

ﬂ06aBbTeHOByK)rpynny<op:Groups type="NodeSecurity">
<op:Groups type="NodeSecurity">

<op:0Option label="Paspeumnts coxpaHenme PIN" checkable="true"
XMLName="AllowSavingPIN" defaultValue="true"/>

</op:Groups>
CoxpaHuTe n3MeHeHus B darne n nepesanyctute ViPNet Policy Manager.

OTkpoliTe Nan co3galiTe HOBbIM WAaBAOH NOJNTUKN AN KNMEHTOB, Ha KOTOPbIE HAA0 OTNPaBUTb
HaCTPOWKYy.

OTKpoWTE OKHO CBOWCTB WabsioHa 1 B pa3gene Onuum HaxmuTte [,obaBuTb.
B okHe Onuunn 6e3onacHOCTM NOABUTCA HOBbIN NYHKT Pa3pewwmnTtb coxpaHeHme PIN.

MoapobHee 06 onumsax cMm. gokyMmeHT «ViPNet Policy Manager. PykoBoAcCTBO aZgMUHKCTpaTopa»,
pasaen «YnpasaeHue HacTpolikamu nporpamm ViPNet».

HasHaubTe WabsoH NOANTUKK 6e30MacHOCTU C 3TOM onu,meﬁ HY>XHbIM CETEBbIM y3/1aM N OTNpaBbTE
NOJINTUKY (cm. rnaBsy «Paccblnka noanTrk 6e30MacHOCTM Ha CeTeBble y3J'IbI>>).
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YnanéHHas paboTa Ha CeTEBOM Y3/€e

Bbl MOXeTe NoAyunTb YAanEHHbIM JOCTYN K ceTeBOMY y3ay ViPNet ¢ nOMOLL b0 BHELWHWX NPOrpaMm:

Remote Administrator (Radmin), VNC nan Remote Desktop Connection. 3T nporpammbl 4OAXKHbI 6bITb

YCTaHOBJ/IEHbI Ha BalleM KOMMNbHOTEPE!:

Remote Administrator. MaketT Remote Administrator Bkato4aeT KIMEHTCKYHO N CEPBEPHYHO

YacTtu.

RealVNC. MakeT VNC BkAtOYaeT KANEHTCKYHO U CEPBEPHYHO YacTu.

Remote Desktop Connection. NMporpamma yctaHoBieHa no ymondaHumto B Windows.

YcTaHaBAnBaTb NOAKNOYEHWNA

Windows. OgHako noakAtUaTbCs MOXHO TONbKO K KOMMbOTEpaM, NCMOAb3yOLWMM BepCum
«KopnopaTuHas», «[MpodeccmoHanbHas» n «MakcumanbHas». MogpobHas nHPopmaums

MO>XHO C KOMMNbHOTEPOB, NCMNONb3YHLWNX ntobble Bepcumn

copepxmnTcs Ha Beb-cante Microsoft.

BHumaHme! He nogaepxunsaetca
Horizon Clients.

yAanéHHbIN foctyn k ceteBomy y3ny ViPNet uepes VMware

YT06bI 3aMyCTUTL NPOrpamMmy yAanéHHoro Aoctyna:

1 Bbibepute pa3sen 3almiLéHHan ceTb.

2 L&nkH1Te NpaBOi KHOMKOW MbILWW CETEBON y3e/, K KOTOPOMY TpebyeTcs NoayunTb YAaNEHHbIV

Joctyn, BblbepuTe BHewHWe nporpamMmel, 3aTeM BbIGEpUTE KOMaHZY 3anycka Hy>KHON Nporpammbl.

0|

Otkpeime Ctrl+E

Mankw

»

BrewHne nperpamme! 4 Beizeate Radmin Viewer..,

) Mocnate cooBLyeHme..,
& KoHudepeHuma..,
Ornpaeute dain.

.5 Mpunatee daiine

I

=] OTnpaenTe NNCbMO...

9 Web-cceinka

')l OTkpbiTe ceTeBOR pecypc

!jf MpoeepUTe COBAMHEHNE F5
PaseepHyTb BCE Chrl+"+"
CeepHyTe BCe Ctrl+"-"

Q} Onpeaennts nma...
[5] Kypnan peructpauun IP-nakeToe

it Beizsats VNC Viewer...

'% Beizeate Remote Desktep Connection...

PucyHok 93. Bei308 sHewiHel npo2pammsl

KOMaH,CI,bI noamMeHr BHewHue nporpamMmbl aKTUBHbI, TOJ1IbKO €C/1IN Ha KOMMbOTEPE YCTaHOB/1I€HbI

COOTBETCTBYHOLLME MporpaMmbl. Kpome TOro, BbIOpaHHbIVi CETEBOW y3e/1 AOIXKEH UMETb HEHYIEBOW

IP-agpec goctyna (cMm. Hactpoiika goctyna K 3aluLLEHHbIM Y3/1am), U Ha 3TOM Yy3/1e JOXKHO ObiTb
YCTaHOBJIEHO, 3aMyLLEHO N HaCTPOEHO COOTBETCTBYHOLLLEE CepBEPHOE NPOorpamMmmHoe obecneveHmne

(Hanpumep, Radmin Server, VNC Server).

ViPNet Client 4. PykoBoacTBO nosnb3oBaTens
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https://www.radmin.com/download/
https://www.realvnc.com/en/connect/benefits/
https://learn.microsoft.com/ru-ru/windows-server/remote/remote-desktop-services/clients/remote-desktop-client-faq

MpumeyaHwue. Mpu ncnonbloBaHuKn nporpammbl Remote Desktop yctaHoBka
CEpPBEPHOro NporpaMmMHOro obecrneyeHuns He Tpebyetcs.

|_|pl/l CO6]H0,£I,€HI/IVI YKa3aHHbIX yCJ'IOBVII7I OTKPOETCA OKHO COeagUHEHNA. Ecan coeanHeHmne
YCTaHOBJIEHO, MOABUTCA OKHO BBOJaA Napoaa AOCTyrna K Bbl6paHHOMy y3ny. Mocne BBOJa Nnapojd
OTKpPOETCA OKHO C OTO6pa)K9HV|eM pa60t4ero CTona yAaﬂéHHOFO ceTeBoOro ysnaa.

Mpumeyanue. [1ns ycnewHoro nogkntoueHus Kk cetesomy yany ViPNet Tpebyetcs
NpPaBWAbHO HAaCTPOWTL MPOrPaMmy yAanEHHOro AocTyna.

Hanpumep, npu ncnonbsoaHum Remote Desktop Ha yaanéHHOM ceTeBOM Yy3/1e AO/XKHbI

6bITb BbINMOJIHEHbI HACTPOWKW:

e B cBoMCTBax CMCTEMbI AOJIXKHO ObiTb pa3peLleHo yaanéHHoe NoakItoUeHNe K
KOMMboTEpY.

e YyéTHas 3anuncb BHeLIHEro Nonb3oBaTens AO/XKHa bbiTb AobaBieHa B CNMCOK
YAANEHHbBIX NoJib30BaTeNel.

HacTponka TepMUHANIBHOTO CepBepa npu
YAANEHHOM YMPaBAEHN

Bo BpeMs paboTbl B TEPMUHAIbHOW CeCCUM (HAampPUMep, NP NOAKIOYEHUN K CEPBEPY C MOMOLLBIO
nporpamMmbl Remote Desktop Connection) MoOXeT BO3HMKHYTb CUTyaLLMa, KOTr4a Noc/e BbiIxoja u3
TepMUHanbHol ceccum nporpamma ViPNet Client aBTomMaTMueckmn BbIrpyXXaeTcs U3 NamaTi yA4anéHHOro
cepBepa u 3awmTa IP-Tpaduka otkatovaetcs. Ecam 310 Npon3onaér Ha KOOpAMHATOPE, Y BCEX CETEBbIX
y3108B ViPNet, MCNO/b3yIOLLIMX 3TOT KOOPAMHATOP B KayecTBe MeXCETeBOro 3kpaHa uaun cepeepa IP-
afpecoB, BO3HUKHYT C6OM NOAKNOYUEHMS.

OTO NPOUCXOAUT, KOTAa TEPMUHA/bHbIA CepBEpP 3aBepLUIAET BCE MPUIOXKEHUs NOJIb30BaTENs MNOC/IE ero
BbIXOAa M3 TePMUHabHOW ceccumn. Ha pucyHke HUXKe NMokasaHbl Takne HacTPoMKy B ocHacTke HacTpolika
cnyx6 TepMUHANoB.
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PucyHok 94. HesepHbie Hacmpoliku mepMUHA/IbHO20 cepaepa

Ana pewernsa npobaembl cnesyeT BEpHYTb BCE HACTPOMKM B COCTOAHME MO YMOHaHUIO, CHAB BCe
dnaxky 3aMeHMTb NapameTpbl NoJib3oBaTens.

PucyHok 95. BepHbie Hacmpoliku mepMUHaabHo20 cepsepa
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HacTpolka aBTomMatTnyeckoro Bxoda B Windows
1 B ViIPNet Client

Mpn aAMUHUCTPUPOBAHNW YAANEHHBIX KOMMbIOTEPOB HEOOXOAMMO MOC/Ie Nepe3arpy3kyM aBTOMaTUUECKM
BxoauTb B Windows v B ViPNet Client. 3T0 BO3MOXHO, ecv Ha yAanéHHOM Yy3/1e UCNOoJIb3yeTcs
ayTeHTUduKaLma Nosb3oBaTensa no napoto (cM. Cnocobbl ayTeHTUdGUKaL MM NoAb30BaTeNS).
[ns HaCTpPOWKM aBTOMaTUYEeCKOro BXOAa:

1 TNoakntounTech K KOMMNbHOTEPY HEMOCPEACTBEHHO MW B YAaNEHHON ceccum.

2 Bongute B Windows ¢ npaBamu agMuHucTpaTopa.

3 HactpownTe napameTpbl aBToMaTM4yeckoro Bxoga B Windows (cm. Hactpoiika aBTomaTnyeckoro

Bxoga B Windows).
4 B nporpamme ViPNet Client:

4.1 HactpoinTe coxpaHeHne Naposs nNpu Bxoge B nporpammy. ns storo B MmeHto ®aiin Bbibepute
CMeHuTb nosb3oBatens v yctaHoBuTe dpaaxxok CoxpaHUTb Napob.

4.2 Bkntoumte aBTOMaTMYECKYO BAOKMPOBKY KOMMbOTEPa NPW 3anycke Nporpammel
(cm. Hactpoika napametpoBs 3anycka nporpamvmel ViPNet Client). 310 noMmoxeT npesoTBpaTtuTb

HecaHKLI,I/IOHVIpOBaHHbIl‘/II AO0CTyNn K KOMMNbHOTEPY.

Hactporika aBTomatnyeckoro Bxoga B Windows

[ns HacTponkn aBTOMatudeckoro Bxoaa B Windows:
1 Haxwmute knasuwm Win+R naun B meHto MNyck (Start) Bbibepute BeinoaHuts (Run).
2 B none OTtkpbITb (Open) BBeAMTE KOMAHAY netplwiz.
3 B okHe YueTHble 3anucu nonab3oBaTenen (User Accounts):

3.1 Ha Bknagke Monb3oBatenu (Users) B cnucke BbiIbepunte Nosb3oBaTes, Mo yUYETHON 3anmcbto
KoToporo 6yaeT BbiNoAHATbCA Bxog B OC, 1 cHUMUTe paaxok TpeboBaTb BBOA MMEHM
nonb3oBatens n napons (Users must enter a username and password to use this computer).
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YueTHble 3anucK noassosaTenen

MonNe20B3TEMM | lonoAHWT EnbHE

5

% Cnemyrolwmii cnMcok MCneas3yeTca

WHEBIX NapamMeTPpoE.

B AOCTYNE K BALLIEMY KOMOBHOTEDY, 3 TAKSKE ANA CMEHEI I'IEFIDJ'IEﬁ 4]

ANA NpejoCcTaBNeHNA MK OTKa33

||:|Tpe6053Tb BEOJ WMEHW NObI0EATENA 1 naponn.l

MNonezoeatenu sToro KOMNBHITEDE:

Vima nonesceatens Ipynna
A Administrator AamuancTparopel; MNonssceatenn
& User Menezoeatenu

(ot ]

¥aanuTe ” CeolicTea

Mapone nonssceatena Administrator

Yrobbl cmeHnTe napoak, HAXMWTE COYETAHWE KN3BMLL
CTRL+ALT+DEL v epiGepute "CreHuTE Napoas”

CmeHuTe napoag...

QK

] [ OTmeHa ] [ MpYMEHUTE ]

PucyHok 96. Hacmpolika asmomamudyeckozo exoda 8 OC Ha sknadke [lose3osamenu

3.2 Ha Bknagke flononHutenbHo (Advanced) cHumuTe dnaxok TpeboBaTb HaxaTus
CTRL+ALT+DELETE (Require users to press Ctrl+Alt+Delete).

¥ueTHeIE 2aNncK Nonk3oEaTenei @

MonesosaTend | AononHuTensHo

Maponw

Bei MOMETE YNPAENATE XPAHALLMMWCA HE 3TOM KOMMNBHITEDE NApOAAMK.

[ ¥npaeneHWe NaponAMKn

,ﬂ'DI'IDJ'IHHTE.I'IbHDE YNPasneHWe NoNEI0EATENAMK

AnA AONGAHUTENEHOMD YNPABEHNA NOABI0BATENAMN
% MCNonb3yiTe ocHacTky "JlokaneHbIE NOABI0BATENN W rpynnbl”,

JononHuTensHD

BezonacHelli Bxog B cHcTEMY

() A NoBbILIEHMA BEICNACHOCT MOXHO NoTpeGoBaTe HamaTHa
',/f’-) couetanna knasmw CTRL+ALT+DELETE nepes exogom e
cucTemy. 3To ByAeT rapaHTMeil NOANMHHOCTI NPUINALLEHNA
BX0A3 B CUCTEMY M 33LLMTON OT MPOrpamm, MMATHEY DLW BX04
B CHCTEMY, 4ToBbI BEIKPACTE Naponk,

| [7] TpeBoeare nasatua CTRL+ALT+DELETE |

OK ] [ OTMeHa ] ’ MprMEHKTE ]

PucyHok 97. Hacmpotika asmomamuyeckozo exoda 8 OC Ha sknadke [JonoHUmMenbHo
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MpumeyaHue. Ecim KOMMblOTEP HAXOAMTCA B JOMEHE, TO yKa3zaHHble Gpaaxkku MoryT
OTCYTCTBOBATb UAWN ObITb HEAOCTYMHBLIMW B COOTBETCTBMM C FPYMNNOBON MNOJAUTMKOM
6e3onacHocTW. B aToM cnyuae aBTomatudecknin Bxog B OC MOXHO HacTpoOUTb Yepes
peectp.

HenpaBuibHOe pesakTpoBaHMe peecTpa MOXET NPUBECTU K HENoNaAKaM B paboTe
onepaLMoHHO CUCTEMBI, MO3TOMY CO3jalTe pe3epBHYIO KOMUIO peecTpa.

Ecnv HepocTyneH dnaxok TpeboBaTb BBOA UMEHU NOJIb30BaTeNIsl U Napois, B paszesne

peecTpa

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\PasswordLe
ss\Device napametpy DevicePasswordLessBuildVersion npucsowite 3HaueHue 0.
Ecnn HepgocTyneH dnaxok Tpebosatb Haxkatna CTRL+ALT+DELETE, To B pa3gene

peectpa
HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Poli

cies\System napameTpy Disablecad npucBowTe 3HaueHue 0.

an OTCYTCTBMW YKa3aHHbIX NapamMeTpoB co3p,a|7|Te NX BPYYHYHO, NCNOAB3YyA TUN
DWORD.

3.3 Haxmute Mpumenuts (Apply).

4 B okHe ABTOMaTUueckuii Bxog B cuctemy (Automatically Log On) BBeante naposb 1 Haxmute OK.

ABTOMATUHECKWI BXDJ B CHCTEMY @I

GyLET YKa3bIBaTE MMA W Naponk NPW BXOAE B CHCTEMY. YToBel caenats
3TO, YK3XNTE NONB30EATENA, OT YBErD UMEHK ﬁ)f,ﬂ'ET BBINOAHATECA
FETOMAETUYECKMIA BXOJ B CUCTEMY:

% MaoxHo HACTPOWTE KOMABHITERD TAK, YTO NOALI0EATENAM HE HYHHO

MNonezoeatent: Administrator
MNapone: TYreys
MogTeepxgeHne: [IYTTT

[ ok || omen |

PucyHok 98. OkHo 8800a naposisa 01 asmomMamu4eckoz20 8xoda 8 cucmemy
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PaboTa B NporpamMmMme B pexmme
AAMUHNCTPATOPA

ObLlme cBeaeHUs

B pexunMme agMUHNCTpaTopa AOCTYMNMHbl AOMOJIHUTE/IbHbIE CI)yHKLI,I/II/I n HaCTpOI7IKI/IZ

e Pazgen ALMUHUCTPATOP, B KOTOPOM MOXHO BbIMOJHUTL AOMOJHUTE/IbHYHO HaCTPOIKY CETeBOro
y3na ViPNet (cm. MapameTpbl 3aluThl Tpaduka).

e XypHan cobbITWiA, cogep>Kallmii 3anncK O PasNUHbIX AeNCTBUAX, COBEPLUEHHbIX
noJib30BaTeNeM UAN aAMUHUCTPATOPOM (CM. [poCMOTp >ypHasa cobbITuA).

e B03MOXHOCTb NpocMOTpPETb XXypHan IP-nakeToB onpeaenéHHoro ceteBoro y3na ViPNet
(cm. MpocmoTp >KypHana IP-nakeToB Apyroro ceTeBoro ysna).

e B0O3MOXHOCTb NPOCMOTpPa M U3MeHeHus kKoHPurypauuin nporpammsl ViPNet Client
(cM. YnpaBneHune KoHOUrypaumsamMm nporpamMmmebl), CO34aHHbIX BCEMU MOJIb30BaTENSAMU
CeTeBOroO y3a.

. CHuMatroTCs BCe OorpaHM4yeHunAa, HaknajblBaeMble YPOBHEM MOJIHOMOUMI MOJIb30BaTENS.

UYto6bl BONTU B NporpamMmy B pexxmme agMUHUCTpaTopa:
1 BbINOAHUTE OAHO U3 AENCTBUN:
o BblbepuTe ®aiin > BoinTn B pexxum agMuHuUCTpaTopa.

o Bbibepute CepBuc > HacTpolika napameTpoB 6e3onacHoOCcTV > AgMUHUCTpaTop > Bxop B
pexxum agMuHucTpartopa.

2 B okHe Bxog B peXxvm agMUHUCTpATOpa BBeAMTE Napob agMUHUCTpaTopa ceteBoro y3na ViPNet.

Bxoa B pesnM agMMHHCTRaTOpa (=3

[apont aaMMHHCTPaToPa:

[ OK ]’ OTmena ]

PucyHok 99. Beod naposis admuHUCMpamopa cemegozo y3ia

Mporpamma ByseT nepesanyLieHa 1 NOSBATCA AOMNOJHUTENbHbIE HACTPOMKMW.

BHumaHwme! B cetu ViPNet, ynpasasemoi ¢ nomouubto MO ViPNet Administrator, napoau

/A\ aAMVHUCTpaTopa A1 KaXZAO0ro CeTeBOro yana cosgatotcs B nporpamme ViPNet
YA0CTOBEPAIOLWMIA U KNHOUEBOW LIEHTP.
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Hactponku B pasaene AAMUHUCTPATOP

Mocne BxoAa B MporpamMmy B pexxmme aZMUHUCTPaTopa, MOSBUTCA HOBbI pa3gen AZMUHMCTpATOp, B
KOTOPOM Bbl MOXETE HaCTPOUTB:

e OrpaHuyeHve nHTepderica noab3oBaTens.

e [lapameTpbl 3anycka nporpammel npw 3arpyske Windows.
e [lapameTpbl 6H10KMPOBKM KOMMbIOTEPA.

e [lapameTpbl 3aWnTbl TPapurKa.

e [lapameTpbl 3anucu cobbiTnin B xypHan Windows (cMm. Hactpoiika napameTpoB 3anucu
cobbITnin B XxypHan Windows).

ViPNet Client - O X
®aiin  MpunoxeHwa Cepeuc Bug  Cnpaeka
L i »
\,GJ - =
CooBuweHue Mucemo OTNpaEnTE MpUHAaTER MpoeeprTe O&zop Eef-pecypc

ViPNet Client
.:.E.':. 3aLMLLLEHHaA CETE

=l

AaMUHMCTPaTOPR

E Ceresble punsTpel MapaMeTpbl pecTapTa:

[pynnel obbekTos .
OrpaHUMTE MHTEPGERC NoNL30BaTENA

5] CratmeTuka u skypHank!
= *yp D AKTMBMPOEETE 3aWKTY IP-Tpadika, ecnn nporpamMma ViPNet MoHuTop

& Kondurypaumm 3aMyWeHa BRYUHYIO
5 Apmunuctpatop
MapaMeTpsl BB0AE NAPONA:

ObazaTensHen BE04 NaponA NP BX0AE B 0NEPaUMOHHYHD CCTENY

CbpaboTka Tpaduka

JonycTHMas PasHALE MEXAY BPEMEHIMK =] (maryen)
OTMPEEKH W MPHEME MaKeTa:

D BRAKYYATE MHCMEKLIKD NEKETOE © XpaHeHWeM COCTOAHKA

[[IBnotposaTs TP-Tpadmi NpH HEPYLIEHMM LENOCTHOCTH CETEBEIX BMALTPOS

PaspellaTh 0TKPLIThIE COEAWHEHWA NPH OTCYTCTEMA CBASM C CEPBEPOM
COEAMHEHMIA

BRoKMPOBETE KOMMBIITEM!

. -
Mpw Ge3aefCTEMM NONEZ0ESTENS E TEUEHHE He zanaH | (51 (maHyT)

[CIMpu oTKMOUEHIMM YCTPOICTES 3YTEHTMBHUKAELIN

MonuTIKK BES0NECHOCTI

MPHUMEHATE NOAMTHKK BEI0NECHOCTH

MypHan cobbimii Windows

|:| NybnuposaTs 3amMor o BnokMpoBadHe IP-nakeTax

MpyMeHKTE OTMEHE KypHan coBBITHA..,

CeTe N2 7404 |P-agpeca: 192.168.42.129 O tHOEHAA KoHDUrypauma

Pucyrok 100. Hacmpolika 0onosHUmMenbHbix Napamempos 8 pexume adMUuHUCMpamopda
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OrpaHuyeHne nHTepdenca nonbL3oBaTens

Y1o6bl 3anpetnTb nonb3osatento Hactponky ViPNet Client n ckpblTb NaHenn HaBuraumm, B pasgene

AamuHucTpatop (cm. [MapameTpbl 3awwmThl Tpaduka) Bbibepute OrpaHnumTb MHTEpdEC Nosb3oBaTens.

anIME‘-IaHI/Ie. Ecam Ana ceTeBoro ysna 3ajaH CI'IELU/IEU'IbeII;I ypoBeHb NOJIHOMOUYMIA 3,
,D.aHHbII‘/lI ¢na>|<0|< yCTaHOBJ/1IEH NO YMONIYaHNIO N €r0 HEBO3MOXHO CHATb.

Ecnm 10T dnaxok ycTaHOB/EH, B MpOrpaMme AeNCTBYOT OFrpaHUYeHUs:

B okHe nporpamMmmbl 0To6pa>|<aeTcs| TONBbKO NnaHeJib NPOCMOTpPa CO CNNCKOM CeTeBbIX Y3/10B
ViPNet.

B meHto daiin OTCYTCTBYET MYHKT CMeHuTb NoJsib3oBaTens, Ho npv 3TOM AOCTYMHbI MYHKTbI
CmeHuTb napoJib noJsib3oBartena 1 CMeHuUTb cnoco6b ayTeHTI/IqJI/IKaU,MM noJsib3oBaTtena.

MyHKT KoHurypauum B meHto Paiin npucyTcTByeT, ecv B NporpaMmMe Co3AaHo HeCKOJIbKO
KoHurypauwmii. C ero NoMoLLbH MOXHO TO/IBKO NepektoyaTb KOHGUrypauuu. MyHKTb
OTkntounThb 3awmty, baokmposatb IP-Tpadpuk 1 My6anuHbii DNS B Hem OTCyTCTBYHOT.

Mosnb3oBaTesib HE MOXET CO3/aBaTb HOBble KOHPUrypauun. Ecan B pexnme agMUHUCTpaTopa

CeTeBOro y3na byayT co3jaHbl HOBble KOHOUIYpaLMK, TO OHW ByAyT AOCTYMHbI NOJIb30BATEN!O.

Ecan ceTeBol y3en nMeeT cBA3b C CEPBEPOM OTKPBITOroO VIHTepHeTa, Ha 3ToM y3ne byaeT
A0CTynHa koHdurypauma «OTKpbITbI VIHTEpHET».

HezoctyneH nyHKT MeHto CepBUC, B CBA3M C 3TUM HEBO3MOXHO U3MEHEHWE, COXPaHEHUE U
BOCCTaHOBJeHMe HacTpoek nporpammel ViPNet Client, a Takxxe nameHeHne HacTpoek
napameTpoB 6e30mnacHoCTH.

MapameTpbl 3anycka nporpammel npu 3arpyske Windows

B pazgene AaMmuHucrparop (cMm. MNapameTpbl 3alnTbl Tpaduka) Bbl MOXETE U3MEHUTL NapamMeTpsbl

3anycka nporpammsbl ViPNet:

Aktueuposatb 3awuty IP-tpadpuka, ecnm nporpamma ViPNet Client 6bina 3anyuieHa
BPYUHY!O.
Mpw 3tom ViPNet Client He ByaeT 3anyckaTbcs npwm 3arpy3ke Windows, 3awmTta Tpaduka

(cm. OTktoueH e 3awnTel Tpadurka) ByseT BKIOUATLCA TOBKO NOCAE 3amnycka NporpaMmel
ViPNet 1 oTk/itouaTbca nocae Bbixofa 13 NporpamMmbl.

Yr1obbl Npu 3arpyske Windows nosib3oBaTesib He MOT OTKa3aTbCA OT 3amnycka MporpaMmel,
ycraHoBuTe diaxkok Ob6s3aTeNbHbIN BBOA NapoasA Npu BXoje B onepaLoHHYo cuctemy. B
3TOM C/yyae B OKHe BXOZa B NporpamMmy KHomnka OTmeHa byaeT HegocTynHa.

MpymeyaHue. Ecav yctaHoBaeH pnaxok AkTuBMpoBaTh 3awmuTy IP-Tpaduka, ecam

nporpamma ViPNet Client 6bina 3anylueHa BpyuHyto, napametp Ob6s3aTenbHbI BBOA

naponsa npu Bxoae B onepayMoHHYHO CUCTEMY HE YYNTbIBaeTCA.

ViPNet Client 4. PykoBogcTBO nosb3oBaTtens |
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MNapameTpbl 610KMPOBKM KOMMbOTEPA

B pasgene AAMUHUCTPATOP Bbl MOXETE U3MEHUTb MapaMeTpbl 610KMPOBKN KOMMbIOTEpPa:

Mpw OTCYTCTBUM aKTMBHOCTW MOJIb30BATE/A B TEUEHWE ONpeseNéHHoro BpeMeHu. [1is 3toro
yKaxKunTe NpoAO/KUTENBHOCTb MHTEPBana 6AOKMPOBKY B MUHYTax B noJe Mpu 6e3geicTBum
nosib30BaTessl B TeUEHMe.

Ytobbl CHOBa OTK/IHOUYMTL aBTOMATUUYECKYHO BJ10KMPOBKY KOMMbIOTEPA, YKaXUTE 3HaUeHNe
WHTepBasa 610kMpoBkHK, paBHoe 0. Mo yMoYaHUIO 3HaueHre He 3ajaHo, 610KMpPOBKa
OTKJ/IOYEHa.

Mo ymonyaHuto B nporpamme ViPNet Client BkitoueHa aBToMaTyeckas 6J10KkMpoBKa
KOMMblOTEpa Npu OTKAHOUEHMM BHELLHETO YCTPOMCTBA, KOTOPOE BbI0 MCMO/b30BaHO AS
ayTeHTUdMKaLmn nonblosaTens. ECiv Bbl XOTUTE OTK/IHOUUTL BJOKMPOBKY KOMMbOTEPA NPU
OTK/JIFOUEHUW BHELLIHErO YCTPOICTBA, CHUMMUTE daaxok MNpur oTKIOUEHUU YCTPOoCTBa
ayTeHTUUKaumun.

BrokvpoBka KOMMblOTEPa NPW OTKAHOUYEHUN YCTPOMCTBA ayTEHTUOUKALMY AENCTBYIOT TOJIbKO B
C/lyyae 1Crnosib3oBaHMA CnocoboB ayTeHTUdmKaLuum «faposb Ha yCTpOMCcTBe» 1 «YCTPONCTBO»
(cm. Cnocobbl ayTeHTUdMKaLMM NOAb30OBaTENA).

Y1066l NPOoA0IKNTL PabOTY NOCNE aBTOMATUYECKON 610KMpOBKY, BolanTe B Windows.

[NapameTpbl 3awWunThl Tpaduka

B paszgene AgMuHucTpatop (cM. [MapameTpbl 3alLmThl Tpaduka) Bbl MOXETE U3MEHUTL JOMOJHUTENbHbIE

napameTpbl 3awWwmTsl |IP-Tpaduka:

MporpammHoe obecneveHmne ViPNet aBTomaTuueckn 6aokmpyeT Bxogawme IP-naketol, ecau
pasHyLa MexXay BPpeMeHEM MX OTNPaBKM U BpeMeHeM npuéma 6oblie 3aZlaHHOrO 3HaUeHus.
[JenctBre gaHHOW GyHKLMM pacnpocTpaHsaeTcs Ha ceTeBble y3ibl ViPNet, ¢ koTopbiMu y
JaHHOTO y31a ecTb CBA3b (3TW y3/bl OTObpaxatoTcsA B pa3gese 3awWwniéHHanA CeTb).

Ecam Tpebyetcs, B none flonyctumas pasHuLa MeXAy BpeMeHaMun oTrnpaBku 1 npuéma
nakeTa U3MeHUTe UHTePBa/l BPEMEHW MeXJy OTMPaBKOW 1 NPMEMOM nakeTa B MUHyTax (no
ymon4vaHuto 120 MuHyT).

BHuMmaHue! B pesynbTate [eicTBus JaHHOW GYHKLUUM MOTYT BbITb 3a610KMPOBaHbI

A\ BxozdAwme IP-nakeTbl OT CeTeBbIX Y310B, Ha KOTOPbIX HEMPaBW/IbHO YCTaHOBAEHO

CNCTEMHOE BpemMA.

YT06bI BKIHOUUTL 4OMOJHUTENbHbIV aHaan3 Tpadumka no TexHosorum Stateful Packet Inspection
C KOHTpOEeM nopdaaKa yCTaHOBJIEHUA COeaNHEHNA, YCTaHOBUTE q)ﬂa)KOK Bkarountb MHCNeKuunro

nakeToB C OTC/IeXKMBaHMeM COCTOAHUA.
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e [lporpamma ViPNet nepunoanyeckmn nposepsiet 6a3y ceteBbix GUALTPOB. B ciyyae eé
noBpeXAeHUs NoaBafeTca cooblieHne 06 3TOM 1 GUABTPLI 3aMEHAOTCS Ha
npeaycraHoB/ieHHble. YTobbl Npy 3TOM aBTOMaTMYeCKM 3anpeTuTb BCe CETEBbIE COeAUNHEHMS,
yctaHoBuTe dnaxkok bnokmnposathb IP-Tpaduk npun HapyLLIeHN LeNOCTHOCTU CeTEBBIX
$unbTpOB.

e YT0Obl AaTb BPEMEHHbIM AOCTYN K OTKPbLITOW CETU B KOHOUIypaLMm € 3anpeToM OTKPbITbIX
COoeANHEHN, ycTaHoBUTE daxkoK PaspeluaTb OTKPbITbIE COEAUHEHMUSA MPU OTCYTCTBUU CBA3U C
CcepBepOM COeANHEHU.

370 Nosfe3HO, HanpuUMep, Korda Noib30BaTeM NMOAKIOYAOTCA K 3aLUMLLEHHON CeTW Yepes
BHeLUHero nposagepa c aBTopm3aumen Ha Captive portal. B aTom ciyuae He noTpebyetcs
NepekoYaTbCs MEXAY PasHbIMU KOHOUIYpaLMaMu (C 3aMpPeToM M JOCTYNOM K OTKPbITOW CeTn).
Moka HeT CBA3M C 3aLUMLLEHHON CETbLO, NMOJIb30BaTEb MOXET coeanHuTbesa ¢ Captive portal, a
nocne NOAKAOYEHNS K 3aLUMLLEHHON CETW, COEAVHEHWE C OTKPbLITOM aBTOMaTUYEeCKM
npekpaLyaeTcs.

e [lpn HEOBXOAMMOCTM Bbl MOXETE OTMEHUTb AeNCTBUNe ceTeBbIX GUIBTPOB, OTMNPaBAEHHbIX B
coctaBe nonuTmk 6esonacHocTn 13 nporpammel ViPNet Policy Manager. Hanpvmep, BpemeHHO
OTKAHOUNTL OWIMOOYHO OTNpaB/AeHHbIe Ha y3en ceTeBble PUALTPbI. [N 3TOro CHUMUTE GAaxok
MNpuMeHATb NOANTUKKM 6e3onacHoCTW.

Mpw 3TOM ceTeBble GUALTPLI, KOTOPbIE BblIN MONYYEHbI B COCTaBe MOANTUK, ByayT CKPbITbI 1
nepectaHyT ucnosb3osatbca. Hactponku Jenoson noutsl 1 ViPNet Client, ykasaHHble B NoanTuKe,
OCTaHyTCA HenaMeHHbIMN. AamuHunctpaTopy ViPNet Policy Manager 6yaet otnpasneHa nHdopmaums
06 OTK/NtOUEHUM NOANTMK BEe30MacHOCTY Ha BalleM y3Jie.

Eciv dnaxok MprMMeHATb NOANTUKM 6e30NMacHOCTU BMOCAEACTBMUN ByeT MOBTOPHO YCTaHOBJEH, TO
AeNCTBME YXKEe MPUHATBIX MOJIMTUK U MONYyYeHNe HOBbIX NOANTMK 13 nporpammsbl ViPNet Policy
Manager 6yaeT BO306HOBEHO.
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HacTporka 6/10KMPOBKM TpadpKka
MNP OBHaPYXEHUK BUPYCa

MpumeyaHue. Ha komnbloTepe foskHa 6bITb YCTaHOBAEHA M 3anyLleHa nporpammMa Kaspersky

Endpoint Security 10.

Ecnv HacTpoiika HegocTynHa, yctaHosuTe ViPNet IDS HS.

[ns noBbiWeHNs YypOBHS 6€30MacHOCTM Ha BalleM KOMMbIOTEPE HAaCTPOMTE COBMECTHYHO paboTy
nporpammel ViPNet Client ¢ aHTMBMpycom. ns atoro:

1 BbIMOAHUTE BXOZ B MPOrpaMmy B peXunme agMuHUcCTpaTopa.
2 Ha naHenu HaBurauunm BolibepuTe pasgen AAMUHUCTPaTOP.

3 B rpynne BsaumogeiicTBue co cpesCcTBOM aHTMBUPYCHOM 3aLmTbl YCTaHOBUTE Gaxkok
Bnokuposatb IP-Tpaduk, ecnm Ha komnbroTepe o6Hapy>KeH BUpYC.

Haxmute NpumeHnTsb.

Mpumeyanue. Eciv dnaxok bnokmposatb IP-Tpaduk, ecan Ha KomnbroTepe 06Hapy>KeH
BMPYC NPUHUMAET 3aTeHEHHbIN BUA , 3HAUMT B AaHHbIVi MOMEHT HeT cBszn ¢ ViPNet IDS HS.
MonpobyiTe BbIMOJHUTL HACTPOMKN MO3AHEE.

Tenepsb, npy obHapy>xeHnn Bupyca, nporpamma ViPNet Client aBTomatnueckm 3abnokmpyet Becb Tpaduk.
Ana npogonxeHus pabotol:

1 BbinonaHuTte pekoMeHaaunmn, npeanaraemblie ﬂpOFpaMMOIz-aHTI/IBI/IpyCOM no yCTpaHEeHNO yrpos3bl.

2 Otkntoumnte 610KMpPOBKY Tpaduka. Jna atoro B okHe nporpammbl ViPNet Client B meHto ®aiin
Bblbepute KoHdurypauum > Paspewntsb IP-Tpaduk.

J[lononHuTeNbHble HACTPOWKM NapaMeTpoB
6e30MacHOCTMH

MoMW1MO AOMONHUTENbHBIX NapPaMeTPOB HACTPOWNKK B pasgene ALMUHUCTPATOP, BO BpeMs paboThl B
pexvMe aAMUHUCTpaTopa CeTeBoro y3na (cM. PaboTta B mporpamme B pexnmMe aZiMUHKUCTPaTop)
JOCTYMHbI CliefytoLLMe napamMeTpbl Ha Bkaagke AAMUHUCTpaTop B okHe HacTpolika napameTpoB
6e3onacHocCTU:

e PaspelunTb cOXpaHeHUe Napona B peecTpe — MO3BOJIAET NONb30BaTe/tO CETEBOrO y3/a
yctaHoBUTb paaxxok CoxpaHuTb Naponb npu Bxoge B nporpammy ViPNet Client. Ecam aToT
dnaxKok yCcTaHOB/EH, Mapob NoAb30BaTeNa xpaHuTca B peectpe Windows 1 aBTomMatnuecku
nogacraB/feTcsa B Nnose BBOAa Napons npwu 3anycke nporpammbl ViPNet Client.
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MpumeuaHue. [laHHbI NapaMeTp 3afaétca agMuHucTpatopom cetn ViPNet B
nporpamme ViPNet Administrator n nepepaércs Ha y3en B coctaBe AUCTpubyTUBa
KArOYEl MK B COCTaBe OBHOB/EHWS CMPABOYHMKOB W KtoUel. AMUHUCTPATOP
CeTeBOrO y3/1a MOXeT U3MEHUTb COCTOAHME daaxkka PaspelunTb coxpaHeHWe naposs B
peectpe, 37O N3MeHeHue ByaeT AeNCTBUTENBHO A0 CefytoLLero obHoBIeHNA
CNpaBOYHMKOB W Kntoyel. [ocne cnepyroliero obHOBAEHMSA COCTOsIHNE daxkka byaeTt
COOTBETCTBOBATb HACTPOMKaM, 3ajaHHbIM agMuHmcTpaTopoMm cetn ViPNet.

ABTOMaTnueckn Bxoautb B ViPNet — noseosiseT BoinoaHATb Bxog B MO ViPNet Client 6e3
Heobxo4MMOCTN NoATBEPXAeHMA Napoas nons3osatens ViPNet B okHe BxoAa B mporpammy.
Ecan ¢naxkok yctaHOBEH, Mpy 3anycke NpOrpaMmbl Ha TeKyLleM CeTEBOM Yy3/1e OKHO BXOZ4a B
nporpammy He noseasetca u Bxog B MO ViPNet Client BbinonHseTcs aBTomatuyecku. 3To
NPOUCXOANT B CAEAYIOLLMX CAyYasnX:

o NPV UCMO/b30BaHUK cnocoba ayTeHTUdMKaLmmn MNMapoab — ecan Naposb COXPaHeH B
peecTpe, TO ecTb YCTaHOB/EH GaxoK Pa3pelunTb coxpaHeHue naposs B peectpe, a B OKHe
BXOZ,a B MPOrpaMMy yKasaH BEPHbIN Naposib 1 ycTaHoBAeH diaxok CoXpaHUTb NapoJib;

o MpuW ncnonb3oBaHMM cnocobos ayTeHTUdMKaumm MNaposb Ha ycTpoiicTBe 1 YCTPONCTBO —
€C/IV BHeLLHee YCTPOMCTBO NOAKAHOUYEHO K KOMMbOTEPY 1 B OKHE BXOZa B MPOrpaMmy
yka3zaH BepHbI MVH-koa 1 yctaHoBneH dnaxok Coxpanntb MUH-koga.

PaspewnTb ncnosnbsoBaHue ceptudpurkatoB ns xpaHmanwa OC — no3BosseT NCNOAb30BaTb
cepTndurKaTbl He TONBKO U3 IMYHOTO XPaHWAULLA (XpaHWMLLA NPOrpaMMbl), HO Takxe 13
XpaHuavLia onepaLMoHHON CUCTEMbI. ITO MOXET NOHaA0bUTLCA B TOM caydae, ecam B 10
ViPNet npegnonaraetca ncnosb3oBaTth KPUNTOMNPOBAKAEP APYroro NponssoauTens (Hanpumep,
KpunTollpo), a Takxe cepTudmrKaTbl, U3ZaHHbIE BHELUHUMW YA0CTOBEPAIOLLMMM LieHTpamu (BHe
cetn ViPNet).

[oBepaTtb ToNbko ceptudukatam agMmuHuctpatopoB YL, ViPNet — ecan atoT dnaxok cHaT,
npu nposepke ceptudmrkaTa NONCK KOPHEBOTO cepThdmKaTa BbIMONHAETCA HE TONbKO BO
BHyTpeHHeM xpaHuauie MO ViPNet, HO 1 B cucteMHbIx XxpaHuauiax JloBepeHHble KOPHEBble
LeHTpbl cepTudmkaumm n NMpomedxkyTouHble LIeHTPbl cepTUdnKaLmm.

UrHopupoBaTtb OTCyTCTBME CMNCKOB aHHY/IMPOBaHHbIX CEPTUPMKATOB — 3TOT PIaXKoK
cnepyeT YCTaHOBUTb, €C/IN B CUCTEME MUCMOb3YHOTCA CepTUdUKaTbI, N3AaHHbIE BHELLUHUMMN
YAOCTOBEPAIOLWMMM LIeHTpaMu, Tak Kak B Taknx cepTudurkatax MHGopmMaLma o cnmnckax
aHHY/IMPOBaHHbIX CEPTUOMKATOB MOXKET OTCYTCTBOBATb.
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13MeHeHKe cnocoba ayTeHTUOUKaLMMK
MO/Ib30BaATESA

Cnocob ayTeHTUdMKALUM ONpesenseT, Kakne JaHHble JOJIKEH NPEAOCTaBUTb MOJb30BaTENb A5 BXOAA B
nporpammy. Ytobbl 3MeHUTb cnocob ayTeHTUdMKaLmm:

1 BbinonHWTe BXOA B Mporpammy B pexxmme agMuHucTpatopa (cm. Pabota B nporpamme B pexkmme
afMUHUCTpaTopa).

2 Bbibepute CepBuc > Hactpoiika napameTpoB 6e3onacHoctn > Kntouu 1 Haxkmute MI3MeHUTb.

3 B okHe Cnocob ayTeHTUdUKaUUN Bbibepute oauH 13 cnocobos ayTeHTUdMKaummn. OnncaHve

BO3MOXHbIX CNOCOHOB ayTeHTUdMKaL MM Nob30BaTeNa NpueeseHo B pasgene Crnocobbl
ayTeHTMdUKaLuMm nonb3oBaTens.

Mpumeuanne. Cnocob Maposb Ha YCTPOCTBE BbIGPaTh He/lb3s, MOCKONbKY OH
nepectan otBeyatb TpeboBaHUAM HesonacHoCTL.

Mpw BbIOOPE cnocoba ayTeHTUdUKaLUK NO cepTUdUKaTy NOAKNOUNTE BHELLHee YCTPOMCTBO U
yKaXxunTe Hy>XXHbIV cepTudumKaT B crncke cepTndmKaToB, 06Hapy>KEHHBIX Ha ycTpoicTae. Mpu
BO3HWKHOBEHWUW 3aTpyAHEHWUI B BbIbOpe cepTudumkaTa cM. pasgen He yaaércsa BbINONHNUTL
ayTeHTUPUKALMIO C MOMOLLbIO cepTudmKarTa.

Mpu BbIGOpPE cnocoba ayTeHTUDUKALMN NO NEePCOHaNbHOMY KAOUYY MOAKAKOUMTE BHELLHEE
YCTPOMCTBO ANS COXPAHEHMS Ha HEM MePCOHaNbHOTO Katoua nosb3osatens (cM. CUMMeTpUYHbIe
karoum B MO ViPNet). Ecam Bbl BeIbpann cnocob ayTeHTUGUKaLMM NO NePCOHaNbHOMY KAtOUyY, Takxke
Heob6X0AMMO NEPEHECTU Ha 3TO XKe BHELLIHEe YCTPOMCTBO KAHOUM NOANUCK NOJIb30BaTeNs (KOHTeHep
kntouelt). KoHTenHep KatoUel MOXHO TakxKe MepeHecTM 13 TekyLLel nanky B Apyryro nanky Ha
AMNCKE, HO B 3TOM C/lydae KaxkAbli pa3 npu NOANNCAHMM U LWUMPPOBAHUM B CTOPOHHEM MPUAOXKEHUN
BaM noTpebyeTtca BBOAUTb Napoib.

BHumaHue! Ecav npu ncnonb3oBaHum cnocoba ayteHTUdMKaLmMm YCTPONCTBO BHELLIHEE
YCTPOMCTBO BYZeT OTK/IOUYEHO, KOMMbIOTEP MOXET bbITh aBTOMaTMUeCKN 3abaoKMpoBaH
/A B COOTBETCTBUM C HAaCTPOWKaMU, 3afiaHHbIMU B peXXnmMe agMUHKUCTpaTopa
T (oM. MapameTpbl 3awwnThl Tpaduka). Mpu HeOBXOAMMOCTM NapaMeTpbl aBTOMATUYECKOW
610KMpOBKN KOMMbIOTepa 1 IP-Tpaduka MOryT 6biTb U3MEHEHBI.

4 Haxmute OK.

Ha Bknaszke Kntoum B rpynne AyteHTudukauma 3HayeHuns nonei Cnocob ayteHTudpukauum n Tun
HOCUTENA N3MEHATCA B COOTBETCTBMM C BbIOPaHHbIM PEXMMOM.

B ceTax ViPNet, ynpaBasembix ¢ nomotybto MO ViPNet Administrator, cnoco6 ayteHTudUKaL MM Takxe
MO>eT N3MeHUTb agMUnHNCTpaTop ceTh B Nporpamme ViPNet YgoctoBepsatoLwmii n kntoueBow LeHTp. Ecan
aAMWHNCTPATOP Ha3HayvaeT NoJsib3oBaTeNto Cnocob ayTeHTUdMKaL MK No cepTndmKaTy, TO NoNb3oBaTeNb B
JaHHOM Cy4vae JOJKeH NPeAoCTaBUTb aAMUHUCTPATOPY BHELLHEE YCTPOWCTBO C CEPTUPUKATOM U
3aKpPbITbIM KJIFOUYOM ANA perncrpauun. MNpu 3Tom JoMKHbI 6bITb COBMOAEHBI YCIOBKS, ONUCaHHbIE B
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npvMeYaHun B pasgene YcTpoicTeo. Mocie HazHayeHus Nosb3oBaTeNto HOBOro cnocoba
ayTeHTMbUKaLMW aAMUHUCTPATOP BbIWAET OBHOBEHNE KAtOUel y3na. [NpuHAB JaHHOe O6HOBEHWE
KAHOUER, MO/Ib30BaTe/lb CMOXET BbIMOJIHUTL ayTeHTUOUKaALMIO Ha Y3/ TOJIbKO BbIBpaHHbIM CMOCOBOM.

[1pOCMOTP XXypHana CobbITUI

B >xypHane cobbITUI PeErncTpupyoTca AenNcTBms No N3MeHeHUo HacTpoek nporpammbl ViPNet Client:
e [I3meHeHMe ceTeBbIX GUNBTPOB.
e Bxoa nosnb3oBatesns B NPOrpamMmy v ero BbIXOA.
e Bxoa B pexvmMe agMUHUCTpaTopa.
e CmeHa KOHoUrypaumn.

e [lpyrue cobbiTus.

[JaHHas nHdopmMaL s NO3BONSET a4MUHUCTPATOPY KOHTPOANPOBATh AEMCTBUSA MOJb30BaTeNs,
OTC/IEXMBATh HENCMPABHOCTM U MOMbITKW HAPYLLIEHWS pernameHTa 6e3onacHoCTu.

[ns npocMoTpa XypHana cobbITuiA:

1 BbimonHWTe BXOA B MpOrpamMmy B pexunme agMmuHucTpatopa (cm. Pabota B nporpamme B pexume
aAMUHUCTPATOPA).

2 B pa3gene AaMuHuctpatop HaxmuTe XXypHan cobbiTuiA.

HypHan coBeimnii @
Jata w Epema v HMma nonezosaTena CoBriTHe Wenonbsosate dunsTp
;j 09.08.2017 12:50:33 CeaTuH Anekcel MTeoHMaoBuY 3anpoc #ypHana cofbmui LTS E B EE L
l% 09.08.2017 12:50:26 CEATUH Anekcei NTeoHMaosy PEXMM AAMUHACT DUDOESHIMA 8 asrycra 2016r. v - 9 asrycra A7, -
£ 09.08.2017 12:09:52 CeaATUH Anekcel MNeoHMaosy CHeHa koHbHrypaLmmn WMA NoNb30BaTENA:
5 09.08.2017 10:32:57 CeaThH Anekcei NeoHuaosm CMeHa KoHDMrypawan IBce N ,I
09.08,2017 10:32:56 CEATHH Anekcei MleoHMaosuy BExoa B cuCTEMy
Cofi -
% 09.08,2017 10:32:47 1MA NONb30BATENA HE YCTAHOBNEHD [MonbITKa BX0A3 B CUCTEMY ... oherme
IBce cofbmus YI
Brixoa ] I Cnpaeka OBHOBUTE
Jammck: 1 Bcero: 6

PucyHok 101. Mpocmomp xypHana cobeimudi

3 YT06bI OTOBpPaA3WTL B XXypHase CObbITUA onpeseséHHOW AaTbl, CBA3aHHbIE C BbIOPaHHbIM
MoJib30BaTeNeM WM COBBLITUA OAHOTO BMAQ, yCTaHOBUTE daaxkok Vcnonb3oBatb duabTp. 3atem
YKaXKNTE OAMH WM HECKOIbKO HY>KHbIX MapaMeTpoB v Haxmunte O6HOBUTD.

4 [1na npocmoTpa XypHana cobbitnin B popmate HTML nam XLS B okHe XypHan cobbITUiA LWENKHUTE
Ntobyto CTPOKY NpPaBOl KHOMKOW MbILLW U B KOHTEKCTHOM MeHHO BblibepuTe MpocmoTp B Be6-
6pay3epe v MpocmoTp B Excel (an15 npocmoTpa XypHana B popmate XLS Ha KomnbloTepe Jo/KHa
6bITb ycTaHOBAEeHa Nporpamma Microsoft Excel).
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Tabauya 4. Cobbimus, gpukcupyemeole 8 XypHasne

Cronbeu OnucaHue

[Jarta n Bpems Korga npou3sowwno cobeitue.

Nmsa Kto sBasncs nHnumaTopom cobbiTus.
nosib3oBaTens

CobbiTne Pacwmndposka cobbiTniA:

Bxog B cuctemy.

#  BbIxoA W3 CUCTEMBI.

] PexxvM agMUHUCTPaTOpa — MpU BXOAE B MPOrpaMMy C naposiem
aAMVHMCTpaTopa.

o) MonbiTka BXOAa B CUCTEMY OTBEPrHyTa (MMs Mo/b30BaTeNs He
YCTaHOBJ/IEHO) — MOSIBAAETCA B C/yYae TPEXKPATHOrO HEBEPHOTO BBOAA Napos
nosib3oBatens.

@ NonbiTka Bxoaa agMUHKCTPaTOpa B CUCTeMy OTBEprHYTa (MM
MoNb30BaTes He YCTaHOB/IEHO) — MOSABAAETCA B Clydae TPEXKPATHOIO
HEBEPHOro BBOZAA NapoJis agMUHMUCTPaTOpa.

I TexHonoruuecknii nepesanyck — nepesarpyska nporpammbl nocie

NPUHATUA PpaiiioB OBHOBAEHUS.

TexHoNOrMYecknii Nepesanyck — rnepesarpyska nporpaMmbl nocae
aBapUINHOro 3aBepLUEHUs.

<" CMmeHa nonb3oBaTesiss — BXOA B MPOrpaMMy Apyroro noJsib30BaTtes,
3aperucTpMpoBaHHOro Ha AaHHOM CETEBOM Y3e.

& CmeHa KOHUIypaLmn — cMeHa KOHGUIypaLmMmu NporpamMmbl B pasgese
KoHurypauumn.

B Visvenenne dvbTpa — Ntobble AENCTBMA MO CO3AaHUIO, PeaKTVPOBaHMIO
WAV yaaneHuto GuabTpoB.

OTktoyeHme 3almTbl Tpaduka.
BkaroueHve dyHKLUMM BnoknMpoBaHUsA BCero Tpaduka.

Pa3peu_|eH|/|e NpPOXoXAeHUA Tpaq)vn(a.

! BkatoueHme nam BbIKIHOUYEHNE onunn <<BJ10KI/IpOBaTb BCE NMPOTOKO/bI

kpowme IPv4, ARP» — ycTaHaBAvBaeTcs B okHe HacTpoiika B pasgene
YnpaBneHune Tpadpukom.

I BratoueHne nam bikatoueHne dyHKLMM «BNOKMPOBaTh KOMMbIOTEP» —

yCTaHaBnvBaeTcA B okHe HacTpoiika B pasgene Obwume > 3anyck U aBapuinHoe
3aBepLueHue.

! TpocMoTp >XypHana cobbIThiA.
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HacTpolka napamMeTpoB 3arnmcK CObbITUM
B XypHan Windows

Ecnm B Bawew cetn ViPNet pa3sepHyT nporpammHbiin komnaekc ViPNet StateWatcher, Bbl MOXxeTe
pa3pewnTsb MK ViPNet StateWatcher cobupats 1 aHanM3npoBaTb AONOAHUTENBHYO MHPOPMALMIO O
CobbITUAX Ha BalleM 3aLUMLLEHHOM CceTeBOM Yy3se. B 3ToMm ciyyae Heo6xoAMMO BKIOUMTL 3anunch

cobbITUIA, NponcxoaaLmx Ha ceTeBoM y3ne ViPNet, B xxypHan Windows Mpunoxeruis, Tak kak MK ViPNet

StateWatcher npu cbope nHbopmMaLmm 0 ceTeBoOM y3ne obpallaetcs K XypHanam cobbitnii Windows.

Mpumeuanue. Ytobbl nonb3osatenu MK ViPNet StateWatcher moran nonyyate onoselyeHmns o6
3TVX COBBITUAX, A4MUHNCTPATOPY HEOBXOAMMO CO3AaThb MPaBW/IO aHan3a, ykasas B KauecTBe

NCTOYHWMKa cobbITUA nporpammHoe obecneveHmne ViPNet Client. MogpobHee
cM. «[porpamMMHbIV KOMMIEKC MOHUTOPWHIa 3aWwniLéHHbIx ceTen ViPNet StateWatcher 4.

CepBep MOHUTOPUHra. PykoBOACTBO aAMUHUCTPaTOPa>.

B nporpamme ViPNet Client npegycMoTpeHa 3anunce B xypHan Windows 610kupoBaHHbIx IP-nakeTos
(cM. BroknpoBaHHble IP-nakeTsl).
YT106bI BK/IOUMTL 3aMnCb COOBLITUIA B XXypHan Windows:

1 BoWguTte B nporpaMmmy B pexumMe agmuHuctpatopa (cMm. Obume ceeseHuns).

2 B pa3zgene ApmunHuctpatop B rpynne XypHan cobbituiit Windows ycraHoBute dbaaxok
Ay6naunposatb 3anncu o 6aokupoBaHHbIx IP-naketax.

3 Haxmute MNpumMmeHUTD.

CobbITa HauHyT 3anuncbiBaTbcs B XypHan Windows u B xypHan nporpammbl ViPNet Client.
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14| MpocmoTp coBbmmit
@ain  feiicteme  Bug Cnpaeka

@ MpocmoTp cobemmii (MTokansHe) WERTE LTS it 1 297 (1) EcTe HoBbIE €
i [ Hactpaneaembie npeactasne n
4[5 Xyprans Windows YpoeeHs Jlata u Bpema WcToununk Kog co.. Kateropwa sagadm |:|
(i)Ceegenma  07.08.201513:51:12  IVPServer 0 Otcyrereyer
i+ BezonacHocTe CeggeHun 07.08.201511:59:26  ViPMet Client 10142  MzmeHeHwe Nnpaenn GUAETpALMK
i P P
] Yeranoska (i) Ceegennn 07.08.201511:58:07  IVPServer 0 Otcytcreyer
@ Cuerema ® Ceegetna 07.08.201511:58:03  IVPServer 0 Otcytcreyer
B Q MepenanpaenenHeie cob @ CeggeHun 07.08.201511:57:58  IVPServer 0 OvcyTcreyer
4 [0 Kypranst npunoskennit v || (1) Ceegernna  07.08.201511:57:57  IVPServer 0 Ovcyrcreyer
£ Internet Explorer (i) Ceegenma  07.08.201511:11:23 WSS 8224 OvcyTcreyer
= Key Management Service | (7) Ceegenna  0708.201510:28:35  IVPServer 0 Orcyrerayer
g Media Center @ CeegeHuna 07.08.201510:28:28  IVPServer 0 OvcyTcreyer
[» | Microsoft 2. s
. ® Ceeaenna 07.08.201510:28:26  IVPServer 0 Otcytcreyer
@ ViPMet CSP « | m | b
@ WiPMNet Security
@ Windows PowerShell CoBeirue 0, IVPServer x

@ CoBeitua obopyaceanva O6uwwme | MogpobrocT

_d Mognucen

-
He yaaeTca HafiTh onucaHme ana nAeHTHdKMKaTopa cobeimna 0 uz ncrounnka IVPServer. L

Prmuimaminad nauune sARLITHS FARIAALSUT U 10 TILAD AAL UE 3TARD AAKS ALUARL FARIALLATSRE

WA #eypHana: MpunoseHne -

4 I | }

PucyHok 102. Cobeimue y3na ViPNet, coxpaHéHHoe 8 xxypHane Windows [NpunoxeHue

BHuMaHue! B ciyyae ecim KOMYECTBO 3amnmcaHHbIX COBbITUIA ByaeT CANLLKOM H60/bLINM U
{& BO3HMWKHET yrpo3a nepenonHeHus xypHana Windows, Bbl MoXeTe yBeNNUMTb ero o6bem ¢
MOMOLLbIO CTaHAAPTHBIX HACTPOEK XYypHasa.
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HacTporka napamMeTpoB 3arycka
nporpammbl ViIPNet Client

[Ana HacTpoWikv NapameTpoB 3arnycka Nporpammbl:
1 B meHto Cepsuc BbibepuTe HacTpoiika npuaoxxeHus.

2 B okHe HacTpoiika Ha naHenn HaBuraumm Boibepute pasgen Obuwme > 3anyck u aBapuinHoe
3aBeplUeHMe.

Hacrpoiika IEI

(- 0Buwwme 3anyck W aeapWiHOE 33BEPLUEHNE
pEAYNPEHAEHHS

IMpK 3EMYCKE NPUACHKEHUS
SalUMILEHHEA CETE
YnpaeneHue Tpadgiiom
MpHKNaAHEIE MPOToKoNS! [] BrokupoBaTs KoMnbloTER
HypHan IPnakeToB

OfMeH coobieHnamm

Dainoesid obMeH

BiisbiBaTh okHo BbIBopa KoHBHrypaLMM

[ Ok l’ CTmeHa ] MpuMeHkTL

PucyHok 103. Hacmpolika napamempoes 3anycka u asapuliHo2o 3asepuieHus pabomel npo2pammel

3 Y106bI NpU 3anycke NporpaMMbl He Bbibupatb KOHGUrypaumto (CM. YnpasieHne KoHurypaumamu
nporpaMmel), CHUMUTE Gaaxok Bbi3biBaTb OKHO Bblbopa KoHUrypauun. MNpu 3Tom 3anyck
nporpamMmbl ByeT NPONCXoAUTb B TOW KOHPUIypaLm, KoTopas UCno/ib30Banack B NMOC/eAHEM
ceaHce paboThbl.

Ecamn B nporpamme HacTpoeHa TONbKO OfHa KOHGUrypaLms, OKHO Bbibopa NoABAATLCA He byaeT
He3aBMCMMO OT YCTaHOBKM daxka.

4 Y106kl NpK 3anycke Nporpammbl 610KkMpoBaTh AOCTYN K pabouemMy CTONy KOMMbOTEPa, YCTaHOBUTE
dnaxok bnokupoBaTtb komnbloTep. 111 pa3bioknpoBaHUsa KOMMbIOTEPa BBEAWTE NapO/ib
nosb3osatens Windows.

JaHHas dyHKLMA nonesHa 417 NpefoTBpaLleHns HECaHKLMOHMPOBAHHOW paboTbl C KOMMbIOTEPOM
rocne ero nepesarpysKku, ey HaCTPOEeH aBToMaTUYecknii Bxog noabsosatens Windows B
onepaLunoHHyto cuctemy. MNpwm atom nporpamma ViPNet Client BbinoaHseT Bce GyHKLMM MO 3aLyute
KoMMbtoTEpa.
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HacTporika napamMeTpoB
6e30MnacHOCTU

CmeHa napona noab3osatens 224

HacTpowika napameTpoB kpuntonpoBangepa ViPNet CSP 225
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CMeHa napoaa nosib3oBaTesns

Maponb Noab3oBaTeNs PeKOMeHAyeTCs MeHsATb pa3 B 3 Mecsua. Kak npaBuio, YactoTa CMeHbl Naposs
NoJib30BaTeNs ONpeaenseTcs periaMeHToM 6e30nacHOCTM opraHm3aLmm.
CMeHa TekyLLero napos nosib3oBatess Tpebyercs B cieayroLmX cayyasx:

e [lo ncTeueHun cpoka AeNCTBUS TEKYLLEro napos (eCamn 3ToT CPOK AeNCTBUS OrpaHUUEH).

e Ecan n3 nporpammebl ViPNet YaocToBepaoLWwmnin u Kto4eBOK LeHTp OTrnpaBaeHo 06HOoBEHWe C
ornoselleHneM 0 cMeHe napos. Mpun Bxoge NoasBnUTca cooblueHne «PekomeHayeTcs CMeHUTb
napoJib No/ab30BaTensa», NPy 3TOM Napo/b HEOHXOAUMO CMEHUTb BPYUHYHO.

e Ecau KOHTeliHep KAtouen 3aLMLLEH C UCMONb30BaHMEM NEPCOHANBHOIO KatoYa Mo/ib3oBaTens,
naposib K KOHTENHepy Kto4vel byaeT coBnagaTb C Naposiem nosnb3osatens. [oaToMy npu cmeHe
napons K KOHTEMHepy KAtoYei cnesyeT CMeHWUTb Naposib NoAb30oBaTess.

Kpome Toro, pekoMeHayeTcsi MeHsSTb MapoJib MOJ/b30BaTes NPY NEPBOM BXOZE B MPOrpamMmy nocie
YCTaHOBKW CMPaBOYHMKOB 1 KAHOUEN. ITO MOBbLICUT HAZEXHOCTb NMapos, MOCKObKY OH He byaeTt

N3BECTEH aZMWHUCTPATOPY.
s Toro UToBbI CMEHWTL NapoJib NMONb30BaTENS:
1 B okHe Hactpoiika napameTpoB 6e3onacHocTn oTkpoiTe Bkaagky Maposb.
2 B rpynne Tvn napons BbibepuTe TOT TUM, KOTOPOMY JOJIXKEH COOTBETCTBOBATb HOBbIV MapPOJib:
o CobCTBeHHbI — MapoJib, ONpeAensieMblli Mob30BaTeNEM;

o CnyyaiiHbI/ Ha OCHOBE NapobHOM ¢pasbl — Napob, PoOPMUpPyEMbIV aBTOMATUUYECKW Ha

OCHOBE napoanon ¢pa3b| No 3ajaHHbIM NMapaMeTpam;

o Cay4aitHbi unbpoBon — Napob, GOPMMPYEMbIA aBTOMaTUYECKM U3 3aaHHOTO Yncaa umop.
3 Haxmute CMeHUTb Napoib.
o Ecam 6bin BbIbpaH TMN naposns CobCcTBEHHbIN, 3a4aiTe 1 NoaTBepAUTe Naposb. OH AoAXeH
cozep>arb:
e 078031 cumBona,

e  MPOMNUCHbIE U CTPOUHbIe BYKBbI aHrulickoro andasuta (A-Z, a-z),

e undpsbl (0-9),
e cneucumBonbl ({@#$%AR*()-_+=;"",.<>/?\

~0.

Ecam 6bin BbIGpaH TMN napons CayyaiHbIi Ha OCHOBE NapobHOW ¢ppasbl nan CnyyariHbi
LMPppOBON, NOABUTCA aBTOMATUUECKM CHGOPMUPOBAHHbIN Naposb C MapoabHON Gpa3on uan
cnyYanHbin umdpoBor Napob. MNpn HEOBXOAMMOCTY Bbl MOXETE CO3aTb HOBbIV CyYaHbIN

napo/ib C MOMOLLbIO KHOMKW [ pyro napoJib.

4 Y106bl OrpaHMUNTb CPOK AENCTBMA HOBOIO Napos yCTaHoBUTe daxkok OrpaHUUmMTb CPOK AeNCTBUSA

napons 1 yKkaxuTe Cpok AeNCTBUS.

5 Haxmute OK.

ViPNet Client 4. PykoBogcTBO nosb3oBatens | 224



HacTtpomka napamMeTpoB
KpmntonpoBanaepa ViPNet CSP

B coctae ViPNet Client BkntoueHa nporpamma ViPNet CSP. 3T1o kpunTonpoBaigep, KOTOPbIA NO3BOAAET
MCNoNb30BaTh POCCUICKME KpUNTorpaduueckne anroputMel B npunoxxeHmax Microsoft n gpyrux
nporpammay, ncnoabsyrowmnx nHtepdenic Microsoft CryptoAPI 2.0. Kpome 3Toro, ViPNet CSP
obecneunBaet paboTy C KOHTENHEpPaMU KatoUel 1 NOAAEPKKY Pa3NUHbIX BHELLHWX YCTPOWCTB XpaHeHWs
Kntoyen (cM. BHellHWe ycTponcTBa).

Y106kl HacTpouTb Nporpammy ViPNet CSP:

1 B okHe Hactpoiika napameTpoB 6e3onacHocTn oTkpoiTe Bkaaaky Kpuntonposaiigep.

Hactpoiika napametpos GesonacHocTn @
MonbsoBaTens | 3NeKTPOHHAR NOAMKCE I LLnchposaHe |
MNaponk I KnkoHK| | AAMAHMCTPETOR | KpurTonposaiinep

KpunTonposaiiaep ViPNet C5P nossonseT ofMEHMBATHCR SELLMIL EHHBIMA
MOYTOBEIMM COOBILEHMAMM BHEWHWM MPUACHEHMAM, MCMONLIYIOWHH
wHTepdelicsl Microsoft CryptoAPT (Microsoft Outlook u ap.).

[ Hacrpoiika ViPNet CSP... {

ABTOMETHHECKW YCTAHAENMEATD B CHCTEMHOE XPaHWMMLLE
TEKYILMIA CEpTHMKET NOMb30BATENA
CEPTUOMKETE! Y ADCTOEEPAKOILErO LIEHTPE ceTh ViPNet

CMMCKM 3HHYNWPOBSHHEIX CEPTHOMKSTOE CeTH ViPNet

’ OK ] ’ OTMeHa ] [ MpyMEHKTE ] ’ Crpaska ]

PucyHok 104. Hacmpolika napamempos kpunmonposatioepa ViPNet CSP

2 Haxwmwute Hactpotiika ViPNet CSP. Otkpoetcs okHo ViPNet CSP, B kOTOpOM Bbl MOXeTE:
o 3apatb HeobxoanMble NapameTpbl kpuntonposangepa ViPNet CSP.
o BbIMOAHWTL ONepauun ¢ KOHTeHepaMmn KAtoYe.

e} HaCTpOVITb napamMeTpbl UCMOJIb30BaHNA BHELWHUX yCTpOVICTB — 3a4aTb TUNbI yCTpOI7ICTB,
KOTOPbl€ MOTYyT UCNOJIb30BATbCA, BbINOJHUTb UHNLWaANN3aLUNO NI USMEHUTb |_||/|H-KOA.

MoapobHee cM. sokyMeHT «ViPNet CSP. PykoBoACTBO Noab30oBaTeNs».
3 HacTtpoWite aBTOMaTUYeCKYHO YCTaHOBKY CEPTUPMKATOB B XPaHUAULLE:

o TeKylMi cepTUdUKaT Nosib3oBaTeNs — A/ YCTaHOBKM B cMCTeMHOe xpaHuavile Windows
ceptTudurKaTa, KOTOpPbIN ObIN HazHaUeH TeKyLUMM;
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o cepTudukartbl Ygoctosepstouero LeHTpa cetm ViPNet — ans yctaHOBKM B CUCTEMHOE
xpanuaunuie Windows ceptudunkatos nsgatenein (KOpHeBbIX CEPTUPUKATOB), MONYUYaEMbIX 13
nporpammbl ViPNet YaocToBepstoLwmii n K1HOUYEBOW LEHTP B COCTaBe OOHOBIEHWNS KNKOYEN;

o CMWUCKM aHHYAMpoOBaHHbIX cepTudmkaros cetn ViPNet — a1 ycTaHOBKM B CUCTEMHOE
XPaHWUAMLLE CMINCKOB aHHYAMPOBaHHbIX CEPTUDMKATOB, NoNyyYaemblx M3 nporpaMmbl ViPNet
YA0CTOBEPAIOLWMNIA 1 KNHOUEBOW LIEHTP B COCTaBE OOHOBAEHUS KAOYEN.

4 BbINO/SHMB HEOBOXOAMMbBIE HACTPOMNKK, HaxxMmuTe OK.
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Pabota ¢ ceptudmkaTamm 1
KNFOUaMM

MpocmoTp cepTndunKatos 228
YnpasneHve ceptudukatamm 233
PaboTa c KOHTEMHEPOM KAtOYel 254
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[TooCcMOTP CepTUdMKaTOB

MNpumeuaHue. OnuncaHHble B AJaHHOM pa3zesne BO3MOXHOCTU AOCTYrMHbI, €C/U Bbl pacroaraete
LeACTBUTE/IbHBIM CEPTUDUKATOM 31EKTPOHHOK nognuck. ns noaydeHus ceptudukata
06paTnTech K aAMUHUCTPATOPY Ballero yA0CTOBEPAIOLLErO LiEHTpa.

MpocmMoTp cepTndrKaTa MOXET MOHAZOOUTLCA AN NOAYyYEHNA HPOPMaLMK O ero HazHaueHu,

n3gatene, coctaBe nojen, NpuUnHe HeaenCTBUTENBHOCTY cepTudumKaTa 1 Tak ganee. MogpobHas

nHdopmauma o cepTudukatax cogepmTca B pasgene Obme ceeseHns 0 cepTudukaTtax Kitouen
NPOBEPKM 3NEKTPOHHOI NOANUCH.

B nporpamme ViPNet Client MOXHO npocMaTpmBaTh CiegytoLme Tunbl cepTUdrKaToB:
e  TeKkylmi cepTndmKaT noaboBatens (cM. NpocMoTp Tekylero ceptudmrkaTa noab3osaTens);

e  JIMUHble cepTMdUKaTbl Nosb3oBaTens (CM. [POCMOTP ANYHBIX CepTUGUKATOB MoJb30oBaTENSA);

e  JlOBEepeHHbIe KOpHeBble cepTudmKaThl (CM. [pOCMOTP JOBEPEHHbLIX KOPHEBLIX CEPTUGUKATOB);

e un3aaHHble cepTduKaThl (CM. [POCMOTpP M3ZaHHbIX cepTUhMKATOB).

OcHoBHast uHpopMaLms o BbibpaHHOM cepTudmKaTe oTobpaxkaeTcs B okHe CepTndukaT Ha BKagke
O6bwwe:

° Ha3HayveHune CepTMCI)MKaTa nan (Aﬂﬂ HeAEIZCTBMTeﬂbeIX CepTI/Iq)I/IKaTOB) npuynHa
HEAEVICTBMTeﬂbHOCTM cepTMq)leaTa;

e 1MS BlaZesbLa Ko4a NPOBEPKU 3NEKTPOHHOW MOAMUCH, KOTOPOMY BbijaH cepTuduKaT;
e 1MsA n3gaTens ceptudurkara;
e CpOK AeicTBUsA cepTuduKata;

e CPOK AeiCTBUA KJItOYa INEKTPOHHOM NOAMMUCY, COOTBETCTBYHOLLETO JaHHOMY cepTUdumKaTy
(Tonbko ans cepTUdMKaTOB MNOJIb30BATENEN);

. VIHq)OpMaLI,I/IFI O NOJINTUKaX MPUMEHEHNA cepTqu)MKaTa, 0T06pa>Kae|v|aﬂ NMpun Ha>XaTun KHOMKKN
3asaBsieHue n3pgarens.

MpumeyaHue. B ceptndmkate nonb3osatens cetn ViPNet kHonka 3asBaeHve nsgatens

JOCTYMHa TOIbKO B TOM C/lyyae, eC/in NOAUTUKN NPYMeHeHNs HbIan MPUCBOEHBI
cepTudukaty npu ero nsgaHum B nporpamme ViPNet YaocToBepsatowmii n knroueson
LEeHTp.

ViPNet Client 4. PykoBogcTBO nosb3oBaTtens |

228



Ceptudmkar IEI

OBme |CocraB | MyTe cep-rmbwqauuu|

Ceepgenna o cepTmpmKaTe

3T0T ceprmpuKaT:
* JawmiaeT coofUeHHA INEKTPOHHOA NoYTL!

KoMy Beifan: CEATWH Anekceid NeoHgosny

Kem Bbigan: AfMUHMCTpaTOp ceTk 10773

OeiicteuTened ¢ 11,.05.2017 mo 11.05.2032

ECTh KNKOY 3NEKTPOHHON NOAMWCA, COOTBETCTEYIOWMIA 3TOMY
CEPTHDMKETY.

Cpok AeiicTBHA KNHoYa SNEKT POHHOR NognNHCH:

€11.05.2017 mo 11.05.2018

YCTEHOBMTE CEPTHMAIMKET. . ] 3aABneHWe M3AaTENsA

Pucyrok 105. Mpocmomp ocHosHol uHgpopmayuu o cepmugukame

[TpoCMOTP Tekyllero ceptdmkaTa Noab30BaTeNs

[Ons npocmoTpa Tekylero cepTudurkaTa nosb3oBaTtens B okHe HacTpoiika napameTpoB 6e30nacHoOCTH
OTKPOWTE BKIAAKY DNEKTPOHHasA NOAMUCH, Noc/ie Yero Haxmute MoapobHee.

[10OCMOTP IMYHBIX CEPTUDKMKATOB MOJb30BATESNA

ﬂ'flﬂ NpPoCMOTpPa NNYHbIX CepTI/Iq)VIKaTOB nonb3oBaTena:

1 B okHe HacTpoiika napameTpoB 6€30MacHOCTM OTKPOTe BKAaAKY DNEKTPOHHasA NOANUCL >
Ceptudukarsbl.

OTkpoeTcs okHO MeHeaxxep cepTudmKaToB ¢ HbopmMaLmein 060 Bcex MYHbIX cepTudmKaTax
nosib3oBaTens, a Takxke 0 cepTudurKaTax, yCTaHOBJIEHHbIX B XPaHW/VLLE OMNepaLMoOHHON CUCTEMBI.
Bce gaHHble cepTUdMKaThl BBEAEHBI B AEUCTBUE.

MpumeuaHue. CepTrdurKaTbl, yCTAHOB/IEHHbIE B XPaHW/WLLE ONEPALMOHHON CUCTEMDI,
oTObpaxkaloTcA B TOM CAy4ae, eC/Iv Ha Bkaagke AZMUHUCTpaTop okHa HacTpoiika

napameTpoB 6e30MacHOCTM yCTaHOBAEH daaxkok PaspelnTb ncnonb3oBaHme
cepTudmkaToB 13 xpaHmauwa OC (cM. JononHWTeNbHbIE HACTPONKY NapamMeTpoB
6e3onacHocCT).
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2

Mpun HeobxoaMMocT NpocmoTpa bonee NogpobHOM MHopMaLmm 06 ogHOM 13 cepTUdUKaTOB
BbIGEPUTE HYXXHBIN cepTudUKaT, Nocsie Yero Haxkxmmute CBOMCTBA WM ABaXAbl LWLENKHUTE 3TOT

ceptudukar.

Otkpoetcs okHo CepTudukar c nHdopmaLmen o BIBpaHHOM NNUYHOM cepTudmKarTe.

[IpOCMOTP AOBEPEHHBIX KOPHEBbLIX CEPTURMKATOB

B okHe HacTtpoliika napameTpoB 6e30MacHOCTU OTKPOWTE BKAaAKY NEKTPOHHAs NoAnuchb >

Ceptndukarsbl.
B okHe MeHepykep cepTudukatoB oTKpoiiTe BkAaAKy JoBepeHHble KOpHeBble cepTUdUKaThI.

Mpy HeOBXOAMMOCTU NpocMoTpa Bonee NOAPO6HOW NHPOPMaLMK 06 OAHOM 13 cepTUdUKaTOB
BblIGepUTe HYXHbIV cepTudmKart, nocae Yero Haxmmte CBOMCTBA UM ABaXAbI LLENKHUTE 3TOT

ceptudukar.

OtkpoeTtcs okHo CepTudukar ¢ MHbopMaLmen o BbiIbpaHHOM KOpPHEBOM cepTudmKaTe.

[1pOCMOTP M3AaHHbBIX CEPTUDUKATOB

[ns npocmoTpa cepTndmkaToB, KOTopble M3gaHbl B nporpamme ViPNet YaocToBepatoLwmii 1 K1o4eBou
LLleHTp Mo 3anpocam NnoJjib3oBaTtesiei Wan no Huumatnee agMmuHuctpatopa YKL, Ho elwé He BBeAEHbI B

Ael\/iCTBI/Ie, BbINOAHUTE Caeayrowme AeIZCTBMﬂZ

1

B okHe Hactpoiika napameTpoB 6e30MacHOCTU OTKPOMTE BKAaAKY DNeKTPOHHas noanuce >

M3paHHble cepTudmkarsbl.
Otkpoetca okHo MeHeaxxep cepTudumkaToB ¢ MHGopmaLmer o6 n3gaHHbIx cepTudmKaTax.

Mpw HeobxoaMMOCTN NpocMoTpa bonee NogpobHor UHPopmMaLmm 06 ogHOM U3 cepTUdUKaToB
BbIGEPUTE HYXHBIN cepTudUKaT, Nocsie yero Haxmmute CBOMCTBA WM ABaX bl LLENKHUTE 3TOT

ceptudumkar.

OtkpoeTtcsa okHo CepTudukar c MHbopMaLmen 0 BbiIbpaHHOM M3AaHHOM cepTudukare.
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[1pOCMOTP LEenoukM cepTUdUKaLm

Ana npocmoTpa Lenoukn ceptndurkaumm onpeaenéHHoro ceptudukara:

1

BeizoBute okHo CepTudukar gaa toro ceptudukaTta, Lenoyky ceptudmkaumm KOTOporo
Heobxo4MMO NMPOCMOTPETD.

Ortkpolite Bknagaky MyTb cepTudmkaumm.

Ha gaHHOW Bkiagke oTobpaxatoTcs cepTudmkaThl, 0bpasytolme nepapxuio nsgatesneii Toro
cepTndumkaTa, ANs KOTOPOro Bbi3BaHO okHO CepTuduKar, a Takxke MHGopMaLwmsa 06 ux cTaTyce.

Mpu HeobxoAMMOCTH NpocMoTpa 6osee NogPO6HON MHOPMaLMKM O cepTdUKaTe OAHOTO U3
nsgatenei BbibepuTe Hy>KHbIM cepTMdUKaT, nocsie yero Haxmute MpocMoTp cepTudukata nim
BbINOJIHUTE 4BOMHON LLENYOK MbILLIW A/ 3TOTO cepTudMKaTa.

Otkpoetcs okHo CepTudukar ¢ HpopMaLmen o BeibpaHHOM cepTudukare.

[IpOCMOTP Monen ceptudmkata 1 neyatb
ceptmdurkara

A npocmoTpa noneli onpegenéHHoro ceptudukara:

1

BbizoBuTte okHO CepTudukar ans Toro ceptmdmkata, CoctaB nosen KOToporo HeobxoaMmMo
NPOCMOTpPETb.

Ortkpoite Bknagky Cocras.
Mo ymonyaHuMio Ha AaHHOW BkiaAKe OTObpaXkaeTca nepeyeHb BCex Nosen ceptudurkara.

[ns orpaHnueHns konmyecTsa NPOCMaTPMBaEMbIX NOJIEN BbibepUTE HYXXHYHO rpynny Nosaen B cnmcke
Moka3arb:

o Tonbko nons V1 — Bce Noss, KpOMe pacllnpeHuis;

o TonbKo paclumpeHus — AOMNOAHUTENbHbIE NOAA cepTUdMKaTa, COOTBETCTBYHOLLLETO CTaHAaPTy
X.509 Bepcun 3;
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MpumeuaHue. PacwmpeHre Cpok AeCTBUSA 3aKPbITOro KJkoua He oTobpaxaercs B
cnepyroLmx cyyasnx:

e Cpok gencTensa ceptudukata He npesblllaeT 15 Mecaues, 1 AN XpaHeHUs Katova
3NIEKTPOHHOW NOANUCK MCMOb3yeTcs dalin Ha KOMMbIOTEPE, 6O BHELLHee
YCTPONCTBO 6€3 annapaTHON NOAAEPXKKM POCCUNCKMX KPpUNTOTrpadryeckmnx

airopmuTtMosB.
[ ]

Cpok aelicTBus cepTndmrKaTa He NpeBbilaeT 36 MecaUEB, U AN XpaHEHNUs Karoua
371eKTPOHHOW Noanucy ncnosblyetcs dara Ha KomnbroTepe, AMbo BHeLLHee
ycTpoicTBO 6€3 annapaTtHOW NOAAEP>KKM POCCUMCKMX KPUNTOrpaduyeckmnx
anropuTMOB.

CpoK AeWCTBMA 3aKPbITOrO KjtoUa B AaHHbIX Clydasx paBeH CPOKY AeACTBUA
ceptndukara.

o TONbKO KpUTUUECKUE PacCLUMpPEHUs — TOJIbKO T€ pacCLUMPEHUs, KOTOPbIE NMPU3HaHbI N3jaTenem
KPUTUYECKNMY;

o TonbKO cBOWCTBa — MapamMeTpsbl, KOTOPble HE ABAAIOTCA NOAMU cepTudmKaTa, HO
npvcBavBaroTCA cepTUdUKaTy NPy XPaHEHUM ero B CUCTEMHOM XPaHWINLLE UCMOb3yeMOW
pabouen ctaHLmW.

4 BbibepuTte B TabanLe HY>XHOE MoJe, NOC/IEe YEro B HUXKHEN YacTh OKHA O3HAaKOMbTECh C
COAEP>XMMbIM 3TOTO MOJIS.

[ns otnpaBkm cepTMdmrKaTa Ha MPUHTEP, UCMOJb3YEMbIN MO YMOAYAHMIO Ha TekyLlen paboueit cTaHLmK,
HaxmuTe Meyatb.
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YrpaBieHme ceptrndmkaTamm

Bo3moxkHoct nporpammebl ViPNet Client no ynpaeaeHuto ceptudukatamm ¢ noMoLlpto okHa Hactpolika
napameTpoB 6e30MacHOCTU NpeacTaB/eHbl B Tabanue.

q)yHKLI,I/IOHa!'IbHaH BO3MOXXHOCTb Ccbinka

YctaHoBKa cepTndmnkKaToB B XpaHuavile. BoamoxHa  YcTaHOBKa B XpaHWANLLLE aBTOMaTUYECKN
HacTpoWka napaMeTpoB aBTOMAaTUYECKOM YCTaHOBKM
cepTMPuKaToB B XpaHUIMLLE, a TakxKe YyCTaHOBKa
cepTMduUKaToB B XpaHUIMLLE BPYYHYHO.

YcTaHOBKa B XpaHWUANLLE BPYUHYHO

CmeHa Tekylero ceptudmkara. MoxHo BbibpaTb CmeHa TekyLero ceptudukara
Apyrov ceptudukart (M3 uncna AencTBUTEbHbIX
JINYHBIX CepTNPMKATOB MOb30BATENA) B KAYecTBe

TeKyLLero.
O6HOoBNEHMNE K/tOYa NEKTPOHHON NOANUCU U HacTtpolika onoBeLleHus 06 ncteueHnm
cepTuomkaTta. MOXHO HaCTPOUTL NapameTpbl Cpoka AeNCTBUA K/HOYa 31IEKTPOHHOW

aBTOMaTMYECKOro OnoBeLLeHNs 06 NCTeUeHNM cpoka  MOAMUCK U cepTudukata
JEeNCcTBMS TekyLero cepTudukarta u
COOTBETCTBYHOLLEIO €My KJHOYa 3/1eKTPOHHOM
MOAMNKWCY, a Tak>Ke, MPU HEOBXOANMOCTHY,
chopMmMpoBaTh 3aMpPoC Ha OGHOBNEHME 3TOrO
cepTudmrKaTa 1 Kitoua 31eKTPOHHOW NMOAMUCHU.

Mpoueaypa 06HOBAEHMS KrOYa
31EeKTPOHHON MOAMUCK U cepTdMKaTa

BBog cepTudmkarta B gelictBue. Ecim Tpebyetcs BBog B AeliCcTBME aBTOMATUYECKHN
MCrno/b30BaTh cepTUdUKAT, MepesaHHbIvi Ha AaHHBbI BBOA B AliCTBYeE BPYUHYIO
CeTeBON y3e/, HE0H6XOAMMO BBECTU 3TOT cepTUdMKaT B

aevictBme. MOXHO HacTpouTb MapaMeTpsbl

aBTOMAaTUYECKOro BBOZA CEPTUPMKATOB B AeNCTBUE

MIN BbINOJIHNTL BBOJ B AeVICTBVIe BPY4HYHO.

MpocmoTp 1 yaaneHue 3anpocoB Ha ceptudukatbl.  [1pocmoTp 3anpoca Ha cepTudukat
MO>HO NPOCMOTPETb COCTOSHME 3aMNpPOCOB Ha
cepTdmKaThl, COOPMUPOBAHHBIX TEKYLLUM
MONb30BaTe/NEM, @ TaKXKE YAANNTb HEHYXHbIE
3anpochl.

YnaneHue 3anpoca Ha ceptudukat

AkcnopT cepTnduKata. B 3aBucumocTy ot Lenei JKCropT cepTndukarta
ncnosnb3oBaHua ceptudumkara 3a npegenamu MO

ViPNet, ceptndurkat MOXeT BbITb 3KCMOPTUPOBAH B

darnbl pasnnyHbix GopMaToB.
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YCTaHOBKa CEPTMOMKATOB B XPaHWAMLLE
OonepauUyioOHHOW CUCTEMDI

YcTaHOBKa cepTMdmKaToB B XpaHUAULLE OMEPaLMOHHON CUCTEMbI MO3BOISIET MCMO/Ib30BaTb CePTUdUKATBI
BO BHELUHWX NpuaoxeHusx (takux kak Windows Live Mail, Microsoft Outlook, Microsoft Word n gpyrux).

BHumaHwme! [ns paboTbl C 3aWMLLEHHBIMW AOKYMEHTAMM, MOMUMO cepTudukaTa
A nosib3oBatess, He0HXOAMMO TakXKe YCTaHOBUTL B XPaHWAULLE KOPHEBON cepTudmkaT
(M3zaTens) n CNMCOK aHHY/IMPOBAHHbIX CEPTUPUKATOB.

yCTaHOBKy MO>XHO BbINOJIHNTb aBTOMaTU4YeCKU Nan BPYYHYHO.

Q BHumaHue! ns ycTaHOBKM cepTudumkaToB B xpaHuamiye Windows Server cnegyet
3anyckaTb nporpammy ViPNet Client oT umMeHn agMuHucTpaTopa.

YcTtaHoOBKa B XpaHnanue aBToMaTtnyeckn

YcraHoBKa CepTMq)I/IKaTOB 3anyckaeTca aBToOMaTnyeckn npu CO6/'II-OAeHMI/I caegyrowmnx nyIOBI/IIZI

o cepTuduKaThl (TekyLwnii cepTndmKaT NONb3OBATENSA, KOPHEBON cepTUdUMKAT U CNINCKK
aHHY/NMPOBaHHbIX CepTUHNKATOB) ELLLE He BblIM YCTaHOBNEHbI B XPaHUAULLE;

e B OKkHe Hactpolika napameTpoB 6e3onacHocTu Ha Bkagke KpuntonpoBaligep yCTaHOB/EHbI
dnaxku rpynnbl ABTOMaTUYeCKM YCTaHaBAMBaTb B CUCTEMHOE XpaHWaMLLE.

I'Ipwmeanme. B aBTOMaTMyeckom pexnmMme BbINOJIHAETCA YCTaHOBKa CepTI/Iq)VIKaTOB n
CNNCKOB aHHYNMPOBAHHbIX CepTI/Iq)VIKaTOB B XpaHuAuLLe TekyLllero noab3oBartend.

Ecnmn Heobxoanmo obecneunTb aBToOMaTUYeckoe 06HOBEHNE CMINCKOB
aHHY/IMPOBaHHbIX CEPTUOUNKATOB B XPaHW/IMLLE IOKANbHOTO KOMMbIOTEPA, BbIMOJAHUTE
cnegyroline fencTBums:

e [lpesBapuTENbHO BPYUHYHO YCTaHOBUTE B 3TO XPaHWMLLE COOTBETCTBYOLMNE
KOpHeBOW cepTndUKaT N CMNCOK aHHYIMPOBaHHbIX CepTUPUKaTOB (CM. YCTaHOBKa B
XPaHWIVLLLE BPYUHYHO).

e Ybeautech, UYTO yCTaHOBAEH KOMMNOHeHT nporpammsbl ViPNet CSP «Mogaep>kka
paboTbl ViPNet CSP uepe3 MS CryptoAPI». MogpobHee cM. sokymeHT «ViPNet CSP.
PykoBoacTBO nosnb3oBatena» pasgen «JobaBneHve, yaaneHne n BOCCTaHOB/IEHME
KOMMOHEHTOB NPOrpaMMbli».

e [ins 3anycka nporpammsl ViPNet Client ncnonb3syiite yuétHyro 3anuncb, obaagaroLLyro
npasamu agMuHUcTpaTopa.

,ﬂ,}'lﬂ aBTOMaTUYECKOMN YCTaHOBKM TeKyLLEero CepTI/Iq)I/IKaTa noab3oBaTeNa N CNUCKOB aHHYIMPOBAaHHbIX
ceptudurkatos (Mpu cObAOAEHUN NPUBEAEHHDIX BbILLE YCIOBUI) He TPebYeTCs HMKaKUX AOMONHNTENbHBIX
[EeNCTBUI CO CTOPOHbI NOJ/Ib30BaTeNS.
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[Ans ycTaHOBKM KOpPHEBOTO cepTudMKaTa HEOBXOAMMO MOATBEPXKAEHWE 3TOrO AENCTBUSA NOb30BaTE/IEM B

OKHe YcTaHOBKa KOpHeBoro ceptugukara. JlaHHoe OKHO NOSABASETCS TOrAa, Korga KOPHEBOM
cepTUdUKaT OTCYTCTBYET B XpaHuauLe ceptudpurkatos Windows. 3T0 MOXET NPOU3ONTU B CAeayHOLLMX

cnyyasnx:
e [lpu nepBmyHOM 3anycke MO ViPNet nocne pa3BépTbiBaHNS CETEBOTO y3/a.

. Ecam coBMecTHO ¢ 06bHOBAEHNEM TekyLlero CepTVIC')VIKaTa noJib3oBatend nojayyeH HOBbIN

KOpHeBOl cepTudmKar.
Ans noaTBEpPXXAEHWA aBTOMaTUYECKOW YCTaHOBKM KOPHEBOTO cepTUdmKaTta BbINMOAHUTE CesytoLine
JencTBUS:
1 Tlpw noaBneHnn okHa YcTaHOBKa KOpHeBOro ceptudukara:
o 4TO6bI BbIMOAHUTL @aBTOMATUUECKYO YCTaHOBKY cepTudukaTa, HaxxmuTe OK;

o ec/n aBTOMaTMyeckas ycTaHOBKa KOPHEBOTO cepTudmKaTta v Apyrux ceptTudurkaTos He
Tpebyetcs, yctaHoBUTe haxkoK OTKIOUMTb aBTOMATMUECKYHO YCTaHOBKY cepTUdUKaTOB,

nocse yero Haxxmute OK.

MpumeuaHue. B okHe HacTpoiika napameTpoB 6€30MacHOCTM Ha BKIajke
Kpuntonposaingep daaxku rpynnsl ABTOMaTMUeCKM yCTaHaB/AMBaTh B CUCTEMHOE

XpaHuauwe byayT TakKe CHATBI.

¥cTaHoBKa KOpHEBOTD cepTudukaTa

i MoToBWTCA NPoLEAYPE YCTEHOBKW KOPHEBOMD cepTHdMKaTa Bawero YKL B
\J) cMCTEMHoe Xpanunnwe, Ecnu 3To HeoBxoavmo, NoATEEPAMTE NOANMHHOCTE
cepTHdMKETA B cneayrowen sanpoce OC.

Ecnn ycTaHoBKa CEpTHRMKETOS B CUCTEMHEIS XPaHWAMLLE He TpebyeTcs, Bl
MOMETE OTKMIOYMTE £ CelYac. MSMEHEHWME HACTPOSK AETOMaTHHYECKONA
YCTEHOBKW CEPTUGMKATOR AOCTYNHO W3 HacTpoek Cepeuca BesonacHocT

OTKMIOYMTE BETOMATHHECKYIO YCTAHOBKY CEpTUhMKATOE

o

PucyHok 106. YcmaHoeka kopHesozo cepmugukama

2 Ecnm aBTOMaTMyeckas ycTaHOBKa cepTMOMKATOB He bblia NpepBaHa, B OKHE 3anpoca Ha fobaBieHve

CepTI/Iq)MKaTa B XpaHuauuie npoBepbTe NOAJIMHHOCTb CepTI/ICI)I/IKaTa, nocne 4ero Haxkmute ,ﬂ,a.
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Mpegynpexaenne o GesonacHoCTH J

loToBMTCA ycTaHoBKa cepTudimkaTa oT ueHTpa ceptidmkaumn (LC) &
l % 3TOM AOMEHE

Y MBEHDE H.H.

He yaaeTca npoeepuTe, 4To cepTUdUKAT NPUHAANERNT "Un MBIHDE
wi.". OBpatutecs K "un MBAHOB MW" W NOATEERANTE M0
npoucioxgerne. Cnegyowme ynona GyayT NoNesHel 4n8 JaHHOrD
npouecca:

Otneuatok (shal) : 3BF13BD6 67D0B191 A2E928C2 1E1BB496 GASECO0S

MpegynpexgeHne:

Ecamn ycTaHoBWTE AaHHBIA KopHEBOH cepTudmkat, To Windows
ABTOMATUHECKK BYAET 40BEPATE M0BoMY CEpTUdNKATY, BBIAGHHOMY
LC. ¥cranoeka cepTudnkata Ges 0TNEYATKE MOMET NPUBECTH K PUCKY
GesonacHocoTh, "[a" yKaselBaEeT, 4To PUCK NPHHWUMAETCA,

YeTaHOBMTE 4aHHBIA cepTudmkat?

Ja | Her |

PucyHok 107. [MoOmeepxdeHue nodNUHHOCMU KopHe8o2o cepmugbukama

Cnepyet UMeTb B BMAY, YTO Nnay3a rnepej aBTOMaTUUEeCKON YCTaHOBKOW KOPHEBOro cepTudukaTa
MOXET 3aHMMaTb NPOLOIKMUTENIbHOE BPEMS B 3aBUCMMOCTM OT NUCMOJb3yeMoit nporpammsl ViPNet:

o B nporpamme ViPNet Client onpoc napameTpoB BbINOAHAETCSH Yepe3 5 MUHYT nocne 3anycka u
Janee ¢ 2-4acoBbIM MHTepBasoMm. Mpun oTkpbITOM OkHe HacTpoiika napameTpoB 6e30nacHOCTU
WHTepBan onpoca cokpawiaercs Ao 10-15 MuHyT.

o B nporpamme ViPNet [lenoBas noyta onpoc napameTpoB BbIMOJAHAETCA Yepe3 5 MUHYT nocne
3anycka nporpammbl, a 3aTeM ¢ MHTepBanomM 60 MUHYT.

KOpHEBOl‘/JI CepTI/Iq)VIKaT YCTaHOBJ/IEH B XpaHuauie CepTVIq)I/IKaTOB TekyLwiero noab3oBaTtena.

YCTaHOBKa B XpaHUAWLLE BPYUHYHO

Ecav n3gaHHbIA cepTudmKaT Nosb3oBaTeNs He Bbl YCTaHOB/EH B XpaHUAULLE aBTOMAaTUYECKU

(cMm. YcTaHOBKa B XpaHWvLLe aBTOMaTUYeCcku), Bbl MOXKETE YCTaHOBUTb €ro B XpaHWaunLLe U ConoctaBuTb
C KJIFOUYOM INEKTPOHHOM MOAMNCK BPYUHYHD. TakxKe COBMECTHO C CePTUPMKATOM NOJb30BaTeNs Bbl
MOXeTe YCTaHOBUTb B XpaHWAWLLE ONepaLnoHHON cnucTemsl ceptudurkaT nsgatens n cnmcok
aHHyAMpoBaHHbIX cepTudumkatos (CRL).

Ons ycTaHOBKM cepTudmKaTa Nosib3oBaTess, a Takxke ceptudmkata nsgatens u CRL B xpaHuauie
onepaLoHHON CUCTEMbI BbIMOJIHUTE CIeAYIOLLME AENCTBUS:

1 BbizoBuTe okHO CepTudukar aasa Toro ceptmdurkata, KOTopbli HEO6XOAMMO YCTaHOBUTH B
xpaHuauie (cm. [MpocmoTp ceptudmkartos).

2 HaxmuTte YcraHoBUTL cepTudukar.

3 Ha cTpaHuue NnpuBeTCTBUA MacTepa yCTaHOBKKU cepTudmkaToB HaxmuTe flanee.
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4 Ha ctpaHuue Bbibop xpaHnauuia ceptudmKaToB BbINOJHUTE CeAyOLME AeNCTBUS:

o YkaxuTe, B Kakoe XpaHwivile byaeT yCTaHOBJ/IEH Ball cepTudumKar.

o Ecnn Ha ceTeBol y3en kpome cepTudumkaTa Nosb3oBaTeNs TakxKe NOCTYNUAn cepTudukaThl

nsgatenen n CRL, 4ns nx yCTaHOBKM YCTaHOBUTE COOTBETCTBYHOLLME PadKKW.

Haxxmute anee.

MacTep ycTaHoBKKW CEpTUdNKATOR
BoiGop xpanwmua ceprwpukaros

XPEHMAMLLE CEPTUDMKATOE - 3T0 0GNaCTH CUCTEME!, B KOTOPEIX MPOMEE0AMTCA
XPaHeHWE cepTUdMKaTOS,

CepTudmKat ByaeT yCTaHOBNEH B XPaHMNUWLE cepTUhMKaToS:
@) Terywero NonNL308aTENA

KomnetoTepa

YCTEHOBMTE CENTHMHMKATEI M3AETENSkH

¥eraHosuTe CRL

i

| < Hazaa |[ lanee > ] | OTMeHa | | Cnpaeka

PucyHok 108. Bbibop xpaHuauwa cepmugukamos

Mprmeyanune. CepTndukar cnegyer ycTaHaBAMBaTb B XPaHUANLLIE TEKYLLLETO
nosib3oBaTens A uenei WndposaHus, pacluimdpoBaHns U nognucaHns epanos, a
TaKxe AR AOCTYNa K 3alMLLEHHBIM pecypcam vepes Beb-6paysep. B xpaHuaunuye
KOMMblOTepa caejyeT ycTaHaBAMBaTb cepTUdMKaTbl, KOTopble ByAyT NCMO/Ib30BaTbCA

ViPNet.

Cﬂy>K6aMVI AAHHOIo KOMnbkoTEpPAQ, N CepTI/ICI)VIKaTbI Aana ayTEHTVI(I)I/IKaLI'I/IVI B nporpamMmme

CepTudukaT cnesyer ycTaHaBIMBaTb B XpaHU/MLLE KOMMbHOTEPA MPY UCMO/b30BaHUM
ViPNet Client Ha Be6-cepBepe A5 OpraHu3aLmm 40CTyna K 3allWLLEHHBIM pecypcam.

Ecnn BO3MOXHOCTb YCTaHOBKU cepTUdMKaTa B XpaHUAMNLLE KOMIMbIHOTEPA HEAOCTYMHA,
3anyctute nporpammy ViPNet oT UMeHn agMuHucTpaTopa.

5 Ha ctpaHvue FroTOBHOCTB K ycTaHOBKE cepTudukara:

o [poBepbTe NPaBWILHOCTb BbIBPaHHbIX MapamMeTpoB. MNpy HeO6XOAMMOCTV BEPHUTECH Ha

npeAbIayLLyo CTPaHULYy MacTepa C MOMOLLbO KHOMkK Hasag v BbibepuTe Apyrue napametpbi.
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MacTep ycTaHoBKN CEpTUgMKATOR

FOTOBHOCTBb K YCTaHOBKE CEpTHEI}HI{aTa.

MaCTEp roTOE K YCTAHOBKE CEpTMHRMKETE B CUCTEMHOE
XPEHUMMLLE,

BblMK YKa3aHs! CNEAYIOWNE NapaMeTpelt

BeibpaHo Xpannwnmige cepr: KaToB
TEKYUlEFU NonNe30EaTENA

OoNONHAT 2NbHbIE NapaMeT pbl

He YCTaHaBNWMBaTE CEPTURMKATEI MZASTENENA,

. |He YCTAHAENWESTE CNUCKM 0TO3EaHHEIX CEDTMdJMKBTUB.

Bbl MOUKETE YKE3aTh KOHTEMHED C 33KPEITEIM KAKYOM,
VH(OPMELMA 0 KOHTERHEPE C 3EKPEITEIM Kitodom ByaeT

' nobasneHa B xpaHUNMWE cepTHHMKETOB.

YkaszaTb K.OHTEﬁHED C 3aKpbITbIM KNoHoM

< Hasan OTMeHa Cnpaeka

PucyHok 109. Cepmugbukam 2omos K ycmaHoske

o ,ﬂ,ﬂﬂ conoctaBieHuA CepTVIq)VIKaTa noJsib3oBaTtena ¢ KAko4uom 3ﬂeKTpOHHOI7I noanncn yctaHoBuTte

bnaxkok YkaszaTb KOHTEMHEpP C KJHOUOM 3/1eKTPOHHOM NoAnucK.

o Haxmute Aanee.

6 Ecam dnaxok YkasaTb KOHTEHEp C KJFOUOM IN1EKTPOHHOM NOAMMUCK YCTAHOBAEH W KOHTEHEpP He

HalnzeH nnbo HegocTyneH, B noseusluemMcst okHe ViPNet CSP — nHMumnanusaums koHTeliHepa

KJtOUEl yKaXknTe pacrnofioXXeHne KOHTeHepa KatoYel:

o Nnanky Ha AUCKe;

o YCTPOMCTBO (C ykasaHuewm ero MUH-koza).

MpumeyaHwue. [ns NCNO/b30BaHUA KaKoro-1Mb0 BHELLHEro YCTPOMUCTBa HEOHXOAMMO
MOAK/OUUTL 3TO YCTPOMCTBO 1 YCTaHOBUTL ANS HETO ApariBepsl. [epeyeHb
NoAAePXMBAEMbIX YCTPONCTB XpaHEHWs AaHHbIX U Noie3Has nHbopmauus ob
MCMOJIb30BaHMMN YCTPOMCTB COAEPXKUTCS B pasjene BHellHWe ycTpolicTBa.

Mocne 3toro Haxmute OK.

7 B okHe noATBEpXAeHUA HaxxmuTe [a, utobbl J06aBUTL cepTndUKaT B KOHTENHEP Katouel, uin Her,

YTO6bI OCTaBUTL CepTUdUKAT B BUAE OTAENBHOTO daitna.

8 Ecam nossunock okHo ViPNet CSP — naposib KoHTelHepa katoueit, To B nose MNMaponb BBeAMTE

naposib JOCTyna K KOHTelHepy, nocsie Yero Haxmute OK.

CoBet. CoxpaHeHue ceptndmrkaTa B O4HOM KOHTENHEPE C KJIFOUOM 3/1eKTPOHHOMN
noAnucn yaobHo, eC/IV KOHTEMHEP NAAHUPYETCA NEPEHOCUTb U YCTaHaBANBATL Ha
APYrom KomneroTepe.
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Mpumeuanue. OkHo ViPNet CSP — naposib KOHTelHepa Katoueid oTobpaxaeTcs B
cnepyroLmx cayyasx:

® KOHTeWHep, B KOTOPOM HaxoaMTCs cepTudurkaTt, CPoOpMMPOBaH C MOMOLLbHO
nporpammbl ViPNet CSP nan ViPNet Registration Point;

® ec/IM paHee Npu coxpaHeHWn napons He bbin yctaHoBeH daaxok CoxpaHUTb
naposb.

9 Ha ctpaHvLe 3aBeplueHne paboTbl MacTepa ycTaHOBKM cepTudmkaTa HaxmuTe FoToBo.

CepTudukaT ycTaHOBNEH B BblIOpaHHOE XpaHuanLLe cepTudukaTos. Ecam B npoLiecce ycTaHOBKM

cepTudukaTta emy He 6bll COMOCTAB/IEH KJIHOY 3/IEKTPOHHOM MOAMMCH, Bbl MOXKETE BPYYHYH YCTaHOBUTb

cepTudurKaT B KOHTEMHEP KAtoUer (CM. YcTaHOBKa cepTudurKaTa B KOHTENHEP KrOYen).

OBHOBNEHME K/IKOYA 3NEKTPOHHOW MOAMMCK U
ceptmdurkara

CepTI/Iq)MKaT K/H04Ya NpoOBEPKU 3/'IeKTpOHHOl\/’1 noanncm n Karo4 3ﬂeKTpOHHOI7I noanmcm MnMeroT

OrpaHWUeHHbIN CPOK AENCTBUS, MO3TOMY UX TPebyeTcs peryaspHo 0bHoBAATb. [py 06HOBAEHUN

CepTMq)I/IKaTa TakXXe OOHOBAETCS KAHOY 3ﬂeKTpOHHOI7I noanuncu.

O6HoBneHNe TpebyeTcs B CeayoLWmX CyYasx:

WNcTéx cpok aelictBus ceptndmkata. Cpok AeicTBmA cepTndmrKaTa MOXET COCTaBATb 4O 5 NeT.

WNcTék cpok AelicTBMSA KatoUa 3/1eKTPOHHOW NOoANUCH. Eciv kKitou 371eKTPOHHON NoAnuvcy
XpaHWTCs B Gaiine Ha KOMMbIOTEPE WM Ha BHELLHEM YCTPONCTBe 6e3 annapaTHON NoaaepsKKu
poccuiickux Kpuntorpaburyeckmx anropuTMOoB, TO ero CPoK AeNCTBUS cocTaBaseT 15 mecsues
(ecnn cpok aenicTBus ceptudurkaTa nNpesbilLaeT 15 MeCALEB) AN paBeH CPOKY AENCTBUS
ceptudukaTa (ecv Cpok AencTBus ceptudrkata MeHble 15 mecsaues).

Ecam kntou anekTpOHHOM NOAMUCU XPaHUTCA Ha BHELLHEM YCTPOMCTBE C annapaTHOM
NOAAEPXKKON POCCUNCKUX KpUNTOrpadpuUecknx aaroputMoB, TO ero CPOK AEeNCTBUS COCTaBASET
36 MecaueB (e CPOK AelncTBUsA cepTudmMKaTa npesbilaeT 36 MecsLLEeB) WV PaBEH CPOKY
Aencteuma ceptudmkaTta (ecnm Cpok AerCTBUS cepTudukaTta MeHbLLe 36 MecsLEeB).

TpebyeTtcs nonyuntb cepTudukaTt, B KOTOPOM BYAYT M3MEHEHBI AaHHble O ero BaajenbLe
(BOMKHOCTB, NoApazfeneHve n Apyrue) i gobasneHbl JONOAHUTENbHbIE aTPUBYThI,
paclwmpeHuns. Hanpumep, ana ncnonb3oBaHus cepTudukaTa B cMcTeMax JOKYyMEHTOO60pOoTa B
HEero MoryTt ObITb AO6aBﬂeHbI HY>XHbl€ NMONNTUKUN NPUMEHEHNA.

O6HOBUTb cepTUdUKAT 1 KNHOY SEKTPOHHON MOANMNCU Bbl MOXETE He Tosbko B nporpamme ViPNet Client

(u3 okHa HacTpolika napameTpoB 6e30MacHOCTM), HO 1 C MOMOLLbIO €€ KOMMOHEHTa — MPOrPaMMbl

ViPNet CSP (cm. gokymeHT «ViPNet CSP. PykoBoACTBO Monb3oBaTens»).
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Tabauya 5. MNocnedosamensHocme delicmauli npu 06HOB8eHUU KH0YA 31eKMPOHHOU nodnucu u

cepmugbukama
[JeiictBre Ccbuika
O MpoBepbTe HACTPOWKM OBHOBNEHWS CEPTUGMKATOB. YcTaHOBKa B XpaHuauLLe

Mpn HEOBXOAMMOCTM HACTPOKTE aBTOMATUUECKYHO
YCTaHOBKY CEPTUOMKATOB B XPaHUAULLE U UX
aBTOMAaTUYECKN BBOJ, B AENCTBUE

Co3paiTe 3anpoc Ha cepTudukar.

JoxawnTecb, noka ceptudukat byaet nsgax B YKL, n
nepesaH Ha Bal y3en

YcTaHoBUTE cepTUdMKAT B KOHTENHEP Ktouel 1 B
CUCTEMHOE XpaHUAWLLLe, ecin He Hbl10 HAaCTPOEHO
aBTOMaTUYECKOE BbINOJHEHUE 3TUX AENCTBUN

Mpy HEOBXOAUMOCTU CAieNanTe NoNyUEHHbIN
cepTrdUKaT TeKYLLUM

BeeguTte cepTudmkar B 4eNCTBME, €CAN He BbiIo
HaCTPOEHO aBTOMAaTUUYECKOE BbINOJIHEHWE 3TOrO
LeNcTBIMS

aBTOMaTtn4eckmn

BBOZ B €elicTBME aBTOMATUUECKN

Mpouesypa o6HOBAEHNA KAKOYa
3NEKTPOHHOM NognucK n ceptudukara

YcTaHOBKa B XpaHWAULLE BPYYHYHO

CmeHa TekyLero ceptudunkara

BBoz B fenicTBME BPYUHYHO

Coser. PeKOMEHAyETCﬂ pacneyvyataTtb CNMCOK U OTMeYaTb B HEM LWWarn no Mmepe nx

BbIMOJIHEHUA.

ﬂpmmeanwe. Ecam ncrék CpoOK AeVICTBVIH K/Ko4a BﬂeKTpOHHOVI noanncun, HO Npn 3TOM
CepTI/I¢)I/|KaT KNKo4Ya npoBepKn 3}'IeKTpOHHOVI noanmcum OCTaétca AeﬁCTBMTEHbeIM, MO>XXHO

€o3zaTb 3anpoc Ha o6HOBAEHWE cepTudUKaTa. 3anpoc ByAeT NoANMNCaH KIKOUOM 3eKTPOHHOM
MOAMMUCK, HO 3/1eKTPOHHAsA NOAMUCL ByaeT HeaelcTBUTeNbHOW. OHa ByAeT MCNOAb30BaThCA He

AN NOATBEPXKAEHUS aBTOPCTBA, a TONbKO A5 NMPOBEPKM LIeJOCTHOCTY 3anpoca. B aTom cayvae
notpebyeTcs Balle NOATBEPXKAEHME KOPPEKTHOCTM 3aMpoca COracHO PeriaMeHTy, MPUHATOMY
B YAOCTOBEPSAIOLLEM LIEHTPE.

Ecam ncték cpok AeicTBuA 1 KNKoYa 31eKTPOHHOM NoagnucK 1 ceptudmrkata, 3anpoc Ha
06HOB/IEHWE CO3/aTb HEBO3MOXHO. HOBbIN cepTndUKaT B 3TOM Cllyyae MOXeT BbiTb U3jaH
TOJIKO MO MHULMATUBE aZMUHUCTpaTopa nporpammsl ViPNet YaocToBepstoLwmii u kntoueBo
LeHTp.

B cnyuae oTcyTCTBMS KAKOU@ SNEKTPOHHON NOANMUCU CO3zaTh 3anpoc Ha cepTudmKaT TakxKe
HEBO3MOXHO.
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HacTtpounka onoBeleHna 06 ncteyeHnm cpoka A4encTBmns Karoua
3/1eKTPOHHOW MOANUCK 1 cepTudmkaTa

Mo ymonuanuto nporpamma ViPNet Client HaunHaeT BblgaBaTth NpeaynpexaeHus 3a 15 gHen ao
NCTEUYEHMNS CpOKa AeNCTBUA cepTndMKaTa UM KNOUa 31EKTPOHHOW MOAMMUCH.

YT06bI U3MEHUTL HAaCTPOMKWN OMOBELLLEHWS, BbINOAHUTE CleAytowmne AeiCTBIA:
1 B okHe HacTpoiika napameTpoB 6e30MnacHOCTM neperanTe Ha BKAaAKY DNeKTPOHHaA NoAMNUCH.

B none Hpopmauma o TekyLem cepTudukate ykasaH Cpok AelcTBuA cepTudumkata u Katoya
3NeKTPOHHOM NoAnmncK.

Hactpoiika napameTpos GesonacHocTi @
Mapons I Knkosm I AJMAHWCTPETOR I KpunTonposaiaep
Monk3oBaTens | SNeKTpoHHaRA NOAMMCE | LLndpoBaHue

WHDOPMELMA 0 TEKYILEM CEPTUDMKETE:

* KoMy BblaaH: CeaTiH Anekcei NeoHraoosnd -
® Craryc: AEACTEMTENEH
® CpoK AefcTEMA
Ceprudmkata: ¢ 19.06.2014 no 19.06.2019
Knwoua 3M: € 19.06.2014no 19.06.2015
® KemM BhlgaH: KyzHeuoe BukTop MNeTpoBuy
& Cenlinnii Homen: 11 CF &R 9F 55 CA 3590 00 000001 15FA 00~
4 3

m

’ MNogpobree ” BribpaTe. .. ”QEHOBMT:: CEDTMd)MK.BT...]

ANrOPHUTM XEWHPOBSHWA

[rocTp 34.11.94 -

[¥]CoobluaTs ob MCTEYEHIM CPOKOE ASHCTEMA |
TEKYIWErD CEPTMOMKETA M KIOYa 38 :

ABTOMETMUYECKW BEOAWTE B ASHCTEME CEPTUDMKATEI,
M30aHHbIE N0 3anpoCy NONb30BaTENA

15 5| aned

[ AsTomMaTecKH BEOAMTE B ASRCTEME CEpTHdMKATE,
W3A3HHBIE N0 MHWLMATHEE aAMMHWUCTpaTopa YKL

’erde)m.aTbl ] ’3anpocb| Ha cepTuduKaT ] [HsgaHHble CEPTHDHUKATHI ]

[ QK ] ’ OTMEHS ] [ MPUHEHHTE ] ’ Crnpaeka ]

PucyHok 110. Mpocmomp uHgopmayuu o mexkyujeM cepmugbukame u Hacmpolika napamempos
onoseuwjeHus1 06 ucme4yeHuUU cpokos delicmaus Ka4a 31ekmpoHHoU nodnucu u cepmugukama

2 YctaHoBwWTe nan cHUMUTe dnaxok Coobuate 06 NCTeUeHUN CPOKOB AeNCTBUSA TEKYLLErO
ceptudukaTa 1 Katoua 3a U B NoJie CrpaBa BBEAUTE UMCIO AHel He bosee 30.

I'Ipou,e,u,ypa obHOBAEHMA KAtOYa 3)'IeKTpOHHOI\/’I noannmcm m
cepTndmkara

3a HecKoNbKO AHEeW J0 UCTeYeHNA CpoKa JelCTBUA cepTudurKaTta Uamn Katova 31eKTPOHHOW Noanuncm
TpebyeTcs BbINOJHUTL CNeayoLme AeNCTBUA:

e Eciv BkIHOYEHO OMoBeLLeHMe 06 NCTeYEHUN CPpOKa AeNCTBUA cepTudukaTa 1 Katoua
3/1EeKTPOHHOW NOANMUCH:

o Koraa fo ncreueHuns cpoka ocTaérca 3aslaHHOe KOAnYecTBo aHen, nporpamma ViPNet Client
BblJaCT COOTBETCTBYHOLLEE COOBLLEHNE.
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Mpeaynpexaerme Cepenca BesonacHooTh @

CpoK AEACTEMA TEKYLLEND CEPTUMKATA 3NEeKTPOHHON
4 * \ noamos ucrexaeT 08.09.2017.

Cpeau MMetowmxca v Bac cepTHdMKaTOE eCTh AOCTYMHEIE AN4
MCnonb308aHKs, PeromMeHaYeToR BoIBpaTE 0AWMH M3 HUX MK 3aNPoCMTE
ofiHoENEHME TeKyLIErD CepTUHMKETA.

NeicTemne
@ BrifpaTe opyroli cepTUQMKET B KEYECTBE TEKYLULETD
OTNpaEWTE 3anpoc Ha obHosneHne cepTudukaTa
OTKPEITE HACTPOMKKA 3NEKTPOHHOM NOAMMCA
HanoMHWTE CHOBa Yepes | 10 MuHYT

HanoMHUTE MpK CIEAYVIOWEH 3y TEHTURMKILIM

PucyHok 111. MNpedynpexdeHue 0 ckopom ucmedeHUU cpoka delicmeus cepmugukama u Kao4a
3/1eKmpoHHOU nhodnucu

o Ecnm ucrekaet cpok genicteua ceptndmkata, B okHe coobuieHns Boibepute OTNpaBuTb
3anpoc Ha obHoBneHMe cepTudmKaTa, nocae yero Haxxmmte OK. Byget 3anyweH Mactep
obHoBIeHUA cepTuduKaTa.

MpumeuaHne. MOXHO TakXe OTKPbITb OKHO HAaCTPOMKY NapaMeTpoB 371eKTPOHHOWM
MOAMMUCK, OTNOXUTL OTMNPaBKY 3arnpoca Ha ObHOBeHWe cepTudMKaTa Uan BbIbpaTh
Apyroi ceptndukat npu ero Haanumu.

o Ecanm ncrekaet cpok AeicTBua KatoHa INEKTPOHHONM NOANMNCY, B OKHe coobLLeHns BbibepuTe
OTKpbITb HACTPOMKM 3NEKTPOHHOM NoAnucy, nocne yero Haxmute OK. B noseuBLemcs
okHe Hactpolika napameTpoB 6e30nacHOCTU Ha BkajKe DNEKTPOHHasA NOAMNUCH HaXMuUTe
O6HOBUTL cepTUduUKar.

Ecam onoeeuweHne 06 ncteueHumn CpoOKa AEPICTBMFI CepTI/Iq)VIKaTa M KJ1Ko4a 3J'IEKTpOHHOI7I
noanncm OTKJIKOYEHO!

o B okHe HacTtpoiika napameTpoB 6€30MacHOCTU OTKPOITe BKAAAKY DNEKTPOHHAsA NOAMUCH.

o Ha Bknagke dnekTpoHHas nognuck HaxxmmTe O6HOBUTL cepTudUKart. byaert sanyiueH
MacTep o6HOBAEHMA cepTUdUKaTa.
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Y1066l chopMmMpoBaTh M OTAPaBKTL 3anpoc Ha obHoBAEHME cepTudUKaTa U KNtoUa dNEKTPOHHOM
MoAMNMCK C NMOMOLLIO MacTepa:

1 Ha nepBoW cTpaHuLe MacTepa 06HOBAEHUS cepTudurkaTa Haxxmute Janee.

Mactep oGHOBNEHNA CepTudmKaTa @I
L -

Bac npuBeTcTByeT Mactep oOHoBNeHnA
cepTudMKaTa

3TOT MACTEP NOMOrEET 0BHOBWTE CEPTUDMKET,
BbINYLWEHHEIM YOOCTOBEPALLMN LUeHTpoN (VL) Bawwei
CeTH.

CepTMhMKET, BbIAEHHBIA YAOCTOBEPAIOLMM LIEHTPOM,
ABNAETCH NOATBEMHAEHUEM BALLER MMUHOCTI W
CoAepHMT MHBOPMALIID, HEoDXOAMMYID ANA SAWMTHI
AEHHBIX MW YCTAHOBNEHWS SELLMLLEHHEIX CETEBBIN
MOAKMCHEHMA,

Knkou 3MEKTPOHHOI NOANMC ABNAETCA CEKPETHOM
. MONOBMHOA Mapbl KNDHEeR, CBASEHHGIX C
CepTHPUKETOM, OH MCNONESYETCA ANA COSAEHWA
3NEKTPOHHON NOAMKCH WAK ANA PACKMPOBEISaHUA
ASHHELX.

* AnA NpoAomKEHUA HEHMUTE KHOMKY "[lanee”,

OTofpakaTe BCe CTPaHHLE

CmeHa

PucyHok 112. Cmapmosas cmpaHuya macmepa obHoseeHUa cepmugukama
2 Ha ctpaHuue Kntou aneKTPOHHOM NOANMCY BbINONHUTE CeayroLne AeACTBUS:
2.1 YkaxwuTe Ha3HauyeHue kito4va n ceptudukaTa:

. eC/in npegnonaraeTca nx NCnoJsib3oBatb TONbKO AN1IA NOANNCKN — 3Ha4deHune 3ﬂeKTpOHHaﬂ
noanunchb;

o ecin npeagnonaraetTca nx NCnoJsib3oBaTtb Kak a4 noAnNnCKU, Tak U AnA LIJI/Iq)pOBaHI/IFI —
3HayeHune 3]'IEKTp0HHa$| noanncb mn LUMq)pOBaHMe.

2.2 3apanTte anropntMm GOPMUPOBaHMA KtOYa U MapaMeTpbl aaropuTMa B COOTBETCTBUN C
NpvBeAEHHON HUXe TabanLien:

Tabauya 6. Xapakmepucmuku an2opummos

Anroputm u ero onucaHne MapameTpbl anroputma [nvHa kntoua npoBepku
3/1eKTPOHHOM noAnucx

FOCT P 34.10 - 2001 MapameTpbl No
FOCT P 34.10-2012/512 YMOAYaHUIO (pekoMeHayeTca)

Hogebli cTaHaapT OID «1.2.643.2.2. 35.1»
3NeKTPOHHOM NOoAMUCK OT
2012 roga ¢ agnviHowi katoua  TOCT P 34.10 - 2001 Mapametpbl nognucn B 512

3/IeKTPOHHOM MOANNCK 256 OID «1.2.643.2.2. 35.2»
oeut

FOCT P 34.10 - 2001 MapameTpbl nognucu C
OID «1.2.643.7.1.1.1.1»

OID «1.2.643.2.2. 35.3»
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AﬂFOpI/ITM n ero onncaHune

MapameTpbl anroputma

Mpumeuanme. Mapametpbl FOCT P 34.10 -
2001 ncnonb3ytoTcs ANA 4BYX aArOPUTMOB:
FOCT P 34.10-2001 n FOCT P 34.10-
2012/512, nockonbky ctaHgapt FOCT-2001
naeHtTnueH rOCT-2012 gnsa katouel 256 6uT.

[nvHa kntoya npoBepkm
3/IEKTPOHHOW MoAnucK

FOCT P 34.10-2012/1024

HoBbiii cTaHaapT napameTpos A

3/IEKTPOHHOW MOAMNNCK OT
2012 rosa ¢ ANVHOM KNtoua
3NEKTPOHHOM nognucu 512
o6ut

OID «1.2.643.7.1.1.1.2»

napametpos B

FOCT P 34.10 - 2012/1024 Habop

FOCT P 34.10 - 2012/1024 Habop

1024

Coser. PEKOMEHAyETCﬂ MCNOab30BaTb NapaMeTpbl aAropnTMa, Npeaniaraemblie no

yMoa4aHuto. laHHble napaMeTpbl XapakTepuayoTcs HanbosbLLIen CKOPOCTbIO
BbIUMCIEHWS U MPOBEPKM 3JIEKTPOHHOW NOANUCH, LNdpPOBaHNs U pacumbpoBaHus.

Mactep oBHOEAEHKMA cepTUdiMEaTa

Knrou aneK TPOHHOH NOANMCH
WKAMMTE NIPAMETPE KNKIYUS 3INSKTPOHHOA NOAMNMCH,

=l

KpHnTonposaiaep:

|Infotecs GOST 20121512 Cryptographic Service Provide = |

ANFOPHTM 3NEKTROHHOA Noankor:  TOCT P 34,10-2012/512

MapamMeTpel anropuTma 2: ||'OCT P 34.10 NapaMeTpel 00 YMONYaHHH

b |

AnuHa knioda nposepikk 30 (BrT): |512

i |

HazHaveHHe knroda: |3]'IEKTDDHH5$| MoA4AMHCE H LIJMdJDDBaHHE

h |

He oTofpasaTe & AaNEHERWEN 3TY CTPAHHLY

| = Hazag |[ fanee = ] | DTMEHE

PucyHok 113. Beibop asnzopumma u e2o nhapamempos

2.3 Haxmute Janee.

3 Ha ctpaHnue KoHTeliHep ¢ K/H0UOM 3/IeEKTPOHHOM NOAMUCU YKaXKUTe MECTO XpPaHEHUA KOHTeNHepa:

o Nnanky Ha Aucke,

o YCTPOWMCTBO C yKa3aHuneM ero napametpos u MNH-koaa.
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an/IMe‘—IaHVIe. ,ﬂ,ﬂﬂ NCMNO/Ib30BaHMA Kakoro-1mbo BHeLHero yCTpOIZCTBa HeO6XO,D,VIMO

NOoAKNHOUNTb 3TO yCTpOVICTBO N yCTaHOBUTb A4 HETro ApaﬁBepr I'Iepequb
noaAep>XKnBaeMblX yCTpOI\/’ICTB XpaHeHua AaHHbIX U NOoae3Hasa I/IHCI)OpMaLU/Iﬂ 06

MCMOb30BaHMMN YCTPOMCTB COAEPXUTCS B pasgene BHeluHue ycTpolicTBa.

Mocne atoro Haxxmute Aanee.

MacTep oBHoenenuA cepTdmkara

KoHTeliHep C KAKYOoM 3N1eKT POHHOH NognHcH
Koy BHEKTDDHHDF‘ noanc SYJJ,ET COXPaHEH B 3allAWL eHHOM KDHTEI:‘HEDE.

Wma KoHTelHepa: | sgn-5661-A950-5906-F451
@) MNanka Ha ancke
) YoTpoicTeo
Karanor:
Ci'\ProgramData\InfoTeCS\2A 1500000 ser_0002 ey _disk'\dom),

=)

[ < Hasan ” fanee = ] [ OTMEHA ]

PucyHok 114. Yka3aHue mecma xpaHeHusi KOHMeliHepa karyel

4 Ha ctpaHuue Cpok aenctBus ceptudmrKaTa 3asante Xenaemblii CPoK AeACTBUA 0BHOBASIEMOTO

CepTI/IqJVIKaTa yAO6HbIM Ana Bac CI'IOCO6OM, nocjsie 4ero HaXxxmMmTe Ll,anee.

MacTep oBHoenenuA cepTdmkara

Cpok feiicTena ceprwpukaTta
VKEHMTE HMENATENEHEIA CPOK ASHCTEMA CEpTUdMKaTa

@) MpoAmKHTENLHOCTE! a0 : MECALEE

) OKOHYEHKE! 09,09,2015 11:27:36

) HaHano W okoH9aHue: 09.09,2010 11:27:36
09.09,2015 11:27:36

[T1He oTofipaaTs B AaNsHEAWEN 3Ty CTPEHMULY

=3

[ < Hasan ” fanee = ] [ OTMEHA ]

PucyHok 115. YkasaHue xenaemoz2o cpoka delicmeusi cepmugpukama

5 Ha ctpaHvue FOTOBHOCTb K CO3AaHMIO 3anpoca Ha cepTudukar:

o Yb6eautecb B NPaBWIbHOCT MapamMeTPOB, 3ajaHHbIX Ha NpeabliAyLLMX CTpaHuLax Mmactepa. Mpwu
HeobX0AMMOCTN U3MEHEHWNA NapaMeTPOB BEPHUTECH Ha HY>XXKHYHO CTPaHWULLY C MOMOLLbIO KHOMKM

Hazaga.
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o [pw HeobxoanMocCTV NevaT MHbOPMaLMK O 3aNpoce Ha NPUHTEPE, NCMOAb3YEMOM MO
YMOJIYaHMIO Ha JaHHOM CETEBOM Y3ne, ybeantecb B TOM, UTO ycTaHOBAEH daaxok MeuataTb
nHpopmaumio o 3anpoce. B npoTMBHOM ciayyae cHUMUTE daaxok.

Mocne atoro Haxxmute Aanee.

6 [Mpwv NoABAEHUN INEKTPOHHOW PYNETKM CeAyrTe yKasaHWsAM OKHa.

Iil MpumeuaHue. B cnyyvae ecnn B pamkax TeKyLLE CecCMmn INeKTPOHHaA pyneTka yxe
6blna 3anyLLeHa, JaHHOEe OKHO He MOABUTCA.

7 Ha ctpaHuue 3aBepieHue paboTbl MacTepa o6HoBAeHUs cepTudmkaTa Haxxmute FoToBo.

B pe3synbTaTte 3anpoc Ha o6HoBAeHWe cepTudukaTa byaeT nepesaH B nporpammy ViPNet
YAOCTOBEPSIOWMIA U KNHOYEBOM LLEHTP.

MpumeyuaHue. Bpems oxungaHusa oteeta ot nporpammbl ViPNet YaoctoBepstowmia n
K/NFOUEBOM LIeHTP MOXEeT 3HaunTeNbHO BapbMpPOBaTbCA B 3aBUCMMOCTM OT NapaMeTpoB
HacTpoWku 3ToW nporpammel. Ecnv nporpamma ViPNet YaoctoBepstowmin n kntoueBom
LLleHTp HacTpoeHa Ha aBTOMaTn4eckyro 06paboTky 3anpocoB Ha cepTndMKaTbl, Bpems
0XWAaHWA oTBeTa He npeBblwaeT 5 MUHYT. Eciv o6paboTtka 3anpocos B nporpamme
ViPNet YgocToBepsatowmii 1 K1t0UYeBOW LLEHTP OCYLLECTBASETCA BPYUHYHO, BPEMS
OXWAaHua oTBeTa He orpaHunyeHo. MNogpobHee cM. gokyMeHT «ViPNet
YAOCTOBEPSOLWNIA N KNHOUEBOW LIEeHTP. PyKOBOACTBO aZMUHUCTpaTopa».

Ecan 3anpoc Ha obHoBAeHUe cepTudmKaTa B nporpamme ViPNet YaocToBepsAtowmii 1 KNrUeBOn LIEHTP
6yneT YAOBNETBOPEH, Ha CETEBOW y3e/ MOCTYNUT OBHOBAEHHbIV cepTudmkaTt. Eciv nsgaHHbin ceptudurkat
611 BBEZEH B AeMCTBME M HazHaueH TeKyLMM aBToMatudeckun (cM. BBog B ZieiicTBMEe aBTOMaTMUEeCKN), B
okHe MeHegyxep cepTudUKaToB A5 3anpoca, No KOTopoMy bbln n3gaH ceptudmkat, byaet
oTobpaxaTbcs cTatyc cepTuduKar BBefEH B geicTBue (CM. [TpocMoTp 3anpoca Ha cepTudukar).

) Meneaxep ceprubuaros = @
1154 aHHEIE cepTHEMKaTE | Fanpock Ha CEpTHHEAT | Alr
Bnaaene... CepPHIHEIA HOMER  ANFOPHMTM CTaTye Aaraca...
Client 1-3 01 D7 269459 ... [OCTP34.10-2012 256  OTNPaEneEH 07.04.2021
CEOFCTES ¥aanuTe SnemeHToE: 1
I OAHOEMTE OKHO J I SaKpEITE I l Cnpaeka I

Pucyrok 116. Cmamyc 3anpoca 8 ciy4ae 8goda cepmughukama e delicmsue
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Ecnn ceptudumkat 6bin1 NoNyyeH, HO He BBEAEH B JElCTBME aBTOMATUUYECKH, A1 3aMpoca, MO KOTOPOMY
OH 6bin M3aaH, byaeT oTobpaxkaTbCs CTaTyC YAOBAETBOPEH. BbiNonHNTE B JaHHOM C/lyyae BBOZ
ceptTudurkaTa B JeNCTBME BPYUHYHO (CM. BBOZ B AeiiCTBME BPYUHYHO).

Ecnu 3anpoc Ha o6HoBAeHMe cepTudumkaTta B nporpamme ViPNet YaocToBepstoLWwmnin n KtoUeBom LIEHTP
byzeT OTKNOHEH, cepTudumKaT He ByaeT n3gaH. 3anpoc Ha cepTnudukat 6yaeT UMeTb CTaTyC OTKJIOHEH.
O6patutecb kK agMUHUCTPaTopy nporpammbl ViPNet YaocToBepsatowmin 1 K1H0UYEBON LEHTP ANS
YTOUHEHWsl MPUYMH OTKJIOHEHWS 3anpoca.

BBOA ceptndmkaTta B AenCTBME

Ans Toro utobbl MCNONB30BaTL CEPTUPUKAT, NONYUeHHbIW U3 nporpammbl ViPNet YaoctoBeparowmii n
KJOYEBOW LLEHTP, HEOBXOAMMO BBECTU 3TOT cepTudukat B gerctame. MNpu aTom ceptndumkat
COMOCTAB/IAETCA C 3aKPbITbIM KJHOUOM M YCTaHaBANBAETCS B KOHTENHep.

BBOoj B AeNCTBNE aBTOMATUYECKM

Qs Toro utobbI BBOZ B AelicTBME cepTndMKATOB, NONyUYeHHbIX 13 nporpammbl ViPNet Ygoctosepstowwmii
N KNHOYEBOW LIEHTP, BbIMOJHANCSA aBTOMaTUYecky, yoeanTeck B TOM, YTO B OKHe HacTpoiika napameTpos
6e3oMacHOCTM Ha BK/1ajKke NeKTPOHHaA NOANUCh YCTaHOBAEH daxok ABTOMaTUYeCKN BBOAUTH B
AencTBue cepTudukaThl, U3AaHHble MO 3anNpocy Nosib3oBaTens, a Takke Gaaxok ABTOMaTUUeCcKm
BBOAUTb B AelcTBUE cepTUdUKaTbI, 3JaHHbIE NO UHULMaTUBE agMuHucTpaTopa YKL.

Mpwn HannuMmM faHHbIX aaxxkos cepTudurKaTbl ByayT BBOAUTLCA B AEMCTBME aBTOMATUYECKM B TeUEHNE
yaca ¢ MOMeHTa nx nosay4veHuns. CeptndukaTbl, N3JaHHble MO BalMM 3anpocaM, CMOTYT BBOAWUTLCA B
LeNCcTBME aBTOMaTUYUECKM TONbKO B TOM C/lyYae, eCAu JOCTYMHbl KOHTEMHEPbI C COOTBETCTBYHOLLMMM
KAtOYaMW 3N1EeKTPOHHOW noAnucuK. B npoTMBHOM ciyyae OHW MOryT ObiTb BBEAEHbI B A€NCTBME TONbKO
BPYUYHYHO (CM. BBOZ B ZleiCTBME BPYUHYHO).

BHuMaHuMe! ECn KOHTEAHEP C KAFOUOM 3EKTPOHHOM NOAMUCK XPaHWUTCA B Marnke Ha

//A\ AMUCKe, TO OH JOCTYreH Bceraa. ECim KoHTeHep XpaHWTCA Ha BHELLHEM YCTPOMCTBE, TO
OH byAeT fOoCTyneH, eC YCTPONCTBO NOAKAOUEHO M coxpaHeH MH-koa Kk Hemy nan
MWH-kog yxe BBOAUACA B paMKaXx TeKyLLen ceccuu.

Mpwv BBOAE B AeicTBME cepTUdUKaTa, U3ZAHHOTO MO UHMLMATMBE agMUHUCTPaTopa nporpammsl ViPNet
YA0CTOBEpPSAIOLLMIA 1 KNHOUEBOW LIeHTp, NosBuTcs okHo MpeaynpexxaeHne cepeBrca 6e3onacHoOCTH ¢
COOTBETCTBYHOLLMM coobLyeHneM (cM. CepTudukaT, U3LaHHbIA MO MHULKATUBE aAMUHUCTPATOPa, BBEAEH
B JE€NCTBUE).
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BBoa B fencTBME BPYUHYHO

BBog cepTndumkaToB, NoayyeHHbIX 13 nporpammbl ViPNet YaocToBepsatowmin n K1H0UeBON LEHTP, B
AEeVCTBME BPYUHYIO TPebyeTCA BbINMOAHATL B CAEAYHOLUMX CIyYasnX:

L Ecan He yCTaHOBAEHbI q)!'la)KKVI, NO3BOJIAOLWLMNE BbIMONHATb aBTOMaTMUeCcKni BBO/,

CceEPTUPUKATOB B JENCTBME.

e [lpv aBTOMaTM4YECKOM BBOZE cepTUdUKaTa B AENCTBNE Obl HEAOCTYNEH KOHTENHEP C
COOTBETCTBYHOLLMM KJHOUOM 3/IEKTPOHHOW NMOAMMUCH.

YTobbI BPYy4YHYHO BBECTU B Ael‘/’lCTBVIe HOﬂyHEHHbII\il CepTI/ICI)I/IKaT, BbINOJIHUTE Caiegyrolne Ael‘/’ICTBVIﬂZ

1 B okHe Hactpolika napameTpoB 6e30MacHOCTU OTKPOWTe BKAaAKY NeKTPOHHas Noanuck, nocie
yero HaxxmuTe N3gaHHble cepTudukarsl.

2 B okHe MeHeaxep cepTudukaToB Ha Bknagke N3gaHHble cepTuduKaThl BbIGEPUTE MONYUEHHbIN
cepTmndurKaT, KOTOPbIN HEOHXOAMMO BBECTU B AENCTBUE, MOC/E Yero Haxmute Beectu B geicteume.

B pe3ynbTaTe BBeAEHHbIN B AelicTBME cepTUdMKaT 0TOO6pasmnTcs B okHe MeHeaxep cepTudmrkaToB
Ha Bknagke JInuHble ceptudukatbl. Ecim Heo6X0AMMO MCMOAb30BaTL 3TOT cepTUdMKAT A5
NOAMNMCaHUS 3JIEKTPOHHbIX JOKYMEHTOB, Ha3HaubTe ero Tekywum (cM. CMeHa TekylLLero

cepTndukara).

CMeHa TekyLlero ceptmudmkara

Ecan y Bac ecTb HECKONbKO AENCTBUTENbHBIX INYHBIX CEPTUPMNKATOB, Bbl MOXETE UCMO/Ib30BaTh JIH0OOM 13
HWX B KayecTBe TekyLero. Tekywmnin ceptudukat ncnonbayercs nporpammoin ViPNet Client no
YMOAYAHWIO MPW NOANMCaHWMM MUCbMa UAW 3awndpoBaHum daina.

BHumaHue! Eciv npy o6HOBAEHNM cepTUdMKaTa HOBbIV cepTUdMKaT, 3aHHBIN MO 3anpocy
nosb3oBaTes, NepeAaH Ha CeTeBOW y3en B COCTaBe KAtOUen, ANs ero UCrnosb3oBaHus
HEeOHXOAMMO Ha3HauWTb 3TOT CepTUdUKAT TEKYLYMM. YTOObI AenaTb 3TO aBTOMATUYECKU, B OKHE
//A\ HacTpoiika napameTpoB 6€30MacHOCTV Ha BKaajke DEeKTPOHHAs NOAMUCh YCTaHOBUTE
"~ ¢dnaxok ABTOMaTMUeCKN BBOAUTL B AelCTBME cepTUdMKaTbI, U3aaHHbIE MO 3aNpocy
nosnb3osatens. [py 3TOM HOBbIV CePTUOMKAT CTAHET TEKYLLMM TOJIbKO B TOM C/ly4ae, eciun
CTapblli cepTUdMKaT HeleNCTBUTENEH.

[ns BbIbOpa AeNCTBUTENBHOIO IMYHOTO cepTUdMKaTa B KaUecTBe TekyLLero:

1 B okHe Hactpoliika napameTpoB 6e30MacHOCTU OTKPOWTe BKAaAKY DNEKTPOHHasA Nojnuck, nocie

yero HaxxmuTe BbibpaThb.

Ecan y Bac ecTb x0T 6bl OANH JEUCTBUTENbHBIA ANYHBIA cepTudmKaT, NoABMTCA OKHO HasHaueHune
ceptudmkaTa TeKyLWUM C nHGopmaLmern 060 BCex NNUHbIX cepTudukaTax, a Takxke o ceptudukaTax,
YCTaHOBNEHHbIX B XPaHWAULLLE OMePaLNOHHON CUCTEMDI.
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Mpumeuanue. Ceptrdukartsl, yCTaHOBIEHHbIE B XPaHUIULLE ONepaLviOHHON CUCTEMBI,
oTobpaxatoTcs B TOM Cyyae, eC/in Ha Bkaagke AAMUHUCTpaTOp okHa HacTpolika

napameTpoB 6e3onacHOCTK ycTaHOB/EH daaxoK PaspelnTtb ncnonb3oBaHne
ceptndukaTtoB u3 xpaHuamuia OC (cm. lonosHnTeNbHbIE HACTPOWKM NapaMeTpoB
6e3onacHocTw).

Ecam He Hal‘/‘IAEH HW O4WH AeVICTBI/ITeJ'IbeII;I JINYHBIN CepTI/ICI)I/IKaT, noABUTCA OKHO C COO6LLI,eHVIeM
«Het Ael;lCTBVITeJ'IbeIX CepTI/ICI)I/IKaTOB C ,ﬂ,el;lCTBMTeJ'IbeIM KNK4YoM 3ﬂeKTpOHHOI7I noanuncm».

2 B okHe HasHaueHwue cepTudurKaTta TEKYLLIUM BbIGEPUTE HYXKHBIN cepTUdUKaT, NPy HEOHXOANMOCTU
BOCMO/1b30BaBLWMCb KHONKOM CBOWCTBa A1 NPOCMOTpPa NogpobHon nHdopmauun o ceptudurkare,
nocne yero Haxmute OK.

MpuMeuaHue. B kauecTBe TekyLLEro JONYCKAETCA MCMOb30BaTb CEPTUPMKAT, KOTOPbIN

BBeAEH B geWcTBme. 3aaHHbIN, HO He BBEAEHHBIV B AeNCTBMNE NNYHBIN cepTudunkaTt
HeobXxoAMMO CHayasia BBECTU B JelicTBUE (CM. BBOg, cepTnudukaTta B feiicTBME), @ 3aTeM
Ha3HauWTb TEKYLLUM.

Mpw ycnewHoM BbINOJHEHUW ONUCAHHBIX AEMCTBUI BbIBpaHHbIN cepTndukat HasHavaeTca TekyLwmm. Mpu
3TOM Ha BKaagke Kntoum B rpynne dneKTpoHHasA NoANNCb MeHSETCA MHbOpMaLLMa O KOHTenHepe
KJHOUEl, C KOTOPbIM COMOCTaBeH BbIOpaHHbIV cepTudmKar.

PaboTta ¢ 3anpocamm Ha cepTmdmkarTsl

Paborta c 3anpocamu Ha cepTudrkaTbl BbINOAHAETCA B OKHe MeHegxep cepTUPMKaTOB Ha BKAaAKe
3anpocbl Ha cepTUduKar.

[Ans BbiI3oBa okHa MeHepykep cepTndUKaToB:
1 B okHe HacTpoiika napameTpoB 6€30MacHOCTM OTKPOWTE BKIaAKY DNEKTPOHHasA MNOAMUCH.

2 HaxwmwuTe 3anpocbl Ha cepTudmKar.

[MpocmoTp 3anpoca Ha cepTudukar

Ans npocmoTpa nogpobHon nHdopmMaumm o 3anpoce Ha cepTndukar:

1 B okHe MeHepykep cepTMduMKaTOB Ha BKAajke 3anpockl Ha cepTudUKaT BbibepUTE HYXXHbIW 3anpoc,
nocne yero HaxmuTte CBOMCTBa MW ABaXkAbl LLENKHUTE MO 3TOMY 3anpocy.

2 B okHe 3anpoc Ha cepTudmKaT NPOCMOTPUTE HY>KHYHO MHOOPMALIMIO Ha COOTBETCTBYHOLLINX
BK/1aAKaxX.

Mpv HEOHXOAMMOCTU 3aNPOC MOXHO pacneyaTaTb (Ha MPUHTEPE, UCMOJIb3YEMOM MO YMOAYAHMIO Ha
JAaHHOM KOMMbIOTEPE) C MOMOLLbIO KHOMKM MeyaTb, a Takxke coxpaHuTb B darin dopmata * . txt — C
nomoLbto KHorkn KonvpoBsats B daii.
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EMEHEﬂ,}KEp cepTHdMKaToE o (=] =]

WsaaHHbIe cepTidikaTel | JaNpoce! Ha cepThduKaT | A0k
Bnagensukn... CepuHEIA HO...  ARFOpMTM CraTtyc laTa cozaaHua
CeaTHH Ane,.. 01D3100D0,.., T[OCTP 34.10-... oTnpaensH 08.08.2017
CBA
Con 3anpoc Ha cepTudukar @

| KhoY MPOBEDKK 3NEKTPOHHOMN MOAMMCA | Cratyc | SNeKTPOHHAA NOAMMCE

Obwwe | Braaensl knoqa Cpok geicTena

CBeqeHUn 0 3anpoce Ha cepTudmMKaT

CepuilHbiil HOMep:
0103100002 1D C1000000000E 24150001

= 3anpoc NoanHCan:
Csoiig A . ros: 3
CBATUH Anekceit NeoHnaosmuy

Bnageney Knto4a SAEKT POHHO Nognuc:

CeAThH Anexceit NeoHnaosny

MenatenbHbli CpoK AedcTBNA cepTuduKkaTa:
c08.08.2017 no 08.08, 2022
CraTyc 3anpoca:

OTNpaBneEH

4 SNEKTPOHHES NOAMMCE ASACTEMTENEHE,

Meuate ] [ KonupoEaTe B daiin.. . ]

[ oK ][ Cnpaska ]

PucyHok 117. Mpocmomp nodpobHoli uHghopmayuu o 3anpoce Ha cepmugpukam

YpaneHue 3anpoca Ha ceptnuoumkar

Ons yaaneHus 3anpoca Ha ceptudukar:

1 B okHe MeHegykep cepTudumkaToB Ha BKAaAKe 3anpockl Ha cepTuduKaT BbIbepute Hy>KHbIR 3anpoc
(Unn HeckoNbKo, yaepxuaas knasuwy Ctrl), nocne yero HaxmuTe Yaanutb.

2 B okHe noartBepXaeHuns HaxmuTe [a.

WNHdopmauwms o 3anpoce byaeT yaaneHa. YAanéHHbIn 3anpoc He byaeT oTobpaxaTtbCs Ha BKIajke
3anpocbl Ha cepTUduKaT, NPU 3TOM cepTUdUKaT, U3LaHHbINA NO 3TOMY 3aMpPOoCy, COXPaHUTCA.

JKCMOpPT cepTudmkaTa

B nporpamme ViPNet MOXHO BbINOJHUTB 3KCMOPT cepTudUKaTa Noab30BaTeNA B PasinyHble popmaThl.
Bbi6op dopmaTa 3KCropTa 3aBUCKT OT LieIel, ANs KOTOPbIX MPOBOAUTCS JaHHbIV SKCMOPT.

JKCnopT cepTmdurKaTa MOXET MOHAZ0OUTLCA ANA BbINOJHEHUSA CeAyoWwmnX 3a4au:
* apxmBMpoOBaHWe cepTUdUKata;

e KOMWpoBaHuWe cepTudmKaTa 415 UCNONb3OBAHUSA Ha APYTOM KOMMbHOTEPE;
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e OTnpaBka cepTMdmKaTa 4pYyroMy nosib30BaTeNto 4/id OpraHmsauunmn obMeHa 3awndpoBaHHbIMM
COObLEHVAMMY;

e npocMmoTp cepTndmKaTta B yaobHoM dopme.

[ns skcnopta cepTudmkata B darin onpegenéHHoro popmara:

1

BbizoBute okHo CepTudukar ansa Toro ceptndmkata, KOTopbli HEOBXOAMMO 3KCNOPTMPOBATh
(cMm. MpocmoTp cepTrudukaTos).

Otkpowte Bkiaaky CocTas, nocse yero HaxmuTte Konuposatb B daiin.

Ha HavanbHOW cTpaHuLe MacTepa akcnopTa ceptudurkaToB Haxxmute Janee.

Cosert. Ecau npu nocaegyroumx 3anyckax Mactepa >enatesibHO Nponyckatb NepByto
CTpaHunuy, yCTaHOBUTE Ha Hen ¢na>|<0|< He 0T06pa)KaTb B ,qaaneﬁl.ueM 3Ty CTpaHuuy.

Ha ctpaHuue ®@opmart akcnoptupyemoro daiina Bbibepute oAnH 13 NpesnaraeMbix GopmaToB
(cM. DopmaTbl 3kcnopTa cepTMdunKaToB), mocae Yero HaxmuTe fanee.

MacTep skcnopTa cepTidHKaTOE @
dopMaT IKCNOPTHpyemoro daina 3 ]
iﬁ ]
CepTUPMKATE MOrYT BT IKOMOPTHPOBaHE! B PAsNMUHEIX BOpPMaTaX. 3‘

BribepuTe hopmaT daiina cepTidukaTa:

@ aino 5 DER«onwposke ¥,509 (.CER)

Daiinel B BaseG4-+«oampoeke X. 509 {.CER)
CraHnapT Cryptographic Message Syntax - ceptudmkatel PKCS #7 (p7h)
BKAIO4MTE Mo BOSMOMKHOCTH BCE cepTHMKATEI B NYTh cepTudMKaTa
Painel 8 HTML-topmaTe ((HTM)
TekcToBsle dains
BrtounTe cepTudukaT B Basef4-+oanposxe

PEX(PKC5#12)

| < Hasan H lanee = ] | OTMeHa | | Cnpaeka

PucyHok 118. Belbop popmama ¢paiina

Ha ctpannue Ums ¢aiina akcnopra ykaxute NOAHbIA NyTb K cO34aBaemMomMy dainy, nocae yero
HaxkmuTe Janee.

Ha ctpaHuue 3aBeplueHne paboTbl MacTepa akcnopTa cepTnudunkaToB ybeanTecb B NpaBMIbHOCTM
napamMeTpoB 3KCNOpPTa, 3aAaHHbIX Ha npeablayuinx ctTpaHnyax Mactepa, nocdsie 4ero HaxxmmTte
loTtoso.

7 B okHe c coobuieHnem 06 ycnelwHoMm skcnopte Haxmute OK.
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dopmartbl 3KCnopTa cepTMdPUKaTon

Mpwv BbIGOpE dopmaTa 3KkcnopTa cepTudukata ciesyet pykoBOACTBOBATLCSA NEPEUNCIEHHBIMM
MOJIOXKEHUAMMU.

e [lpwn 3kcnopTe cepTndukaToB 418 MMNopTa Ha komnbrotep ¢ OC Windows npeanoutnTenbHbIn
dopmart akcnopta — PKCS #7, nockosbky 3TOT dopmaT obecrneunBaeT COXpaHEHUE LIENOUKM
LeHTpoB cepTudurKaumnm (nytm ceptudurkaymnmn). Hekotopble NpuaoXeHuUs TpebyroT npu
nMnopTe ceptnudukata us dpana npeacrasneHuns B suge DER nan Baseb64. MNoatomy dopmat
3kcnopTa Heo6xo0AMMO BbIGMpPaTb B COOTBETCTBUM C TPEOOBAHNAMU MPUIOXKEHUA NAN CUCTEMBI,
B KOTOPYHO 3TOT cepTudurKaT npegnonaraeTcs MMNopTMpoBaThb.

e [lna npocMoTpa cepTudurKaTa 1 BbIBOAA €r0 Ha MeyaTb UCMO/b3YHOTCA TEKCTOBBIN
n HTML-¢popmarbl.

Hwuxxe npvBegeHa nogpobHas nHbopmMauma o KaxAoM 13 GopmaToB 3KCNopTa cepTMdunKaTos,
noaaep>xxveaemblx MO ViPNet.

e CraHgapTt Cryptographic Message Syntax (PKCS #7)

®opwmat PKCS #7 no3sonseT nepesasatb ceptudumkart n Bce ceptudmkaTtbl B Lenoyke
cepTmdurKaLmMm C O4HOTO KOMMbIOTEPA Ha APYTON MAN C KOMMbIOTEPA Ha BHELLHEE YCTPOWNCTBO.
®annbl PKCS #7 06bI4YHO MMEHOT pacluMpeHne .p7b N COBMECTUMbI cO cTaHgapTom ITU-T X.509.
®opmat PKCS#7 pazpeluaet Takne aTpnbyThbl, Kak y40CTOBEPAIOLLME NOAMNCH, CBA3AHHbIE C
06bIYHBIMK NoANUCAMU. [N Takux aTpnbyTOB, Kak MeTKa BPEMEHU, MOXHO BbIMOJHUTb
NpoBepKy NOAJMHHOCTU BMECTE C COAEPXUMbIM COObLLeHNs. [loNoNHUTENbHbIE CBEAEHNSA O
dopmate PKCS#7 cm. Ha Beb-canTe RSA Laboratories.

e ®aiinbl B DER-koaupoBke X.509

DER (Distinguished Encoding Rules) ans ASN.1, kak onpegeneHo B pekomeHgaumm ITU-T
Recommendation X.509, — 6osee orpaHnYeHHbIN CTaHAAPT KOANPOBAHWS, YeM
anbTepHaTMBHbIN BER (Basic Encoding Rules) ansa ASN.1, onpeaenéHHbiin B pekoMeHgauumm ITU-T
Recommendation X.209, Ha kotopom ocHoBaH DER. U BER, n DER obecneunBaroT He3aBUCUMbIT
OT naaTGOpPMbl METOJ, KOANPOBaHNSA 0OBEKTOB, TakMX Kak cepTUduKaTbl 1 cCOObLLEeHNs, A5
nepesayun Mexay ycTponctBaMu v NpUAoXKeHUaIMU.

Mpw KoampoBaHK cepTudUKaTa HONBLIMHCTBO NPUIOXKEHWUA UCMONL3YHOT cTaHaapT DER, Tak
KaK cepTudukar (cBefeHUs 0 3anpoce Ha cepTudurKaT) AoKeH ObITb 3aKOAMPOBaH C MOMOLLbH
DER v nognucaH. ®arinbl ceptudpukator DER nmetoT paclumpeHue . cer.

[JononHutenbHble cBefeHns cM. B okymeHTe «|TU-T Recommendation X.509, Information
Technology — Open Systems Interconnection — The Directory: Authentication Framework» Ha
Beb-y3ne International Telecommunication Union (ITU).

e ®ainbl B Base64-koauposke X.509

DTOT METOA KOAMPOBaHWsA Co34aH Ans paboTbl ¢ npotokonomM S/MIME, KoTopblin nonyaspeH
npv nepegave 6MHapHbIX Painos vepes ViHTepHeT. Base64 KoampyeT paiinbl B TEKCTOBbIN
dopmart ASCII, uto obecrneunBaeT LLENOCTHOCTb MHPOPMaLMK NpU eé nepeaade No ceTu.
Mpotokon S/MIME obecneunBaeT paboTy HEKOTOPBIX KpUNTorpadpuueckmx cnyxo
6e30MacHOCTV 419 NPUNOXKEHNI 31EKTPOHHOW MOYTbI, BK/IOYas MeXaHW3M HeoTpeKaeMocCTy (C
MOMOLLIbIO 3/1EKTPOHHBIX MOAMMNCEN), CEKPETHOCTb 1 6e30MacHOCTb AaHHbIX (C MOMOLLbHO
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KOAMPOBaHUS, NpoLiecca NPOBEPKM MOAJANHHOCTA N LENOCTHOCTM COOBLLEHNI). Palinbl
ceptudukatos Baseb4 nmeroT paclumpeHmne .cer.

MIME (Multipurpose Internet Mail Extensions, cneuundukaums RFC 1341 1 nocneaytolume)
onpegenser MexaHN3Mbl KOAMPOBaHMA MPOMN3BOJIbHbIX ABOWNYHbIX AaHHbIX AN Nepejayn no
3NEKTPOHHOW nouyTe.

[JononHutenbHble cBegeHns cm. B gokymeHTe «RFC 2633 S/MIME Version 3 Message
Specification, 1999» Ha Beb-y3ne Internet Engineering Task Force (IETF).

®aiinbl B HTML-dpopmate

®alinbl Ans NpocMoTpa v neyatn B Ntobom Beb-6paysepe, a Takke B OQUCHBIX U APYrnX
nporpammax, nojAep>XuBatox a3bik pasmetku runeprekcra HTML.

TekcToBble ¢aiibl

®alinbl B koanposke ANSI ans npocmoTpa B 11060M TEKCTOBOM peakTope U BbiBOAA Ha
nevarb.

®annbl B popmate PFX (PKCS #12)

®opmart PFX (PKCS#12) nopaep>xkvBaeT 6e3onacHoe xpaHeHne ceptudurkaTa v 3aKpbiTOro
K/It0Ya, COOTBETCTBYIOLLErO cepTudMKaTy NOAb30BaTENSA, MOXET COAepXaTb BCe cepTUdMKaThl B
Lenoyke AoBepus OT cepTudmrKaTa NoNb30BaTeNs 40 KOPHEBOro cepTudmkarta
yaocTtosepsroLero LeHtpa n CRL.
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PaboTa € KOHTEMHEPOM KroUen

KoHTelnHep knrouein CoAep>XUT KU 3EKTPOHHOM NMOAMUCK U COOTBETCTBYIOWNIA eMy cepTudumKaT Ktova

NPOBEPKM 3NEKTPOHHON MOAMMCY, €CAN OH YCTaHOBEH B KOHTEMHEP.

B nporpamme ViPNet Client Bbl MOXeTe BbIMOAHATL CedytoLue onepaLm C KOHTEMHEPOM KKoYel:

YcTaHoBKa (CM. YCTaHOBKa KOHTeHepa KatoUel).

YcTaHOBKa HOBOTO KOHTeWHepa Kitouel ykazaHHbIM Cnocobom TpebyeTtcs B TOM Ciyyae, ecan 'y
BaC eCTb HOBbIi KOHTEMHEpP K/tOYel, N Bbl XOTUTE €ro UCMOoJb30BaTh.

Bbl Takxke MoXeTe yCTaHOBUTb KOHTEMHEp Katouel ¢ nomoLbio nporpammsl ViPNet CSP,
Bxoaswel B coctaB ViPNet Client. Ho npu 3ToM ncnonb3oBaTh Koy 1 cepTndumkat ns Takoro
KOHTeHepa KtoYel Bbl CMOXETe TO/IbKO B TOM C/lyyae, eC/iv BaM pa3peLleHo NCnosib3oBaHme
BHELLUHWX cepTndunkaTos (cM. lonoaHuUTeNbHbIe HAaCTPOWKK NapameTpos besonacHocTn). B
NPOTVBHOM Cly4ae, OHW ByAyT BaM HEJOCTYMHbI, AaXKe eCn KOHTEHep katouen byaet
yCTaHOBJIEH.

CMeHa U1 yfiafieHVe COXpaHEHHOTO NMapoJs K KOHTenHepy (cM. CMeHa napos K KOHTENHepY).

3afaHHbIN Napoib K KOHTEMHEPY KAKOUEN PeKOMeHAYeTcs UCrnob30BaTh B TedeHre 1 roga. Mo
MCTEYEHMI 3TOTO CPOKa CesyeT 3ajaTb HOBbIN MapoJib. YAaneHne CoOXpaHEHHOro napos
MOXET NoTpPeboBaThCs, €CIN U3MEHWCA pPerlaMeHT 6e30nacHOCTM Balleiln opraHm3aumm u
XpaHeHVe Naposif Ha KOMMbIOTEPE CTaso HeAOMYCTUMBIM.

3mMeHeHMe pacnosioxeHns KoHTenHepa (M. [epeHoC KOHTenHepa Kato4ven).
MepeHOoC TeKkyLLero KOHTelHepa Karoyern TpebyeTca B Caeaytowmx cayyasx:

o eCn pacnoaoxeHume KOHTEIZHepa 6b10 M3MeHeHO, HanpuMep, Bcaeacrteme T0ro, YTo
XpaHeHNE KOHTeI7IHepa no npexHemy nyTun 6bl10 NPU3HaHO HE6E3OI'IaCHbIM;

o Npu nepexoje Ha cnocob ayteHTUbMKaALMM YCTPOMCTBO B Cyyae, eCIv UCMOb3YHOTCS
npoueAypbl 3NEKTPOHHON NOANMUCK U LWIMGPOBAHNA BHYTPU CTOPOHHUX NPUIOXKEHNA 1 NpK
3TOM KOHTEMHEpP KAHOUEN N3HaYalbHO HE XPaHW/ICA Ha BHELLHEM YCTPOWCTBE,
NCMNoAb3yeMoMm Ana ayTeHTudmKaumm (cM. IameHeHne cnocoba ayteHTrdmKaL MK
noab3oBaTens).

BHumaHme! B cetn ViPNet, ynpasasemoi ¢ nomolubto MO ViPNet Administrator,
BbINONHATL Pa3/IyHble ONepaLMy C KOHTEMHEPOM KHOUe MOXET TOJIbKO

A\\ nonb30BaTeENb, KOTOprIZ O6ﬂa,ﬂ|36T npasoM noAanncu. Takoe npaBo NnpeaocTaBadaeTCA

nonb3osatensm cet ViPNet B nporpamme ViPNet YgocToBepstowmii n kaoueBom
LleHTp.
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Ans paboTbl C KOHTENHEPOM KtOYel:

1 Ortkporite Bknagky Knroum.

HacTpoiika napametpoe GesonacHocTi @
MonbsoBaTens I 3NeKTPOHHAR NOAMKCE | LLmchposaHme
MNaponk | Kntgramn | AAMAHMCTPATOD | KpunTonpogaiinep
AyTEHTUDMKALAA
Crnocof ayTeHTudmkawm:  MNapons
TN HOCWTENSA: Nanka Ha AncKe
Kntouesoi HooMTEns:
C:'¥ProgramData\InfoTeCS\24 1500000 user_0002
ZMEHWTE
SNEKTPOHHEA NOANWCE
MA KOHTEAHEPS: sgn_cont
TN HOCHTERA: Nanka Ha AWaKE
KnioYeB0il HoUTENk:!
C:'¥ProgramData\InfoTeCS\24 1500000 user_0002%key_diskidom’,
[ MpocmoTp ] [ YCTEHOBUTE KOHTEHHED ] [ MepeHecTy... ]
o) Comn ) [romeme

PucyHok 119. Paboma ¢ koHmeliHepoMm kroyel

2 B rpynne 3]'IEKTp0HHa$I noanncb HaXxkmMute oaHy 13 CaeayroLnX KHOMOK:

o [pocMoTp — A/19 MpocMOTpa NoAPOo6HON MHbOPMaLLMK 06 UCMOIb3YEMOM KOHTENHEPe

KJFOYEN, a Takxke /19 U3MEHEHWSA CBOCTB KOHTEHepa:

e cMeHbl napons (cM. CMeHa naposis K KOHTenHepy);

e  yjaneHus napons (cM. YganeHvie COXpaHEHHOrO Ha KOMMbHOTEPE Mapos K KOHTENHepY

KNrouen);

e  MPOBEPKM COOTBETCTBMSA KJOUa 3/IEKTPOHHON Noanucu ceptudmkaty (cMm. MNposepka

KOHTeliHepa Katouen);

. yAaneHuma Kiro4a BJ'IeKTpOHHOIz noanncun.

o YctaHoBUTb KOHTeI7IHep — A4 yCTaHOBKU HOBOTO KOHTEI‘/’IHepa KArOYen (CM. YcTaHoBKa

KOHTelHepa KAtouen).

e} I'IepeHeCTM — ANA USMEHEHUA PacnooXeHUA KOHTeI‘/’lHepa KJrOYElN (CM. I'IepeHoc KOHTeVIHepa

KAtouen).

MpumeuaHue. B rpynne dnekTpoHHas nognucb otobpaxkaeTca MHGOPMaLMa O Karoye
3NEKTPOHHO MOAMUCK, COOTBETCTBYIOLLLEM TeKyLLeMY cepTudUKary.
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CMeHa naposia K KOHTenHepy

3a4aHHbIV NapoJib K KOHTEMHEPY KAHOUEN PeKOMEHAYETCS NCNOoab30BaTh B TedeHme 1 roga. Mo
MCTEYEHWW 3TOTO CPOKa C/efyeT 3afaTb HOBbIN MNaposib. ONMCaHHbIA HUXE CLLeHapUA CMeHbl Maposis K

KOHTENHepPY KNHOUYEN NPUMEHSAETCA TObKO A5l KOHTEMHEPOB, KOTOPbIe BblIM CO34aHbl B Mporpamme

ViPNet Registration Point, 160 6blan nepeHeceHbl 13 Nankn KAtoYen nosb3osaTens (Mo yMoa4aHuo
C:\ProgramData\InfoTeCS\ViPNet Registration Point\Mftp Transport\<mmenTmpuxaTop

nosnesoearens>\key disk\dom) B APYryto nanky. B octanbHbIX cayyasx cMeHa napos K KOHTerHepy

npegnosiaraet cMeHy naposs noab3osatens ViPNet (cm. CmeHa naposis noab3oBaTtesns).

[ns cMeHbl Naposisi K KOHTEHEPY KAKUel:

1 B okHe HacTpoiika napameTpoB 6e3onacHOCTH Ha Bkaagke Knroun Haxmute MNMpocmotp.

2 B okHe CBoiicTBa KOHTelHepa katovei Haxkmmute CMeHUTb Napoib.

CeoicTEa KOHTENHEDA KAMDYER

MMA KOHTEAHEPS: 5gn-3093-1DF3-4456-1328

TN KOHTERHEPS: Manka Ha gucKe
PasmeweHie:
Knroqei 3M: 1
CepTuduKaTos: 1

Maponk AoCTYNa K KoHTEAHERY

C:\ProgramData\InfoTeCS \WikMet Registration Point\Mfip_Transportiuser_0006%e

=

[N cMeHe! Napona KOHTeAHEPa HaMuTe "CMEHWTE Napons™
[NA yAENEHWA PAHEE COXPAHEHHOTO MapONA Ha#MUTE "YanMTE

CHMEHMTB NEPoNb. ..

COXpaHEHHLIA Naponk”, Nocne sToro napons Ayaet

01D480D3B0029100000000042A 150002 TOCTP 34.10-2...

zan = = ¥EN1TE COXPEHEHHBIN Mapons
PALMEATHCA KEXABIA a3 NP AOCTYNE K KOHTEAHEDY.
MKW 3NEKTPOHHOI NoAMMol

CepuitHbIi HoMep ANropyTH laTa cosaaHa C.

20.11.2018 17:... &2

=1
]
|

[ CepTuduKarT. .. ] [ MpoEepUTE ] [ Yaanute

=]

EBUTb. ..

[OEHosuTb OKHO ] [ JaKpPLITE

PucyHok 120. CmeHa naposis Kk koHmeliHepy karo4dell

3 Mpu noseaeHUn coobuieHns «ns JaHHOro KOHTeMHepa CMeHa Naposia BO3MOXHa TONbKO B

HacTporike 6e3onacHocTv npunoxeHuit ViPNet» HaxxmuTte OK, nocne yero 3aBepLumnte paboty ¢
okHoMm CBoMcTBa KOHTeNHepa KroUen 1 M3MeHUTe Naposb noab3osartens (cM. CMeHa napons

noab3oBaTens).

4 B okHe Naposb BBeAMTE TeKYLLMI NAaPO/b JOCTYMNA K KOHTENHepY Katouen n Haxmute OK.

I'Iaponb HE NoABUTCA.

MpuMeuaHue. Ecam paHee 6bin ycTaHOBAEH pexkm COXpaHWUTb Naposib, TO OKHO

5 B okHe ViPNet CSP - cmeHa napons KoHTeliHepa Katouel yKaxuTe TekyL il naposb, 3agante n

NoATBEPANTE HOBbIV Naposb. Haxxmute OK.

ViPNet Client 4. PykoBoacTBO nosnb3oBaTens

256



g BHyMmaHue! 3anpelyaeTcs BBOAWUTL Naposib NMpY NMOMOLLM OrepaL i KONVPOBaHWS Y BCTaBKM
yepes 6ydpep obmeHa.

YT106bI COXPaHUTL Maposib AN NOCAEAYOWUX 0BpaLLEHWNIA K KOHTENHEepPY K/ItOYel, ycTaHOBUTE
¢dnaxok CoxpaHUTb Naponb.

ViPMet C5P - cmeHa napona KoHTERHEPE KNHOHER @

W5 VaiTe TeKYWMEA Naponb AnA paboThl © KOHTEAHEpOM
Koyl M ABEAEI EBSOMTE HOBLI Napont (He MeHee &
CUMBONOB).

TERYLWHIA Napans:  sessssss
HoBkIi Naponk: LTI
MonTEEmKAEHWE: LTI LT ]

CDXDBHMTb naponb

@ [ Ok l I OTtmeHa

PucyHok 121. CmeHa naposs docmyna kK KoHmeliHepy krodel

BHumaHue! He cosgaBainTte naposb gnvHol B 32 cumBona 1 bonee. [Naposv ¢ Takon ANNHOW He

/A\\ MOTYT MCMO/1b30BaTbCA B TEKYLUX Bepcuax npunoxennin ViPNet. [laHHoe orpaHuyeHne cBsA3aHoO
C CYLLeCTBYIOLLMM anropuTMOM rnepesayn napons B KpuntonpoBsaligep. B cootBeTcTBMM € 3TUM
anropuTMOM AJIMHa Napoasa He Jo/KHa npeBblwatb 31 cMMBoOA.

YnaneHune COXpaHEHHOro Ha KOMMbOTEPE Naposf
K KOHTEMHEPY KIHOYeM

YaaneHve coxpaHEHHOro Napos K KOHTEHepy Kitouel MOXeT NoTpeboBaThCs, eC/in M3MEHWUINCH
YCNOBWA 3KCMAyaTaLMmM Napons Uan perjaMeHT Balleil opraHm3aLnm, BCIEACTBME YEro XpaHeHne naposs
Ha KOMMbIOTEPE CTaA0 HEeAOMYCTUMBIM.

On5 yAaneHns coxpaHEHHOTO Naposif K KOHTERHEpPY KItoYen 1 0TobpaXkeHUs OkHa BBOZAA Napos npw
[OCTyre K KOHTEMHepy:

1 B okHe Hactpolika napameTpoB 6e3onacHocTu Ha Bkiagke Kntoun Haxxmute MpocmoTp.

2 B okHe CBOWCTBa KOHTeHepa KtoUel HaxmnTe YAananTb COXPaHEHHBIN Napob.

CoxpaHEéHHbIN Naponb byaeT yaanéH. Tenepb Naposb HEOBXOAMMO BBOAMUTb BCAKMI pa3 Npu JocTyne K

KOHTENHEpPY KNHOYEN.
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[1poBEpKa KOHTerHEpPa KIKo4Yen

MpoBepka KOHTeNHepa Katouen No3BoaseT yoeanTbes, YTo Gainn KOHTelriHepa He NMOBPEXAEH,
XpaHsLWMecs B KOHTENHepe cepTUdUKAT U KUY 3NEKTPOHHOW NMOAMUCK COOTBETCTBYHOT APYT APYTY U
MOTYT 6bITb MCMO/b30BaHbI 415 PaboThl € 3aLMLLEHHBIMW AOKYMEHTaMMU.

YT06bI NPOBEPUTL KOHTENHEP KAOUEN:
1 B okHe HacTpoliika napametpoB 6e3onacHocTu Ha Bkaagke Kntoun HaxmuTe MpocmoTp.

2 B okHe CBoWCTBa KOHTelHepa katouen Haxmute MpoBeputs.

Mporpamma chopmupyeT GparMeHT AaHHbIX, KOTOPbI ByAeT NoANMCaH C MOMOLLbIO K/H0Ua 3N1EKTPOHHOM
noanucu. MNocne vero byaeT BbINOJIHEHA NPOBEPKa 3/1eKTPOHHOMN NoAnucK. TakuMm 06pa3oM, MOXHO
BbIICHUTb NMPUrOAHOCTb KAHOUA 3NEKTPOHHOM MOAMMUCK 1 Er0 COOTBETCTBME CepTMdUKaTy Katoua
MPOBEPKMN 3NEKTPOHHON MOAMUCH, XPaHALLEMYCS B KOHTENHEpE.

MpumeuaHwme. NpoBepka BO3MOXHa TONLKO B TOM C/ly4ae, eC/IN B KOHTeHepe KatoYel
eCTb cepTUdMKaT, COOTBETCTBYHOLLMIA KAOUY 31€KTPOHHOW nognucu. CeptndurkaT MoxKeT
OTCYTCTBOBATb B KOHTEHEpe K/tOYen, ecn OH pa3MelLLéH OTAeNbHO.

CepTtndukaTt pasmMeLLaeTcs OTAeNbHO OT KOHTEMHEpPa K/tOYer, ecn 3anpoc Ha
obHoBneHue ceptndurkata cpopmmponaH B MO ViPNet CSP. Ecamn 3anpoc chopmmpoBaH
B APYron nporpamme, ceptndurkaT aBTOMaTUUECKN MOMELLAETCA B KOHTEMHEP KAOUeNn.

Mpw npoBepke kAtoua 31eKTPOHHOW NOANUCKU NPOBepKa AeNCTBUTENBHOCTM
cepTuduKaTa (CPOK ero AencTBrsA, OTCYTCTBUE B CMINCKAX aHHYAMPOBaHHbIX
CepTUdUKATOB 1 NMpoYee) He BbIMOJIHAETCS.

YCTaHOBKa KOHTEMHEPa KHOYEN

Ecnn y Bac ecTb KOHTENHepP KiroUei ¢ cepTUdUKaTOM, KOTOPbIW Bbl XOTUTE UCMOJIb30BaTh B MpOrpamMme
ViPNet Client, To Bbl MOXeTe ero ycTaHoBUTb B OkHe HacTpolika napamMeTpoB 6e30nacHOCTU Ha BKajKe
Knrouwn. [laHHas ciTyaLmMs MOXET BO3HUKHYTb B CEAYHOLMUX ClyYasX:

e Bbl nepeHoCKTE KOHTEHEP KJIOYEN C APYroro KOMMbloTepa.

e Bbl chopmmpoBanu 3anpoc Ha cepTudukat (cm. MNpoLiesypa 0OHOBAEHUA KItOYa 371€KTPOHHOW
noAnucyn n ceptudrkaTa) U NOAYUYNIN Ha Hero cepTudumkaTt 13 nporpammel ViPNet
YaocToBepatoLmin 1 KNHOYEBOW LIEHTP He MO CeTH, a B OTAe/IbHOM daiine.

e Y Bac ecTb KOHTeWHep katouel, cbopMmpoBaHHbIiA ¢ nomoLbio ViPNet CSP
(cm. Kpuntonpoeangep ViPNet CSP). O Tom, kak cdopmMupoBaTb KOHTeHep kntouel B ViPNet
CSP, cm. B sokymeHTe «ViPNet CSP. PykoBoAcTBO Nosib30BaTeNfA».

g BHuMmaHue! Henb3s ycTaHOBUTbL KOHTeNHep katouel, chopmMumpoBaHHbii B MO ViPNet
BEPCUM HUXKe 3.2.X.
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Bbl Tak>Ke MOXeTe yCTaHOBUTb KOHTENHEP KtoYel ¢ noMoLbto nporpaMmmel ViPNet CSP, Bxoasuen B

coctaB ViPNet Client. Ho npu 3ToM ncnonb3osath KAtO4 U cepTUdUKaT U3 TaKOTO KOHTENHEpPA KNHOYEN Bbl
CMOXETe TOJIbKO B TOM CJly4yae, ec/iv BaM PaspeLLeHO UCMob30BaHME BHELIHUX CEPTUHUKATOB

(cM. [lononHWTebHbIe HacTPOWKK NapaMeTpoB He3ornacHoCTK). B npoTnBHOM cinyyae, oHn ByayT

HeAOCTYMHbI BaM, JaXKe eC/iv KOHTENHep katoyeln byaeT yCTaHOBAEH.

N5 yCTaHOBKM KOHTEMHEpPa KNKOYen BbIMNOAHUTE Clesytolme 4encTBus:

1

2 B okHe ViPNet CSP — nHuymanumsaumsa KoHTeHepa Krua yKaXxnute Mecto XpaHeHWs KOHTelHepa

B okHe Hactpoiika napameTpoB 6e3onacHocTu Ha Bkaagke Knroum Haxxmmnte YcTaHOBUTD

KOHTelHep.

K/HoYen:

o Nanky Ha ANCKE;

o YCTPOWMCTBO C yKa3aHueM ero napametpos v MNVH-koaa.

ViPMNet CSP - MHMUMANW33LMA KOHTERHERE KNOYeR @I
3 YKEHMTE MECTO XPAHEHWMA KOHTEAHEDE KNtoYei,
&
WMMA KoHTeRHEpa: |sgn_cont . d |
Manka Ha AncKe: C:/Program Files/InfoTeCS/ViPNe N6zap. ..
@) Bribepute yoTpolicTBo: |eToken Aladdin{00334a 1c ) v|

BeeauTe MWH-+<oa: LLLITT]

Coxpatuts MWH-+on

] | COTHeHa

@ OK

PucyHok 122. YcmaHoska koHmeliHepa kiroyeli

Haxmute OK.

3 B okHe Ha3HaueHue cepTudmKaTta TeKYLLMM BbibEpUTE COOTBETCTBYIOWMNIA CEPTUDUKAT N HAXXMUTE

OK.

B pe3ynbTaTe K/IOY 31EKTPOHHOM NOANUCU U cepTUdMKaT, KOTOPbIE XPaHATCS B BbIBPaHHOM KOHTENHepE,

6yayT HazHaueHbl TekywmMun. IHdopmauwms o ceptndurkaTte, KOTOPbIA XPaHUTCA B YCTAHOBAEHHOM

KOHTeI‘/JIHepe, OTO6pa3VITCﬂ Ha BKJajgke 3ﬂeKTpOHHaFI noannchb.

ViPNet Client 4. PykoBoacTBO nosnb3oBaTens

259



[lepeHOoC KOHTEMHEepPa KIKOYen

MepeHOC TekyLLero KOHTENHepPa KAOUe MOXET NOTPeboBaTbCA A1 U3MEHEHUSA PACMOIOXKEHNS
KOHTeNHepa, HanpuMep, ecNn XpaHeHWe KOHTENHepa Mo NpexHeMy NyTn 66110 NPU3HaHO
Hebe3onacHbIM.

MpumeuaHue. NepeHeCT MOXHO TONIbKO KOHTENHEep C KatoyaMu, CGOPMUPOBaHHbIMU B

MO ViPNet Bepcun He Huxe 3.2.x.

He pekomeHayeTcs nepeHOCUTb KOHTENHEP BPYUHYHO, MEHAS ero pacroioXeHne Ha
Aucke. Ecav 310 NpounsoLwLno, BeINOAHWTE YCTAaHOBKY KOHTelHepa (CM. YcTaHoBKa

KOHTelHepa katoyen).

He nogaep>xmBaeTcs NepeHoOC KOHTENHepa KArUel Ha yCTPOICTBa C annapaTHOwM

peanusauuent kpuntorpadpuyueckmx GyHKLUA.

[.ns Toro UTOBbI NOMEHATH PaCcNoNOXKEHNE KOHTeNHepa KtoYel:
1 B okHe HacTtpoiika napameTpoB 6e3onacHOCcTM Ha Bkaagke Karoun Haxxmute MepeHectu.

2 B okHe ViPNet CSP — nHnumnanmnsaums KoHTeliHepa Katouel yKaXKmTe HOBOE MeCTO XpaHeHus
KOHTeiHepa Katouel:

o Nnanky Ha AUCKe;

o YCTPOMCTBO C yKazaHueM ero napametpos v MH-koza.

MpumeyaHwue. [ns NCNO/b30BaHUA KaKoro-1Mb0 BHELLHEro YCTPOMUCTBa HEOHXOAMMO
MOAK/HOUUTL 3TO YCTPOMCTBO M YCTAaHOBUTL ANS HETO ApaliBepsl. [epeveHb

NOAJEPXUBAEMBIX YCTPOWCTB XpaHEHUS JaHHbIX U Nosie3Has uHbopmMaums ob

MCMOb30BaHMMN YCTPONCTB COAEPXKUTCS B pasfene BHellHWe yCcTpolicTBa).

YkaxxuTe napob 415 AOCTyNa K KOHTEWHEPY KAFOUe, eCn NOSBUIOCL COOTBETCTBYHOLLEE
coobuleHue.

KoHTelHep kitouen ByaeT nepeHecéH no ykasaHHOMY MyTu.

YCTaHOBKa CepTMdmKaTa B KOHTEMHED KrOUen

Ecnn no kaknm-To NpuymMHam Ball cepTUPUKaT He HaXOAUTCA B KOHTEMHepe Ktouen, Bbl MOXeTe
YCTaHOBWTb €ro B KOHTEMHEP KItOUen BPYUHYH. YCTaHOBUTb CepTUdMKAT B KOHTEMHEP MOXHO Kak B
nporpamme ViPNet CSP, Tak 1 B okHe HacTtpolika napameTtpoB 6e3onacHocTu. [pu 3ToM B 060u1x
Cyyasx KOHTerHep Katouen JoaKeH 6biTb YCTaHOBAEH B MPOrpaMmy.

Cosert. CoxpaHeHve cepTrdukaTa B O4HOM KOHTEHEPE C KJIFOUOM 3/1EKTPOHHOWM
MOANWCK YAOBHO, ecin KOHTENHEP MAaHWUPYETCA NMEPEHOCUTb U yCTaHaBIMBaTb Ha
APYroM KomrbtoTepe.
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YcraHoBKa cepTudmKaTa B KOHTEMHEP ¢ nomoLbto nporpammbl ViPNet CSP onuncaHa B AOKyMeHTe
«ViPNet CSP. PykoBoacTBO Nosib3oBaTeNsi». YToObl YCTaHOBUTL CEPTUPMKAT B KOHTENHEP KAHOUEN B OKHE
Hactpoiika napameTpoB 6€30MacHOCTH, BbINOJAHUTE CAeAytoLmne AeACTBUS:

1

2
3
4

Mepenante Ha Bknaaky Knroum.

YCTaHOBUTE KOHTENHEP KIHOUEW, €C/IN OH HEe YCTaHOBAEH (CM. YCTaHOBKa KOHTENHEPa KatOYen).
MepenanTe B CBONCTBa KOHTeHEpPa C MOMOLLbIO KHOMKK MpocmoTp.

B okHe CBolicTBa KOHTeWHepa katoueir HaxmuTe [lobaBuTb.

YkaxuTe dparnin ceptudukata, KOTOPbIA COOTBETCTBYET KAHOUY 3NEKTPOHHOM NOAMUCH, HaXOAALLEMYCA
B KOHTeWHepe. Ecn bygeT ycTaHOBAEHO, UTO yKa3aHHbIN cepTudurKaT COOTBETCTBYET KAOUY
3NeKTPOHHOM Noanuncy, oH byaeT AobaBneH B KOHTeHep. B NpoTMBHOM cayyae, NosBMTCA
COOTBETCTBYIOLLEe COObLLeHMe.
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BO3MOXHblE HEMOIaAKM

CHop AMarHoCTMyeckom MHGopMaLmm npu
BO3HWKHOBEHMW HEMONaA0K

Mpw obpalyeHnm B cnyxby noaaepxkun NMuboTeKC notpebyeTcs npegoctaBnts MHGOPMaLIMIO O
KOMMbOTEpPe, Ha KoTopoM ycTaHoBseHo MO ViPNet. Ha ocHoBe 3Toi MHGOPMaLMK COTPYAHMKN CMOTYT
BbIABUTb NPUUYNHBI HEMONAAOK U OMNPEesenTb CNocobbl UX yCTpaHeHus.

WNHdopmMaLmio 0 KOMMbloTEPE Bbl MOXETE MOYUYUTb C MOMOLLBHO yTUANTLI lumpdiag, BcTpoeHHow B MO
ViPNet Client. Ytunuta cobupaet nHbpopmMaLnio o KOMMbroTepe (Hanpumep, MHGOpMaLMIO O CUCTEME,
KpunTorpapunyeckom OKpy>XeHUM U Tak gasnee) HeaBnucumMo oT paboTtocnocobHoctu MO ViPNet Client.

Mpumeuanwme. B npouiecce paboTbl yTnanTbl cOOp Balleli KOHPUAEHLMaNbHOM
nHpopmaumm He npounssoanTca. Komnanmna NHpoTeKC oTBeTCTBEHHO NOAXOANT K

3almTe Bawwel AMYHOW MHPOPMaLIMK 1 MPUHMMaET BCe Mepbl A5 NPesoTBpaLLeHns
HecaHKLMOHWPOBAHHOIO JOCTYNa UAW pa3raaleHns MHGOopPMaL MK, KOTOPYHO Bbl HaM
npegocTtaBaseTe.

C NomoLLbH YTUANTBI Bbl MOXeTe cobpaTb HeobXoANMY MHPOPMaLLMIO ABOo B apxmB, AM6O B Nanky
\SysEnv, KOTOpasi aBTOMaTU4eckn co3aaétcsa B nanke yctaHosku MO ViPNet Client.

Ons paboTbl C yTUAWTON 3amyCcTUTe KOMaHZAHYH CTPOKY OT MMEHW aAMUHUCTPaTOpa U nepengute B nanky
ycraHosku MO ViPNet Client.

Ons nonyyeHns cnpasku No YyTUAUTE B KOMaHAHON CTPOKe BBeAUTe: lumpdiag -h, rAe h — Koy,
KOTOpbIV BbI3blBaeT cnpasky. Ecam yTuanTta Bbi3BaHa 6e3 ykaszaHWA Kaknx-anbo katouen, cumtaeTcs, Yto

OHa BbI3BaHa C JaHHOW onuunen.
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Ans cbopa nHdopmaLnm B KOMaHAHOW CTPOKe BBEAUTE:

lumpdiag -a [<archive file>], rae:
e —a — KJIHOY, KOTOPbIV 3aMyckaeT npouecc cbopa MHGopMaLmm Ha KOMMLIOTEPE;

e <archive file>— NyTb K apXMBY, B KOTOPbIA ByayT ynakoBaHbl pannbl, CObpaHHbIe B
pe3ynbTate paboTbl yTUAUTBI.

Ecam npw cbope nHPopmaLmm napameTp <archive file> He BblN yKa3aH, TO cobpaHHas
nHdopmauma byaet coxpaHeHa B nanke \sysEnv nanku ycraHosku MO ViPNet Client (no
YMOJUAHUIO: c: \Program Files (Program Files (x86))\InfoTeCS\ViPNet Client). Eciu
nanka \SysEnv yXe CyLecTByeT, TO yTWIMNTa 3anpoCuT y BacC paspeLleHmne Ha nepesanuncb
COZeP>XXMMOrO nanku.

HEBO3MOXHO YCTaHOBWTb MM OOHOBUTE
NpOrpamMmy

YcraHoBky, o6HoBaeHWe nan yaaneHue ViPNet Client moxeTt 610kMpoBaTh:
e nporpamma Kaspersky;

e nporpamma 360 Total Security.

YctaHoBKy 6i0knpyeT nporpamma Kaspersky

®yHkuMa camozawuTel nporpammel Kaspersky MoxeT 3a610KkMpoBaTh YCTaHOBKY UM OBHOB/IEHWE
ViPNet Client.

[Ans yctaHoskm ViPNet Client BbInonHUTE OAHO U3 AEACTBUIA:

e OTKOUUTe camo3alyuty Kaspersky (MoxeT 6biTb 3ab10KMpOBaHO NOAUTUKOM HBe3onacHoCTy,
NPVHATON B Ballen opraHusaumm);

e 3anpocute B cnyxbe nogaepxkm Kaspersky natu 3140 (nogxoaut ans MO Kaspersky Endpoint
Security), ycTaHOBWUTE MaTy 1 Nepe3arpy3nTe KOMMbLOTEP.

BHumaHue! ECu Bbl NPUOCTaHOBUTE aHTUBUPYCHYHO 3aLLUTY UAU BbilAZeTe U3 NPOorpaMmbl
/A\ Kaspersky, npobnema He byzeT peleHa. Heo6x041MMO OTKNHOUMTL CaMO3aLLUTY OMMUCaHHBIM
HUXe cnocobom.

YT10bbI BpEMEHHO OTKAOUNTL camo3alnTy Kaspersky:
1 B okHe nporpammbl Kaspersky Anti-Virus nan Endpoint Security Boibepute Hactpoiika.
2 Ha ctpaHuue Hactpoliika BbibepuTe pa3gen JonoaHutenbHo v 3atem Camo3alymra.
3 B MNapametpax camo3zawmTbl cHUMUTE GaaxKok Bkarountb camosawmry.

4 B okHe noatBepXaeHUsa HaxmuTe MNpoaoIKUTh.
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r - EEN
NapaMeTpsl CAMOIAUHTE KASPERSKY#

CamoaammTa

flad AAOMIETE EALASIH Y CHUOISLATY AN SBSCNEUCIHE SONCANTEAume BEIOMBINOITA EALET0 KOAMMATERE

o Brmsoruare canscampeTy

Tps easgraprnced CHMOIMUHTE BADOADTITON BOE NOOMETEN MINEHERAR 1 aaseres Saracs Kanpeniy Anb-Yinus, npouscoos @

[ — =

dag wamerenrn BebpaMHey NADAMETPOR HeoSxNoaMe
BALWE NOSTHESEHME,
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Pucyrok 123. OmknrodeHue camosawumel 8 aHmusgupyce Kacnepckozo

Mocne oTkNtoUeHMs camo3alumTbl Kaspersky 3aHoBo HauHuTe yctaHoBky ViPNet Client. OtkatoueHune
Ccamo3aLLuTbl TpebyeTcs TONbKO Ha BPeMSA YCTaHOBKM.

YctaHoBky 6aokupyeT nporpamma 360 Total Security

®yHKLMA 3aWmTbl peecTpa 1 darinoBon cucteMbl Nporpammbl 360 Total Security moxeT 3abaokumpoBatb
yctaHoBky ViPNet Client.

Yrto6bl ycTaHoBuUThL Nporpammy ViPNet Client, BpeMeHHO OTKAHOUUTE 3aLLuMTY:

1 B nporpamme 360 Total Security WwénkHuTe 3Ha4oK []g B BEPXHEM JIEBOM YI/1y NPOrpaMmbil.
2 Ha BepxHen naHenn HaxmuTe Hactpolika.
3 Bblbepute pexxum 3awmutel HactpanBaembiii.

4 Otkntoumnte dyHKLUMM 3awmTta peectpa 1 Daiin 3aWmTbl CUCTEMBI.
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MoxanyrcTa, BeibepuTe pexvum 3amTsl

BeicTpoaeicTene OnTUManbHbLIA BesonacHocTb

HacTpavsaeMbli

3awwTa UMhpPOBO BANKTHI >

fEh 3awwnTa MHTepHeTa

AkTuBHO: 3

OTKMIOUUTE SEWNTY Hazan ‘

PucyHok 124. Hacmpolika 360 Total Security

« MpoBepKka 3arpyxaeMelx chainos @D - ZawwTa oHNaRH-NOKYNOK [ @]
+ BNokvpoBKa BpeA0HOCHEIX CAATOE a
L—El 3awmTa cucTeMbl AxTueho: 2
+ JawmTta USB-HocKuTenA @D - BnokWpoBKa CETEBLIX Yrpo3 a»
« MNoBeneH4eckan GNOKMpOBKE [ @] Iqﬂaﬁn 3aWNTEI CUCTEMEI C‘I
|3aLu,u|Ta peecTpa C'I MpoEepATE chain Npl cOXpaHeHMn (@ ]
[MpoEEpATL chain NpY OTKPEITIK I - Vicnonszoearts aewxok KunPeng »
KMcnonesoBaTe OBMXOK Avira (@ ]

MpUMEHUTE

5 YcraHosute nporpammy ViPNet Client n dainn katouen n cnpasouHmkos DST.

6 Bkatouute dyHkumKM 3awmTa peectpa v Paiia 3awmTbl cuctemsbl B nporpamme 360 Total Security.

[Tocne obHoBneHnd ViPNet Client Ha y3ne
¢ VIPNet LIYC B cetv He NprHUMAarOTCA
ODHOB/IEHMA CNPABOYHMKOB U3 JOBEPEHHOW CETU

Ecau Ha y3ne c ViPNet LYC nam ¢ ueHTpom ynpasnenuns ViPNet Prime:

e B Ballei ceTu ycTaHOBAEHa akTyanbHas Bepcusa ViPNet Client,

e B /lOBepeHHOM ceTu ycTaHoBseHa npowwnas sepcua ViPNet Client,

TO B Ballleil CeTn He 6yAyT aBTOMaTn4veCckn NpUHUMaTbCA obHoBNEHUS CNpaBOYHUKOB N3 3TOM
AOBEPEHHOI‘/’I cetn. OcTanbHOE MexceTeBoe BBaVIMOAeVICTBVIe HEé HapyLwunTca.

Y1066l O6HOBNEHMA CNPABOYHUKOB aBTOMATUUECKN NMPUHUMANNCE, MONPOCUTE aMUHUCTPaTOPOB
LOBEPEHHON ceTu ycTaHOBUTL Ha y3ne ¢ ViPNet LYC van ¢ ueHTpom ynpaenenms ViPNet Prime

aktyanbHyto Bepcuto ViPNet Client:

e ViPNet Client for Windows 4.5.3 hotfix 7 v Bbiwwe
nan ViPNet Client for Windows 4.5.5 hotfix 9 n BbiLue,

e ViPNet Client 5 for Windows 5.1 v BbiLle,
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e ViPNet Client 5 for Linux 5.0.0 vnaun 5.1.3 v Bbiwwe.

[lo ycTaHOBKM aKTyanbHOM BepCUM B JOBEPEHHOM CETU Bbl MOXETE YCTaHOBUTb OOHOBAEHUS BPYUHYHO.
[ns 3TOrO Noay4YMTe OT aAMUHUCTPATOPa JOBEPEHHOW CETU OBHOBNEHUNS LOBEPEHHBIM CMNOCOOOM.

He npumenaeTca obHoeHWe 10, oTnpaBieHHoe
13 ViPNet LIYC

MprurHbI HeyaauHoro o6HoBAeHUA MO MOryT ObITh CIeAYHOLLUMU:

e [lporpamme yCTaHOBKM He yAanochb 3aBepwnTb paboTy Bcex komnoHeHToB MO ViPNet
(Hanpumep, Kakne-To kKomnoHeHTbl MO ViPNet 6b11m 3anyLeHbl B ceccum Apyroro
nosb3oBartens).

Ans pewenHna npobnembl 3aBepwnte paboty Bcex komnoHeHTos O ViPNet uan nepesarpysute
KOMMbIOTEP.

e  YcTaHOBKY 6/0KMPYET aHTMBMpPYCHas nporpaMmMa. s peweHus npobaemsl nepengute K
pasgeny Kaspersky nam 360 Total Security.

e BosHukam npobaemsl coeMmectmocTy MO ViPNet ¢ BawnmmM KOMMAbHOTEPOM.

Ansa peweHnsa npobaemMbl COBMECTUMOCTM:
1 Y6eautech, UTo KOMMNbIOTEP YAOBAETBOPSAET CUCTEMHbBIM TpeboBaHuaM ans ycraHoBku 1O ViPNet.
2 [lepe3arpysuTte KOMMbOTEP, HAa KOTOPOM He yaanocb obHoBuTb MO ViPNet.

3aTem oTnpaBbTe 06HOBAEHWE U3 nporpaMmbl ViPNet LieHTp ynpaBaeHuns ceTbio 1 NPYMUTE ero Ha
y3ne (cM. ObHoBneHMe, oTnpaBaeHHoe n3 ViPNet LleHTp ynpaBaeHus ceTbto).

3 3anyctute ycTaHOBKY MporpaMmbl 13 yctaHoBouHoro EXE-daiina Ha kakom-nnbo ceteBom y3ne. Ecan
npw yctaHoBKe 6yayT 06Hapy>KeHbl MPO6aeMbl COBMECTUMOCTU, BbIMOJHUTE MPEAJIOXKEHHbIE
pekoMeHAaL N ANs BCeX KOMMbIOTEPOB, Ha KOTopble ycTaHaBavBaeTca ViPNet Client.

3aTem oTnpaBbTe 06HOBAEHME 13 nporpaMMbl ViPNet LLeHTp ynpaBaeHus CeTblo U MpUMUTE €ro Ha
y3ne.

4 Ecav yctaHOBUTb OGHOBIEHWE He yaanocb, obpatuteck B cyxby noaaepxkn NHdoTeKC (cm. Coop
ANarHOCTUYeCKOM MHPOPMaL MU MPU BO3HUKHOBEHMN HEMONaj0Kk).

HeBo3MOXHO 3anycTmTtb ViPNet Client

Bo3MOXHbI ¢ eayrowme cutyauunin:

e [lporpamma ViPNet Client 6bina yaaneHa ¢ komnbtoTepa AMb60 6bian yaaneHbl daiinbl,
HeobxoaunMble ans eé paboTbl. MNepeyctaHOBUTE NporpaMmy, 1M6o obpaTUTeCh 38 MOMOLLBHO K
aAMVHNCTPaTopYy.
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e Ec/iv Ha ceTeBOM y3/1e OZAHOBPEMEHHO ycTaHoBAeHbl NporpaMmel ViPNet Registration Point u
ViPNet Client 1 cpok aercTBus amueH3nmn Ha posab «VPN-kaneHT» UCTEK, AanbHelwasn paboTa ¢
nporpammoi ViPNet Registration Point 6yaeT HeBo3MoxkHa. a5 npogosxeHus paboTbl ¢
nporpammoii ViPNet Registration Point Heo6xoaMMO 0BHOBUTL NIMLLEH3UIO B MPOrpaMmMe
ViPNet LleHTp ynpaBneHus cetbto (cM. gokyMeHT «ViPNet LieHTp ynpaBieHus ceTbto.
PykoBoACTBO agMUHUCTpaTOpa», pasgen «OB6HOBIEHNE TNLIEH3NN»).

e Ecaum ans Bxoga B NporpaMmMy Bbl MCMOJIb3yeTe BHELLHEE YCTPOWCTBO, TO OTKAOUNUTE B
nporpamme ViPNet CSP Bce Hencnosib3yemMble yCTPONCTBa AN ayTeHTudUKauuu. MNoapobHee
cM. «ViPNet CSP 4.4. PykoBoACTBO NoJib30BaTeNs», pasjen «HacTtpoiika cnmncka onpatluvBaembix
YCTPOWCTB>.

ViPNet Client He 3anyckaeTtcd nocae 3arpysku
Windows

Ecnun Ha Ballem KoMMbtoTepe paboTaeT HECKOIbKO MOb30BaTeNEN U KOMMNbIOTEP HAaXOAUTCA He B
AoMeHe, To nocse Bxoga B Windows nporpamma ViPNet Client MoxeT He 3anyckaTbCst aBTOMaTUUECKMN.

[Ans cnpaeneHns Npo6aemMbl BbINOJHUTE CEAYHOLWME HACTPOMKN:

Ana Windows 10 Bepcuu 1709 v Bbiwe:
1 B meHto Myck LH BbibepuTe MapameTpsbl 53 > YuetHble sanucn S > MapameTpbl BXoaa.

2 B pa3gene KoHburaeHUManbHOCTb BKIOUMTE NapameTp Mcnonb3oBaTb MOU JaHHbIE A/l BXOAQ,
UTO6bI aBTOMATUUECKM 3aBEPLUUTb HACTPOMKY YCTPOWCTBa Nocsie 06HOBAEHN .

Ons Windows 10 Bepcumn 1703 n Huxe:

) o
1 B meHto Myck LH BbibepuTe MapameTpsbl {53 > O6HOBNEHWe 1 6e30MacHOCTb ' > LlenTp
o6HoBseHna Windows > [lonoaHuTebHble NapameTpbl.

2 B pasgene I'Iapameprl o6HOBIEHMSA yCTaHOBUTE ¢J1a>|<0|< Ncnonb3oBatb moun AaHHbIe Anda BXoAa,
UYTO6bI aBTOMATNUECKN 3aBeplnTb HaCTpOVIKy yCTpOVICTBa nocsie o6HoOBAEHMS.

Cosert. YT06bI y3HaTL Bepcuto Windows 10, B MeHto MNyck BBeauTe KOMaHay winver u

HaxxmuTe Knasuwy Enter.
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HeBO3MOXHO MPOW3BECTM aBTOPM3aLMIO
nonb3oBatend ViIPNet

Mpw nosiBIEHNM TaKOW OLWMOKM:

1 3arpy3ute KOMnbloTep B 6e30MacHOM pexxmme.

2 B meHto Myck BoibepuTte ViPNet > Hactpolika komnoHeHToB ViPNet Client.

3 Ha ctpaHvue YnpaeneHue coctaBom ViPNet Client BoibepuTe BocctaHOBUTD.

Mocne BoccTaHOBIEHNA nporpamMmmbl 3anyCctmte KOMNbHOTEP B 06bIYHOM pexume.

Ecan nprBeaéHHble aeicTBMA He noMoran BonTK B nporpammy ViPNet, obpatutech B cyxby
noagep>xkun VIHpoTeKC.

He HanaeHbl KNHOUM NOb30BaATENSd MW HEBEPHbIM
Mapob

B 3ToM cnyyae nporpaMma BbIAaET caegytoliee coobLLeHwe:

[FY viphet Client = =R ES

G Hit HATA AL K0 MOMBI0BAT AN I HEBADH: NANONS.

= ]

Pucyrok 125. CoobujeHue o HegsepHOM naposie

Bo3moxkHble BapuaHTbl peleHnsa ﬂpO6ﬂeMbII

MpoBepbTe cocTosHMe knaBmwmn Caps Lock.

MpoBepbTe packnajKy KAaBuaTypbl, UCMOb3ys COOTBETCTBYHOLMIA UHAMKATOP B OKHE BBOAA
napons. Ecam ncnonb3ayetcs caydaiHblil Napob, ero cesyet HabmpaTb B aHMUACKON
packnajke KnaBuaTypbl.

MpoBepbTe NPaBUIbHOCTL MAPOS 1 eLLE pa3 BHUMATENbHO Habepute Naposb.
Bo3MOXHO, KNtOUM MoAb30BaTeNs YCTaHOBJ/IEHbI B Manky, KOTopas OTJNMYaeTCs OT Nanku KAtouen

noJsib3oBatenda no yMmoad4aHuro.

. i ~

B 3ToM ciiyuae B okHe BBOZa Napons WENKHUTE 3Ha4OK :] cnpasa OT kKHonkn Hactpolika, B
MeHto BbibepuTe MNanka katoven Nnoab3oBaTens 1 ykaxkuTe MyTb K Nanke Karoyen
nonb3osaTens.

Ecnv onepaumoHHas cnctema eLé He 3arpy>keHa, B okHe BBoga napons ViPNet HaxmuTte
OtmeHa. Nocne 3arpy3skun onepaumoHHon cuctemsl 3anyctute ViPNet Client n ykaxkuTe nyTb K
narnke K/to4ein nonb3oBaTens.
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Owmnbka npm MOBTOPHOM pa3BopaumBaHmm DST

Ecnv naponb ans Bxoga B nporpammy ViPNet Client coxpaHeH B peecTtpe, To nocie yCTaHOBKU HOBOTO

ANCTPMBYTUBa KAOYEN NpK 3amnycke NporpamMMbl MOXET MNOABUTLCA coobLeHne 06 owmnbke. B atom
C/lyyae A/i1fl MEPBOTO BXOZa B MpOrpammy BBeAWTe naposib. [py nociesyrowmx 3anyckax nporpaMmbi
BBOJ, Napoisi He noTpebyetcs.

He yaaéTca BbIMOAHUTE ayTEHTUOUKALMIO C
MOMOLLBFO CepTMOMKaTa

Ecav Bam He yaaétcsa Bolitn B nporpammy ViPNet Client, ucnonesysa ans ayteHTudukaumm ceptndukart u
COOTBETCTBYHOLLMI €My KNHOY 3NEKTPOHHOW NOANUCHK, KOTOPbIE XPaHATCA Ha BHELIHEM YCTPOWCTBE, 3TO

MOXET ObITb BbI3BAHO OAHOI;I M3 cnegyrowmnx NnpuynH:

BHelUHee yCTpoNCTBO He obecneumnBaeT annapaTHyro noaaepxky aaroputmon FOCT.

BHeluHee yCTPOICTBO XpaHeHWs JaHHbIX He nogaep>kmsaeT ctaHgapT PKCS#11. MNposepuTs,
noaAep>X1BaeT v Balle YCTPOWCTBO 3TOT CTaHAAPT, MOXHO B pasjene BHelwHWe ycTpolicTaa.

Cpok AevicTBusA BbibpaHHOTO cepTudukata UCTEK. Mpu Boibope HedeNCcTBUTENBHOMO
cepTudumKaTa NOSBATCA COOTBETCTBYHOLLIEE COOBLLEHNE. B 3TOM ciyuae creayeT nepegatb
cepTvodUKaT aAMUHNCTPATOPY BaLLEro yA0CTOBEPSHOLLErO LIEHTPa 415 OBHOBAEHNS.

Bbi6paHHbI cepTudmKaT MPUCYTCTBYET B CNINCKE aHHYJIMPOBAHHbIX CEPTUHUKATOB, KOTOPbIA
YCTaHOBJIEH B XpaHWVLLe JaHHOro y3na. [Mpu BbIGOpe aHHYIMPOBaHHOTO cepTudukaTa
MosIBUTCA COOTBETCTBYHOLLLEe COObLLEHMe. B 3TOM ciiyyae cresyeT o6patntbcs K
aAMVHNCTPATOPY Ballero yAOCTOBEPSOLLEro LieHTpa.

Bbi6paHHbI cepTuduKkaTt He MMeeT HazHaveHus «LLlndppoBaHue kroueli». 3To paclunpeHme
JOIKHO oTobpaxaTbcs B okHe CepTudukart, Ha Bkiagke Cocrag, B none UcnonbzoBaHue
Katoya. B aTom cnyuae cnegyet obpaTuTbCs K afMUHUCTPATOPY BaLLEro YA0CTOBEPSOLLErO
LeHTpa A/18 nepeunssaHns ceptudukara.

Bbl ncnonb3yete BHelwHee ycTporicTBo JaCarta ¢ annnetom PKI. 3anpoc Ha ceptudumkat ansa
3TOro ycTponcTBa cneayet co3gasathb B MO «EamHbiv kaneHT JaCarta» Bepcun 2.12 v Bbllue,
NOCKO/bKY TONbKO B 3TOM MO BO3MOXHa 3anmncb OTKPLITOrO KAto4a Ha YCTpOoMCTBO. Ecan

MncnoJsib3oBaHne <<EAVIHOFO KJINEHTa» HEBO3MOXXHO, nepep,a|7|Te yCTpOVICTBO npon3BoAUTENO A4

3anncy Ha Hero OTKpbITOro Kako4a.
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[Tocne 0B6HOBNEHMA NPOrPaMMbl HABNHOAAKOTCH
nepebon B paboTe 3aLNLIEHHOW CeTH

Mocne obHoBAeHMA MO ViPNet Client Ha ceTeBbIx y3/1ax MOTyT He nepesaBaTbcs OOHOBEHUS
CNPaBOYHMKOB W KAtOYEW Man nNucbMa [enoBoi NouTkl. 3TO MOXET ObITb CBA3aHO C TEM, YTO Ha
HeKOTOpPbIX CeTeBbIX y3/1ax B HacTpoikax Mogyns MFTP yka3saH kaHan SMTP/POP3, a HoBas Bepcua
nporpammel He NOAJEPXMBAET nepejady KOHBEPTOB MO 3TOMY KaHany.

Ans pelweHns npobiembl BbINOAHATE Caeaytolime 4eACTBUS:

e [1o BO3MOXHOCTW OBHOBUTE NporpammMy Ha Bcex ceTeBbix y3nax ¢ OC Windows o Bepcun 4.5.1
WU BbILLE.

e Ha ceteBbix y3nax Windows ¢ npexHei Bepcuern NporpamMmmbl Wav NPOrpaMMHbIX
koopamHaTtopax Ha OC Linux n MNMAKax B HacTpolikax moaynst MFTP 3ameHuTte kaHan SMTP/POP3
Ha MFTP

MoapobHee ana MO Windows cM. gokymeHT «ViPNet MFTP. PykoBoacTBO agMUHUCTpaTOpa», pasaen
«YnpaBaeHne KaHanaMun nepesayn KOHBEPTOB».

MoapobHee ansa MO Linux n NAKoB cM. JokyMeHT «HacTpoika C NOMOLLbHO KOMaHAHOW CTPOKMW», pa3sen
«BbI6Op KaHana nepesaun KOHBEPTOB>.

HEeBO3MOXHO COXPaHWTb Mapo/ib

CoxpaHeHre Naposs B peectpe MOXET NPOTUBOPEUUTb periaMeHTy 6e30nacHOCTX BalLelr opraHu3aLmm.
3Ta BO3MOXHOCTb OnpesenseTcs HacTporikamu nporpamMmsl ViPNet:

e B pexume pabotbl agMmuHuctpaTopa nporpammbl ViPNet Client (cM. JlononHuTenbHble
HaCTpoWMKM NapamMeTpoB He3onacHoOCTK);

e B nporpamme ViPNet Administrator.

Ecnn BaM HEOBXOAMMO COXPaHWUTL NapoJib, 0BpaTUTECh K aAMUHUCTPATOPY CETEBOTO y3aa nan
agMuHuctpatopy cetn ViPNet.
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HEeBO3MOXHO YCTAaHOBUTL COeANHEHWE C OAHNM
13 3aLUMLLEHHbBIX Y3108

BO3MO>XHbIE MPUUMHBI:
o CeTeBOW y3en BbIKAOYEH WM Ha HeM He 3anyuieHa nporpamma ViPNet Client.

. Het KJHO'«IEI‘/II, HeO6XOAI/IMbIX 4NA CBA3U C CETEBbLIM Y3/10M. O6paTI/ITECb K agMUHNCTPAaTOPY CeTn
ViPNet.

. Baww KOMMNbOTEP CI)I/I3I/ILI€CKI/I He FIO,CI,KJ'II-OL—IéH K CETUN NN HE NMEET BbIXO4a B MHTEPHET.

HEBO3MOXHO MOAKAHOUMTLCA K PECYPCaM B
MHTEPHETE

Bo3moxxHble NPUYNHbBL

e CoeanHeHWe C pecypcamu MHTepHeTa 3a610KMpoBaHO GUABTPaMU OTKPLITON CETU UK
3abnokmpoBaH IP-Tpadurk komnbloTepa. Ybeantech, UTO HaCTPOEHbI ceTeBble GUALTPSI,
paspeluatome coeagnHerue c Tpebyembimu agpecamm (cMm. CosgaHve GUALTPOB AJiA OTKPbLITON
ceTn), a Takxke B ToM, UTo IP-Tpadmk KomnbtoTepa He 3abs0knpoBaH (06 3TOM CBUAETENBCTBYET,
Hanpumep, Haanure B MeHo Paiin > KoHdurypaumm komaHabl baokuposatk IP-Tpaduk).

e Ha komnbtoTepe ycTaHOB/eHa Bepcus aHTMBMpPYca Avast, koHdaukTyrowas ¢ MO ViPNet.
O6HoBUTe Avast f0 aKTyaabHOW BEPCUN.
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MeaneHHoe CoearHeHME C pecypcamm B
MHTEPHETE

Ecan Bbl ncnonbsyete MO Kaspersky n nocne ycraHosku nporpammel ViPNet Client coeanHerme ¢
calTaMu B MHTEPHETE MPOUCXOANT OUYEHb MEAJIEHHO, BbINOJIHUTE CeAytoLne HaCTPOMKN:

1 B nporpamme Kaspersky Total Security Haxxmute HacTpoiika, 3atem Bbibepute pasgen
JononHutenbHo > CeTb.

2 Ha ctpaHuue MapameTpbl ceTn cHUMUTE Gaaxxok BHeapATb B TpaduK CKPUNT B3aMMOAeNCcTBMA €

Beb6-CcTpaHnLaMu.

@ Kaspersky Total Security ? — *

< [NapameTpbl ceTn

Yuer cToMmocTH nogKnYeHWA

OrpaHvWuveaTs Tpapyk Mpu TMMUTHOM NOAKIFOUEHUN

Ob6paboTka Tpaduka

I BHegpaTe B Tpadwk CKpUNT E3aMMOAERCTENA ¢ BeB-CTpaHMuaMmn @ I

KoHTpoaupyemble noprel
KoHTpeAMpOEaTE BCS CETEELIS NOPTE

© KoHTpONMpOERaTh TONLKG BLIGPAHHEIE NOPTEI Bribparts...

Mpoeepka 3aWMUEHHBIX COEAWHEHWA

Ha HekoTopbix CaliTax NPOESPKA 33WMWLLIEHHEIX CORAWHEHWIA HE BBINONHASTCA 43Xe NOCNE YCTAHOBKW CEpTUOMKATa
"NabBopatopuw Kacnepckoro”.

He NpoeepsTs 23LMIEHHEIE COSANHEHNA
© Mpoeepats 2aULIEHHEIE COBAMHEHWA NO 2aMNPOCY KOMNOHEHTOR 2auuTel (D)

Bcerga npoeepATe 2aWMLIEHHEIE CORAVHEHWA

B Chnydyase EOZHHMKHOB2HWA OLWMBoK npy Npoeepke 2alUMLEHHEIX COSJMHEHWEA: CI'IpEI.LIIr'IEIEITb ~

{§} EQJ Jpyrue pewenua My Kaspersky  fluuexsia: octanocs 27 aHeid

PucyHok 126. OmkatodeHue ckpunma e3aumodelicmsus ¢ seb-cmpaHuyamu
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HEeBO3MOXHO MOAKHOUMTECA K PECYPCaMm
MO JOMEHHOMY MMEHM

Mpobaema MOXET NOABUTLCA, ECAN Bbl UCMONb3yeTe aHTMBUPYC Avast nnn AVG Internet Security. Mpw
3TOM APYrvX Henosiagok B pabote cetu HeT. [lns pewweHuns npobaemMbl BbINOJHUTE CAeAytoLme AeNCTBUS:

1 B rnaBHOM okHe nporpaMmmel Avast namn AVG Bbibepute MeHto > Hactpoiikn > KOMNOHeHTHI.

2 B nporpamme AVG B pa3gene KOMMNOHEHTbI OTKAHOUNTE KOMMNOHEHTbI YCUAEHHbIN (YyULLeHHbIN)
6paHamaysp 1 3awmTta oT NoAje/bHbIX CalToB.

3 B nporpamme Avast B pasgene besonacHocTb oTkatOUMTE KOMMOHEHTbI BpaHamaysp v MoganHHbIe
CanThbl.

@ Awvast Premier

@ 2aWKTa oT NporpamMmM-BeliMoratensn

Ob6wine

-
-

KoMnouneHTn @ MoANWHHEIE CalThl

OGHoBneHue é@ SaluMTa oT cnama YCTaHOEWTE KOMMOOHEHT W

Ycrpanenne HencnpasHocTel
% BpaHgmaysp Hacrpoiki m

O nporpamme Avast

OtmeHa

PucyHok 127. OmkaodeHue 6paHoMayspa u 3aujumel calimos 8 Avast
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HEBO3MOXHO MOMYYMTE U OTMPABUTL COODLLIEH NS
MO 3NEKTPOHHOM MouTe

Mpobaema MOXET NOABUTLCA, ECAN Bbl UCMONb3yeTe aHTMBUPYC Avast nnn AVG Internet Security. Mpw
3TOM APYrMX Henosiajok B pabote cetu HeT. [lns pelleHus npobaemMbl BOCMO/b3YyATECh OAHUM U3
Cnocobos:

. OTkntounTe ceteBoe nepeHanpasaeHne NOPTOB ANiA NOYTOBbIX KNNEHTOB.

[na aToro B rnaBHOM okHe nporpammbl Avast nan AVG Bbibepute MeHto > Hactpoiikm >
YcTpaHeHne HencnpaBHOCTeN. 3aTeM B pasgesne HacTpoliku nepeHanpaBaeHusa yaanmte Bce
3anncn ¢ Homepamm NOpPToB.

@ Avast Premier

PazpelwmTe NpAMol ocTyN K AUCKaM NPW BEINOAHASMONM Avast CKaHMPOBaHWMK
Npw 3anycke

v
Obwmxe

MponycTUTE NReBEPKY UMGROBLX NOONMCER 3apameHHsx fafnos
¥ | BN UMTE MOOyNb CaMOo3allMTel Avast

Sarpy#ate cnyGsl Avast TONBKO Nocne 3arpyskK Opyrvx CicTemHER: cnyxo
KomMnoHeHTHl _ _
| OrpaHrdKBaTe 4OCTYN K NporpamMMe gnda rocTeBol ydeTHOR 3anuci

+ BN UMTE BUPTYanM3aguio ¢ annapatHoR nodae kKo
OGHoBNEHKE MacCcBHLIRA PEX M v

BoccTaHoBWUTE CTaHOapTHEIE 3HadeHWA b

YcrpaHeHMe HemcnpaBHOCTEH _
P P Lo HacTpolku NepeHanpasneHna A
McnonesyiTe STW NapamMeTpel AN8 YCTPAHEHWA HEMCNPaBHOCTER B Modyne

CETEBOro MepeHanpaBneHns.
O nporpamme Avast I I

MNOYTA

SMTP-nopTe): BezonacHele NopTLI
FOP-nopTisl): BezonacHele NopTeI:
IMAP-NOPT(BI) BezonacHele NopTLIL
NMNTP-nopt(s!) BezonacHele NopTeI

MrHopu1pyemMele agpeca:

| IrHoprpoBaTe NOKanbHbIA 0BMeH JaHHBIMK

PucyHok 128. Y0anerue 3anucu o nopmax s Avast

. OtkntounTe 3aWnTy NOYThl U 3alnTy OT CnamMa.

[ns 3toro B rnaBHoM okHe nporpaMmbl Avast nnm AVG Bbibepute MeHto > Hactpoiiku >
KomnoHeHTbl. 3aTeM B pa3gene besonacHOCTb OTKOUNTE KOMNOHEHTHI 3aLMTa NoyThbl 1 3awmTa
OT cnama.
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@ Avast Premier

BezonacHocTb
Obwmne

|| ZawwmTa ot painoe HacTpoiki

KomMnoHeHTbl

AHaNWz NoeedeHka Hactpoiku
O6HoBNEHHE

ZawmTa NoJtel Hactpoiki

YcTpaHeHMe HeMcnpaBHOCTER

O nporpamme Avast Eebt-zawmra HacTpoiku

JawmTa oT NporpaMM-BeliMoratensi

MNognuHHEe CanTel

ZJawmrta oT cnama Hactponki

© 2
-
D
© 2

OtmeHa

PucyHok 129. OmkaodeHue noumosoli 3aujumel 8 Avast

Ecnn nepeuncneHHble cnocobbl He MOMOFAN BOCCTaHOBUTL PaboTy NOYUThLI, BOCMOJ/Ib3YNTECh
pekoMeHAaumamMm Ha caite Microsoft.

HeBO3MOXHO 0DPATUTLCA K y31aM JOMEHA MO
AOMEHHOMY MMEHM

Ecau B ceTn ViPNet Balei opraHmsaummn ncnonbsyetcs cayxba Active Directory n npu 3tom
KOHTposnepbl sJomeHa ¢ DNS-cepBepamMu, KOTopble B pamkax AOMeHa CUHXPOHM3NPYIOTCA MexXay coboi,
HaxoAAaTca Ha pasHbIx y3nax ViPNet nan TyHHenupyroTcs pasHbiMU KOOPAMHATOPaMu, TO MOTyT
BO3HWKHYTb NpobnemMbl paspelleHuns IP-agpecos npu obpalleHnn K HUM C APYrnX 3alMLLEHHbIX Y310B. B
3TOM CAyyae BbINOAHWUTE yKa3aHua pasgena Vicnonb3osaHne DNS-cepBepoB Ha KOHTpoOJIIepax JOMeHa.

ViPNet Client 4. PykoBogcTBO nonb3oBatens | 275


https://support.microsoft.com/ru-ru/topic/%D0%BE%D1%88%D0%B8%D0%B1%D0%BA%D0%B0-%D0%BF%D1%80%D0%B8-%D0%BE%D1%82%D0%BF%D1%80%D0%B0%D0%B2%D0%BA%D0%B5-%D0%B8%D0%BB%D0%B8-%D0%BF%D0%BE%D0%BB%D1%83%D1%87%D0%B5%D0%BD%D0%B8%D0%B8-%D0%BF%D0%BE%D1%87%D1%82%D1%8B-%D0%B2-outlook-%D0%B8%D0%BB%D0%B8-outlook-express-a46ddb77-640f-3e6a-8f35-6fe3ea93e923

HEeBO3MOXHO MOAYYUTL YAANEHHbIN AOCTYM
K 3aLLUMLLEHHBIM Y31aM MO AOMEHHOMY MMEHM

Mpwn coBmecTHoM ycTaHoBke Ha koMnbtoTep MO ViPNet Client n ESET NOD32 Smart Security BO3MOXHb!
npobaemMbl C yCTaHOB/JIEHNEM COEAMHEHUS MEXAY 3aLLMLLEHHBIMUN Y3/1aMUN 1 JOCTYMNOM K pecypcam

NHTepHeTa. YTobbl 0becrneunTb Ha KOMMbIOTEPE COBMECTHOE PYHKLUMOHUPOBaHWe nporpamm ViPNet

Client n ESET NOD32 Smart Security, B nporpamme ESET NOD32 Smart Security co3gaite npasuna,

paspewarouine obmeH AaHHbIMM NO NPOTOKOANY 241 (cm. ﬂpOTOKonbl COGAVIHEHI/IIZ B 3aLL|,VILL|,éHHOI7I cetn)
M NCNOJIb30BaHME KOMMOHEHTa Itcsnatproxy.exe.

BbinosHWTE cneaytowme AencTBumS:

1 OtkpoWwiTe rnaBHoe okHo nporpammbl ESET NOD32 Smart Security n Bbibepute Bknagky Hactpolika.

2 B npaBo# yacTi okHa WénkHuTe ccbliky CeTb 1 B OTKPbIBLUEMCA OKHE WENKHUTE cCblaky HacTpoutb

npasuJia N 30HbI.

3 B okHe HacTpoiika 30H 1 npaBus HaxmuTte Co3aartb.

4 B okHe HoBoe npaBuno Bbibepute Bkaaaky O6wue u B rpynne Obwas nHdopmaums o6 stom
npaBuie yKaxute Ha3BaHWe pa3peLuaroLLero npaeunna Ans npotokona 241.

G]

ESET Smart Security

SMART SECURITY 8

Hactpovika 30H 1 npasun

Mpaenna | JoHw
Mpaswna onpeaensi
0NA oNpeaeneHHiIx
308k,
MNepeknoYUTECR B N

Y

MpHAa#KEHWE Npae:
Efipanna es.
[ XocT-npoL
- Windows L

Ca WA O

(-7 Local Secu
[ Mporpamm
- System

M L

Cosnatb W

Hosoe npaswuno

OBuwe | MokansHei | YaaneHHsii

OBwan MHpopmaLwA of 3TomM Npasune

Vrn: 241 |
Hanpasnerwe: | Miotoe v

Lectene: Paspeumte v

MpoTokon: 241 Brifipate npoTokon...

Mpogns: Ina kaxporo Mpoguny....

OononHuTensHoe neifcTeme

[ ¥ypHan [[]¥eenomuTs nonssosaTena

<

nogKnoHeHMA
0 NPaEMNAaX CM.

TEPHET ...

O6ume:
Ypanennblit komnbtotep:  [na kaxgoro
Nokansuelil komnetoTep: [na kaxkacro

Hanpaenenune: MoGoe [edcteve: Paspewnte Mpoto

Ommena

MpimeHnTs

Vi

ENJOY SAFER TECHNOLOGY™

(0 LT T - PE R TE T BECTUNIATHAR NMPOBHAR
uepez 15 gH. BEPCHMA

PucyHok 130. Co3daHue npasuna 8 ESET NOD32 Smart Security 0aa npomokosa 241

5 HaxmuTe BbibpaTh NpoToKon 1 Bbibepute NnpoTtokon 241.
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6 Haxmute OK, utobbl COXpaHUTL NpaBuIo.

7 B okHe Hactpoiika 30H 1 npaBua Haxxmute Co3aatb, YTOObI CO3aTh NPABUIO A1 KOMMOHEHTbI

Itcsnatproxy.exe.

8 B okHe HoBoe npaBusio Ha Bkiagke O6uwume B rpynne Obwas nipopmaumsa ob 3ToM npasune

YKa>KunTte HasBaHMe paspellarollero npasuia.

9 T[MepeauTe Ha BkNaaKy JlokanbHbIA 1 B rpynne MpuaodkeHne ykaxuTte nyTb K Gpanny

Itcsnatproxy.exe. Hanpumep,

C:\Program Files

(x86) \InfoTeCS\ViPNet Client\Itcsnatproxy.exe

@ ESET Smart Security = =
SMART SECURITY 8 v
HacTtpoiika 30H 1 npaewn = =
Mpasnna | 2oHe!
/ i'IpaBMna onpeaensy MK OO AKTKISEHUEMA. [INnARY 21U ATEH MO AKTFOYEHHA
B ONA onpefeneHHEL ? O 0 NpaBunax o,
B e Hosoe npasvno
- MepexnoqUTECA B
G OBwwe | TMoKkansHeIA | Y panerHsii v
TMoKansHeIA nopT
; Mpunosenve/mpa HTEPHET ...
< || o Doasum nopr..
. [il-[m-|XocT-npo Ocoboe
* --|E]|.'ﬁmlm|rs [ofaenTe AManasoH NopToE. .. Dcoboe
[-[n7| Mpunoxe) - Ocoboe
[-[n7Local Sec Ynanams Ocoboe
% &-[27Nporpam Ocoboe
[4-System Mpunoxetne OcoBoe
e CM\Program Files (86} \nfo TeCS\WiPNet Cliert\tcsnatproxy . Exe
Qbuyme: Hanpaenenne: Moboe [efictene: 3anpetuts [NpoTol
Coznate Ypanennsii komnerotep:  JnA kasaoro
Noxkanerbiid komnetotep: MopTe: Jna kaxgoro
Mpunoserue: C\Program Files (x86)\InfoTeCS\WiPMNet L [
< >
v
oK Omveta
- (LT cTE A Te o  BECMIATHAA MPOBHAR
EMN]OY SAFER TECHNOLOGY uepezlSqH.

PucyHok 131. Co30aHue npasuna 8 ESET NOD32 Smart Security 0ia komnoHeHmel! ltcsnatproxy.exe

10 Haxmute OK, utobbl COXpaHUTb NpaBuiIo.

11 B okHe Hactpoiika 30H 1 npasun Haxmute Mpumenntb. CoeanHeHne Mexay 3aLlnwEHHbIMK
y37aMu 1 ZOCTYN K pecypcamM UHTEPHET OyayT BOCCTaHOBJIEHbI.
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HeBO3MOXHO YCTaHOBNTb COEAMNHEHUE C
OTKPbITbIM Y3/1OM B NIOKa/IbHOW CEeTU

BO3MO>XHbIE MPUUMHBI:

e |P-agpec oTKpbITOro y3/1a NPUCYTCTBYET B CNMCKe 3alMLEHHbIX Y3/10B. B 3ToM ciyuyae ViPNet-
ApaliBep MbITaeTcs NOC/AaTh 3aWMdPOBaHHbIM NakeT Ha OTKPbITbIA KOMMbOTEP, YCTaHOBUTb
CcoeAnHeHWe He yaaétcs. [Ins ycTpaHeHus gaHHON NpobaeMbl HEOOXOAMMO YaanuTb agpec
OTKPbITOrO y31a U3 CNucKa afpecoB 3alUMULLEHHBIX Y3/10B.

e HenpaBuabHO HacTpoeHbl GUALTPLI A/ PaboTbl C OTKPbITON ceTbto. s HOpManbHON paboThbl B
cetax Microsoft ybeanTech, UTO BK/IHOUEHbI M HACTPOEHbI HYXXHble GUALTPLI OTKPLITOM CETU
(cm. Ob6uwme cBeseHns O ceTeBbIX GUAbTPAX).

HeBO3MOXHO YCTaHOBUTL COEAMHEHME MO
NpoTokoNy SSL

B0o3MOXHO, NpUUYMNHON Henonagkn aBaseTcs cbon ogHoro 13 komnoHeHToB nporpammel ViPNet Client.
Ana pelweHns gaHHON NPo6aeMbl BbINOAHUTE AENCTBUSA, ONUCaHHbIE B pasgene HeBO3MOXHO 3anycTuTb
cnyx6y MSSQLSERVER.

HEeBO3MOXHO YCTaHOBUTb COEAMHEHWME MO
npotokony PPPoOE

CoeavnHeHuve no npotokony PPPoE moxeT 6biTh 3abnokunposaHo nporpammoit ViPNet Client. ns
peLleHns JaHHOM NpobieMbl BbINMOAHNUTE ClefytoLLme AelCTBUS:

-_—

B okHe nporpammbl ViPNet Client B meHto CepBuc BbibepuTte Hactpoiika npuaoxkeHus.

N

B okHe HacTpoiika oTkpoiite pasgen YnpasieHvie Tpadpukom.

w

CHumuTe dpnaxkok baokmposaTb Bce npoTokobl, Kpome IPv4, ARP.

4 Haxmute OK.
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[Tocne konmpoBaHMsa daina No cetm NponaaaeT

coeanHerHne C CeTbro

Ecan nocne konmpoBsaHua dalina 13 CeTeBoro pacnoaoXeHna nponagaeTr CoeAnHeHNe C CeTblo, 3TO
MOXeT bbITb CBA3aHO C HacTpolikon ceTeBoro agantepa Intel(R) Ethernet Connection. Ansa yctpaHeHus

npobnemsl:

1 Bolgute B Windows nog, y4€THOM 3anncbto agMUHUCTPaTopa.

2 LLénkHuTe 3Hauok CeTb =1 B IeBOM HUXHeM yry NaHeu 3azau Windows v WENKHWUTE CCbIAKY

MNapameTtpbl cetn n NHTepHeT (LieHTp ynpaBaeHus ceTammu n obwmmM AocTynom).

3 B okHe ynpaBaeHus ceTamu LENKHUTe ccbiiky Hactpoika (U3meHeHne) napameTpoB aganTtepa.

4 B okHe CeTteBble nogxknro4veHua LLI,é/'IKHI/ITe I'IpaBOI\/’I KHOMKOWM MbILIN 3HAYOK CETEBOrO ajantepa Intel

N B KOHTEKCTHOM MEeHH0 BblbepuTe CBOMCTBA.

3aTeM B OKHe CBOWCTB ceTeBOro agantepa cHummte dpaaxok Intel(R) Technology Access Filter

Driver.

& Ethernet: ceoncrea

Cem  Oocryn

Mo g noyeHie yepes:
Ij Intel{R) Ethemet Connection 1217V

Q‘IT“'IE‘-IEHHbIE KOMMOHEHTEl MCNONE3YIOTCA 3THAM MNOOK NOYEHNEM

L3 Knnent ann ceted Microsoft ~
"IPDSU.LMﬁ 00CTYN K daifnam v npuHTepan ana ceTed Mi
= T . ) i

0 " on
(MR, o Intel(F) T Access Filter Driver

W] NaHAPOBLLMK NaKETOB L0

2 IP Bepoim 4 (TCP/IPv4)

[] s MpoTokon MynsTvnnexcopa ceTesoro anantepa (Mai v

< >
MeTaHoBMTE. .. Ypanute CeoicTea

Ormecatne
Intel(R) Technology Access Filter Driver

oK Omvena

PucyHok 132. Hacmpolika adanmepa Intel 0ns pabomer 8 cemu ViPNet

5 Ecam BbI ncrnosibsyere ApyFOVI CeTeBol ajianTtep, TO B KOHTEKCTHOM MEHHO Bbl6epI/ITe OTKNOUNTD,

3ateM Bkarountb. ,ﬂ'O)KAI/ITECb, Korga coeamHeHne ¢ CeTbHo BOCCTaHOBUTCA.

ViPNet Client 4. PykoBoacTBO nosnb3oBaTens

279



B cetn 3aperncTpmpoBaH y3en C Taknm xe
MAEHTUDVKATOPOM, Kak Yy Ballero y3na

B atom cayuae:
e B xypHane cobbiTnin pernctpupyetca cobbitre ¢ HomepoMm 95 (cM. baokrpoBaHHble IP-nakeThbl).
e [lonHocTbio BaokmpyeTca Bech IP-Tpadpuk.

e B nporpamme ViPNet Client nossasetcs cnegytolee coobLieHue:

ViPNet Client 2

B nokaneHol ceTH no agpecy 172.168.42.135 (Win7) ofHapyrkeH CETEBO0N SKPaH C TaKMMK e
PErMCTPALYOHHEIMA AGHHEIMA,
IP-TpadWK NONMHOCTER BRoKMpYETCA.

PucyHok 133. CoobujeHue 0 mom, 4mo 8 cemu 0OHApy>XeH y3es C MakumM xe udeHmugukamopom

[Ans ycTpaHeHus gaHHOW npobaemMbl TpebyeTcs yaanuTb aybamkaT Bawero y3na us cetn ViPNet (yaanute
Ha HeM TeKyLLMe KAoYM WV YCTaHOBWTb HOBbIe Kitoun). [ocne 3Toro TpebyeTcs nepesarpy3mntb Ball
KOMMbtOTep.

ObHapyxeH KOHPAUKT IP-aapecoB mam AOMEHHbIX
NMEH

Mpwn pobasneHum IP-agpeca nan DNS-nMeHN B npoL,ecce HACTPOMKM JOCTyNa K 3alULLEHHOMY UK
TYHHeMPYEMOMY Y3y MOXET OKa3aTbCA, YTO OH coBnagaeT ¢ IP-agpecom nan DNS-nmMeHewm, 3agaHHbIM
paHee A4 Apyroro y3na. Torga noaBuTca ciegyrollee coobLLeHwe:

— o = - 5
Mposepra Koudmuroe widm] || Mporepra xonauxroe e
IP-agpec 192, 168.42. 10 yxe 3202 202 yIAS Poaon DINS 4942 =i, y8.rU» VX8 SA83H0 2R3 y3nd «Posiet
!\ Anexcanap CEprecsnis i €0 TYrenei. ! \ Anexcanap Cepreemres,
Yaammo [P-a2pe 10 NAPINETROS ADYTOr0 YN Yaanro DNS 490 10 NapaMeTROs SDYToro yana
He aoSasaars IP-aspec He pobasnars DNS 4ot
9 NponycTrTo KonSIveT 9 MponyCTiTn Kot
—
NposomasTs [ NposommTs ]

PucyHok 134. [lelicmsus npu obHapy>xeHuu hepeceveHus IP-adpecos unu DNS-uméH

KoHdaukr IP-agpecos 1 DNS-MMEH TakKke MOXeT ObITb 06HapY>KeH B XO4e UX NPOBEPKMN C MOMOLLbHO

KHOMKW I'Ipoaepvm: KOH(I).HI/IKTbI L?@j . B aTOM clydae noAaBUTCA Takoe COO6LLI,€HI/IeZ
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Npoeepxa xoudmuros
1P-agpec 192.168.42. 10 yxe 302 203 y3nd «Poroet
! L Ansxcanap Cepreetinie i 610 TyrHencn.

Y2 iP-2apes 13 NApIMeTROs ADYTOro YR
Yaanres IP-22DeC i OwiiXa TEXReno ysna

9 MNpoaycTuTo KondreT

| Nposarmrms lifbeaaafbwv

!'\

MNposepxa xorndauxros

DINS+2t0 «aww. yA.ru» yxe 380340 ANA YIS «Poaoet -5»,
Anesicanap Cepreesanis,

e

(i

YaarnsiTo DNS 485 13 NODIMETROS SDYTON0 YINa
Yaarn ro DNS 408 #3 etk Texywero ysna

9 MponycTHTL KondueT

_Meosomems | | Npepears nposency |

PucyHok 135. [lelicmsus npu obHapy>eHuu nepecedeHus IP-adpecos unu DNS-uméH

Ona yctpaHeHns koHdankTa IP-agpecos nan DNS-uMEH Bbl MOXeTe:

e yaanuTb nosTopsatowmincs IP-agpec nam DNS-ums 3 napameTpoB ApYyroro y3na;

e He gobaenatb IP-agpec nan DNS-nmsa B nepBom cayvae, yaanutb IP-agpec uam DNS-ums 13

CNncKa Tekywero yssa — BO BTOPOM.

KpoMme 37oro, Bbl MOXeTe He y4nTbIBaTb BO3HUKLINIA KOHPAUKT (B NepBOM Ciyyae Byaet fobaBneH

yKa3zaHHbIl IP-agpec nan DNS-mms), a Takke BO BTOPOM Cay4vae npepsBaTb NPOBEPKY.

HeBO3MOXHO 3amycTuntb Cayxby MSSQLSERVER

BO3MOXHO, NPUUYNHON HEMONAAKM ABASETCA COOM O4HOro 13 KomnoHeHToB nporpammsel ViPNet Client.

[Ans pelweHnsa gaHHON NpobaeMbl BbINOAHUTE ClefytoLne AeACTBUS:

1 B komaHgHon ctpoke Windows BbIMOAHWUTE KOMaHAY: regsvr32 /u

C:\Windows\System32\itcssp.dll.

2 W3meHuTe nms daina itcssp.dll, HAXOAALWErocs B Nanke C:\Windows\System32, Ha ftoboe

apyroe.

Ecan Ha komnbroTepe bbina yctaHoBaeHa nporpamma ViPNet CSP ¢ nogaep ko 64-paspsgHbix
onepaLmOHHbIX CMCTeM, B Nanke C:\Windows\SysWOW64 TakxXe CyliecTByeT dann itcssp.dll,

KOTOpbIV TpebyeTca nepenMeHoBaTb.

3 T[lepe3arpy3ute KOMMNbIOTEP.
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HEBO3MOXHO M3MEHWUTb HACTPOMKM
B ViPNet Client

M3ameHeHme HacTpoek nporpammbl ViPNet Client MoxeT 6bITb HEBO3MOXHO MO OAHOW U3 CNeayOLLMX
NPUYMH:

e Ha ceTeBOM y3ne orpaHu4yeHbl MOJHOMOYMSA NOJb30BaTeNs. VI3MeHUTb HaCTPOWMKM NPOrpaMMbl
ViPNet Client MoXeT ToNbKO NoAb30BaTeNb C MAaKCMMaNbHbIM YPOBHEM MOJHOMOUMIA.
O6patuTeck k agMuHucTpatopy cetv ViPNet ¢ npocb60ii NoBbICUTE YPOBEHb NMOJHOMOUUIA B
nporpamme ViPNet LieHTp ynpasieHus ceTbto.

e YcTaHOB/EHbl OrpaHuYeHus nHTepdeiica B pexnme agMmHUcTpaTopa (cM. PaboTa B nporpamme
B pexumMe agMuHucTpaTopa). Obpatutecs kK agmunHmctpatopy cetn ViPNet ¢ npocb6oi cHATb
orpaHu4yeHue.

He yaaé1ca MCnonb3oBaTh annapaTtHbIv AaTymK
CAYYaUHbIX Ymcen

Ecaun TpebyeTcs ncnonb3oBaTh B NporpaMMHomM obecnedeHnn ViPNet annapaTHbIR faTumk CyyanHbIx
yncen, BbIMNOJAHUTE Ceaytolme AeCTBUS:

1 Ha KOMMbHOTEPE, Ha KOTOPOM Tpe6yeTc;| MCMoJib30BaTb annapaTHb||7| AaTymK C.ﬂy‘-lal7|HbIX vmcen,
COBAaﬁTeHanKyC:\ProgramData\InfoTeCS\ViPNet CSP.

2 B ykasaHHOW nanke co3janTe TEKCTOBbIN Gain cnefyroLLero coaep KaHus:
[Common]
EnableCspSupport=Yes
[Devices]

RandomNumberGeneratorType=<Tun naTdumka>

3 B kayecTBe 3HaUeHUs napamMeTpa RandomNumberGeneratorType YKaXuUte TN AaT4YMKa CJ'Iy‘-IaI;IHbIX
uuncen, KOTOprIZ Tpe6yeTc;1 MCNONb30BaTh. ITOT napamMeTp MOXeT MMeTb cejyroune sHadyeHnA:

o accord — Akkopa-AM/3.
0 sobol — 3NEKTPOHHbIN 3aMoK «Cob60/b».

o bio— 3/7€KTPOHHas pyseTka (Ucnoab3yetcs B NporpaMMHomM obecneyeHmn ViPNet no

YMOAYaHUIO).
o tokenJava — eToken PRO (Java).
o ruToken — Rutoken 3LIM.
4 CoxpaHuTe co3aaHHbIN Gain, 3aTeM U3MEHUTE €ro UMA U pacluMpeHne Ha csp_config.ini.

|_|pl/l ciejgyroulem Bbi3OBE AaT4HKKa Cﬂyl-lal‘/’IHbIX yuncen 6yAET MCcnoJib30BaTbCA yKa3aHHbII‘/JI AaTUUK.
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SIP-kaneHT Zoiper cobpacbiBaeT BXOAALIME 3BOHKM

Ecnm Ha komnbtoTepe ¢ MO ViPNet Takxe yctaHOBAeHa nporpamma Zoiper, B HacTpolikax KOTOPOM

3aZ,aHo 1cnosib3oBaHme npotokona TCP, To Bxoaswwme 3BOHKMN cObpacbkiBatoTca yepes 30 cekyHs nocse

NPUHATNA Bbl3OBa.

Ans ycTpaHeHus 3To npobiembl B HaCTpOMiKax NporpaMMbl Zoiper BKAKUMTE UCMOb30BaHWe
npotokona UDP Bmecto npotokona TCP:

Hacrporiku

B O %

Contacts ~ Automation Skin Advanced Premium

General Extra Codec Advanced

PacwmpeHHble HAcTPOoiKK
aKKayHTa

ErMCTPaLMK M Enable ZRTP

W noanvcca Ha npH ™ MyBAUKOBATE MPHEYT...

P Orouinats KPML DTMF Rl

M vicnons Th rport UDP TpaHmopT
M VcnonbsoBaTh rport

MnobansHsi STUN

TLS client certificate

Use certificate as: | Don't use

Hacrpoiikn STUN
Create account
Rename account Mepwon obBHOBNEHMA : _

Remove account

OTtMeHa

PucyHok 136. Hacmpolika mpaHcnopma UDP 8 npozpamme Zoiper
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He yaaértca 3aperncTpmpoBaTb B CETU KIUEHT
Cisco

Ecnn B pamkax 3awmiéHHon cetn ViPNet pa3eépHyTa cetb IP-TenepoHmnmn Cisco, BkaroUas KANEHTbI (Kak
annapaTHble, Tak 1 NporpaMMHble) 1 cepeepbl (Cisco CallManager - CCM, Cisco Unified Communications
Manager - CUCM), To a5 cepBepoB Cisco He0HX0AUMO HaCTPOUTb BUAMMOCTb B CETM MO UX peanbHbIM
IP-agpecam (cm. Hactpoiika focTyna K TYHHenMpyeMbIM y3aam). BugnmocTts no peanbHbim IP-agpecam
HeobXoAMMO BKJIOUUTL Kak Ha 3alMLEHHBIX CeTEBbIX y3aax ¢ yctaHosaeHHbIM MO ViPNet Client, Tak 1
Ha KoopAmnHaTopax (AN TyHHeanpyemblix ceTeBbix y310B). Ecan xe ans CCM (CUCM) Bbl HacTpouTe
BMAMMOCTb MO BUPTYya/bHbIM agpecam (HanpuMmep, B ciyyae KOHPIMKTa afpecoB), TO COeMHEHNE MeXay
knaveHTamu n cepeepamm Cisco He ByaeT yCTaHOBAEHO.

ViPNet Client HEBO3MOXHO YCTAaHOBWUTb Ha CEPBEP
HP ¢ BrarouéHHbIM NIC Teaming

Ecan Bbl ycTtaHaBavBaete nporpammy ViPNet Client Ha cepsep HP ¢ BKAFOUEHHBIM PEXNMOM
ob6beanHeHus ceteBbix MHTepdelicos (NIC Teaming), To B npoLecce YCTaHOBKU MOTYT BO3HUKHYTb
HermoaagKkn. ITO MPOUCXOAMT B TOM Clyyae, eciu cepsep paboTaeT nog ynpasneHnem OC Windows
Server 2008 R2, n pexwum NIC Teaming HacTpoeH ¢ nomoLubro ytuantbl HP Network Configuration Utility.
Tak kak Windows Server 2008 R2 He noaaep>xmBaet pexxum NIC Teaming, To Ans peLieHus npobaemsl
o6HosuTe OC go Windows Server 2016 v Bblwwe n HacTpoiTe pexxum NIC Teaming cpeactBaMu CUCTEMBI.

He HanaeH KoY A8 NOANMCK 3anpoca

I'Ipvl 0bHOBAEHNN CepTVIq)I/IKaTa noAasJsAeTCAa ciegyrouiee COO6LLI,€HI/I€Z

MacTep oBHoBneHuA cepTudnkara #

| He Haligen knkey ana nognucu sanpoca.

PucyHok 137. Owubka obHoesneHuUs cepmugpukama

[JaHHas owwnbka MOXKeT BO3HMKaTb NOC/ae CMeHbl MacTep-katoven B Bawen cet ViPNet. na pelueHuns
npo6sembl Bbibepute B kKavecTBe Tekyllero ceptuodmkat (cM. CMmeHa TekyLero ceptudukara),
BbIMYLLEHHbI BMECTE C HOBbIMW KAtouamu. Kak npaBuao, 3To ceptudurkaTt C camon No3LHeEN faTon
BbiNycka. Ecin noaxoasiiero ceptudukata HeT, obpaTuTech K agMuHUCTpaTopy Bawen cetn ViPNet.
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He HanaeH pe3epBHbI Habop NepCoOHasbHbIX
kKnrouen (PHIK)

Mpwn nepBoM 3anycke nporpammbl ViPNet nossasertcs coobuieHne o HeoH6Xo0AMMOCTU yKa3aTb
pacrnofioXeHne pe3epBHOro Habopa nepcoHasnbHbIX kKitoden nam o Tom, yto PHIMK He HaligeH. JaHHas
owmbka MOXET BO3HMKaTb MOC/e CMeHbl MacTep-karoyen B Bawein cetn ViPNet. ns pellenHus
npo6aemMbl BbINOJHUTE Clesytolne AencTBuUs:

1 Monyuute ¢anin PHMK y agMUHUCTpaTOpa Ballen CeT UAn NoaKIrUNTe BHELLHee YCTPONCTBO, Ha
koTopoM HaxoauTcst PHIMK (barin Aaaa.pk, rae ARAA — UAEHTMOMKATOP NOJb30BaTENS).

2 YkaxwuTte nyTb Kk dariny PHIMK nam nomectute ero B nanky d_station\abn AAAA, PaCNONOXEHHYHO B
narnke K/to4ei NoAb30BaTeNs, MO YMONUYAHUIO:

C:\ProgramData\Infotecs\ID V¥3ma\d station\abn AAAA.

Mocne atoro 3anyctute ViPNet Client 1 BbinonHUTe BXo4 B Nporpammy.

ViPNet Client He no3soageT Boutn B Windows

Ecam n3-3a c6os B nporpamme ViPNet Client HeBo3moxHo BoriTv B Windows 1 gpyrue cnocobsi
BOCCTaHOBJ/IEHMSA BXOZa He npumMeHumsl, yaanuTte nporpammy ViPNet Client B 6e3onacHom pexxume. Jns

3TOrO:!
1 3arpysuTe kOMMbtoTep B 6e30MacHOM pexume.
2 BolianTe B cMCTEMY, UCMOAb3Ys YUYETHYHO 3anuck agMuHucTpaTopa Windows.

3 3anyctute daiin safeModeUninstall.bat U3 nanku yctaHoskun nporpammbl ViPNet Client.

Mpumeuanwme. Mo ymonuanuto nporpamma ViPNet Client yctaHaBavBaeTcs B narnky
C:\Program Files\InfoTeCS\ViPNet Client B 32-6uTHbIx Bepcuax Windows v B nanky
C:\Program Files (x86)\InfoTeCS\ViPNet Client — B 64-6UTHbIX BepcusXx.

N

Joxantecs 3anycka cnyxbbl «Windows Installer» («YctaHoBLwmk Windows»).
Yaanute nporpammy ViPNet Client (cm. Yganenue MO ViPNet Client).
Mepe3arpy3nTte KOMMNbIOTEP B 06bIYHOM pexuMe.

Y6epunTech, UTO Ball KOMMbHOTEP COOTBETCTBYET CUCTEMHbBIM TPEOOBaHUAM.

0o N o v

YcraHoBute nporpammy ViPNet Client nnun obpatutecs cnyxby noaaepxxkkn NHdpoTeKC (cm. Cobop
AVNArHOCTMYeCKOoM MHPOpPMaLMm NPU BOSHUKHOBEHUN HEMOAZOK).
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baokmpyeTca coeiMHerre ¢ KOOPAMHATOPOM
ceoeun ceth ViPNet

MpoBepbTe, UTo Ana IP-agpeca ceTeBoro nHTepderica, Ha KOTOPOM yKasaH LUAK03 MO YMOAYaAHWUIO, 3ajaHO
SkipAsSource=False. MiHaue ViPNet Client byseT 6n10knpoBaTh coesnHeHMe C KOOPANHATOPOM CBOEW
cetun ViPNet n B xypHane |IP-naketoB 3apeructpupyetcsa cobbitve 115 (cm. brokmposaHHbie IP-nakeTsl).

Ecnm B ViPNet Client Hy>XHO 1MCnosib30BaTb HECKObKO IP-aapecoB, TO as coeAnHEHUSs C
KOOPAMHATOPOM:

1 HasHaubTe Bce IP-agpeca Ha oaMH ceTeBOW MHTepdeNC.

2 [ns IP-agpeca, C KOTOPOro NAaHMpyeTCs NOAKIOUEHME K KOOPAUHATOPY, 3ajanTe

SkipAsSource=False.

CpOK AeNCTBMA IMLEH3UM 3aKaHUMBAETCA MM
3aKOHYMCH

Mpu nosBaeHNN Takoro cooblueHns obpatntecs K agMuHUcTpaTopy Bawwel cetu ViPNet ans obHoBaeHMs
nnuensuun. MoapobHee cMm. pasgen JlnueHsnposaHuve nporpammsl ViPNet Client.

ViPNet Client moctoaHHO TpebyeT nepesarpysku

Ecnn nocne nepesarpysky KOMMbioTepPa CHOBa NosBaseTca coobleHne 0 nepesarpyske, nogoxante 5-10
MUWHYT, Noka 3arpy3atcs Bce koMmnoHeHTbl 10 ViPNet Client. [Nocne 3Toro BbinonHWTe nepesarpysky
KOMMboTEpa.

ObHapyxXeHa MCKArUUTENbHAA CUTYaLIMS B
MoAayne Monitor

Ecav Bbl He ucnosib3yeTe BHELLIHWE YCTPOMCTBA, TO MOCAE NOAB/IEHNA OWNOKN MOBTOPHO BbIMOJHUTE BXOJ,
B nporpammy ViPNet Client u nepegalite agmMuHucTpaTopy cetu daiin
C:\ProgramData\InfoTeCS\Monitor.err.
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BoccTaHoBeHMe NporpaMmel Mpu U3MEHeHUN eé
KOHOUIypaLmm

Mpwn aBTOMaTM4eckon yctaHoBke 06HOBAeHN OC Windows B HEKOTOPbIX ClyUYasix BOSMOXHO
HapyLweHune KoHourypaumm nporpammel ViPNet CSP u3 coctaBa ViPNet Client. [lns peweHus 3toi
npobaemMbl 3anycTnte BOCCTaHOBEHWE NporpaMMbl Yepes MeHto Myck > ViPNet > Hactpolika
komnoHeHToB ViPNet Client, 3atem Bbibepute BocctaHOBUTD.

NHdpopmauma ana agmmHuctpatopa cetn ViPNet

Ecam nonutuka 6e30MacHOCTY Ballen OpraH13aLmmn He No3BOASET 3anyCTUTb QYHKLMIO BOCCTAHOB/IEHMS
nporpamMmbl Ha KOMMbHOTEPE MOJIb30BaTeNs, Bbl MOXETE BOCCTAaHOBUTL MPOrPaMmMy yAaneHHO OAHUM K3
cnocobos:

e Ortnpaeka obHoBNeHMs U3 nporpaMmmbl ViPNet LieHTp ynpasneHuns ceTbto B Buge darna *. 1zh.

e OtnpaBka ¥ 3anyck UCMOAHAEMOro daiina * .bat Ha KOMMbOTEPE NMOb30BaTENS Yepe3
rPynnoBble NOAUTUKU UAN BPYUHYHO.

B 3aBMCMMOCTM OT BbIOpaHHOrO crnocoba BOCCTaHOBAEHMS 3anpocuTe B cyxkbe noaaepxkkn NHpoTeKC
HY>KHbIV Galin 1 BOCCTaHOBUTE KOHUIypaLmMio NporpaMmbl Ha BCEX KOMMbHOTEPAX C OrpaHUYeHHOW
NoANTMKOMN HBezonacHoOCTL.

Ha TepM1HaNbHbBIM CEPBED HEe NPUXOAAT
ODOHOBEHMS

MHdopmauma ana agmmHuctpaTtopa cetn ViPNet

Ecnv Ha TepmuHanbHom cepBepe ¢ ViPNet Client ogHoBpemeHHO paboTtaroT bonee fecAtu
nosb3oBaTenel, To 418 NPaBUALHON OTNpPaBkyM 06HOBAEHUI 13 LIYCa BbibepuTe O4HO U3 AeNCTBUIA:

e epej OMNpaBKoW OBHOBAEHWI OTK/IHOUMUTE CECCMM MOb30BaATENEN, UTODbI UX OCTaNOCh He
bonee pgecatu;

e  BbINOJIHANTE OOHOB/IEHNE N0KaNbHO, C MOMOLLbIO Parna AnCTpnbYTMBa KAtOUEN 1
CnNpaBoYHUKOB. MNoapobHee cm. sokyMeHT «ViPNet YaocToBepatoLw il U KAKOUYEBOW LEHTP.
PykoBogcTBO agMuHUCTpaTopa», pasgen «Co3aaHune AncTpmbyTMBOB KitoUen».

* MepeHecuTe TepMmUHanbHbIV cepBep B TyHHenb ViPNet Coordinator n yaanute ViPNet Client.
MoapobHee 0 co3gaHMM TyHHENeN CM. AOKYMEHTaLMIo ANA TOro KOOpAMHATOPa, KOTOPbIN
NCMOAb3YyeTCA B BalLeW CeTw.
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He nosBigeTca OKHO BXOAa B MPOrpaMmy npw
pabote Ha Hyper-V

Ecnv Bbl paboTaete Ha cepBepe BupTyanunsauum Hyper-V, To nocne nepesarpyskv MOXeT He NOABUTLCA
okHo Bxoga B nporpammy ViPNet Client. YTo6bl pelunts npobaemy, oTkatounte HacTpoiky Allow

enhanced session mode:

1 3anyctute KoHconb ynpasneHuns Hyper-V Manager.

2 Otkpolite HacTpoiikn cepaepa Hyper-V Settings.

3 Mepengunte B pasgen Enhanced Session Mode Policy.

4 CHumute dpnaxok Allow enhanced session mode.

Hyper-V Settings for SRV2012R2 [= o |

A Server

\_f,'J lﬂrtual Hard Disks

271 virtual Machines
E:\Hyper-V
R Physical GPUs

Manage RemoteFX GPUs

& NUMA Spanning
Allow NUMA Spanining
_-;.‘:_5 Live Migrations
Mo Live Migrations

f'_é Storage Migrations

2 5

;ﬁ’ Replication Configuration

2 Simultaneous Migrations

J,} Enhanced Session Mode Policy
Allow Enhanced Session Mode

e

ot enabled as a Replica serve

é;, Enhanced Session Mode Policy
‘fou can configure Hyper-V to allow enhanced session mode connections to virtual
machines running on this server.

[] Allaw enhanced session mods

¥ Enhanced session mode allows redirection of local devices and resources from
computers running Virtual Machine Connection.

Enhanced session mode requires a supported guest operating system, and may
require additional configuration inside the virtual machine. Redirection capabilities
may differ according to guest operating system version.

Existing Virtual Machine Connection sessions may need to be restarted if this
setting is changed.

PucyHok 138. OmxknaroueHue Allow enhanced session mode
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[ lpeaynpexaeHna cepsmca

6e30MnacHOCTMH

MpeaynpexaeHuns ceperca 6e30nacHOCTV NpejHas3HayeHbl 418 CBOEBPEMEHHOTO MHPOPMUPOBaHMS
noAb30BaTeNs O TakmMx CObbITUAX, KaK CTeUYeHMe CPOKOB AeNCTBUA Napos, TeKyLLero cepTudukara,
KNtOYa 31€KTPOHHOWM NOAMUCK M CMINCKa aHHYIMPOBAaHHbIX CepTUPMKATOB, a TakKe BBOJ B AeWCTBME
cepTudwmkata, U3gaHHOro No MHMLMaTUBE agMuHMCcTpaTopa nporpammel ViPNet Yaoctosepstowmii n

KJHOUEBOW LLEHTP.

MpoBepka cTaTyca Napons, TekyLero cepTudmrKaTa u Karoua 3NeKTPOHHOM NOAMUCU BbINOJHSAETCS

Kaxkable 5 MUHYT.

CpOK AeNCTBMA Mapond UCTEK

OkHo ¢ COO6LLI,€HI/I€M 06 ncreueHmmn CpoKa AEIZCTBI/IH napoJia NoaAb3oBaTeNIA NOABNAAETCA B CNEeAYHOLWMNX

cayyasx:

e Ecam B okHe HacTpoiika napameTpoB 6e3onacHOCTU Ha Bkaazke Maponb yctaHoBAEH daaxKok
OrpaHMuYnTb CPOK AEeNCTBUA Napoas U 3aZaH CPOK AeNCTBUS Napos.

MosBneHMe OKHa CBUAETENIbCTBYET O TOM, UTO yKa3aHHbIIz CpOK I'IOAOLLIéﬂ K KOHLY.

e Ecam ot nporpammbl ViPNet YaocToBepsAOLWMiA N KNFOUYEBON LIEHTP NOJTyYeHbl KAHum

noJib3oBaTenda C HOBbIM NapoJiEM NONAb30BaTENA.

I'Ipvl 3TOM aBTOMAaTLUUECKOM CMEHbI napoJsia He NponcxoanT, NMO3TOMY Napoib HeO6XOAI/IMO CMEeHUTb

BPY4YHYt0 (cM. CMeHa napoJia nonbL3oBaTens).

MICHRULA W3 MOAMTISGH CeonacacTi Bawsesi VIPHEE-CRTH, TE yULMA Napane
NON=I0BATERA HELERCTBIT RN,

DefCTEE
@ CHeHTE Al
CITEpGITE HACTROMOA Napona
Hanoe e CHOES weDen
HarosisidT Miid O yiumen Sy TeHTHdiama

. NMpegympesgense Ceppuca GEICNICHOCTH E
Cpox QERcTEMS TECYUIET D NaOE MOS0 T ens
I mcTes, Bas CRSLyeT CHEHMTE E70 KK IMOHD R,

PucyHok 139. lNMpedynpexdeHue 06 ucmedyeHuu cpoka delicmaus napojis NofeL308amesis
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Mpw NosBAEHUN OKHA C TakUM NPeaynpexaeHeM:
1 Bbibepute 04HO M3 NPEAIOXKEHHbIX AENCTBUN:

o CMeHUTb Naposb — A5 yKa3aHWs HOBOTO Naposis B COOTBETCTBUM C HACTPOMKaMK, 3a4aHHbIMM
B okHe HacTpoiika napameTpoB 6e30nacHOCTM Ha Bkaagke Maposb;

o OTKpbITb HAaCTPOWKM Napoas — A1s Bbi30Ba okHa HacTpoiika napameTpoB 6€30MacHOCTU Ha
BknazKe Maposib, C NOMOLLBbHO KOTOPOU MOXHO CHayasa 3aZaTb NapaMeTpbl Naposis, a 3aTem
CMEHUTb €ro;

o HanomHuTb cHOBa Yepe3 — A5 NOBTOPHOrO BbI30Ba OKHa NpPeaynpexXaeHns no NncTevyeHmnm
yKa3aHHOro BpeMeHHoro npomexyTka (10 MuHyT, 1 yac, 6 yacos, 1 aeHb, 1 Hegens);

o HanomHuTb Npu cnepytoweii ayteHTUdUKaAL MM — AN MOBTOPHOTO BbI30Ba OKHa
npegynpexaeHns npu ciegyroliem 3anycke nporpammbl ViPNet Client.

2 Haxmute OK.

TekyLmn CepTUOUKaT He HaWaeH UK
HEeAenCTBUTENEH

OKHO ¢ COObLEHMEM O TOM, YTO TEKYLLMIA CepTUDUKAT HE HalAEH MO0 HeAeNCTBUTENEH, NOABASETCS B
CNeAyroLnX cayyasx:

e Ecan Tekywimii ceptudmkaT He HalaeH IMbO HeAeNCTBUTENEH, O4HAKO HalAeHbl Apyrue
JeNCTBUTENIbHBIE JIMYHbIE CepTUdMKaThI.

B 3TOoM clydae Bbl MOXeTe HasHa4yuTb OAMH U3 HUX TEKYLLUNM, Bbl6paB Bbl6paTb ApyFOI\/’I
CepTVI(I)I/IKaT B KayecTBe TeKyLlero.

e Ecan He HalifeH HU OAVH AeACTBUTENbHBIN NNYHBIA cepTudumKar.

B aTom cyyae obpatuTecs K agMuHUCTpaTopy Baluer cet ViPNet ana nonyyeHma HoBoro
ceptudumkarta.

/\\g BHumaHume! Moka He nosiyyeH 1 He BBeAEH B AeNCTBME HOBbIN cepTUdwmKaT, MognmcaHmne
3/IEKTPOHHBIX JIOKYMEHTOB HEBO3MOXHO.
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Npeaynpexaenne Cepenca GesonacnacTn (me3m]

Texyuust CepTuducaT INEKTPOHHON NORMMOA

CPOK ASICTENA STOCO CEPTINIKATA VXA MITEK WS Sl HE HACTYTSAN,

OTCYTCTBNOT AGKTEMTE R Nranit cepTndumater. Ofpartures x
A2Me5CTPATORY YKL 208 NOMYHEreth mosoro CepTnduecata. o
NOMyNEretn B30t MOSOrO CEPTHEVIKATS INEXTROMAAR NOANVCH
KOPPETNOMACrLIst 1 ODMEN JOMMETIVIDIN! KIFO4IS! LNSDOsIA
NECVIBOKTLCA 1e ByayT!

Aeicrene
O OTKPEATE HACTPOMGA NEKTDOHHON NOAMNASE
HINoeTD 01000 Sepes
HaN0MeTD NPV CHER YWOULEH DY TEnTisdvaas st

o ]

PucyHok 140. lMpedynpexdeHue o mom, ymo mekywuli cepmugpukam HedelicmeumeseH

Mpv NosBAEHMM OKHa C TaKUM NPeAynpexaeHNem:
1 Bbibepute 04HO M3 NPEAIOXKEHHBIX AENCTBUNA:

o BbibpaTb Apyroi ceptudmKart B KauecTBe TEKYLLEro — /s Ha3HaYeH s 4pyroro

AEeNCTBUTE/IBHOTO JIMYHOTO cepTudumKaTa TeKyLMM C MOMOLLbIO OKHa HasHaueHue cepTudmkara
TeKyLUM.

I'IpumeuaHMe. [aHHoe nonoxeHune nepeknro4yartena OTO6pa)KaETCFI B OKHe

. npeaynpexaeHua B chydae, eCam B XpaHUauLe noab3oBaTesna Hal‘/'IAEHbI apyrue
AeIZCTBMTeﬂbeIe JINYHbIE CepTVI¢I/IKaTbI.

o OTKpbITb HaCTPOWKM 3NEKTPOHHOM NoANUCK — 14 Bbi30Ba OkHa HacTpoiika napameTpoB
6e3onacHOCTU Ha BKNajke DNEKTPOHHAaA NOAMUCH, C MOMOLLIbIO KOTOPOM MOXHO YnpaBAaaTb
ceptTudurkatamm.

o HanomHuTb cHOBa uepe3 — 15 NOBTOPHOIO BbI30Ba OKHa NPeAynpexXaeHus No NcTeyeHun
yKa3aHHOro BpeMeHHoro npomexyTka (10 muHyT, 1 vac, 6 yacos, 1 geHb, 1 Hegens).

o HanomHuTb Npu cnepytoweii ayteHTMdUKaAL MM — ANA MOBTOPHOMO BbI30Ba OKHa
npeaynpexaeHns npu cnegyroliem 3anycke nporpammbl ViPNet Client.

2 Haxmute OK.
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CpOK AeNCTBMA TEKYLLETO KAHOUA 31EKTPOHHOM
MOAMMCK MY COOTBETCTBYHOLLETO CepTndmkaTa
ONM30K K KOHLLY

MpeaynpexaeHne o CKOPOM UCTEUYEHUM CPOKa AeNCTBUA KtoYa SNEKTPOHHOM NoANucK nan
COOTBETCTBYHOLLIErO eMy cepTndMKaTa NOABAAETCA B CNEAYIOWMNX CayYasnX:

Ecam cpok aeicTBua Katoua 3NeKTPOHHOM NoANNCK nan cepTudukata 6An30K K KOHLLY, Npu
3TOM He HalgeHO 3anpocoB Ha OBHOBNEHME TekyLero cepTudukaTta (Mam NocneAHMI 3anpoc Ha
06HOBNEHWNE YA0BNETBOPEH, OHAKO COOTBETCTBYIOLUIA CEPTUPMKAT HE MOXKET ObITb Ha3HaYeH
TekyLum).

B 3tom ciyuae Bbl MoxxeTe chpopmMmpoBsaTh 3anpoc Ha obHOBAEHMe cepTudMKaTa
(cm. Mpoueaypa 06HOBAEHMA KAtOUA INEKTPOHHOW NOANUCK U cepTudukata). ina atoro:

o ec/n UCTeKaeT CPOK AeNcTBusA cepTudukata, Bbibepute OTNpaBuUTb 3aNpoc Ha O6HoBAEHME
cepTndunkara;

o eCc/n NCTeKaeT CPOK AeNCTBUA KAtOYa INEKTPOHHOM nognucy, Bolbepute OTKPbITh
HacTpoku nognucu, 3ateM B okHe HacTpoiika napameTpoB 6e30nacHOCTM Ha BKajke
D/IeKTPOHHas noanucb HaxmuTe O6HOBUTL cepTUdMKaT.

Ecnm cpok AeincTBus Kito4a 3NEKTPOHHONM NOANMNCK Uan cepTudukaTta 6an30K K KOHLY, Npu
3TOM MOC/EeAHWI 3anpocC Ha OBHOB/IEHME TeKyLLero cepTudmkaTta AMbo OTKIOHEH, IM60
HaXOAMUTCA B COCTOAHUN 06paboTkm B nporpamme ViPNet YaoctoBepsitowmii 1 KAHOUYEBOM
LEeHTp.

B 3toM ciiyuae obpatuTech K agMuHUCTpaTopy Bawwel cet ViPNet v, npn HeobxoaumocTy,
co3zaviTe elé OfMH 3anpoc Ha OBHOB/IEHVE TeKyLLlero ceptudumkara.

Mpeaynpexaenne Cepenca GesonacHocTn @

CpoK AefCTEMA TEKYLIEr D CEpTWHMKaTa SNeKTPOHHOM
* ' noamaos ncrexaer 08.09.2017.

Cpeau uMetowmxcs ¥ Bac cepTHdKaTos ecTb A0CTYMHEIE ANA
MCMONE30BEHWS . PEKOMEHAYETCA BEIBPATE OAWH M3 HWAX MK 3aNPOCMTE
obHoBneHMe Terkywero cepThdmkaTa,

AeiicTEre
@) BoibpaTs Apyrof cepTHdMKAT B KaYecTBe TEKYLLErD
") OTNpasWTE 3anpoc Ha ofHosNeHHe cepTudMkaTa
") OTKPLITE HACTPOMKK 3MNEKTPOHHON NOAMHCH
_) HanoMH1TE cHoBa Yepes | 10 MaHyT

~ HanoMHUTE MpH cneayrolwed 3y TEHTHDMKILMK

PucyHok 141. lpedynpexdeHusi 0 CKopoMm ucmedeHuUU cpoka delicmaus cepmugukama u
K/It04a 31ekmpoHHoU nodnucu
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Mpv NosBAEHMM OKHa C TaKNM NPeAynpexaeHnem:

1 B 3aBMCMMOCTU OT BUAa NpesynpexaeHns BbibepuTe O4HO U3 NPEAJIOXEHHbIX AeACTBUNA:

o

BbibpaTh gpyrou cepTnudukaT B KaUecTBe TEKYLLero — A5 Ha3HauYeHus 4pyroro
AENCTBUTE/IBHOTO JIMYHOTO CcepTudmKaTa TeKyLMM C MOMOLLbIO OKHa HasHaueHuve cepTudukara
TeKyLUM.

OTnpaBuWTb 3anpoc Ha o6HoBAEeHMe cepTUduKaTa — 18 GOPMMPOBaHUS 3anpoca Ha
06HOBJIEHME TEKYLLEro cepTudUKaTa C MOMOLLbIO MacTepa 06HOBEHNs cepTudUKaToB
(cm. Mpouesypa 06HOBAEHMSA KtOUA SNEKTPOHHOM NOAMNUCU U cepTUdUKaTa).

OTKpPbITb HACTPOIKM 3IEKTPOHHOM NoANUCKM — ANA Bbi30Ba OkHa HacTpoiika napameTpoB
6e3onacHOCTU Ha BKNajKke INEKTPOHHaA NOAMUCH, C MOMOLLbIO KOTOPOM MOXHO YnpaBaaTb
cepTupuKatamm.

HanomMHuUTb cHOBa Yepe3 — A5 MOBTOPHOrO BbI30Ba OKHa NpeaynpeXxaeHunsa no ncredeHnm
yKa3zaHHOro BpeMeHHoro npomexyTtka (10 MuHyT, 1 yvac, 6 yacos, 1 aeHb, 1 Hegens).

HanomMHuWTb Npu cneaytouieii ayTeHTMdUKaLMM — A5 MOBTOPHOMO BbI30Ba OKHa
npegynpexaeHns npu ciegyrolem 3anycke nporpammbl ViPNet Client.

2 Haxmute OK.

CpOK AEUCTBMA TEKYLLIETO KJIKOUa 31EKTPOHHOM
NOAMMNCK yXKE NCTEK

I'Ipep,ynpex(p,eHme 06 ncrteueHumn CpoOKa ,ﬂ,el‘/JICTBVIFI K/Ko4a 3J'IEKTpOHHOl‘/II noanncnm NoABAAETCA B

aiegyronx cny4vaax:

Ecam CpOK AeVICTBMﬂ Knro4a BHEKTpOHHOVI noanncu I'IOAOLLIéJ'I K KOHUY, Npn 3TOM He Hal‘/llﬂ,eHO
3anpocoB Ha obHoB/IeHME TekyLiero CepTVIqJI/IKaTa (nan I'IOCﬂeAHI/II7I 3anpocC Ha obHoOB/IEHME
y,D,OBﬂeTBOpéH, OA4HaKo COOTBeTCTByI-OLLI,I/IVI CepTVIq)VIKaT He MOXET ObITb Ha3HaueH TEKyLLI,I/IM).

B 3TOM C/iyuae Bbl MOXETE OTKPbITb BKAAZKY NeKTPOHHas nognucb okHa Hactpolika
napameTpoB 6e3onacHOCTH, BbiI6paB OTKPbITb HAacTporikmn noanucu. C MOMOLLbIO
COOTBETCTBYHOLLEW KHOMKM Ha BK/JaAKe DNeKTPOHHas NOANUCh Bbl MOXeTe O6HOBUTb TEKYLLMIA
ceptudukar (cm. NMpoueaypa 06HOBIEHWSs KAtOUa 3NEKTPOHHON NOANUCK U cepTudukaTa).
OgHako B nporpamme ViPNet Y10CTOBepsOLWMIA 1 KIHOYEBOW LEHTP TakoW 3anpoc He byaeT
obpaboTaH aBTOMaTUUECKH, @ ByAeT oXunaaTb pelleHns agMrMHUCTpaTopa.

BHumaHme! Co3aHHbIN 3anpoc NOANUCLIBAETCS C UCMO/b30BaHMEM KtOYa
3/IEKTPOHHOW NOANUCYK, COOTBETCTBYHOLLLErO TeKyLLLeMY cepTudumkaTy. OgHako 3Ta

/A\\ noANnCb NCNONb3yeTCA HE ANA MOATBEPXKAEHNA aBTOPCTBA, @ TONIbKO 417 NPOBEpPKN

LleNloCcTHOCTU 3anpoca. Takue 3anpockl UMetoT cTaTyc He noanucaH (cm. MpocmoTp
3anpoca Ha cepTuoukar).
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e ECau cpok AeNCTBUSA KItOUA 3/IEKTPOHHOW MOAMUCH MOAOLLEN K KOHLLY, MPY 3TOM NOCAEAHWUIA
3anpoc Ha 0bHOBNEHME TekyLLero cepTudmKaTa IMH60 OTKNOHEH, MO0 HAXOAWTCH B COCTOSIHUM
0bpaboTku B nporpamme ViPNet Y10CTOBEPAIOLLNIA 1 KAHOUEBOW LLEHTP.

B aTom cnyuae obpatutech K agMuHUcTpaTopy Bawen cetn ViPNet n, npu HeobxoammocTy,
co3janTe eLLé oAMH 3anpoc Ha OBHOBEHWE TekyLlero ceptudukara.

~

Npeaynpexaenne Ceponca Gesonacrocm i

MCTEX CPOK ACHACTEWS KIBOUA 3NEKTPOHHON NOATIOL
l TEXYWEr O CepTUdeacaTa NOArMo.

NOAMAD A3FSIX € INOMLICEREMN TEXYILErD CEpTIdNKATA
HEBO 30N,

OTCYTCTEYOT CEPTMEVIKATE!, LOCTYTIGIE ARR MCNONDIOBIAR.
OfpaTnTets X 22escTPITOPY YKL ANR NOMYSErstR MOS0
CepTIdVKaTa. A0 NOAYyNeeR Baret nOBOro CepTEKATA NOAMIGY
KOPDENONA LIS NDOVIBORHTECR e Gyaer,

Aeicrone
O OTKPOATS HACTDOMGA INEXTDOHHON NOAMASS
HIN0MeTD 01003 Yepes
HaNOMeTo NEV CHERYIOULEH DY TErTidiacas s

o ]

PucyHok 142. lNpedynpexdeHue 0 momM, 4Ymo ucmeék cpok Oelicmaus Karo4a 31eKmpoHHOU
nodnucu

Mpw NosBAEHMM OKHa C TakKNUM NpeAynpexaeHnem:
1 Bbibepute 04HO M3 NPEANOXKEHHbIX JENCTBUNA:

o  OTKpbITb HACTPOWKM 3EKTPOHHOM NoANUCK — A1 Bbi30Ba OkHa HacTpoiika napameTpoB
6e3onacHOCTU Ha BKIajke INEKTPOHHasA NOAMUCH, C MOMOLLbIO KOTOPOM MOXHO ynpaBAasaTb
ceptTupuKatamm.

o HanomHuTb cHOBa uepe3 — 15 NOBTOPHOIO BbI30Ba OKHa NpPeAynpexaeHns No NcTeyeHun
yKa3aHHOro BpeMeHHoro npomexytka (10 muHyT, 1 yac, 6 yacos, 1 geHb, 1 Hegena).

o HanomuuTb Npu cneaytolen ayteHTUPUKaLMM — A5 MOBTOPHOTO BbI30Ba OKHa
npeaynpexaeHvs npu ciegyrouiem 3anycke nporpammbl ViPNet Client.

2 Haxmunte OK.
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[enCTBUTENbHBIN CMUCOK aHHYIMPOBAHHbIX

CEPTUPUKATOB HE HaMAEH

MpeaynpexaeHue o0 TOM, UTO AENCTBUTE/bHbIV CMMCOK aHHYIMPOBaHHBIX CePTUOMKATOB HE HaWAEH,
MOABAAETCA NPY BbINMOJHEHUMN CNEAYHOLLMX YCAOBUIA:

. eC/In CNMUCOK aHHYJIMPOBAHHbIX CepTVICI)VIKaTOB He o6Hapy>KeH B XpaHWIuLle nojib3oBatens nan

CPOK ero AelcTBUN UCTEK;

e ecin B okHe HacTpoliika napameTpoB 6e30nacHOCTM Ha Bkaajke AAMUHUCTPATOP CHAT
¢dnaxxok IrHoprpoBaTb OTCYTCTBUE CMUCKOB aHHY/IMPOBaHHbIX cepTUdUKaTOB
(cM. lononHUTeNbHbIE HACTPOMKM NapamMeTpoB be3onacHocTH).

‘Npeaynpexaenue Cepenca Gesonacnocmn (o]
HE HEAAGH AGHCTENT CNLHESE CIMCOK SHHY TMPOSSHHLIX
. L ceprwdeecaros.

TEXYUUSt CEPTHEVKAT INEKTDOMHON NOAIMO CHATACTCR

HEACACTEMTE MM, TAK KAK 1A HATACH ASHCTENMTEMMOE TWCOK

By MPOSIEO CAPTVEMIKATOS LEHTDA CEDTINMKALI S, BNy CTIEETO
STOY COpTIdVKAT.

OSpaTUTES X A2MaeTDITODY YKL 2NR NONYHEHAR HOSOMD CIeicka
HYIPOSIEBIX CEPTMIMKATOS. R0 NONywerets Baest oSnooneres w3
YKL 2PEKTROMMAR NOATIICH KOPPEICHACILIH H O5MEN SOTMETIV BN
KON LAPOBNE R NPOUIBORMTRCA Me ByayT.

AT

O HanoteetTo 01003 Seped | 10 eyt v
HAN0MSATL NV CHERYIOUEH Y TENTIdIAs o1

(e ]

PucyHok 143. lpedynpexdeHue o mom, ymo OelicmeumesibHbIl CNUCOK AHHYIUPOBAHHbIX

cepmugpukamos He HaliOeH

I'IpV| noAaBAEHUN OKHa C TaKUM npejynpexaeHnem:

o ObpatnTech K agMUHUCTpaTOpPy Bawen cetn ViPNet ana nonyyeHns HOBOro cnmncka

aHHY/IMPOBaHHbIX cepTUdUKaToB.

e BbibepuTte 04HO 13 NPEANOXKEHHbIX AENCTBUN:

o HanomHuTb cHOBa yepes — An4 MOBTOPHOIO BbI30Ba OKHa MnpeaynpexaeHna no ncrevyeHnn

yKa3aHHOro BpeMeHHoro npomexytka (10 MuHyT, 1 yac, 6 yacos, 1 geHb, 1 Hegenq).

o HanomHuTb Npu cnepytoweii ayteHTUdUKaAL MM — AN MOBTOPHOTO BbI30Ba OKHa
npeaynpexaeHns npu cnegyroliem 3anycke nporpammbl ViPNet Client.

MNocne atoro HaxmmnTe OK.
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Ceptndmkart, n3laHHbIM MO MHNLIMATUBE
AAMUHNCTPATOPA, BBEAEH B AENCTBME

MpeaynpexaeHvie 0 TOM, UTO BBEAEH B AeiCTBME CepTUPMKAT, U3AaHHBIV MO UHMLMATHBE
agMuHucTpaTopa nporpammsl ViPNet YaocToBeparoLWwmin u KtoueBoi LeHTp, NOABASETCA NpU

BbINOJHEHUN CefyroLWnX yCl]OBI/II‘/’IZ

B okHe Hactpoiika napameTpoB 6€30MnacHOCTU Ha BK/ajKe DeKTPOHHas nognucb
ycTaHoBAEeH daxkok ABTOMaTUUeCKU BBOAMUTL B AieNcTBUE cepTUdMKATbI, U3aHHbIe Mo
MHuymnatmee agMmuHucrpatopa YKLL.

B coctaBe 06HOBAEHWS NOAYUYeHbl KAtoun, CGOPMUPOBAHHbIE aAMUHUCTPATOPOM MPOrpaMMbl
ViPNet YaocToBepstowumii 1 K1toueBow LeHTP 6e3 3anpoca co CTOPOHbI MOJib30BaTeNs U
coZep>kallme HOBbIN cepTUdUKAT NONb30BaATENS U KU 3/1EKTPOHHON NoANucHu.

Mpwv NosBAEHMM OKHa C TaKUM NPeAynpexaeHNem:

1 Bbibepute 04HO 13 NPEAIOXKEHHBIX AENCTBUIA:

o

OTKpbITb HACTPOMKM INEKTPOHHOW NoANMCcYM — ANs Bbi3oBa OkHa HacTpoiika napameTpoB

6e30nacHOCTM Ha BKIajKe NEKTPOHHAsA NOANUCH, C MOMOLLbIO KOTOPON MOXHO MPOCMOTPETb

CBeZeHus O TekyLlem cepTndukaTe, a Takxke ynpaeasatb ceptudurkatamu.

OTnpaBuTb 3anpoc Ha 06bHoBNEeHMe cepTUduKata — 13 GopPMUPOBaHMSA 3anpoca Ha
obHOBAeHMe TekyLlero cepTudukata ¢ MOMOLLbIO MacTepa 06bHOBAEHNA cepTUdUKaTOB
(cm. Mpoueaypa 06HOBAEHWSA KAtOYa INEKTPOHHOW NoANncK 1 ceptudumkaTta).

OTnpaBnsTb 3anpoc Ha 06HOBNEHWEe cepTUdMKaTa CaesyeT B TOM Cyyae, eciv NoanTmnka
6e30MacHOCTM BalLel opraHM3aLMm 3anpeLLaeT NCnoib30BaTh KAHOY 31EKTPOHHOW Nognucy,
CPOPMUPOBAHHbIV HE BaMU IMYHO, @ HA CETEBOM Y3Ne agMUHUCTpaTopa. B pesynbTate
06HOB/IEHNS BaM ByAeT AOCTaB/IeH cepTndumKaT, KOTOpbI ByAeT COOTBETCTBOBATL KUY
3NEKTPOHHOW NoANUCY, CPOPMUPOBAHHOMY Ha BalLeM KOMMbHOTEPE.

2 Haxmute OK.
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IcTeKaeT CpOK AeNCTBMA TEKYLLETO CepTUOUKATA
ayTeEHTUOMKALNM

Ecnv nonb3oBatens Bbibpan cnocob ayteHTudukaumm B MO ViPNet Client npn nomowm ceptudukata Ha
YCTPOICTBE, 3a 45 AHeN f0 UcTeyeHns Cpoka AeCTBUs 3TOro cepTudurKaTa NOSBUTCS COOTBETCTBYOLLEE
npeaynpexaeHune cepeuca besonacHocTu. Bug npeaynpexzaeHuns 3aBUCUT OT TOFO, XPaHATCA K Ha
BHELLUHEM YCTPOWCTBE Apyrve cepTudmrKaThl, NOAXOAALLME ANs ayTeHTUdMKaLuu.

Npeaynpexaenve Cepoinca Ge3onacHocT B Npeaynpexaense Cepanca Gesonackocry
Cpox ACACTIMNG TEXYWET 0 copTwdmaTa CpoK AGACTEMA TexXywero ceprndeara
L. syromuecnse wcrexaer 04.10.2016. ! ayTerTudrecatsm ucrexaet 04, 10,2016,

Coenm ymeunocn y Bac CepTisdviKaTon ecTe SOCTYMraNe ANA

: Pexomena yeTcs 3anpooiTe B Bawen YU obmosnereie ceprisdiscata
MO ICORtR, PEXOMENA YETCR BofpaT 0010« 1O retx it 05pATHTLCS K -
; 2t ayTenTisduasnt, N0 ICTEVRrHS CDOKA ASHCTEIN CepTWENVKATS

assmsewcTpaTopy Bawero YU
syTermindiauns SyaeT nesosmana!
Aeacree .
Aesicrone
0 SufpaTe ADYTOR CEDTHEMKAT B KANECTEE TEXYEro -
O HanotesTs 0082 wepes | 10 eyt h|
HaNOMeITD NpH CHER YIOWES 3YTerTHEnasm

HaNOee(TH 008D Yepel
HANGAS1TL NPV CNER YOS 8T e TdIKALM

S—_——— e ]

PucyHok 144. lMpedynpexdeHus 0 ckopoMm ucmeyeHuUU cpoka delicmaus cepmugukama, Uucnone3yemozo
npu aymeHmugukayuu

BbinonHUTE cnepytoLine AeAcTBUs:

e Ecan Ha BHelLHeM YCTPOMNCTBE HalAeHbl Apyrne cepTUdukaTbl, MOAXOAALLME AN
ayTeHTUdUKaL KN, N COOTBETCTBYHOLLME UM CMIUCKM aHHYIMPOBaHHbIX CEpPTUPUKATOB
YCTAHOBAEHbI B XPaHWIWLLE W ABASIOTCS AEACTBUTENbHBIMY, BbIGEPUTE OAHO U3 MPEANOXKEHHbIX
AeNcTBUN:

o BbibpaTb Apyron ceptudmrKaTt B KauecTBe TeKyLLero — A/ HasHayeHus Jpyroro
cepTudukata A ayTeHTUPMKaLLMM C MOMOLLBIO OKHa Bbibop cepTudukara.

o HanoMHuTb cHOBa uepe3 — 19 NOBTOPHOrO BbI30BA OKHA NpeaynpexaeHnsa no
NCTeYEHNN yKa3aHHOro BpeMeHHoro npomMexytka (10 muHyT, 1 yac, 6 yacos, 1 geHb, 1
Hegens).

o HanomMHuTb Npwu cnepytouleli ayTeHTMdUKaALMM — A9 MOBTOPHOTO BbI30BA OKHa
npeaynpexaeHus npu cnegyrowem 3anycke MO ViPNet Client.

e Ecnu Ha BHeLWHEM YCTPOMCTBE HET APYruxX NOAXOAALLMX ANA ayTeHTUPUKaLmMm cepTUdmKaTos,
BbIbepuTe O4HO M3 ABYX AENCTBUIN, UTOObI HACTPOUTL HaNMOMUWHaHWe, 1 3aTeM MoyYMTe HOBbIN
ceptnoukat agna ayteHtnomkaymm (cM. OcobeHHOCTN ayTeHTUDMKALMN C MOMOLLbIO
ceptudmkarta).

Ecnun Ha BHeLIHEM yCTPOMCTBe eCTb Apyrve noaxogalume ana ayTeHTnbukaumm ceptmdukatsl, HO
cooteetcTByrowmne um CRL npocpoueHbl AnMbo He yCTaHOBAEHbI, BbibepuTe O4HO 13 ABYX AEUCTBUN,
YTOO6bI HACTPOUTL HAaNMOMWHaHKe, U 3aTeM obpaTuTech K agMuHUcTpaTopy Bawen cetn ViPNet ans
MOJly4YeHMNs COOTBETCTBYHOLLENO CMMCKA aHHYAMPOBaHHbIX cepTudurkaTtos. Nocne obHoBaeHma CRL naun
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YCTaHOBKW €ro B XpaHWvLLe Npu ClegyroLLlel NpoBepKe NMOSABUTCA OKHO MpeaynpexAeHns O CKOPOM
NCTEYEHUN CpOKa AeNCTBUA cepTudmkaTa, B KOTOPOM Bbl CMOXETE BblIbpaTh AencTBme Bbibpatb gpyroi
cepTnduKaT B KauecTBe TEKYLLErO.

BHumaHue! Ecau Bbl ucnonbsyete nporpammy ViPNet [lenosas nouta, Heo6xoAnMO
3aMeHUTb CepTUPMKAT, UCMONb3YeMbIl A7 ayTeHTUOUKaLMK, L0 UCTEUEHNS ero Cpoka
JencTBMSA, YTOObI He BbIMOHATL MOBTOPHYHO YCTAHOBKY Ktouel. B npoTMBHOM cayvae
nocne NOBTOPHOW YCTaHOBKM KAtOUer ByaeT NoTepsH A0CTyN K 3andpoBaHHbIM
nucbmam nporpammbl ViPNet lenosas nouta (B TOM Yncie B apxmBax).

>

Tekylwmmn cepTmomkaT ayTeHTUOMKALMM
HeAenCTBMTENEH

Ecnv cpok genctBus ceptudmkara, NCNoab3yemMoro npu ayteHTndukaumm, CTéxk, NosBmuTcs
COOTBETCTBYOLLEE MpeaynpexaeHve cepsuca 6e3onacHoCTy.

Mpeaynpexaesue Ceperca BesonacHocTu x

! 1 Texyumii cepTuhUKaT ayTeHTHDMKaLIM
&

HEASACTEMTENEH.

CpoK AEACTENA 3TOr0 CEPTUAMKATE Y3HE MCTEK MK ELUE HE HACT YT,
OTCYTCTEYIOT ASACTEMTENBHBIE MMHHEIE cepTHDMKaTElL ObpaTtuTe K
BAMMHMCTRETOPY YL, ANA NonyYeHs HoBoro cepTHdMKaTa. A0 NonyYeHus

BaMu HOBOTO CEpTUDMKETa ayTEHTUHMKALMA No cepTudkaTam Gynet
HEB03MoMHE!

OeicTene

(@) HanoMHWTE CHOBE yepes | 10 MaHyT -

() HanoMHMTE npy cneayrowwel ayTeHTHdMKam

PucyHok 145. lNpedynpexdeHue 06 ucmeyeHuu cpoka delicmeus cepmugbukama, Ucnob3yemMozo npu
aymeHmuguxayuu

Mpn NosBAEHNM OKHa C TaKUM NpeaynpexaeHneM:
1 Bbibepute 04HO 13 NPEA/IOKEHHbIX AENCTBUW, UTOObI HACTPOUTb HaNOMMUHaHWeE.

2 T[lonyunte HOBbIV cepTuduKaT ans ayteHTUdmKaumm (cM. OcobeHHOoCTU ayTeHTUdUKALLUN C
nomoLbio ceptnudmkara).

Kpome Toro, npegynpexaeHve o HeAeiCTBUTENbHOM cepTudukaTte ayTeHTUPMKaLIMM NOABNAETCA B
cnyyae, Kkorga cepTudukaTt usgartens He yCTaHOBJIEH B CUCTEMHOE XpaHuavie [loBepeHHble KOPHEBbIe
cepTndMKaTbl.
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Mpeaynpexaenne Ceperca BesonacHocTu Iﬁ

l \ Tesxcyumiin cepTinduacaT ayTeHTidMmcaIpmM
k

HESHACTBUTENeH.

HeaocratouHe MHdopHMaLMKM ANS MPOBEPKK 3TOMD CepTHAMKETE.
OTCYTCTEYIOT ASACTEMTENEHLIE MMUHEIE CEpTHDMKATEL OBpaTHTe: K
agMuHcTRaTopy YU, AnA nonyyeua Hosoro cepTudmkaTa. Ao nony4eHus

Bamu HoBOro CEpTHEMKETE ayTEHTMRMKELMA Mo cepTdMaTan DyaeT
HEBO3MOMHE!

[OelicTene

(@ HanoMHWTE cHosa Yepes | 10 MaHyT -

() HaNoMHMTE NpK cneayrollei ayTeHTduKan

A

PucyHok 146. lpedynpexdeHue o HedelicmeaumeneHOM cepmugukame, Uchoab63yemMom npu
aymeHmudgbukayuu

npl/l noABNEHNN OKHa C TakKUM npegynpexageHnem:
1 Bb|6ep|/|Te O4HO M3 Npeano>XXeHHbIX AEIZCTBI/IIZ, UTOObI HaCTPOUTb HaNnoMUHaHMe.

2 Ob6patnTech k agMuHucTpaTopy Bawen cetn ViPNet, utobbl noayuntb ceptndumKaTt nsgatens n 3atem
YCTaHOBUTE €ro B CUCTEMHOE XpaHuauie [loBepeHHble KOpHeBble cepTudumkarbl. s 3Toro
ABaX bl LWENKHUTE MO cepTudMKaTy U ChefynTe ykasaHUsaM MacTepa YCTaHOBKW cepTUPUKaTOB
(cM. YcTaHOBKa B XpaHUANLLE BPYUHYHO).

Tekywmm ceptmdukaT ayTeHTndrKaumm He HanaeH

Ecnun ycTpoiicTBO, NCnosib3yeMoe Aas ayTeHTUdUKALLMK C MOMOLLbIO cepTUdMKaTa, HE MOAKIHOUYEHO,
MOSIBUTCS COOTBETCTBYHOLLLIEE NpeayrnpexaeHme.

Mpeaynpexaerne Ceperca GE30NACHOCTY Y

l L Texyumin cepTUdMICAT ayTeHTAOMIKELIM He HaneH.

TeKyLMil CEpTUDMIKET ayTeHTHdMKALMM HEAoCTyNeH. BosmokHo, He
roTOBO YCTPOMCTBO @y TEeHTHDMKALIM,

[o obecneyeHia AOCTYNA K CEPTHRMKATY KOPPEKTHANA NPOBEPKE
CEPTUOMKETOE 3y TEHTUDUKALMN BYAET HEBOSMOMKHE!

OeicTene

(@ HanoMHWTE cHosa Yepes | 10 MaHyT -

() HanoMHUTE Npu cneayollel ayTeHTudukam

PucyHok 147. lpedynpexdeHue o HeHalideHHOM cepmudgbukame, UCnob63yeMoM npu aymeHmugukayuu
1 Bbibepute 0fHO 13 NPEAIONKEHHbIX AENCTBUIA, UTOObI HACTPOUTL HAaNMOMUHaHMe.

2 TloaknroumnTe BHELLHEE YCTPOWCTBO C CePTUPUKATOM, KOTOPBIN UCMOAb3YETCA ANS ayTeHTMdMKaL MK,
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[1peaynpexaeHnsa 0b yrpo3ax

MpeaynpexgaeHus ob yrposax npeAHasHauveHbl 415 CBOEBPEMEHHOTO MHPOPMUPOBAHUS MOJIb30BaTENS O
CHVXXEHUW YPOBHS 6e30MacHOCTU CETEBOTO y3a.

HapylweHa LenoctHoCTb ¢pannia

Ans obecneueHns 6e3onacHOCTM CETEBOrO Y31a KaxAbli pa3 npw 3anycke nporpammbl ViPNet Client
BbIMOJIHAETCA MPOBEPKa LeIOCTHOCTM BCeX Moayner n koMmnoHeHTos 0. Mpu obHapy>keHUN Henonagok,
nosaBMTCA coobLLeHne 0 HapyLleHnn uenocTHocTu darina. MNMporpamma ViPNet Client 6yaeT nepeseseHa B
aBapUMHBIN pexxM paboTbl, MPU KOTOPOM:

e  3a6/10KMPOBaH JOCTYN K pecypcam 3allnWEHHON ceTu;

e  paspeLléH AOCTYyN K OTKPbITOM CETU B COOTBETCTBMM C HACTPOEHHBIMU CETEBLIMU GUAbTPaMM.

BoccraHoBneHue pabotbl MO ViPNet Client BbinonHseTca B pyyHOM pexume. [ns 3Toro BOCnosb3yntech
OAHWUM N3 CNOCOHOB:

L] BbINOJIHUTE BOCCTaHOB/IEHME NPOrpaMmMbl (CM. ,ﬂ,06aBJ'IeHI/Ie, ydaneHune n BoOCCTaHOBJIEHUNE
KOMIMOHEHTOB;

e obpatutech k agMuHucTpaTopy cetn ViPNet 3a obHoBAeHMeM nporpammebl (cM. O6HoBAEHME,
otnpasneHHoe n3 ViPNet LleHTp ynpaBaeHuns ceTblo);

e npoBeanTe OBHOB/IEHME CaMOCTOATENbHO (cM. OBHOB/IEHME C MOMOLLbH YCTAHOBOYHOTO
danna).

ObHapyXeHa MomnbITka HAPYLLIEHNA CETEBbIX
GUNLTPOB

[ns 6e3onacHol paboTbl B cETU HEOOXOANMbI KOPPEKTHO HACTPOEHHbIE NpaBuaa dbuabTpaumm Tpaduka.
Ecnn no kakon-To npuumnHe ceTeBble GUALTPLI BYAYT MCKaXKEHbI, MOSBUTCA COOTBETCTBYIOLLEE
coobuyeHme. MNpun 3ToM GUABLTPbI 3aMEHAOTCA Ha NPesyCTaHOBAEHHbIE. YTOObI MPU HapyLLUEHWM
LLe/0CTHOCTM GUABTPOB aBTOMaTUUECKN BA0KMPOBaTb TPAPUK, BbIMOAHUTE HEOOXOAMMbIE HACTPOWKMN B
pexvme agMuHucTpatopa (cM. MapameTpeol 3aLnTbl Tpadurka).
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ObLpme ceeaeHms o
cepTmdmKaTax v Karuax
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OCHOBbI KpUMTOrPaGUM

Kpuntorpadus ncnonb3yercs A peLueHmns TPEX OCHOBHBbIX 3ajau:
e obecrieveHne KOHOUAEHUMANBHOCTN JaHHBIX;
®  KOHTPOJIb LLeIOCTHOCTU AaHHbIX;

L obecneyeHne NOA/NMHHOCTU aBTOPCTBa AaHHbIX.

MepBas 3agaya peLllaeTca ¢ MOMOLLLIO CUMMETPUYUHBIX airopUTMOoB WrdposaHua. [1ns pelleHns BTOpoW
W TpeTbe 3agay TpebyeTca NCNoAb30BaHNE aCUMMETPUYHBIX aArOPUTMOB U 3JIEKTPOHHOMN MOAMMUCH.

B naHHOM pasgenie cogepXXnNTCs YNPOLLEHHOE ONUCAHWE aiTOPUTMOB C CUMMETPUYHBIM KIKOUOM, C
aCUMMETPUYHBIM KJTKOUOM, 3/IEKTPOHHOM MOAMMCH, @ TaKKe NMPUBOAATCS MPUMEPBI UCMO/Ib30BAHNSA 3TUX
aAropuTMOB B MHQOPMALMOHHBIX CUCTEMAX (MPUBEAEHHbIE MPYMEPbI HE OTHOCATCS K TEXHOJIOTUN
ViPNet).

CUMMETPUYHOE WG pPOBaHMe

B cuMMeTpUUHbIX anropuTMax A5 3awmndpoBaHms 1 paclundpoBaHms NMPYMEHSETCS OAMH U TOT Xe
KpunTorpapuuecknii kKnrou. [1as Toro 4ytobbl U OTRPaBUTENDb, U NOAYyYaTENb MOMIM NPOYUTATb UCXOAHBIN
TEKCT (MAKN Apyrue AaHHble, He 00A3aTeNbHO TEKCTOBBIE), 06€ CTOPOHbI AOMXKHbI 3HATb KAKOY afropuTMa.

Ha cxeme Huxe n306paxkéH NpoLecc CMMMETPUUYHOTO 3awndpoBaHmns 1 paclundpoBaHms.

JawwndposaHne
D
JawmdpoBaTe
HexoaHsii HudposaHHBIA
TeKCT JT\“& . TEKCT
CHUMMETPWYHEBIA KNKY
Pacwngpoeanme
D
PaclwmdpoeaTe
g posaHHeR WexonHei
TeKCT ﬁ{ _ TEKCT

CHUMMETPHYHEBIA KN4
PucyHok 148. 3awugposaHue u pacwiugposaHue Ha CUMMEeMPUYHOM KH0Ye

CUMMeETPUUHbIE anropuTMbl WNGPOBaHUA CNOCOOHbLI 0bpabaTbiBaTh HOAbLLIOE KOJIMYECTBO AaHHbIX 3a
KOpOTKOE BpeMs barofaps UCNO/b30BaHWIO 415 3awndpoBaHMs 1 pacluMPpPOBaHMA OLHOTO M TOTO Xe
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K/tOYa, a Takke brarogaps NPOCTOTE CUMMETPUYHbIX aATOPUTMOB MO CPAaBHEHUWIO C aCUMMETPUYHBIMMU.
Mo3TOMy CMMMETPUYHBIE aITOPUTMbI HaCTO UCMOL3YHOT ANs WindpoBaHMs H6OAbLINX MAaCCMBOB AaHHbIX.

ﬂ'}'lﬂ LLII/Iq)pOBaHI/IFl AaHHbIX C NTOMOLWbHO CMUMMETPUYHOIO anropmtMma KpVII'ITOFpaq)I/Il—IECKaﬂ cncremMa
ncnosibsyet CI/IMMETpI/Il—IHbII‘/’I KoY. lELJ'II/IH:’;I KJ1Ko4a (O6bILIHO Bblpa>kaemMas B 6I/ITaX) 3aBUCUT OT aaropmTmMa
LIJI/ICprBaHI/IFI M NporpamMmmMbl, KOTopasa NCNONb3YET 3TOT aJITOPUTM.

C NoMOLLbH0 CUMMETPUYHOIO KJtoYa UCXOAHBIN (OTKPbITBIN) TEKCT NpeobpasyeTtcs B WMPPOBaHHbIW
(3aKpbITbIV) TeKCT. 3aTem WNOPOBAHHLIN TEKCT OTNPaBAAETCA nosyyaTtento. Eciv nonyyaTtento nssecteH
CMMMETPWYHBIN KoY, Ha KOTOPOM 3alndpoBaH TEKCT, Noay4vaTenb MoxeT npeobpazosaTb
WNGPOBAHHbIN TEKCT B UCXOAHBIV BUA,

MpumeyaHue. Ha npakTrike CUMMETPUUHBINA KJTHOU HY>HO Nepegatb nosyyaTento

KakMM-nnMb0o HagéXHbIM cnocobom. OBbIYHO CO34aETCA CUMMETPUYHBIN KoY NMapHONM

CBSAI31, KOTOPBbIV Nepesagrcs NoayyaTesto JIMYHO. 3aTeM Aas WwWubpoBaHus

MCNOJIb3YHOTCA ClyYaliHble (CECCUOHHbIE) CUMMETPUUHbBIE KKOUM, KOTOpPbIe

3alIMPPOBLIBAOTCA Ha KAKOUe NapHOW CBA3W 1 B TaKOM BUAE NepesaroTcs no
pas/IuYHbIM KaHaiam BMeCTe C LUMbPOBaHHbBIM TEKCTOM.

HaunbonbLuyro yrposy 6esonacHocT nHdopmaLm npyu CMMMETPUYHOM LINBPOBaHNK
npeAcTaBaseT nepexesaT CUMMETPUYHOTO KAtoYa NapHow ceasu. Ecam oH Byget
nepexeayeH, 3/10yMbILLIEHHUKN CMOTYT pacluMppoBaTh BCe JaHHble, 3alnppoBaHHbIe
Ha 3TOM KJtoYe.

ACMMETPUUHOE LWINDPOBaHKE

ACYMMETPUYHBIE aNrOPUTMBbI LWINGPOBAHWA NCNONBL3YIOT Ba MaTEMaTUUYECKUN CBA3AHHBIX K/toYa:
OTKPBbITbIN KAFOY M 3aKPbITbIV KoY. a5 3awmdpoBaHUs NPUMEHAETCA OTKPbITLIN KAKOY, AN
pacwndpoBaHNa — 3aKpbITbIA KO,

OTKPBbITBIN KU pacnpoCTpaHaeTcs cBO6OAHO. 3aKpbITbIM KIHOUOM BAJEET TOJIbKO MOb30BaTENb,
KOTOpPbIV CO34aéT Napy acCMMMETPUYHBIX KoY. 3aKpbIThIA KUY CIEAYET XPaHUTb B CEKPETE, UYTOObI
NCKJIIOUYNTb BO3MOXHOCTb €ro nepexsara.

Vicnosnb3oBaHWe ABYX pasnnyUHbIX KArOUen Ans 3awmndpoBaHus 1 paclumdpoBaHus, a Takxke bosee
CNOXHBIA aNrOPUTM AeNatoT NpoLecc WMPOBaAHUS C MOMOLLbHO aCUMMETPUYHbIX KJOYel ropasso
6osee MeANEHHbIM, YeM LWNGPOBaHME C MOMOLLBIO CUMMETPUYUHBIX KAHOYEN.

OTKPbITBIA KAHOY MOXET BbITb MCMOAb30BaH JIH0OLIMU ANLAMU A OTMNPABKM 3alMPOBaHHbIX AaHHbIX
B/aJesbLly 3aKpbITOro katoya. Mpw 3ToM Napon kntoyen BRaseeT ToNbKO NoyYaTesb 3andpoBaHHbIX
AaHHbIX. TakMM 06pa3oM, TONbKO MolyyaTeslb MOXET paclindpoBaTh 3TW AaHHbIe C MOMOLLbHO
VIMEFOLLLEroCs Y Hero 3akpbITOro Kiroua.
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JawwndposaHne

3awndpoeath

MexoaHsia

TeKCT JT\K —

OTEPBITEIA KNKOY

WudposaHHbIA
TeKCT

nonyJarens
Pacwwndporanmne
«| PacwmdpoBate
WngporaHHBR

-
TEKCT %r_—ﬁ

JAKpPBITHIR Knwoy
nofnyJaTens

MexonHein
TERCT

PucyHok 149. 3awugpposaHue u pacuiugposaHue Ha AaCUMMEMPUYHOM Kroue

MpumeyaHue. Ha npakTke acMMETPUYHbIE aArOPUTMbl B YUNCTOM BUAE UCMO/b3YHOTCSA
oueHb peako. OBbIYHO JaHHble 3aWMbPOBBLIBAOTCS C MOMOLLBH CUMMETPUYHOTO

anropvT™Ma, a 3aTeM C NMOMOLLbIO aCUMMETPUYHOTO aNropuTMa 3awmrdpoBbiBaeTcs
TOJIbKO CUMMETPUUHbIN KtoY. KOMBUHMpPOBaHHbIe (rMbpuaHble) Kpuntorpapuyeckme
aAropuUTMbl paccMaTpuBaroTcs Huxe (cm. CoueTaHre CUMMETPUYHOTO 1

aCYMMETPUYHOTO WNdpPOoBaHMA).

CoyeTtaHme CMMMETPNYHYHOTO N aCMMMETPUNYHYHOTO

LLINDPOBaHNA

B 6onblINHCTBE I'IpM]]O)KGHI/IVI CMMMETPUYHbIE N aCUMMETPUYHbBbIE a/ITOPUTMbl NPUMEHAKOTCA COBMECTHO,

UYTO MO3BONAET UCMNOJIb30BaTb NpenmMyLlecTBa obowux aJiropuUTMOB.

B cjlydae COBMEeCTHOro ncrnosibsoBaHna CUMMeTpn4yHOro 1 aCUMMeTprnYHOro aaropmTMoB:

e VcxogHbl TeKCT NpeobpasyeTcs B LWMPPOBaHHBI C MOMOLLbI CUMMETPUYHOTO aaroputMa

LIJVICI)pOBaHVIFI. |_|p8I/IMyLLI,ECTBO 3TOro aAropmtMa 3akKnro4yaeTca B BbICOKOW CKOpOCTH

windpoBaHms.

e [lna nepesauv noayyaTento CUMMETPUYHbIW KNHOY, Ha KOTOPOM 6bi1 3alIMppOBaH TEKCT,
3alWMdPOBbLIBAETCSA C MOMOLLBH aCUMMETPUYHOTO aaropuTma. lNMpenmyiectso
aCUMMETPUYHOTO anroprTMa 3akNKUaeTCa B TOM, YTO TONbKO BAajeNeL, 3aKpbITOro Karouya

CMOXeT paclundpoBaTb CUMMETPUYHBIA KNHOY.

Ha cnepytoliem pucyHke n3obpaxéH npouecc WwndpoBaHUs ¢ NOMOLLbHO KOMOBUHUPOBAHHOTO

ajroputma.
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JosepeHHOe
KpaHHUmMILE

OTEPBITEN KN

@ ®

MexofHein  Cummetpiddslin LW popaHH bl nppopadHblil - CumMmMeTprdblil - MoxogHsli
TEKCT Koy TEKCT TekeT Koy TaKeT

1

CummeTpiudsld  OTKpBITEIR  3awudposaHHeR JawMppoBaHHBIA  2AKPRITER  CHMMETDHYHBIR

KoY Koy CHMMETRHYHBIA CHMMETRIY Hbl A KoY KoY
KoY KoY
JawndpoEatHER
CHRMMET R HbI
LA Ll

Pucyrok 150. LLlugpposaHue ¢ noMoujbro KOMBUHUPOBAHHO20 AS20pUMMA
1 OTnpaBuTenb 3anpaluvBaeT OTKPbITbIV K/OY NOyYaTeNs U3 JOBEPEHHOMO XpaHuumLLa.
2 OTnpaBuTeNb CO34aET CUMMETPUYHbIV KU M 3alUMPPOBBLIBAET C €r0 NMOMOLLBIO UCXOAHbIV TEKCT.

3 CI/IMMeTpI/ILIHbII\/‘I KN4 3au.||/|q)posb|3aeTc;| Ha OTKPbITOM KJlloUe noay4yartesd, yTOObI npeasoTeBpaTnTb
nepexesat KAKo4Ya BO BpeMA nepesadn.

4 3awndpoBaHHbI CUMMETPUYHBINA KUY U WNGPOBaHHbIN TEKCT NEPeAaroTCa NoyyaTesto.
5 C nomoLubio CBOEro 3aKpbITOro KJato4a nojyyaTeb paclindpoBbIBAET CUMMETPUYHbIN KAHOY.

6 C NoMoLb CUMMETPUYHOTO KJtOYa NoayYaTesnb paclimdpoBbIBaeT WNPPOBAHHbIN TEKCT, B
pe3y/abTaTe OH NONyYaeT UCXOAHBIN TeKCT.

CoueTaHme xau-QyHKUMM 1 aCMMETPUYHOTO
AITOPUTMA 3NEKTPOHHOM MOAMUCH

DNeKTPOHHas NOANMCH 3allMLLaeT daHHble CleAyroLWmM 06pa3om:

. ,ﬂ,ﬂﬂ noanmncaHnAa AaHHbIX NCMNONb3YETCA X3LIJ-(1)yHKLI,I/lf-|, C noOMOoLWbHO KOTOpOI7I onpeaenaerca
X3W-CyMMa UCXOA4HbIX AaHHbIX. Mo X3w-cyMmmMme MO>XXHO onpeaenntb, UMerT 1IN MeCTO Kakune-
B0 N3MEHEHUS B 3TUX AaHHDbIX.
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BObWMHCTBO NPWIOXKEHWUH, OCYLLECTBAIOLMX NEKTPOHHYH MOAMUCH, UCMO/b3YHT COYETaHME X3LU-
bYHKUMM M aCUMMETPUYHOTO airopuTMa NoANMCK. X3l -byHKLMSA NO3BOSET NPOBEPUTL LLENOCTHOCTD

L I'IonyquHaﬂ Xaw-cyMMa noannmcbiBaeTca 3]'IeKTpOHHOI7I noanncbro, NO3BONAA NOATBEPAUTD
JIMYHOCTb NojgnuncaBLUEro. Kpome TOro, 3N1eKTPOHHaA No4NNCb HE NO3BOAAET NoANMNcaBLLEMY
JINLLY OTKa3aTbCA OT aBTOPCTBA, TakK KakK TOJIbKO OHO BJIajeeT KJIFOUOM 3J'IeKTpOHHOIz noanuncuy,
MCNOJIb30BaHHbIM ANA noAnnCaHuA. HeBO3MOXHOCTb OTKa3aTbCs OT aBTOpPCTBa Ha3blBaeTCA

HeOoTpeKaeMOCTbHO.

NCXOAHOTO COOBLLEHWS, @ SNEKTPOHHANA NMOAMMCH 3aLMLLAET NOAYUYEHHYH X3LW-GYHKLUNIO OT U3MEHEHNS U

NO3BOJIAET ONnpeaennTb TMYHOCTb aBTOpPa coo6u.|,eva.

MpvBeAEHHaA HUXKE CXeMa UANFOCTPUPYET NPUMeHeHMe X3W-GYHKLMN 1 aCUMMETPUYHOTO aaroputMa B

3/IEKTPOHHOW NOAMNNCK.

Pucyrok 151. lMpumeHeHue xaw-gdyHKYuU U acuMmempu4Ho20 Kpunmozpagu4eckozo anzopumma 8

& @ @ ® JawmdpoBaikan
B — — Kaw-cymma WM
!
ModoqHBIR Xaww-pyHELMA Koy
TeKCT @ 1 INEKTPOHHOM NOANMCH
Nepenaua
®
Xaw-cymma — f::;ﬂHblH
Kaw-gyHrumA  MoxonHsii Jawnpposannan
CpaeHeHmne @ TEKCT NILLI-CYMME
¥ ® JAn$poBaHHAR
JW-CymMmMa |+ Y3LL-CYMMA

Knod npoBepkM
EIIIEHTPDHHDI;I nNoANHCH

a1ekmpoHHol nodnucu

1
2

OTnpaBuTenb CO34aéT daia C UCXOAHbIM COOBLLEHNEM.
MNporpaMMHoe ob6ecrevyeHne oTNPaBUTENS BbIUYMCISET X3LU-CYMMY UCXOAHOTO COOBLLEHUS.

I'IonyquHaﬂ Xaw-cyMmmMa 3aI.IJI/Iq)pOBbIBaeTCﬂ C NOMOLWbHO KJIKO4a BHEKTpOHHOI‘/’I noanncum
oTnpaBuTenA.

NcxopHoe coobuieHmre v 3amdpoBaHHas XL -PpyHKLMA NepesaroTcs noayyatento.

prmeanMe. I'Ipvl MCNoab30BaHUN 3J'IeKTpOHHOIz nognncm ncxogHoe COO6LLI|eHI/Ie He
3aLIJI/I¢pOBbIBHETC$I. Camo coo6u.|,eH|/|e MOXKET BbITb M3MEHEHO, HO Nobble N3MeHeHus
CcAenaroT Xaw-cymMMmy, nepejaBaemMyro BMecTe C COO6LLI,eHI/IEM, HEAeﬁCTBMTeﬂbHOIZ.
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5 Monyuyatenb pacwndpoBbIBAET X3LU-CYyMMY COOOLLEHNS C MOMOLLLIO K/IHO4a NMPOBEPKU 3TEKTPOHHOW
noanucu otnpaeuTens. Kntou npoBepKn 31eKTPOHHOM MOAMMCU MOXET BbITh NepesaH BMeCTe C
COOOLLEHVEM VIV MOJYYEH U3 JOBEPEHHOIO XPaHWUIMLLA.

6 [MonyyaTenb MCMOAL3YET Ty XKe X3W-QYHKLMNIO, UTO U OTMNPaBUTENb, YTOObI BBIUMCANTD X3LU-CYyMMY
NoJly4eHHOTo COObLLEHWS.

7 BbluncneHHas X3Ww-CcyMMa CpaBHMBaeTCA C X3LIJ-CyMMOl‘/‘I, I'IOJ]yHeHHOIZ OT OoTnpaBuUTens. Ecam 3t xaw-
CYyMMbI pasnanyaroTca Mexay CO6OI‘/’I, TO coo6u.|,eH|/|e nan Xaw-cymma OblIV UBMEHEHDI npu nepejaye.

ViPNet Client 4. PykoBogcTBO nosb3oBatens | 307



ObLlime cBeaeHnsa O cepTndmkaTax
K/TFOYEM MPOBEPKM 3NEKTPOHHOM
MOAMNCH

OnpeaeneHme 1 HaszHaueHue

CepTudukaT K1roUa NPOBEPKM INEKTPOHHOM NMOAMUCU ABASETCA OA4HUM M3 0OBEKTOB Kpuntorpapum ¢
KJIFOUOM NMPOBEPKM 3/IEKTPOHHON MNOAMNCHK, B KOTOPOW A/is MPSMOro 1 obpaTtHOro npeobpasoBaHnii
NCNONb3YHOTCS pPa3Hble KIUM:

e Knrou anekTpoHHON nognucy — anst GOPMUPOBAHNUS SNEKTPOHHOM NOAMUCKU U paclumdpoBaHus
coobueHus. Koy 31eKTPOHHON NOAMUCK XPaHUTCS B TaiHE U HE MOANEXUT
pacnpocTpaHeHuto.

L] Kntou NnpoBEpPKU 3neKTpOHHOI7I noanncn — Ana NpoBepKu 3}18KTpOHHOI7I noanncm n
3amm¢pOBava COO6LLI,eHI/IFI. Kntou npoBepKn 3ﬂeKTpOHHOI7I noanncm n3BecteH BCeEM
ydaCTHMKaM I/IHq)OpMaLI.I/IOHHOFO obmeHa n MoxeT nepegasarbCa no He3aLLI,I/ILLI,éHHbIM KaHanam
CBA3N.

Takum o6pa30M, KpI/II'ITOFpaCI)I/Iﬂ C KJIOYOM NPOBEPKU 3ﬂeKTp0HHOI7I noanncum NO3BONAET BbIMOJHATb
ciegyrouime onepaumn:

e [loanucaHue cooblieHns — GopMUpPOBaHME INEKTPOHHOM NOANMUCK, MPUKPENeHMe eé K
COObLLEeHMIO 1 NPOBepKa 3NeKTPOHHOM MOAMUCK Ha CTOPOHe Nojy4aTens;

e LlndpposaHne — 3awmdpoBaHne AOKYMEHTA C BOSMOXHOCTbIO pacliMdpOBaHNs Ha CTOPOHE
noayuarens.

KAtoum 371eKTPOHHOM NOAMMCK 1 MPOBEPKU 3NEKTPOHHOM MOANNCH ABNAIOTCA KOMMIEMEHTapHbIMU NO
OTHOLLEHUIO APYT K APYry — TONbKO BAajeneL, Ktoya 3/1eKTPOHHON NOANMNCH MOXET MOANNCATb AaHHbIE,
a TaKkxe paclndposaTb AaHHble, KOTOPbIE bbINK 3alNdPOBaHbI KIHOUYOM MPOBEPKMN 3N1EKTPOHHOM
NOANVCY, COOTBETCTBYHOLMM K/IKOUY 3IEKTPOHHOMN NoAnucK Baagensua. Npocton aHanornen moxert
CNYXWTb MNOYTOBbIN ALWMK: NHOOOV MOXET KMHYTb MMCbMO B NOYTOBbIN ALMK («3aLUNPPOBaTh»), HO TONLKO
BNajeNeL, CeKPETHOro K/toua (KNYa 31eKTPOHHOW NOAMUCK) MOXKET M3BeUb NUCbMa M3 ALLVKa
(«pacwmdpoBsaTb»).

MockonbKy KoY MPOBEPKM 3NEeKTPOHHOM NMOANNCK pacrnpocTpaHaeTca NybanYHo, CyLLlecTByeT OnacHoOCTb
TOrO, YTO 3/I0YMBILUNEHHNK, MOAMEHMB KNHOY NPOBEPKMN 31€KTPOHHON MNOAMUCH OAHOTO 13
nonb3oBaTenen, MoXeT BbICTynaTb OT ero uMeHu. [ina obecneyeHna fjoBepus K Karo4am NpoBepku
3N1eKTPOHHOW MOAMNUCK CO3Aat0TCA YA0CTOBEPAIOLLME LIeHTpPbI (cornacHo PegepanbHoMy 3akoHy PO N2 63
«O6 3nekTpoHHON Noanucu» ot 6 anpens 2011 roga), KOTopble UrpPatoT POb AOBEPEHHON TPETbEN
CTOPOHbI 1 3aBEPAIOT KAHOUW NPOBEPKMN 3IEKTPOHHOW MOAMMUCH KaXA0ro 13 Nosib3oBaTesell CBOMMMU
3N1eKTPOHHBLIMU MNOANNCAMU — MHaYe roBOPSA, CEPTUPULIMPYHOT 3TN KIKOUM.
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CepTudukaT KNtoUa NPOBEPKUN INEKTPOHHOM NoanucK (fanee — ceptudukaT) npeactaBaset cobomn

LUMPPOBOIN AOKYMEHT, 3aBEPEHHBIN SNEKTPOHHOM NOAMUCHIO YAOCTOBEPSAOLLErO LIEHTPA U NPU3BaHHbIN

noATBEPXAaTh NPUHAAIEXHOCTb K/HOUYa NPOBEPKM INEKTPOHHOM NMOANMUCK OMNpeseNEHHOMY

noab3oBaTento.

MpuMeyaHue. HecMOTps Ha TO, UTO 3aLiMTa COOBLLEHMI BbIMONHAETCA GaKTUUECKN C
MOMOLLbHO KNHOUa MPOBEPKM 31EKTPOHHON NOAMUCH, B MPOdECCMOHaNIbHON peun
NCNONb3YHTCA BbIpaXeHWs «noanmcatb ceptndurkaTom (C momoLbto ceptndurkarta)»,
«3awndpoBaTb Ha cepTnduKaTe (C NOMOLLbIO cepTudukaTa)».

CepTtndukaT BKIOYAET KUY NPOBEPKU 3IEKTPOHHOW MOAMMUCK U CMUCOK AOMONHUTE/IbHBIX aTpUOyYTOB,

npuvHagnexalyx nonb3oBatento (Bnagenbuy ceptndukara). K takum atpmbyTtam OTHOCATCA: MMeHa
BNagenbla 1 nsgatens ceptubukara, HoMmep ceptudukata, BpeMsa AencTBua ceptudukara,

npesHa3HauyeHWe KJarya NPOBEPKM NEKTPOHHONM NOAMNCY (31EKTPOHHAs NMOAMNCH, LMbPOBaHME) 1 Tak

panee. CTpyKTypa 1 NPOTOKOJIbl UCMOJIb30BaHUsA cepTUHUKATOB ONPEAENsoTCA MeXAYHaPOAHbIMM
CTaHzapTamu.

Paznunuatotcsa cnegyrowme BuAbl cepTUPUKaTOB:

CepTndukaTt nonb3osatens — A 3aMGPOBaAHNA NCXOAALLMX COOBLLEHUIA U A8 NPOBEPKU
3/1EKTPOHHOM MOAMMUCK Ha CTOPOHE NoydaTens.

Ceptudukat nsgatens — ceptmdukat, C NOMOLLIO KOTOPOro 6bli U3faH TekyLwnin ceptudumkat
nosib3oBatens. [TOMUMO OCHOBHbIX BO3MOXXHOCTEN, KOTOpble NpesocTaBaseT cepTudumkar
nosib3oBatens, cepTudumKaT nsgatens no3BoaseT TakKe NPOBEPUTbL Bce cepTndmKaThl,
NoAnMCcaHHble C MOMOLLbIO KtOUa 3NEKTPOHHOM NMOAMMUCHU, COOTBETCTBYHOLLLETO 3TOMY
ceptudukary.

KOpHeBOI7I CepTVIq)I/IKaT — CaMOI'IO,CI,I'Il/IcaHHbIl‘/JI CepTI/Iq)I/IKaT n3patend, FIBJ'IFHOLLI,VII‘/JICFI rnaBHbIM U3
BbllWEeCTOALLNX CepTI/Iq)VIKaTOB. KOpHEBOI‘/JI CepTI/Iq)I/IKaT He MOXeT BbITb npoesepeH ¢ NOMOLbHO
Apyroro cepTqulKaTa, MO3TOMY NOJIb30BaTelb 4OJIXKEH 663yCJ’IOBHO A0BeEPATb NCTOYHUKY, U3
KOTOpPOro nony4yeH AaHHbIPI CepTVI(I)I/IKaT.

Kpocc-cepTudpukar — 370 cepTudurkaT aMMHUCTPaTOPa YAOCTOBEPSIOLLLErO LIeHTPa, N3aHHbIV
aAMVHNCTPATOPOM APYroro yAoCToBepAtoLero LeHTpa. Taknum obpasom, Ans Kpocc-
ceptTudurkata 3HaveHna nonen «M3patens» n «CybbekT» pasanyHbl 1 ONPesenatoT pasHble
yaocTtosepstoLme LeHTpbl. C NOMOLLBIO KPOCC-cepTUdMKaTOB yCTaHaBANBAOTCA
AOBepUTENbHbIE OTHOLLEHUA MEXAY Pa3INYHbIMU YAOCTOBEPAOLWNMUN LLEHTPaAMN. B
3aBNCUMOCTU OT MOAENN LOBEPUTENBbHbBIX OTHOLUGHI/Iﬁ, yCTaHOBﬂeHHOVI MexXay
yAoCTOBEpPALWNMUN LeHTpamu (cm. PKI n acummeTpuyHasa kpuntorpadus), MOXeT
NCNoib30BaTbCA NGO Kak cepTudumKaT n3gatens (B nepapxmueckon mogenn), anmbo ans
npoBepkn cepTMdMKaTOB NOb30BATENEN APYron CeTu (B pacnpeAenéHHON Mogenn).
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PucyHok 152. Tunel cepmugbukamos

Mcnonb3ys KOpHEBOW cepTUdMKaT, KaXK bl NMONb30BaTe/Ib MOXET MPOBEPUTL AOCTOBEPHOCTb
cepTudwmKaTa, BbiMyLEHHOTO YAOCTOBEPAIOLLMM LLEHTPOM, ¥ BOCMOJb30BaThLCA €10 COAEP>XUMbIM. Ecan
npoBepka cepTudukaTta No Lenouke cepTMhUKaToB, HauMHas C KOPHEBOTO, MOKa3ana, UTo OH SB/ISETCA
3aKOHHbIM, AeNCTBYOLMM, He BblJ MPOCPOUEH WM aHHYJIMPOBaH, TO cepTUdMKaT cumMTaeTcs
LeNCcTBUTE/IbHBIM. JJOKYMEHTBI, MOAMNMCaHHbIE AEACTBUTENbHBIM CEPTUOUKATOM U HE N3MEHSBLLMECS C
MOMEHTa VX MNOAMMCaHNSA, TaKKe CUMUTAOTCS AeACTBUTENbHBIMU.

Takvnm o6pazom, KpunTorpadus ¢ KAHOYOM NPOBEPKM INEKTPOHHOM NOANNCK U MHOPaCTPyKTypa obMeHa
cepTudmKaTamu KaoUel NPoBePKU 31eKTPOHHOM nognucy (cMm. PKI 1 acummeTpuryHas kpuntorpadus)
MO3BOJIAOT BbINOHATL LWNDPOBaHME COOBLLEHNN, a TakxKe NPesoCTaBAfOT BO3MOXHOCTb NOAMMUCHIBATb
COObLLEeHNA C MOMOLLbIO 3/1EKTPOHHON MNOANUCH.

MocpescTBOM WndpoBaHNs KoHdUAEHUMaNbHAs NHbOPMaLMA MOXET BbITb NepeAaHa no
He3alMLWEHHbIM KaHanaM CBA3U. B cBOto ouepesb, 31eKTPOHHas NoAgnncb NO3BO/IAET obecneymnTb:

e [lognvHHOCTb (ayTeHTUdMKaALMA) — BO3MOXHOCTb O4HO3HAUYHO UAeHTUdNLMpOoBaTh
oTnpasuTens. Ecam cpaBHMBaTb € ByMaXKHbIM AOKYMEHTOOBOPOTOM, TO 3TO aHaNOMMYHO
COBCTBEHHOPYYHOW MNOANUCK OTMPaBUTeNS.

e LenoctHocTb — 3awmTy MHGOpMauUmm OT HeCaHKLIMOHMPOBAHHOW MOAUDUKaLMM KakK npu
XpPaHeHuK, Tak 1 Npu nepeaade.

o HeOTpeKaeMOCTb — HEBO3MOXHOCTb AN14 OTNpaBuTeENAa OTKasaTbCA OT COBepLIEHHOIo AGI;ICTBI/IFL
Ecan CpaBHMBaThH C 6yMa)KHbIM AOKyMeHTOO60pOTOM, TO 3TO aHaNOTNMYHO NpeabABNEHUNIO
oTnpasuTeneM nNacnopTa nepes BbiNOJHEHNEM AGVICTBVIFI.
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CTpykTypa

Y106bI CEpTUPMKAT MOXKHO BbINO NCMONB30BAThb, OH AOJKEH 061aaTh AOCTYNHOM YHMBEPCAAbHOM
CTPYKTYPOM, MO3BOJISIOLLEN M3BEUYL U3 HEFO HY>KHYHO MHbOPMaLUIO 1 Ierko eé NoHsTb. Hanpumep,

6narogaps TOMy, YTO NMacnopTa UMEHT NPOCTYH OAHOTUMHYH CTPYKTYPY, MOXHO JIErKO MOHATb
NMHGOPMaLNIO, N3NOXEHHYHO B NacnopTe Nt0boro rocysapcTea, faXxe ecau Bbl HUKOr4a He BUAEN

paHbLUe TaknX NacnopTos.. Tak xe aeno obcTouT ” C CepTI/ICbVIKaTaMVIZ CTaHAapTM3auuna CbOpMaTOB

CepTVIq)I/IKaTOB MO3BOJIAET UNTATb M MOHMMATb X HE3AaBUCMMO OT TOIro, KEM OHU 6bian n3aaHbl.

OpuH n3 dopmatos cepTudukaTta onpesenéH B pekomeHgaunsax MexayHapogHoro Coro3a no
TeslekoMMyHMKaumam (International Telecommuncations Union, ITU) X.509 | ISO/IEC 9594-8 v gokymMeHTe
RFC 3280 Certificate & CRL Profile OpraHusaumnmn nHxeHepHON noasep>xxkn nHtepHeta (Internet

Engineering Task Force, IETF). B HacTosAwee Bpems Hanbonee pacnpocTpaHeHHoW Bepcuert X.509

ABNSIETCA Bepcus 3, MO3BOAAIOLLANA 3a4aThb AN cepTuduKaTa pacliMpeHus, C MOMOLLbIO KOTOPbIX MOXHO

pa3mecTuTb B cepTudmrkaTte JOMNOJHUTENbHYIO MHbOPMaLMIo (O NoanTMKax 6e3omnacHoCTY,

NCNONb30BaHMN KJtO4Ya, COBMECTUMOCTU U TaK Aanee).

CepTI/Iq)MKaT COAEPXKNT SNEMEHTHI AaHHbIX, CONPOBO>XAaeMble 3ﬂeKTpOHHOI7I noanuncbro n3pgatena

CepTMq)I/IKaTa. B CepTI/Iq)I/IKaTe nMmeroTcs obs3aTenbHble K AONOJIHNTENbHbIE NOAA.

K 06s3aTesibHbIM NOASIM OTHOCATCS:

HOMep Bepcum ctaHgapTa X.509,

CepuiiHbIV HOMep cepTudukara,

naeHTMOUKATOP anropuTMa NognncK nsgatens,
naeHTMdUKaTOP anropuT™Ma NoAnNucK BaagenbLa,
nUMs n3gaTens,

nepuoa AencTeus,

K/IHOY MPOBEPKM NEKTPOHHOM NOAMNNCK BAajenbLa,

nMAa BRajenbua ceptnoukara.

Mpumeuanwue. Mog BragebLEeM NOHUMAETCA CTOPOHA, KOHTPOIMPYHOLLAs KArou
3/IeKTPOHHON MOAMUCY, COOTBETCTBYHOLLMIA JAHHOMY K/HOUY MPOBEPKM 3/IEKTPOHHOIA
noanucy. BnagenbLem ceptrdmkata MOXKET OblTb KOHEUHBIV MO/b30BaTENb AN
YAOCTOBEPAIOLUI LIeHTP.

K Heobs3aTeNbHbIM NOASIM OTHOCATCS:

YHVKaNbHbIN naeHTUdMKaTOp n3gartens,
YHVKaNbHbIN naeHTUdMKaTOP BAajenbLa,

pacwmpeHunsa ceptudurkara.
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PucyHok 153. Cmpykmypa cepmugpukama, coomeemcmeyrouje2o cmaHoapmy X.509 eepculi 1, 2 u 3
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CepTudMKaT Kntoya NpoBepKU 3NeKTPOHHON NOANUCH

Komy ewigan: Client 2
Kem ewigan: Kyzveuoe Bukrtop MNetpoeny
HevictemTtened ¢ 19 viwoua 2014 r. no 19 wiona 2019 .

HazHaueHue: + JlognBepwgasn YgaIsSHHOMY HKOMDNENNSDY UgSHMUdUKaUuln BAWSE0 KOMNBENMEDS .
* Sayuyaen COOBWEHUA SASKIPOHHOW NOWNE .

Bepcua: ]

CepilHblii HoMep: 01 CF 8B 9F 55 CA 35 90 00 00 00 01 15 E& 00 03
ANropuTy 3NEKTPOHHON racT P 34.10-34 11-2001

nognucu:

Maparens: Uma: Kyzweuof Bukmop empofuwx

DoasHoone . AgMuHucmpanop
Nogpazgeasrue . YgocmoBepamull U KAandefSol UeHnD
OpzaHuzauyua: Infotecs

[NeicTenTeneax c: 19 uwma 2014 =. 13:17:00 {GHT+04:00)
LeiicTenteneu no: 19 uwma 2019 = 13:17:00 (GHT+04:00)
Cybbexr: Hma: Client 2

CpzaHuzauua: Infotecs
OTKPBITEIR KNHOY: roCT P o34.10-2001 {512 Bum)

04 40 4B E4 FF 92 EA CE 7E 67 9C D4 6E ES &C 68
96 59 F§ FC BY 34 2E B4 86 99 EA 3D 89 10 47 F&
9E 3D 40 BD OF FC 7C 9E 4D 4C 9B 14 55 94 F0O 59
79 11 50 AS FS C9 06 77 1E 94 E3 54 FE E8 Ba Bl
03 D3

PacwwnpeHun ceptudrkara X.509

cnonk3oBanue KNr4a: BaskmporHan nognuck, Heomperasmocme, WudpoBanue wawued, ludpobaHus gaHHHE,
CozaacobaHue Kawgeu (FE)

F'aCLLIHpeHHDE [Ipofepra nogauHHocmu kauedma (1.3 .6.1.5.5.7.3.2)
MCTONB30BAHUE KNHIYA® JdauuueHHad SASKmpOHHaA nouma (1.3.6.1.5.5.7.3.4)

peHTndnkarop knoua Hgenmuduranop wawnga=70 F1 CD 44 84 31 14 4F 43 55 59 05 63 77 A8 E4 B2 12 5B
. tE

LeHTpa CepTUPUKATOB: Hzgameae cepnudurana .

O="Infotecs., Documentation, Prakhowa"

OU=YgocmoBepawuyuil u HANYSE ol USHWD

T=AgMuHucnpanop

CH=Kyzueuck Buxmop [IempoBuu

CepuliHell HOMED cepmufurkamsa=01 CE BS 44 20 0A AA EO 00 00 0O 00 0O 00 00 01

MaeHTUPUEATOD KNHOYA DA 3C 23 13 22 21 FA D4 45 9F 3E E9 SE 05 65 46 CE CF 64 D2
cybrekTa:

Cpok feiicTBMA 3aKpLITOro C 19 uwma 2014 . 13:17.00 (GHMT+04:00)

Kntoya: no 19 uwha 2015 =z. 13:17:00 {GMT+04:00)

OCHOBHLIE OTPaHNYEHNA: Tun cyBeerkmna=[loiezobansis

PeaynbTaT NpoBepKu cepTUdMKATA

CepTnimkat JeicTBUTENEH.
Mpoeeped 1 aerycra 2014 r. 5:46:03 (GMT+04:00).

PucyHok 154. Mpumep cepmugpukama ViPNet, coomsemcmsyrowje2o cmaHdapmy X.509 sepcuu 3

PKI 1 acMmmeTpuuHaga kpuntorpapums

OaHol 13 peannsaumnin MHGPaCTPYKTypbl, MO3BOAAIOLLEN YNPaBAATb cepTuduKaTamm Karouer NpoBepKu
3N1EKTPOHHOW noanucy, aeasetca TexHonoruna PKI (MHbpacTpykTypa oTKpbIThix kKatoyeld). PKI obcnyxuaet
SKWN3HEHHBIA LKA cepTudukaTta: nsgaHve cepTMPukaTos, XxpaHeHMEe, pe3epBHOE KOMMpPOoBaHWe, neyatb,
B3aMMHYIO cepTuduKaLmio, BeAeHne CMCKOB aHHYANPOBaHHbIX cepTudukaTos (CRL), aBTomatnyeckoe
06HOB/IEHME CEePTUPUKATOB MOC/IE UCTEUEHMSA CPOKA X AEUCTBUA.

ViPNet Client 4. PykoBogcTBO nonb3oBatens | 313



OcHoBow TexHonornn PKI SBAAOTCA OTHOLLEHMA AOBEPUSA, @ TNaBHbIM YNPaBASOLLNM KOMMIOHEHTOM —

YAOCTOBEPAIOLLMI LEHTP. YA0CTOBEPAIOLWMI LEHTP NpeaHa3HavyeH Ana perucTpaLmm nosb3osaTesnen,
BbINycka cepTudurkaToB, nx xpaHeHus, Boeinycka CRL n nogaep>kaHns ero B akTyalbHOM COCTOSHUN. B

ceTax ViPNet yaoctoBepstoWwmii LLeHTP M34aéT cepTndumKaTbl Kak Mo 3anpocam OT NoJsib30BaTeNen,

chopMmnpoBaHHbIM B chelmanbHoW nporpamme (Hanpumep, ViPNet CSP nam ViPNet Client), Tak n 6e3

3anpocoB (B Npouecce co3gaHua nonb3osatenein ViPNet).

[Ans ceteli ¢ 6ONBLIMM KOIMYECTBOM MOJIb30OBaTENEN CO34aETCA HECKOJIbKO YA0CTOBEPAIOLLNX LIEHTPOB.

JloBepuTeNbHbIE OTHOLLEHWS MEXAY 3TVMM YAOCTOBEPSHOLLMMU LLEHTPaMU MOTYT BbICTPaUBaTLCA MO

pacnpesenéHHoOn U nepapxmyeckon Moaenu.

B vepapxmueckor Mogenv AOBEPUTENbHbIX OTHOLLEHWI YAOCTOBEPAIOLLNE LLEHTPbI
06beVHATCA B PEBOBUAHYIO CTPYKTYPY, B OCHOBaHMW KOTOPOW HAaXOAWUTCS TONOBHOW
YAOCTOBEPAOLWMI LEeHTP. [0N10BHOW YA0OCTOBEPAIOLLMIA LIEHTP BbIAAET Kpocc-cepTudukaTbl
NMOAUMHEHHBIM eMy LIeHTpaMm, TeM caMbiM 0becreurBas 4OBEPUE K KIHoUaM NMPOBEPKU
3NEKTPOHHOM MOAMNCY 3TUX LLeHTPOB. Kax bl yAOCTOBEPSIOLLMIA LLEHTP BbILLECTOSALLETO
YPOBHS aHaNOrMyHbIM 06pa3oM Aeservpyert npaBo Bbinycka cepTMdUKaTOB NOAUMHEHHBIM €My
ueHTpam. B pesynbtaTe foBepue k cepTudukaTty Kaxaoro ya0CTOBEPSHOLLErO LLEHTPa OCHOBAHO
Ha 3aBEPEHMM ero KIHOYOM BbiLIecTosLLero LeHTpa. CepTudukaTt roJoBHOIO YA0CTOBEPAIOLLENO
LeHTpa (KopHeBOW cepTndMKaT) ABAAETCA CAMOMNOANUCAHHbIM. B 0CTasbHbIX yA0CTOBEPAIOLLMX
LEHTPax agMUHUCTPATOPbI HE UMEKOT COBCTBEHHBIX KOPHEBbLIX CEPTUPUKATOB U ANS
YCTaHOBAEHUS AOBEPUTENbHBIX OTHOLLEHWI GOPMUPYIOT 3aMNpoCkl Ha Kpocc-cepTudmKaT K
CBOVM BbILLECTOSLLMM YAOCTOBEPSAIOLLMM LIEHTPaM.

ToROEHOH
VAOCTORERIDLLHHE L ST

®

an LAl
u
Mogmeeermeai Mo
WY DI ) L Ly T W DL ) L Ly T

Nogrmeeread Nogrameereai Nagrarmvesrei
¥ O T L L T ¥ PO LU L T ¥y T LU L T

Cavpnopgmmcansini o prdesar
| wopesenoi coprwdwsar]
| — | Hpocc-ceprigesar

PucyHok 155. Mlepapxuyeckas modesns dosepumesbHbix OmHoweHul

B pacnpegenéHHon Mogenv AoBepUTeNbHbIX OTHOLLEHWIA BCE YAOCTOBEPSIOLLME LIEHTPbI
paBHO3HaUHbI: B KaXX/AOM YAOCTOBEPAIOLLEM LIEHTPe afMUHMUCTPATOP MMeeT CBOM KOPHEBOW
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(camonognucaHHbIN) cepTudukat. JoBeputesnbHble OTHOLLEHUA MEXAY YAOCTOBEPSAOLWMMM
LleHTpaMu B 3TOM MOJAENMN YCTaHaBANBAKOTCA OObIYHO MYTEM ABYCTOPOHHEN KpOCC-
cepTndurKaLmm, KOraa ABa yAOCTOBEPAIOLUMX LIeHTPa N3Aak0T KPpOoCcc-cepTudurKaTbl Apyr Ans
apyra. BzanmHas kpocc-cepTndurkaumsa NpoBOAMNTCA NONAPHO MeXAY BCEMMU
YAOCTOBEPAOLWMMM LieHTpamu. B pesysbTaTe B KaX40M yAOCTOBEPSAIOLLEM LieHTPe B
JONOJIHEHME K KOPHEBOMY CepTudMKaTy MMEHTCS KPOCC-cepTUdUKaThl, N3aHHble A5
aAMUHUCTPATOPOB B APYrUX YAOCTOBEPSIOLMX LIEHTPaX.

[nsa nognvcaHus cepTMdMKaToB NOJIb30BaTENEN KaX bl YAOCTOBEPSIOLLNIA LLEHTP NPOAOKAET
NoJIb30BaTbC CBOUM KOPHEBbLIM CEPTUPUKATOM, @ KPOCC-CEPTUPUKAT, U3ZaHHbIN AN APYroro
YAOCTOBEPAIOLLErO LIeHTPa, UCMOJIb3yeT AN NPOBEepPKM cepTUdMKATOB Nosib30BaTe/ei 4pYyroi ceTu.
3T0 BO3MOXHO B CUJy TOTO, UYTO KPOCC-CepTUOUKAT AN AOBEPEHHOTO YAOCTOBEPAIOLLETO LIEHTPA
n3gaétca Ha 6ase ero KOPHEBOTO cepTUdUKaTa U COAEPXKMUT CBEAEHNS O €ro KAHOUe NPOBEPKM
3NEKTPOHHOM nognucu. NMo3ToMy B ceTh, OTNPABMBLLEN 3aNpoc, HET HEOHXOAMMOCTU Nepen3saBaThb
cepTudmKaTbl NoNb30BaTENEN.

¥aocToEEpRIGWHEA LeHTp 1 YV ADCTOEE PRI MEA LeHTR 2

¥ AOCTOEE PRIDWHA LeHTp 3 ¥ QOCTOEE PRIDWHA LEHTp 4
CamonognMcaHHE A CEpTHEHEET
2 [ropHesoH cEpTHgMKET)

— | HKpoc-cepmudguiar

PucyHok 156. PacnpedenérHas modens dosepumesibHblx OmHoweHuUl

3Haa nepapxmo N NOAYNHEHHOCTb YAOCTOBEPAIOLLMX LLIEeHTPOB APYT APYTY, MOXHO BCerja To4HO
YCTaHOBWTb, ABJIAETCA JIN TOT NN MHOW NoJsib3oBaTeNb BaajenbueM JaHHOIO Karo4a npoBepkKu
3/1eKTPOHHON NOANUCH.
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IcnoNb30BaHWe CepTndrkaToB A4 WNGPOBaHMA
INEKTPOHHbIX JOKYMEHTOB

OTnpaBuTesib MOXET 3alUMPPOBaTh JOKYMEHT C MOMOLLHO OTKPBLITOrO Kjtoua nojyyaTens, npu 3ToM
paclwmppoBaTb AOKYMEHT CMOXET TO/bKO caM Nnojy4yatenb. B gaHHOM ciyyae gns 3awmndposaHms
npuMeHseTcs cepTndurKaT NonyyaTens coobLyeHns.

3awmnpposaHme

1 TMonb3oBaTeNb CO3AAET 3NEKTPOHHbIN LOKYMEHT.
2  OTKpbITbIN KJIKOY NONyYaTeNs u3BaekaeTcsa U3 ceptudukara.

3 dopMuUpyeTcs CUMMETPUYUHBIV CEaHCOBBIV KK A1 OAHOKPATHOTO MCMO/Ib30BaHUA B paMKax
JaHHOro ceaHca.

4 ToanvcaHHbIN AOKYMEHT 3alIMPPOBBIBAETCA C MCMNOJIb30BaHWEM CEeaHCOBOTO Kato4a (B COOTBETCTBUM
c anroputmom FOCT 28147-89).

5 CeaHcoBbIli k04 3alMbPOBbLIBAETCA Ha KAtOUe, KOTOPbIV BblipabaTbiBaeTca no npotokony Anbdun —
XennmaHa c ncnosib3oBaHMeM OTKPBITOrO K/ato4a noayvarens.

6 3awndpoBaHHbIN CeaHCOBbIN KOY NPUKPENAAETCA K 3aMPOBaHHOMY JOKYMEHTY.

7 [okymeHT oTnpasnseTca.

MzEneyeHme
Coagamve CTREBITOND KNKINE DopMMpoBaHre JawmpposaHie
AOKYMEHT NOnyYaTens CEAHCOBOTD KNKYA ROKYMEHTS

—> ﬁ@—r?@—r%@

@

v
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JawudpoBaHme Mpukpennesnes Ompaeka
CEAHCOBOND KNKYa CEFHCOEOND KNoua OOEYMEHTA

PucyHok 157. 3awugpposaHue 31ekmpoHH020 OoKymMeHma
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PacwmnoposaHme

1 Tlonb3oBaTtenb Noay4YaeT 31eKTPOHHbIN AOKYMEHT.

2 3awndpoBaHHOE COAEPXKMMOE JOKYMEHTA 1 3aIMPPOBaHHbIA CEAaHCOBbIN K/OY U3BEKAOTCA 13

JOKYMEHTa.

A U AW

PaclwundpoBaHHbIV JOKYMEHT JOCTYMEH NOAyYaTesNto.

Monyyerue M3aneyenue cogepxumoro W3sneuerne 3akpuitoro
AOKYMEeHTa " C2aHCOBOIo Kniova KIoua nonyJvarens
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Pacwudposarue Pacwmdposanme PacwupposarHbIn
CEeaHCoBOro Knova AOKyMeHTa ACKYMeHNT

PucyHok 158. PacwugposaHue 3n1ekmpoHHo20 JokymeHma

3aKpbITbIM KNKOY NOAyYaTeNs JOKYMEHTa U3BAEKAETCS U3 KOHTEHEepPa KAHUEN.
CeaHCOBbIN KNHOY PaclUMPPOBLIBAETCS C MCMO/Ib30BAaHWEM 3aKPbITOrO KrOUa NosyyaTtesns.

JokymeHT paclimdpoBbIiBaeTCs C UCMOAb30BaHNEM paclindpoBaHHOrO CEaHCOBOTO KKOYa.

Icnonb3oBaHWe cepTdmKaToB ANd NOANMUCaHMA

SNEKTPOHHbLIX AOKYMEHTOB

Kor,a,a oTnpaBunTeNb MNOAMUCBIBAET AOKYMEHT, OH UCMOJIb3YyeT KJIF0Y BHEKTpOHHOIP’I noanucu,

COOTBETCTBYHOLLMIA K/IHOUY NMPOBEPKMN 3IEKTPOHHOM NMOAMMCH, KOTOPbIV XpaHWTCa B cepTudukate. Korga

nojsiydaresib NpoBepAaeT 3/1EKTPOHHYHO NMoArNnchb COO6LLI,€HI/IFI, OH M3BJIEKAET KJI0Y NPOBEpPKU 3)16KTpOHHOI7I

noanncm m3 CepTI/I¢>VIKaTa OoTrnpasuTend.

NMoanncaHwue

1 Tlonb3oBaTtenb CO34aET 3NEKTPOHHBIN AOKYMEHT.

2 Bbluncnsetca 3HauveHmne xaw-QyHKUNN JOKYMEHTa.
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X3w-pyHKLMA JOKYMEHTaA UCMOJb3YeTCs Npu GOPMUPOBaHNY INEKTPOHHON MOAMNCK Ha CTOPOHE
OTNpaBUTESNs, @ TaKXXe Npu JaJibHenLen NPoBePKE INEKTPOHHOM MOAMNCK Ha CTOPOHE MoJlyyaTesns.

3 Kntou 3nekTpoOHHOW NOANUCK OTNPaBUTENS U3BJIEKAETCSA U3 KOHTEMHEpPA KAOYEeNn.

4 C vCnonb30BaHMEM KJIKOYa 3/IEKTPOHHOM MOAMMUCY OTMPABUTENSt HA OCHOBE 3HaUeHWs X3 -PyHKLMN
bopmupyeTCs 31eKTPOHHAsA MOAMUCH.

5 3SnekTpoHHas NoANMUCb NPUKPENAAETCA K JOKYMEHTY.

6 3awndpoBaHHbIN JOKYMEHT OTNpPaBAseTCA.

MaeneusHne Knoua
CoznaHue BLIMWCNEHME 3HAUEHUA  3NBKTPOHHON NOANMCA
OOKYMEHTA ILL-EYHELMM ofnpaguTens
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DopMYpoBIHNE MNpuEpennesne Onpaska
INSKTPOHHON NOANKACA  3NEXKTROHHOA NOZNKCKA ACKYMEHTA

PucyHok 159. lNpoyecc nodnucaHus 3nekmpoHHo20 doKyMeHma

[MpoBepka noanucu

1 Tonb3oBaTesib NOAYYaET 3EKTPOHHbBIN JOKYMEHT.

2 DneKTpOHHas MOANUCH (3alndpPOoBaHHOE 3HaUeHME X3LW-PYHKLMM) U3BAEKAETCA U3 AOKYMEHTA.

3 BblunciseTca 3HaueHue X3Lw-GyHKLUN AOKYMEHTa.

4 Kntoy npoBepKu 37IEKTPOHHON NOANWUCU OTNPaBUTENs N3BJIeKaeTCA U3 cepTudurKaTa OTIpaBUTENS.

5 aﬂeKTpOHHaﬂ noanuncb paCLIJI/ICI)pOBbIBaETCFI C NCMOJIb3OBaHMEM KJIHOHa NMPOBEPKN BHEKTpOHHOVI
noAanncu oTrpaBuTesIA.

6 3HauyeHMe x3W-QYHKLMMN 3NEKTPOHHOW NMOAMWNCH CPaBHUBAETCA C MONYYEHHBIM 3HAYEHVNEM X3LU -
byHKUMM JOKYMeHTa.

7 Ecav 3HaueHus xaw-pyHKLMIA COBMNAAAOT, 31eKTPOHHas NOANUCh AOKYMEHTa CUYMTaeTCs
[AEeNCTBUTENbHOMN.

Ecam 3HaueHna xaw-PpyHKLMA He coBnadatoT (TO eCTb NOAYYEHHbIN JOKYMEHT Obll U3MEHEH C
MOMeHTa MOAMMCaHMA), 31eKTPOHHaA NOAMUCh JOKYMEHTa CUMTAETCA HeAeNCTBUTEbHOM.
DNeKTPOHHas NOAMNCL CUMNTAETCH HEAEWCTBUTENbHOM Tak)Ke B TOM C/lyyae, ecam cepTudukat
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OTNpaBUTENs MPOCPOYUEH, aHHY/IMPOBaH, NCKaXEH WA MOAMWCAH YAOCTOBEPSOLWMNM LIEHTPOM, C
KOTOPbIM HE YCTaHOB/EHbI JOBEPUTE/IbHbIE OTHOLLEHWS.

Monyqeqns HzenevusHne BrlvMCnEHNE 3HAMEHWA Haenesenise knoya
ACEYMEHTS INEHTROHHORA HIW-EYHEL MM NPOESOKK SNERTROHHOR
MOAMACH AOKYMEHTA NogAWcy oTNRaBnTEnA

|
v

R AR,

PacuwmdposaHne CpagHeHe IHAYUSHWA INEXTROHHAR NOANKCE
INEKTROHHON AIW-GYHEL A Y MEHTA
NoAmAcK DeRCTBMTENEHA

Pucyrok 160. lMpoyecc nposepku 31ekmpoHHoU nodnucu 0oKymMeHma

Icnonb3oBaHWe cepTndmKaToB ANd NOANMUCAHMA
N WNPPOBAHNA INEKTPOHHbIX JOKYMEHTOB

MNoanuncaHne v 3awMdppoBaHme

1 TMonb3oBaTtenb CO3AAET 3EKTPOHHbIN LOKYMEHT.
Bbluncnsercs 3HaueHme XaWw-PyHKUMN JOKYMEHTA.

Kntou 3ﬂeKTpOHHOI;1 noanncn oTnpaBuUTeENAa N3BAEKAETCA U3 KOHTeI‘/JIHepa KAOYen.

A W N

OTKpbITbI KAKOY MONyYaTens n3BnekaeTca n3 ceptudurkarta noayyvarens.

5 Cwucnonb3oBaHMeM KNHOUa 3NEKTPOHHOM NOAMWCK OTNPABUTENA Ha OCHOBE 3HaUYeHMA XL -GYHKLUN
dbopmMmupyeTca sneKTpoHHas NoANuUCh.

6 DneKkTpoHHas NoANUCb MPUKPENANETCA K JOKYMEHTY.

7 ®dopmMupyeTca CMMMETPUYHBIA CEaHCOBBIN KNHOY, AN OAHOKPATHOrO MCMONb30BaHMA B paMKax
JAHHOrO ceaHca.

8 T[MoanucaHHbIA AOKYMEHT 3andpPOBbLIBAETCA C UCMOJb30BaHNEM CeaHCOBOrO Ktoua (B COOTBETCTBUM
c anroputmom FOCT 28147-89).

9 CeaHcoBbIN KOY 3alLINMGPOBLIBAETCA Ha KAtOUE, KOTOPBIV BbipabaTbiBaeTcs Mo npotokony Andon —
XennmaHa c oTKpbITOro Kato4va nosyyarens.
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10 3awndpoBaHHbIN CEaHCOBLIN KU NPUKPENASeTcs K 3awmndpoBaHHOMY LOKYMEHTY.

11 [okyMeHT oTnpaBaseTcs.

CoafaHne BWYHMCAEHHE Maeneuenune kmoya Marneyaune Dopmupoeadne  Mpuepannedve
AOKYMEHTa IHIYSHMA INEKTPOHHOA NOANMCH  OTKPLITOND KMOoYa ANSKTPOMHOR ANSKTPOMHO A
HIMW-PYHEL A OMpaeMTEnAa NonY4YaTanA MagnAck MagnAck
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DOpMUpPORIHN 2 Jawngpopanue Lwndpopanue Mpukpanneune Ompaeka
CEHCOBOND KNKM3 BOKYMEHTA CEAHOOBOTD KNKYa CEAHOOBOMD KoY QOKYMEHT

Pucyrok 161. lMpoyecc nodnucaHus u 3auiupo8aHusi 31eKmpoHHbIX OKYyMeHmMos

PacwmnoposaHue 1 nposepka

1 [Monb3oBaTesNb NOAYYAET INEKTPOHHbIN AOKYMEHT.

2 3awundpoBaHHOE COAEPXKUMOE AOKYMEHTA U 3alUMPPOBAHHbIV CEAHCOBbIV KU U3BAEKAOTCA U3
coobLeHus.

3 3aKprTbII7I KN4 noay4vatena JOKyMeHTa U3BJieKaeTca U3 KOHTel‘/IIHepa KJHOYEN.

4 CeaHCOBbIN KJHOY paCLIJVIq)pOBbIBaETCFI C MOMOLLbIO 3aKPbITOro KAkOYa nosyyatend.

5 ,ﬂ,OKyMeHT pacmmd)posblsaeTCﬂ C NCNOJIb30OBaHNEM paCLIJI/Iq)pOBaHHOFO CeaHCOBOTIO Kko4a.
3J'IEKTpOHHaFI noanuncb (BaLIJVIq)pOBaHHOE 3HayeHune XBUJ-CIJyHKLI,VIVI) n3BaeKaeTca U3 AOKyMeHTa.

6

7 BbluncaseTcs 3HaueHne X3Ww-QyHKLMM JOKYMEHTa.

8 Kntou NnpoBepKU 3NEKTPOHHOW NMOAMUCH OTNPaBUTENA U3BJEKAeTCs U3 cepTndMKaTa OTNpaBuUTens.
9

3J'IeKTpOHHaﬂ noanuncb pacmmq)posblsaeTca C UCNOJib30BaHMEM KJIFO4a NMPOBEPKU BHEKTpOHHOI\/JI
noAanncu oTrpaBuTesIA.

10 3HauyeHMe X3W-QYHKLMMN 3NEKTPOHHOW NMOAMWUCY CPaBHUBAETCA C MONYUYEHHBIM 3HAYEHVNEM X3LU -
byHKUMM JOKYMeHTa.

1 Ecnv 3HaueHus xaw-QyHKLUUA COBMAZAtoT, 31eKTPOHHAs NOAMMUCh AOKYMEHTa CUMTAETCS
[AEeNCTBUTENbHOMN.

Ecam 3HaueHuns xaw-pyHKUNA He cOBMaAatoT (TO eCTb MOAYyUEHHbIN JOKYMEHT OblN U3MEHEH C
MOMeHTa NOAMMCaHNA), 31eKTPOHHas NOAMMUCh AOKYMEHTA CUMTAETCA HeaelCTBMTENbHOM. [Moanunch
CUMTAETCH HeAeNCTBUTENbHOMW Takxke B TOM Cy4ae, ecnv ceptudukaT OTnpaBUTens npocpoyeH,
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aHHYJIMPOBaH, UCKaXXEH MW NOAMNMCaH YA0CTOBEPSAIOLWMM LLEHTPOM, C KOTOPbIM HE YCTaHOBJIEHbI

AoBepuTeNbHbIE OTHOLLEHUA.

12 PacwmndpoBaHHbIN JOKYMEHT AOCTYMNEH NOoJy4aTento.

MNonyyenwe Wapnevdenne copaprumons WamneyaHme Pacwngporanme Pacwapporanme
OOKYMEHTI W CEAHCOBOMD KNKYa FAKPLITOND KNKYa CEFHCOBOM KN4 JOKYMEHTA
nony4aTens
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Mzeneuyaune Bomumcnenne aHavedna  Maeneveuwe kniova Pacwngposanme CpaeHeHme 3Ha4eHn i
INEKTPOHHON M- YHEL] A NPORSDKA INSKTPOHHO R ANSKTROHHOR I -PYHELMA
MOGNACA OKYMEHTa NOQMACH CTIRARATERA MOgMAcK
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SNeKTPOHHEA NOgNWCh PaclumppoBaHHLIA
OOKYMEHTa OOEYMEHT
Oeil CTBMTEnNbHa

PucyHok 162. lMpoyecc pacwiugposaHus u nposepku 31ekmpoHHol hodnucu 0okymeHma
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Knrouesad cnctema VIPNet

B texHonorum ViPNet ans wndppoBaHus npumMeHseTcs KoMBuHaumsa Kpuntorpaduyecknx aaroputMoB C
CUMMETPUYHBIMW Y aCUMMETPUYHBIMW KNKOYaMMU.

Tabauya 7. lNMpumeHeHue kpunmoepaguueckux anzopummos 8 10 ViPNet

KpunTtorpaduueckne anroputmbi

C CUMMETPUYHbIMU K/IFO4YaMU C ACMMMEeTPUYHbIMU KJIFoYaMU

e wndpoeaHue IP-tpaduka e COo3/aHue 1 NpoBepKa 3/1eKTPOHHOWM

e wndpoBaHMe COOBLLEeHMI noanucu

nporpammbl ViPNet [lenoBas nouta e LndpoBaHNE B CTOPOHHUX
MPUNOXEHUAX C MOMOLLbHO

® WNdPOBaHME NPUKIALHBIX U
kpuntonpoBangepa ViPNet CSP

CJ'Iy)KE6HbIX KOHBEPTOB

CnmmeTpuyHble kaoum B 10 ViPNet

CYMMETPUYUHBIE aNTOPUTMbI MCMO/L3YHOTCA A1 LUMPPOBaHWA MHGOPMALIMM 1 KOHTPOS €€ LieOCTHOCTY.
Ans kaxaon napbl ceTeBbix y3n0B ViPNet B nporpamme ViPNet YaocTtoBepsatoLwmii U K1toUeBON LEHTP
nnn ViPNet Network Manager co3aaércs CMMMETPUUHBIN Kato4 06MeHa, NpesHa3HayeHHbIn ans
windpoBaHMs obMeHa AaHHbIMW MEXAY 3TUMMU CeTeBbIMM y3aamu. TaknMm obpasomM, bopmupyeTcs
MaTpuLia CUMMETPUUHbBIX KAOUER, coZepiKallias AaHHble 060 BCEX CO3AaHHbIX A/ CETEBbIX Y3/10B
CUMMETPUYHBIX KJFoUax obMeHa. OTa MaTpuLa 3alindppoBaHa KaouaMmy 3aluTsl, KOTOPbie B CBOHD
ouyepesb 3alndpPoBaHbl MEPCOHAJbHLIM KJIFOYOM M0J1b30BaTes, MO3TOMY AOCTYN K 3TON MaTpuLe UMeeT
TO/IbKO MOJ/Ib30BaTe/b Ha CETEBOM Yy3/e. CUMMETPUUHbIE KIHOUM OOMeHa cieayeT nepejasathb Mo
3alUMLLEHHBIM KaHanam (AUCTPUOBYTUBLI /15 MEPBOM YCTaHOBKMW CMPABOYHMKOB W1 KAOUEN NepesaoTcs
NNYHO). ECan 3/10yMbILLNEHHWKM 3aBNAAEHOT CUMMETPUYHBIMU KJIHOUaMU, BCS CUCTEMA 3aLUThbl CETEBOTO
y3/1a ByAeT CKOMNPOMETMPOBaHa.

CMMeTprYHbIe K/THoUM 06MeHa UCMoAb3YHTCS 415 WindpoBaHus IP-Tpaduka, MOUTOBbLIX COOBLLEHN,
MPUKAAZHBIX U TPAHCMOPTHBIX KOHBEPTOB.

Knioy o6meHa

"L G 4 )

KoHeepT CnyxebHbln

«[lenoeon noYTb» s KOHBEpT
IP-naker

PucyHok 163. lMpumeHeHue kartoyeli obmeHa
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Ans 3awmnThl KtOYen obMeHa NPUMEHSETCA TPY YPOBHS WMbPOBaHUs:
e IOUM 0bMeHa 3aWwndpPoBaHbl Ha KIOUaX 3aLuThI;
e  K/IHOUM 3alUMThI 3aWMdPOBaAHbI HA MEPCOHANbHBIX KJIHOYaX;

L B CBOKO o4epenb, NepCcoHaibHble KoUK 3aUJI/I¢pOBaHbI Ha MapOJibHbIX KJAKO4aX.

Cetesol y3en

I i
BxonAT B KUK
NonNb3oEATENA

: g‘ MNaponk XpaHWToA ¥ NoNBEI0RATENA
BxonAT B KMouK

¥ana 2 KR4 JaHHOro TANa MOMRHO KPAHWTE Ha
i 1 BHEWHEM YCTRORCTES MAW CETERBOM yane

‘_. ‘ Knioum XpaHATca Ha CeTEBOM y3ne

PucyHok 164. Uepapxusa 3aujumel karo4yeli obMeHa Ha cemesom y3Je

Mpw cozgannm cTpykTypbl cetn ViPNet agMuHncTpatop co3gaér B nporpamme ViPNet Administrator dain

ANCcTpnbyTmnBa KIKOUen (*.dst) A KaxAoro nosb3oBatens ceteBoro y3na ViPNet. ®aiinbl

ANCTPUOYTUBOB HEOBXOAMMBI A5 YCTAHOBKMW CMPABOYHMKOB W K/IKOUEN Ha ceTeBbIX y3nax. OHW cogepxkart

KJOUM Nosb3oBaTeNs (MepCcoHaNbHbIN KAKOY U KAHOYM INEKTPOHHOM NoAnucK), Habop katoveh obMeHa ¢

APYruMun ceTeBbiIMU y31aMU, CNpaBOYHUKN, HEO6XOAVIMbIe Ana CBA3N C APYTrUMU CETEBBIMU y3/1aMU, N

perncTpaLmoHHbIi Gain infotecs.re. OGHOBAEHME KNKOUEN ANS CETEBBIX Y3/10B MPOU3BOANTCA MO
nHULUMaTUBe agMuHmcTpaTopa cetn ViPNet.

Mpumeuanue. Mo cobCTBEHHON MHMLMATMBE NONb30BaTE b MOXET CAeNaTb 3anpoc Ha

obHOB/IeHNe cepTUdMKaTa 3/1eKTPOHHOW noAnucu. ins storo B okHe Hactpoiika
napameTpoB 6e30MacHOCTM Ha BkajKe DIeKTPOHHasA Nognucb HaxmMnTe O6HOBUTDL
cepTudmkar.

B MO ViPNet gnq WwunppoBaHmna No yMOAYAHWIO UCMONb3YeTCA CUMMeTPUYHbIN anroputm FOCT 28147-89

(annHa kntoua 256 6uT).
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AcmmeTpruHble karoum B [10 ViPNet

Mpy NCNOAB30BaHUN CUMMETPUYHOTO anropyTMa 3awndpoBaHme U paclundpoBaHme BbIMOAHSAIOTCA C
MOMOLLIbIO OAHOTO M TOro Xe Ktoya. MNpu ncnoab3oBaHMM aCMMMETPUYHOIO afropmuTMa Kiru, ¢
MOMOLLIbIO KOTOPOTO LWndpyeTcs coobLLeHMe, ABASETCS OTKPbITHIM (M3BECTEH BCEM OTMPABUTENSIM), a
KJIHOUY, C MOMOLLbHO KOTOPOrO 3TO COOBOLLEHNE paclindpOBbIBAETCS, ABSETCA 3aKPbITbIM (M3BECTEH
TOJIbKO MoJlyyaTesto 3amndpoBaHHOIO COObLLLEeHUS).

Kaxkabln nosib3oBaTe/lb UMEET Napy KAtoUen WNPPOBaHNA — OTKPbITbIA KAHOY U 3aKPbITbIA KAHOY.
3aKpbITbI KNHOY HEOHXOAMMO Aep>KaTb B TaliHe, @ OTKPbITbIN KU MOXHO CBOBOAHO pacnpoOCTpaHsaThb.
Mexay 3TUMU KIroYaMuy CyLLEeCTBYeT MaTEMaTMUecKas CBs3b, OJHAKO Ha NMPaKTUKe HEBO3MOXHO 3a
KOHEYHOE BPEMS MOYUYNTb 3aKPbITbIA KJIHOY U3 OTKPLITOTO.

ACMMMETPUYHbIE KNHOUMN NCMOAb3YIOTCA B TexHonornu ViPNet ans nsgaHmna ceptudukaToB 1 CO34aHMNs
3NEKTPOHHBIX nognucer (cm. CoyetaHme xaw-GyHKLUN 1 aCUMMETPUYHOTO aropuTMa 371eKTPOHHOW
noanwucu). Ecam Ha komnbroTepe yctaHoBaeHo MO ViPNet, B coctaB KOTOPOro BXOAUT KpUNTOMpOBanaep
ViPNet CSP, acMMMeTpurUHble KAHUN MOXHO UCMOAb30BaTh ANs WKdpPOBaHNA (CM. ACMMMeTpUYHOe
wndposaHue). OgHa v Ta e Napa aCUMMETPUYHbBIX KAHOUENn MOXET NCMNOo/Ib30BaThCA KaK AN
WnppoBaHus, Tak 1 aaa nognucn. OgHako, B oTan4Ymne oT WndPoBaHNa, A1 NOAMUCK NCNOJb3YeTCs
3aKPbITbIN KNKOY (K104 31eKTPOHHOM NoAnuncK), a Ana NPOBEPKN NOANUCH — cepTudukKaT karoua
NPOBEPKM 3NEKTPOHHOW noanucy. CepTUPuKaT CoAepP>XKMUT OTKPbITBIN KAOY (K1Y MPOBEPKM
3N1IEKTPOHHOW NOAMNMCY), YAOCTOBEPEHHbIW (B TOM UMCAe NOANUCAHHbIN) YNTOJHOMOYEHHbIM JULLOM
(agmuHncTpatopom YKL), nHbopmaumio o BnagenbLie ceptndukata, Cpoke ero AercTBraA 1 npoyee.

Mapy aCUMMETPUYHbIX KJHOUEN MOXHO HE3aBMCUMO cOo3jaTh Ha ceTeBOM Y3se ViPNet. [lns 3Toro B okHe
Hactpolika napameTpoB 6e30MacHOCTU Ha BKIajKe INEKTPOHHaA NOAMUCH HY>XKHO cAenaTb 3anpoc Ha
obHOBNEeHMe cepTUdUKaTa, BbIOPaB B KauecTBe Ha3HayYeHWs Kaova DNeKTPOHHaA NOANUCh U
wndpposaHue.

anIMe‘-IaHI/Ie. O6HoBNeHne cepTqu)MKaTa Tpe6yeTCH B TOM CJly4ae, ec/in NCTekaeT CpoK
AeVICTBVIﬂ Tekywero CepTVI(I)I/IKaTa VAN 3aKPbITOrO K/KO4a, a Takxe eCaun TeKyI.I.I|I/II7I
CepTI/I(I)VIKaT HE npejgHa3HavyeH ana LIJVI(I)pOBaHVIﬂ.

Kntou 371eKTPOHHON NOANNCY XPaHUTCA B 3aLIMPPOBaHHOM BUge B dalisie, KOTOPbIV Ha3blBaeTCA
KOHTeNHepoM katouel. Ero cnegyet xpaHuTb B TaiHe OT APYTMX NOJib30BaTeNei: peKOMeHyeTcs
MCMO/Ib30BaTh CbEMHbIE HOCUTENN WM BHeLLHVE yCTpoicTBa. Cxema 3almThbl KAtoUa 3N1eKTPOHHOM
MOAMMCY B 3aBMCMMOCTM OT MECTa Ero XpaHeHs n306paxkeHa Ha ClefyroLeM PUCYHKe.
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MNaponbHbIA KNy MNepcoHansHBIR Koy

& 5

Kniou anekTpoHHON NoanHcH Kngou 3neKTpoOHHO R NOAgNMCH

NpH XpaHeH Ha NpHA XpaHeHH HA MECTHOM
BHEWHEM YCTPORCTEBE AMCKE WNK B dafne *.dst

PucyHok 165. Cxema 3awyumel kKiro4a 31eKkmpoHHoU noonucu

Ecam kntou 3HEKTpOHHOI7I noAnnMcn XpaHUTCA Ha BHELWWHEM yCTpOI7ICTBe, KJIFOYOM 3alnTbl ANA HEro
ABNAETCA I'IapOJ'IbeII‘/’I kntod. Ecan karou 3}16KTpOHHOI7I noanncn XpaHUTCA Ha XKECTKOM AnNCKe nan B
AI/ICTpVI6yTMBe K}'II-OLIeI\/‘I, KJTFOYOM 3alnTbl ANA HEro ABAAeTCA I'IepCOHaI]beII\/‘I KJTHOY.

Kntoun npoBepku anekTpoHHOW nognuck B cetax ViPNet nepeagatotca B coctaBe NoAnmcaHHoro
coobuyeHusa nporpammbl ViPNet lenoBas nouta. Takxke KaOUM NPOBEPKN 31€KTPOHHON NOoANUCH MOTYT
XPaHUTbCA B COCTaBe CepTUPMKATOB B OOLLLEM XpaHUAMLLE cepTUPMKATOB, HaNpUMep B ciyxbe
kaTtanoros Active Directory.

AcMmeTpUYHoe LWndpoBaHMe NogpasymMeBaeT OTMNPaBKy 3aWMPOBaHHOrO COOBLLEHWs BAaAEbLY
BblOpaHHOro npw 3awmdpoBaHun ceptnudumkata. 3awmdppoBaHme COOBLLEHNA MOXKHO BbIMOJIHSATh B TaknX
npwaoxeHusx, kak Microsoft Outlook, Outlook Express n Tak ganee. [lns atoro ceptmdukat noayyartens
JOJIKEH CcofepyKaTb B COOTBETCTBYHOLLEM MOJIE aAPEC 3EKTPOHHON MOYTHI.

CnepyeT NOHMMaTb, YTO TEXHONOMMA aCUMMETPUYHOTO LIMPPOBaHNA OCHOBaHa Ha CTaHAAPTHOM
ncnosab3oBaHUn nHTepderica Microsoft CryptoAPIl. ChegoBaTtenibHO, MPU UCMOAb30BaHNMN AAHHOM
TexHosnoruu nosb3zosatenu ViPNet MoryT ObITb He CBA3aHbl MeXAy COBOMN B CMbIC/1€ TOMOAOTUM CETU
ViPNet (1x ceTv MOryT He fiBAATbCA AOBEPeHHbIMW). [nsa paclundpoBaHUs COOBLLEHNA NOayYaTeNto
[0CTaTOYHO 3aKPbLITOro K/KYa, cepTudurKaTta U yCTaHOBIEHHOTO Ha KOMMblOTepe NporpaMMHOro
obecneyeHus, B COCTaB KOTOPOro BXOAWT Kpuntonposangep ViPNet CSP.
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CobbITNA, OTCAEXMBaAEMbIE
10 ViPNet

Bce cobbiTvs pasgeneHbl Ha rpynnbl v NOArpynnbl. Viepapxvyeckas cxema 3TUX rpynn n3obpaxeHa Ha
CNeAyHoLLEM PUCYHKE:

CoObITKA, PUKCUPYEMbIE CUCTEMOIA

/_\\

Cobbimva, CBA3aHHBIE

CnywebHble
C punETpALMER Tpadnka p
(no Tuny IP-nakeTa) FEESS
BnokupoeaHHble Bce nponyweHHbie
IP-nakeThl IP-nakeThi
DuneTpanm JawndpoBaHHbE
JaLMEHHO ceTi e —
DrneTpamu HesawmdposaHHbe
OTKPBITON CETH
Mo gpyram
NPAYAHEM
......................... _-

PucyHok 166. Knaccugukayus cobeimuli 8 xypHane IP-nakemos
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b/IOKMPOBaHHble IP-nakeTbl

Tabauya 8. I'pynna Bce IP-nakemoi\baokuposaHHele IP-nakemuoi\IP-nakemeol, 610kuposaHHbie
dunempamu 3aujuwyéHHol cemu

Ne HasBaHue cobbiTns OnucaHue cobbiTns
cobbITnA
1 He HaligeH oy ans He HalgeH kntou A1 CBA3M C NONb30OBaTeNeM, MAEHTUPMKATOP
ceTeBOro y3na KOTOPOro yKa3aH B nakeTte
2 HeBepHoe 3HauyeHne MnUTO  3aluyMLLaeMble AaHHbIE WM OTKPbITasa nHopmaLums
KpUATOCUCTEMbI BbIAN N3MEHEHbI
3 IP-nakeT 610KMpoBaH CornacHo HacTpoikam GpuAbTPOB BXOAALMI 3alLMPOBaHHbIN
$UNbTPOM 3aLlMLLEHHOM MakeT UAN NCXOAALLMIA NpesHa3HaYeHHbIN Ans WndpoBaHWS
cetn OTKPbITbIV NaKeT 6bln 3ab6N0KMpPOBaH
4 Cauwkom 6onbluas Bpemsa oTrnpaBku nakeTa OTAMYaeTCA OT BpeMeHu rnpuéma Ha
pa3HuLLa BO BpeMeHH BE/IMUMHY BObLUYIO, YEM YKa3aHO B HacTpoWike AOMYCTUMOro
BPEMEHW OTMPaBKM MPUHATbLIX NakeToB
7 HeunsBecTHbIl MeToA He nopaep>xusaetca meToz WMPPOBaHNA, KO KOTOPOro yKasaH
wndpoBaHus BO BXOJALLEM rakeTte
8 UckaxkeHHbIl IPLIR Hesonyctnumble napameTpsbl B paclumppoBaHHOM nakeTe
3aroJioBoK
9 HeunsBecTHbIi VaeHTndurKaTop oTnpasuTensa B NakeTe HeM3BecTeH
naeHTMduKaTop ceteBoro
y3na
13 MpeBbileHo BpeMs XM3HM  [lakeT YHUUTOXEH M3-3a MPEBbILLEHNA TMMUTA €ro HaxoXAeHuA
IP-naketa B CETU
14 MonyueH IP-naket MpVHAT nakeT Ana Apyroro agpecara
ANA APYroro cetTeBoro ysna
15 Canwkom MHoro MpeBbiLleHO JONYCTUMOE KOIMYECTBO OJHOBPEMEHHO
¢dparmeHToB AN IP-naketa  obpabaTbiBaeMbix pparMeHTUPOBaHHbIX MakeToB
16 McuepnaHa anueHsna Ha 3T0 cobbITUE PErNCTPUPYETCS TOIbKO Ha KOOPAMHATOPE,
KOJINYeCTBO OCyLLEeCTBAANOLLEM TYHHeMpoBaHue. Ha koopanHaTop
TYHHeNMpyeMbIX agpecoB OAHOBPEMEHHO MOCTYNUAN NaKeTbl OT 60JbLLIEro KoanyecTea
Y3/10B, YeM pa3peLLleHO NNLIeH3neN
17 HeepHbin IP-agpec MocTynuna nakeT ¢ HEKOPPEKTHbLIM WU HEU3BECTHbIM |P-

aApecom. Yalle Bcero cobbiTie BO3HMKAET Ha KOOPAUHATOpPE B
CnejytoLieM Clyyae: Ha KOOPAMHATOP NOCTynuA
3alWndpPOoBaHHbIA NakeT, NPeAHa3HaYeHHbIR Ans
TYHHE/IMPYEMOTO y3/1a JAaHHOTO KoopauHaTopa, Ho IP-aapec
3TOrO y3/1a OTCYTCTBYET B CMUCKE TYHHENNPYEMbIX afpecoB
KOOpAvHaTopa
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18 HewusBectHbIn IP-agpec
nosyyartens

19 MonbiTka oTnpaBuTens
nocnaTtb coobuieHue oT
MMEHW Yy>KOro y3na

70 MakeT 3a6nokupoBaH
TPaH3UTHbIM GUALTPOM ANA
3alULLEHHOrO y3/1a

B nakete OTCyTCTBYeT UM yka3aH Hen3BeCTHbIN IP-agpec
noayvarens

MocTynwn nakeT OT y3/1a, KOTOPbIV He ABAAETCS ero
oTnpasuTeNem

3T0 cobbITME PErNCTPUPYETCA TONBKO Ha KOOPAMHATOPE C
onepaunoHHon cuctemon Linux. MakeT 3abaoknposaH
dunbTpPaMn ANa TPaH3UTHOTO 3alwmndpoBaHHOro Tpaduka

Tabauya 9. pynna Bce IP-nakemoi\baokuposaHHsele IP-nakemuoi\IP-nakemeol, 610kuposaHHbie

dunempamu omkpeimoli cemu

N2 HasBaHue cobbiTns OnucaHue cobbiTna
cobbITnA
22 HesawwngposaHHbIii IP- OT 3aWMLWEHHOr0 agpecata NPULLEN OTKPbITLIN nakeT

nakeT OT CeTeBoro y3a

23 HesawwmndpoBaHHbIi
LuMpoKoBeLaTesbHbIN IP-
nakeT oT CeTeBoro ysna

24 OTkpbIThINA IP-nakeT ans
cnyx6 ViPNet

30 JlokanbHbil IP-nakeT
610kMpoBaH GpUALTPOM
OTKPbITOW ceTn

31 TpaH3uTHbIN IP-naket
610kMpoBaH GUALTPOM
OTKPbITOW ceTn

32 LLinpokoBewatenbHsbii IP-
naket 610knpoBaH
$UNLTPOM OTKPLITOM ceTH

33 IP-naket 610knpoBaH
dunbTpom aHTMCNYyDUHra

35 MpeBblweHO MakcMmanbHoe
UMCIO 3aLLMLLAaeMbIX
ajpecos

37 MakeTt 6510kMpoBaH
punbTpom ana
TYHHeIMpyeMbIX y3/10B

39 IP-naket 610kupoBaH
$nnbTpaMm No ymonyaHuto
npw 3arpyske KoMnbtoTepa

OT 3alMLLEHHOrO agpecaTa NPULWEN OTKPbITHIN
LUMPOKOBELLATENbHbIV NakeT

Cny>xebHbIn Tpadumk ViPNet noctynun B OTKPbITOM BUAE

MakeT 6a10KMpYeTCst NoKaAbHbIM GUABTPOM OTKPBITOW CETU UK
AN NakeTa He yAanoCb HaUTW NOAXOAALLMI GUALTP

3T0 cobbITME PErncTpPUpyeTCcs ToNbKO Ha KoopauHaTope. MNakeT
610KMpYeTCs TPaH3UTHLIM GUABTPOM OTKPBITON CETU UK Ans
nakeTa He YAanoCb HalTW NOAXOAAWMNA GUALTP

MakeT 6n1oknpyeTcs GUALTPOM OTKPBLITOrO
LUIMPOKOBELLaTENbHOrO TpaduKka UK AN nakeTa He yAanocb
HaWTV NOAXOAALLMI GUABTP

37O cobbITUE PErNCTPUPYETCSA TONbKO Ha KOOPAMHATOpE.
HaiiaeH cooTBeTcTBYIOWMNIA GUABTP B TabanLe aHTUCTYPUHra

B TeueHue 3agaHHOro nepuojga BpemMeHun 6o11m nonyyeHs IP-
nakeTbl OT 60JIbLLIEro KOIMYecTBa ajpecoB, Yem 3aAaHo B
ANLEeH3nN

370 cobbITME perncTpmpyeTcs ToNbKO Ha koopanHaTope. MakeT
610KMpyeTCcH GUABTPOM TpaduKka TYHHENNPYEMbIX Y3/10B UK
AN NakeTa He YAanocCb HaNTK NOAXOAALLMA GUALTP

MakeT 3ab10KkMpoBaH GUALTPaMM MO YMOAUAHWIO MPW 3arpy3ke
KoMMbloTepa
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Tabauya 10. Mpynna Bce IP-nakemoi\biokuposaxHsie IP-nakemoi\IP-nakemel, 610kuposaHHble no

opyaum npuyuHam

Ne Ha3BaHune cobbiTus OnwucaHne cobbITUs

cobbITnA

80 Pa3wmep IP-naketa meHbLe Pa3mep IP-nakeTa MeHbLLEe MUHMManbHO BO3MOXHOIO
AONyCcTMMOro

81 Heponyctnmas Bepcus B naHHOM Bepcuu Noasep>KMBaeTCs TObKO NpoToko IP Bepcun

npotokona IP

82 Heponyctnmas gavHa
3aronoska IP

83 Heponyctumas gnvHa IP-
nakerta
84 HecoBnaaeHune

KOHTPOJIbHOW cyMMbl P

85 Pa3smep 3aronoska TCP
MeHbLlEe MUHUMaIbHO
JOnycTMMOro

86 Pa3smep 3aronoska UDP
MeHbLle MUHUMaNbHO
ZAOnycTMMOro

87 Mpoueaypa
aedbparmeHtaumm
3aBepLuMaach ¢ owmnbKo

88 LnpokoBeLyaTtenbHbii
aapec otnpasurens IP-
naketa

89 Mpoueaypa
aedbparmeHtaumm

3aBepLumaach ¢ owmnbkKomn

90 HepocraTtouHo pecypcoB
AN KpUnToobpaboTku

91 IP-nakeT nony4yeH Bo Bpems
VHWULManusauum gpansepa

92 Cavwkom 6onbLion pasmep
IP-naketa

4

,D,J'IVIHa 3aronoBKa NpoOTOKOAa IP MeHbLle MUHMMaNbHO
BO3MOXHOTIO

,D,IIVIHa NnakeTa MeHbLUE, YEM YKa3aHO B 3aroJlOBKe npoTtokoia IP

HOACLII/ITaHHoe 3HauveHune KOHTpOJ'IbHOI7I CyMMbl IP-nakeTa He
coBnajaeTt Co 3Ha4YeHWeEM, yYKa3aHHbIM B NakeTte

HezonyctnMo KopoTkuii 3aronoBok npotokona TCP

HegzonyctnMo KopoTkuii 3aronoBok npotokona UDP

Owwnbka npu noneiTke gedpparMeHTaLmm Bxogaulero IP-naketa

A,a,pec oTnpaBuTeENA B NakeTe yKa3aH LLJI/IpOKOBeLLI'aTeIIbeII\/]

Owwnbka npu nonbiTke gedpparMmeHTaLmm Bxogailero IP-naketa

HeBO3MOXHO cO3aThb KU ANs 3aNMPPOBAHNS UK
pacwmppoBaHns NakeTa 13-3a HeJOCTaTOUHOCTM CBOBOAHBIX
pecypcoB KpunTogparisepa.

Ecnn 3Ta owmnbka nosasasnacbk HeCKObKO pas, obpaTuTecs B
cnyx6y nogaepxkn NHpoTeKC. BoamoxkHo, noTpebyetcs
06HOB/IEHME BEPCUN ApaiiBepa, UCMOb3ytoLero 6oblie
MaLLWHHBIX PECYPCOB, Wn bosiee HOBas MOAE/b KOMMbOTEPa

EI'IOKVIpOBKa BCEX NakeToB BO BpeMA NHMUUMaAn3aumn p,pa|7|Bepa

Pa3mep naketa orpaHnyeH napameTpom 48 Kbant
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93

94

95

97

98

100

101

103

104

105

m

12

13

115

116

117

MpeBbiweHo Bpems cbopku
¢parmeHTOoB IP-nakera

HepoctaTtouHo namaTtn

O6Hapy>eH ceTeBoI1 y3en
C Takum
Xe nageHTudpurkaTtopom

IP-nakeT goaxeH 6bITb
dparmeHTMpPOBAH, HO
yctaHoBneH ¢nar DF

HepocraTtouHo pecypcoB
ans obpabotku IP-nakera

IP-naket 3a610KNpoOBaH B
XOZe UHCNEeKL MU COCTOSIHNS
coeAvHeHnA

He HaligeH MaplupyT ans
TpaH3unTHoro IP-nakerta

I'IpeBbu.ueHo MakKCcnMaJibHOe
Kon4yecTeso COEAMHeHMVl

CoepunHeHue yxxe
cyuiecTeyet

He yaanoch Bbigenuntb
AVHaMUUeCKuii nopT ana
npaBua TpaHcAALUN
ajpecos

He HanaeH kntou obmeHa

HapyleHa nmmTtoBcTaBka
OTKpPbITOM YacTu
3awndpoBaHHOro naketa
4.2

HeunssecTtHbiN ID nctouHnka

He yaanocb HainTn mapLipyt
ana IP-naketa

CeTteBoi nHTEpdeic He
HanaeH

He ypanocb paspewuntb
MAC-aapec no IP-agpecy

3a fonycTMMoe BpemMs NojydeHbl He Bce pparMeHThbl
dparMeHTMPOBaHHOrO NakeTa

,ﬂ,ilﬂ BbINOJIHEHUS KaKON-NnMbo onepauumn Tpe6yeTca BblaeneHune
NnaMATH, HO BbIAENNTb MNaMATb He yAaN10Cb

B ceTn nosBuaca ysen c Taknm xe naeHTMGUKaTopom, Ho
Apyrum IP-agpecom

3abnokmpoBaH IP-naket ¢ yctaHoBieHHbIM daarom DF,
nepegava naketoB 6e3 pparmeHTaLm HEBO3MOXHa

CobbITne nHTepnpeTnpyeTcsa kak cobeitve 90

IP-nakeT He MPUHaANEXMT TeKyLLeh ceccumn 1 3abaoKnpoBaH B
XOA4e VHCMeKLUMM C oTcaexmBaHnemM coctosiHma (Stateful Packet
Inspection)

70 cobbITME perncTpUpyeTcs ToIbKO Ha KoopauHaTope. He
Ha4eHO NpaBWaO A5 TPAH3UTHOrO NakeTa B Tabanue
MapLIpyTOB

KonnuecTtBo yxxe yCTaHOB/IEHHbIX COEANHEHWI NPEBbILIAET
MakcuManbHo gonyctumoe MO ViPNet (He anueHsmnen)

Ecnmn napaMeTpbl NCXOoA4ALLUX NaKeETOB A4 cO34aBaeMoro
coeanHeHMAa coBnajatkoT C yoKe CywecTByrownmMmn, To Takoe
coelnHeHne 6110K|/|pyeTc;|

3TO CObbITME PErUCTPUPYETCA TONBKO Ha KOOPAMHATOPE.
KoopauHaTtop He cMOr BblAeNUTb NOPT AN AMHAMUYECKOTO
npaBuaa TpaHCAALMM aApecoB (HanprmMep, BCe NOPThbI B Nyae
3aKOHUMNCD)

He HaVIAEH KJIKOY AN1A CBA3U C CETEBbLIM Y3/10M Noay4vaTenA

HeBepHoe 3HaueHne UMUTO ANA TPaH3UTHOTO 3aWMPOBAHHOIO
Tpadpuka

HenseecTHbIN VIAeHTVIq)I/IKaTOp CeTeBoro y3na—MCTo4YHnKa
TPaH3UTHOTO BBLLII/ICIJpOBaHHOFO NnakeTa

Mo KakUM-A1bo NpUUMHaM He HalfeH MapLIpyT B TabavLe
MapLUpyT13aLum

IP-nakeT He MOXeT 6bITb OTNPABAEH, Tak Kak He HalgeH
ceTeBOW UHTEpdENC

He yaanocb onpegennte MAC-agpec nosyyatens naketa no ero
IP-appecy
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118

119

120

121

122

131

He ypanocb npoussectu
wudposaHue IP-nakeTa

HewusBectHbin popmart IPLIR
3arosioBKa

HecornacoBaHHas
mHdopmaumsa o cnocobe
JOCTyna A0 CEeTeBOro y3na

Owwnbka B paboTte knacrepa

HewusBecTHbIN NpoTOKON
KaHa/NbHOro YpOBHS

Owwubka B Tabanue
MapLupyTM3auum

Owwbka npu wndpoBaHum ncxoaautero IP-naketa ans
3aWMLLEHHOrO Yy31a

MonyueH 3awmndpoBaHHbIi IP-nakeT Hem3BecTHOro popmata

Owwbka npu otnpaske IP-naketa 415 3alWMLLEHHOrO y3/a

370 cobbITUE perncTpupyertcs Tobko Ha knactepe ViPNet.
BHyTpeHHss owmnbka knactepa

MonyueH IP-nakeT HeM3BECTHOrO NPOTOKO1A

Owwnbka 06paboTkm NpUKNAZHBIX MPOTOKONOB: HE YAaN0Ch
MOCTPOUTb MapLIpyT

Mpumeuanue. Ecan Bbl ncnonbsyete Windows Server 2008 R2 unu 6onee noszgHIo0

Bepcuto Windows, cobbiTna 82 1 89 He dukcmpytoTcs B XypHane IP-nakeTos, Tak Kak

onepaumoHHas c1ucTeMa aBToMaTnueckn 6JOKMpPyeT COOTBETCTBYHOWME IP-nakeThl.
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[ lponyuleHHble [P-rakeTbl u
CNyXebHble CODbITHSA

Ta6suya 11. Mpynna Bce IP-nakemei\Bce nponyweHHble IP-nakemei\lNponyujeHHble 3awiugposaHHble

IP-nakemel

Ne Ha3BaHue cobbiTus OnwucaHne cobbITus

cobbITnA

40 MponyuueH 3awneposaHHbIii IP-  MponyLueH 3awmndpoBaHHbIN NakeT
naket

41 MponyweH naker, MponyLueH IP-nakeT, 3alMPPOBaHHBIV Ha KAtoue AnA
3awmn$poBaHHbIA Ha LUIMPOKOBELLATENbHbIX NaKeTOB
LIMpPOKOBeLaTe/IbHOM Kjtoye

44 OcyuwiecTBNieHa MapLlpyTm3auma 370 CobbITUE PErncTpUPYeTCA TObKO Ha KOOpAMHaTOpe.
3awmndpoBaHHOro TpaH3uTHOro  [lakeT HanpaBieH Ha APYron y3en nNyTém NoAMeHbl B HEM
IP-naketa c nsmeHeHnem ajpeca nonyvarens
ero agpeca

45 3awmngposaH (pacumngpoBaH) 3T0 cobbITME PErNCTPUPYETCA TOIbKO Ha KOOpPAUHATOpeE.

nakeT TyHHe/IMpyemMoro y3na

3awmndposaH nan paclumdpoBaH NakeT AN
TYHHEeMpyeMoro y3na

Tabauya 12. [pynna Bce IP-nakemoi\Bce nponyujeHHsie IP-nakemeoi\lMponyujeHHble

HezawugpoesaHHsle IP-nakemel

NeQ

cobbITUA

60

61

62

63

64

Ha3BaHue cobbiTua

MponyLueH He3awmndpoBaHHbIN
nokanbHbIA IP-naker

MponyLueH He3awmndpoBaHHbIN
LuMpoKoBeLaTenbHbli IP-nakeT

MponyuieH He3alnppoBaHHbI
TpaH3uUTHbIW IP-naket

MakeT nponyuuieH ¢pUALTPOM ANs
TYHHe/IMpyeMbIX y3/10B

IP-nakeT nponylieH ¢puabTpamm
no yMO/4aHWIo Npw 3arpyske
KOMnbloTepa

OnucaHue cobbITus

HalgeH paspeluatownini GuUabTp OTKPLITON ceTv Ans
nokanbHbIX IP-naketos

HalgeH paspeluatownii GuabTp OTKPLITON ceTV Ans
LuMpokoBsellaTenbHbIxX |[P-naketos

370 cobbITME perncTprpyeTcs ToNbKO Ha KOOPAWHaTOpPE.
HalaeH paspelatowunii GuabTp OTKPLITON ceTv Ans
TpaH3uTHbIX IP-nakeToB

370 cobbITME perncTpmpyeTcs ToNbKO Ha KOOPANHaTOpE.
HalgeH paspewatowmin duabtp Ans IP-naketos ot
TYHHENNPYEMbIX Y3/10B

MakeT nponyLieH GUAbTPaMu, KOTopble AENCTBYHOT NpW
3arpyske KomnbtoTepa
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Tabauya 13. pynna Bce IP-nakemobi\CnyxxebHble cobbimus (JonosHUMenbHas uHghopmayus,

dopmupyemas 011 IP-nakemos, yxe 3ape2ucmpupo8aHHbIx 8 XypHase)

Ne Ha3BaHue cobbiTus OnwucaHne cobbITus

cobbITnA

42 MN3meHunca IP-agpec y3na [Jpansep obHapyxwu, uto IP-agpec y3na nam napameTpsbl

AOCTYNa K HeMy vepes BHELLHIOH CEeTb M3MEHWUANCD, 1
COOTBETCTBYHOLLMM 06pa3oM CKOPPEKTMPOBaa CBOW TabauLibl.
Mpu M3MeHeHWM NapameTpPOoB AOCTyMNa cobbITUE perncTpupyeTcs
TOJIbKO J/1f1 CETEBbIX Y3/10B, He paboTatoLLnx Yepes MeXCceTeBOoM
3KpaH C AMHaMUUYECKON UAKN CTaTUYeCKOM TpaHcaaLmen
afpecos.

46 MN3meHunnco napametpbl JpainBep 0bHapy>ua, UTO NapamMeTpbl OCTYMa K CETEBOMY Y3y
AOCTyNa K ceTeBOMy y3ny yepes BHELLHIOK CeTb U3MEHWINCh, N COOTBETCTBYHOLLMM

06pasom ckoppekTMpoBan ceoun Tabaunupl. CobbiTne
perncTpupyertca As ceTeBbIX Y3108, paboTatoLumx Yepes
MEXCETEBOW 3KPaH C AMHAMUYECKOW MW CTaTUYECKOM
TpaHcasumen agpecos. B kauectse IP-agpecos n noptos
perncTpupyroTca gaHHble 13 IP-nakeTa, NOCTYNMBLLETO U3 CETH,
[0 ero npeobpasoBaHus ApalriBEPOM.

47 UcTék Tarim-ayT WNcTék Tarim-ayT NoaAep kKN COeAMHEHNI Yepes yCTPOCTBa C
AVNHaMUYecKon TpaHciaumel IP-agpecos.

48 Appec ceTteBoro ysna 3aperncTtpmpoBaHo cobbITUE, UTO OT y3na NOCTynatoT
3aperncTpupoBaH LUMPOKOBeLLaTebHbIe MaKeTbl.
13 LnpoKoBeLlaTe/IbHOro
naketa

49 MN3meHunnco napametpbl Moctynuna nHpopmMaLmsa o6 N3MeHeHMM NapameTpoB AOCTyrMa
[OCTyNa K CBOeMy Y3y U3 yepes BHELLHIOO CeTb K CBOeMy ceTeBOMy y3.y. B kauectse IP-
BHELLHeN ceTu af\pecoB v NOPTOB PErncTPUPYOTCA AaHHble NO JOCTYMY K

csoemy y3ny (Moayuatenb) 1 K y3/y, OT KOTOPOro NojyyeHa
nHpopmaumsa (OTnpasuTenn).

110 Ha DNS-cepBepe Moctynuno coobueHne ot DNS-cepBepa, 4To Ans y3na c
3aperncTpmMpoBaH HOBbI MMeHeM, yKka3aHHbIM B none OTnpaBuTesb, 3aperncTpupoBaH
IP-agpec y3na IP-agpec, ykasaHHbI B none IP-agpec otnpaBuTens.

114 Mmsa Ha DNS- (WINS-) OtBeT DNS-cepBepa 06 OTCyTCTBYHOLLEM MMEHWN 33610KMPOBaH,
cepBepe He 3anpoc Ha NpeobpasoBaHMe 3TOFO UMEHWN NepPesaH ApyroMy
3aperncTtpupoBaHo DNS-cepsepy.

138 3absoknpoBaH naker Ha 3abnoknpoBaH 3anpoc Ha nybanyHblil DNS-cepBep, Tak Kak B

ny6anuHbin DNS-cepBep

TekyLlem pexume paboTbl 3TOT 3aNpocC JOMKEH ObITb
obpaboTaH 3awunwéHHbiM DNS-cepepom.
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PermoHasibHble HaCTPOMKM

AN KOPPEKTHOrO OTOBPaXKEHNs PYCCKON Nokanm3aumm nitepderica nporpamm ViPNet B
pycnduumposaHHbix OC Microsoft Windows aHravinckoin nokanavsaumm Heobxoa1Mmo yCTaHOBUTb

MOAJEPXKKY KUPUAAWLbI A5 MPOTrPaMM, He Noadep>kuBatownx KOHMKOL. 3TU HAaCTPOKM peKoMeHAyeTCs
MPOU3BOAUTL 40O YCTaHOBKM CaMOW NMpOrpaMmbl.

[JaHHble HaCTPOWMKM TakxXe NOHaZ0bMTCA caenaTb, eCan YyCTaHOBAEH pycckoasblvHbIi MUl (Multilanguage
User Interface). 310 3HauwWT, UTO AZPO OMEPALIMOHHON CUCTEMbI AHIIMINCKOE, @ PYCCKUI A3bIK /15

nHTEpdeiica 1 daiinoB cnpaBku Bbla yCTAaHOBEH MO3Xe. B 3TOM ciyyae permoHasbHble HaCTPOWKM Mo
YMONYAHWIO aHTINACKMNE U TPeBYIOT N3MeHEeHMs.

BHumaHune! 1na nsmeHeHWs permoHabHbIX HaCTpoek Bbl A0/KHbI 061ajaTh NpaBamu
aZAMVHMUCTpaTOpa OnepaLyoOHHON CUCTEMBI.
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PermoHasbHble HaCTPOWKK B

Windows

YT106bI YyCTaHOBUTL NOAAEPIKKY KMPUAANLIbI:

1

2 B okHe PernoH (Region) nepenaute Ha Bkiagky JonosHutensHo (Administrative).

Ortkpolite naHenb ynpasneHus (Control Panel) n B kateropun Yacel, a3bik u pernoH (Clock,

Language, and Region) Bbibepute napametp ameHeHne popmaTtoB AaThbl, BPEMEHU U Uncen

(Change date, time, or number formats).

» Region
Formats Location Administrative

Welcome screen and new user accounts

View and copy your international settings to the welcome screen, system
accounts and new user accounts.

| [ =] Copy settings...

Language for non-Unicode programs

This setting (systemn locale) controls the language used when displaying
text in programs that de not support Unicode.

Current language for non-Unicode programs:

English (United States)

E; Change system locale...

OK Cancel Apply

X

Pucyrok 167. [JonosiHumesbHoie A3bik08ble napamempeol

3 Ha Bknagke AononHutensHo (Administrative) HaxxmuTe M3MeHUTb A3bIK cuctemMbl (Change system

4 B nosBuBLUEMCS OKHe B cnucke Bblbepute Pyccknin (Poccus) (Russian (Russia)).

locale).
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¥ Region Settings X

Select which language (system locale) to use when displaying text in programs
that do not support Unicode, This setting affects all user accounts on the
computer.

Current system locale:

Russian (Russia) w

PucyHok 168. Beibop s3bika cucmemel
Haxxmute OK. MNepesarpysnTte koMnbroTep.

JoxanTech 3aBepLUeHNs nepesarpy3kn KOMMNbIOTepa, OTKpoinTe naHenb ynpaeneHus (Control Panel)
n B Kateropumn Yacsl, a3bik u pernoH (Clock, Language, and Region) Bbibepute napametp
N3meHeHne popmatoB Aathl, BpeMeHu u uncen (Change date, time, or number formats).

B okHe PernoH (Region) nepenante Ha Bk1aaky JononHutensHo (Administrative).
Ha Bknagke flononHutenbHo (Administrative) HaxxmuTe KonmpoBatb napametpbl (Copy settings).

B oTkpbiBlIEMCcA OKHe B cnvcke KonnpoBaTtb Tekywme napametpbl B (Copy your current settings
to) yctaHoBMTe Pnaxkok DKpaH NPUBETCTBMA N cUCTEMHBbIe yueTHble 3anncn (Welcome screen and
system accounts) n Haxxmute OK.

@ -
¥ Welcome screen and new user accounts settings X

The settings for the current user, welcome screen (system accounts) and new
user accounts are displayed below.

Current user

Display language: English (United States)
Input language: English (United States) - US
Format: English (United 5States)
Location: United States

Welcome screen

Display language: English (United States)
Input language: English (United States) - US
Format: English (United States)
Location: United States

Mew user accounts

Display language: English (United States)
Input language: English (United States) - US
Format: English (United States)
Lecation: United States

Copy your current settings to:
"] Welcome screen and system accounts

[ New user accounts

PucyHok 169. KonuposaHue napamempos
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Takke AN NCKAHOUYEHNS NpobaeM C KOAMPOBKOW B HEKOTOPbIX CUCTEMAX PEKOMEHAYETCS BbIMOAHUTb
cnesyrolime AencTeums:

1 B okHe PernoH (Region) Ha Bkiagke ®opmartbl (Formats) B cnvcke ®opmat (Format) Bbibepute
Pycckmin (Poccumn) (Russian (Russia)).

¥ Region x
Formats | Location Administrative

Format:

Ruszian (Russia) w

Language preferences
Date and time formats

Short date: dd.MM.yyyy ~
Long date: d MMMM yyyy ' ~
Short time: H:mm ~
Lang time: Himmmiss ~
First day of week: NOHEAENEHHK ~
Examples

Short date: 11.10.2017

Long date: 11 okratpa 2017 .

Short time: 14:30

Long time: 14:30:06

Additional settings...

Concel | [ Poo

PucyHok 170. Hacmpolika gpopmamos

2 B okHe PernoH (Region) Ha Bkiiagke MectononoxkeHue (Location) B cnvcke OcHOBHOe
pacnonoxeHue (Home location) Beibepute Poccus (Russia).

Mpumeuanue. B Windows 10 Bepcun 1809 1 Bbilwe HeT Bknagkn Location, mosTomy ykasaHHbIM
napameTp HacTpamBaTb He HYXHO.
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¥ Region

Formats Location  Administrative

Some software, including Windows, may provide you with additional content

for a particular location. Some services provide local information such as news
and weather.

Home location:

Russia

Concel | [ ool

PucyHok 171. Bbibop mekyue2o pacnoioxeHus
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OTtknrouerHre KOHnkoaa (UTF-8) ans
NOAAEPXKM A3bIKa BO BCEM MUPE

Ana yctaHoBKM 1 NpaBuabHON paboTsl nporpammel ViPNet Client 8 Windows 10 otkatounte
ncrnonb3zoBaHne KOHMKoAA:

1 B meHto Myck Bbi6epuTe MapameTpbl > Bpemsa u a3bIK > A3bik > AAMUHUCTPATUBHbIE A3bIKOBbIE
napametpbil.

2 B okHe PernoH Ha Bknagke [lononaHutenbHo Haxxmute 3mMeHUTb A3bIK CUCTEMBI.

3 B okHe PernoHanbHble cTaHAapTbl cHUMUTE paaxok beta-Bepcunsa: cnonbsosatb FOHMkog (UTF-8)
A9 NoAAep KKK A3blka BO BCEM MUpe.

¥ PernonaneHeie CTaHAaPTEl >
BreiGepuTe AsbIK (A3EIK CHCTEMBI), KOTOpEIA BYAST MCNONL30EATECA ANA

OTOGpEXEHHH TEKCTE NPOrpammMani, He NoOLAENHHEIHLNIMK HHwkog, 3ToT
napamMeTp 6}",\'J,ET NEPMMEHATECA KO BCEM YYETHEIM 33NHWCAM KOMNBHITERE,

TekyLWwuid AZbIK CUCTEMBL

Pycckwnii (Poccus) w

[[] Bera-eepcua: Vicnonszoeats KHukog (UTF-8) 4na nogaepkku A3bIka BO

BCEM MUpE
Orwens

PucyHok 172. OmknroyeHue ucnoas3osaHus UTF-8

4 I'Iepe3arpy3|/|Te KOMMbrOTED, YTOObI M3MEHEHUS BCTyNnWnan B cnny.
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BHelHWe yCTponcTBa

ObLwme cBeaeHus

BHelLHwWe ycTpoiicTBa NpesHa3HayeHbl ANs XPaHEHWs KOHTENHEPOB K/HOUel, KOTOpPble Bbl MOXETE
MCMNo/b30BaTh A5 ayTeEHTUdMKALUK, GOPMUPOBAHUSA 31EKTPOHHON MOANUCA WAV AN APYTUX Lienew.

Ha BHelLHeM yCTPONCTBE MOTYT XPaHUTLCA KAKOUW, CO3AaHHbIE MO Pa3MYHbIM anroputMam B
nporpammHom obecneverHnmn ViPNet naun B cTopoHHMX Nporpammax. MakcumanbHoe Koanm4ecTso
KOHTENHePOB KAtOUel, KOTOPOe MOXEeT XPaHWUTbCA Ha OAHOM BHELLHEM YCTPOMCTBE, 3aBUCUT OT 06béMa
NaMsaTK YCTPOMCTBa.

MporpammHoe obecneuermne ViPNet Client noaaepxusaet gBa cnocoba ayTeHTUGMKaLMmM ¢ NOMOLLbIO
BHeLLHero ycTpoicTBa (cM. Cnocobbl ayTeHTUdUKALMM NOTb30BaTeNA):

e [lo nepcoHanbHOMYy KArouy nonb3oBatens ViPNet, KOTOPbIN XpaHUTCA Ha yCTpONCTBe. 3TOT
cnocob ayTeHTUdUKaLUN UMEET CiefytoLne orpaHnyYeHns:

o OAHO BHelLHee YCTPOCTBO HEBO3MOXHO MCMO/b30BaTh ANs ayTEHTUOMKaLUN HECKONbKUNX
nosab3oBaTenen ViPNet.

o OAHO BHelLHee YCTPOMCTBO HEBO3MOXHO MCMO/b30BaTh ANs ayTeHTUOMKALUN OJHOTO
nonb3oBaTens Ha Heckobkumx y3nax ViPNet.

o Ecam ucnonb3yetcs 31oT cnocob ayTeHTMdMKaLMK, TOr4a KAKUM 3/1eKTPOHHOW NoANncH
nosb3oBaTens, U3jaHHble B yAOCTOBepstoLLeM LeHTpe Ha 6a3e MO ViPNet, goaxHbl
XPaHUTbCA Ha OZAHOM YCTPOMCTBE C MEPCOHANbHBIM KJIHOUOM.

e [lo ceptnduKaTy, KOTOPbIA XPAHUTCSA Ha YCTPOMUCTBE BMECTE C COOTBETCTBYHOLLMM 3aKPbITbIM
kntovoM. TpeboBaHua K cepTudumkaTy cM. B pasgene OcobeHHOCTV ayTeHTUdMKaLmum ¢
noMolLLbto cepTudurkaTa.

Bce onepauun c KoHTeHepamMu KAtOYel U BHELWHUMMW YCTPOMCTBAMM Bbl MOXETE BbINMOJHUTL B
nporpamme ViPNet CSP (cMm. Hactpolika napameTtpoBs kpuntonposarigepa ViPNet CSP). YTobbl
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NCNoNb30BaTh Kakoe-1Mb0o BHELLHee YCTPONCTBO, Ha KOMMbIOTEP HEOOXOANMO YCTaHOBUTbL ApanBepsl

3TOro ycTpownctea. MNepes 3anncbio KAKOUen Ha yCTPONCTBO yHeanTech, UTo OHO OTGOPMaTUPOBAHO.

CMMCOK NOAAEPXKMBAEMbBIX BHELLIHMX YCTPOWCTB

B cnepytoweit Tabave nepeyuncieHbl BHELHME YCTPOMCTBA, KOTOPbIE MOTYT ObITb NCMOJ/b30BaHbI B

ViPNet Client. lns ka>xaoro ceMencTBa yCcTpoucTs B TabsvLe NpuBeAeHO OnvcaHne, ykasaHbl YyCI0BUA U
0Cob6eHHOCTM paboTbl C yCTPONCTBaMM.

Tabauya 14. MNModdepxusaemele sHewHUe ycmpolicmea

Ha3sBaHue
cemMelcTBa
YCTPOWCTB
B ViPNet CSP

ESMART Token

Infotecs
Software Token

aKey

MonHble Ha3BaHWA U TUMbI
YCTPOWCTB

CmapT-KapTbl M TOKEHbI
TMNOB:

e ESMART Token,
e ESMART Token FOCT

ViPNet SoftToken —
nporpamMmmMHas peanvsauma
cTaHgapta PKCS#11.

CmapT-KapTbl:

e aKey S1000,
e aKey S1003,
e aKey S1004

Npov3BOACTBa KoMnaHum Ak
Kamal Security.

Heobxognmblie 1 pekoMmeHAyeMble YCI0BUA paboThbl
C CEMelCTBOM YCTPOICTB

Ha komnbtoTepe f01HO 6bITb ycTaHoBAeHO MO ESMART PKI
Client ans Windows (pekomeHayemas Bepcuna — 4.11).

Yctpowictea Tvna ESMART Token Heobxoanmo
oTdopmaTmpoBaTb ¢ nomoLlbto MO ESMART PKI Client ans
Windows c npodunem ViPNet2.

MepeHoC KtoYel NOANUCK C YCTPOWCTBA U Ha YCTPOMCTBO
ESMART Token FTOCT HeBO3MOXeH, Tak KakK Ha yCTPONCTBE
ncnonb3yeTtcs annapatHas Kpuntorpadumsa C Hem3BaeKaeMbiM
KNHOUOM.

Heobxoanmo yctaHoBuUTb KoMnoHeHT ViPNet SoftToken
(Bxogut B coctaB MO ViPNet OpenSSL). C nomMoLbto
nporpammbl token manager.exe Ha KOMMbOTEPE AO/XKEH
6bITb CO3/@aH NPOrPaMMHBbIN TOKEH.

MoapobHyto nHdopmauuto o paboTte ¢ NPorpaMMHbIM
TOKeHOM cM. B fokymeHTe «ViPNet SoftToken. PykoBoacTBo
pa3paboTumka», pasgen «/lcnonb3oBaHne yTUAUTLI
token_manager ana paboTbl C NPOrpaMMHbIMUN TOKEHAMWU».

Ha komnbroTepe foskHa bbiTb ycTaHOBEHa bubinoTeka
akpkcsll.dll, npegocTaBaeHHas KOMMNaHuen
Ak Kamal Security.

YctpoiictBo umeet asa MNUH-koga: agMuHUcTpaTopa
n nonb3osarens. 3HayeHue 3Tux MNMNH-Kog0B MO ymMOAYaHUIO
— 12345678.

MepeHoC KAtoUel NOANUCK C YCTPOWCTB U Ha YCTPOICTBa
JAHHOrO CeMelncTBa HEBO3MOXEH, Tak KaK Ha YCTPOMCTBaX
NCNonb3yeTca annapaTtHas Kpuntorpaduma ¢ HemssaekaeMbiM
KNHOUOM.
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Ha3sBaHue
cemeincTBa
yCTpOWCTB
B ViPNet CSP

ViPNet HSM

JaCarta

Rutoken

Rutoken S

MonHble Ha3BaHWA U TUNbI
yCTpOWCTB

MporpaMmHo-annapaTHbIi
komnnekc ViPNet HSM
MPOW3BOACTBA

AO «MHdoTeKC».

MepcoHanbHble
3/IEKTPOHHbIE KHOUU U
CMapT-KapTbl:

eToken IOCT,
eToken PRO (Java),
e JaCarta PKI,

e JaCarta LT,

e JaCarta SE,

e JaCarta PKI/TOCT,
e JaCarta PRO,

e JaCarta-2 PKI/TOCT,
e JaCarta-2 'OCT,

e JaCarta-2 PRO/TOCT

NPOW3BOACTBA KOMMaHUN
«AnagauH P..».

ONeKTPOHHbIe
VAEHTNPUKATOPSL:

e Pytoken 3LiM 2.0 2000,
e Pytoken 3LiM 3.0 3220,

e PytokeH 3LIM 3.0 NFC
3100, cept. ®CB,

e PytokeH Lite

NPOn3BOACTBA KOMMNaHUU
«AKTUB».

DNeKTPOHHbIe
naeHtTndunkatTopbl PytokeH S
NPOM3BOACTBA KOMMAHWUN
«AKTUB».

HeobxopviMble 1 pekoMeHAyeMble yc10BUA paboTl
C CEMEeNCTBOM YCTPOICTB

Ha komnbtoTepe foskHO 6bITb ycTaHoBAeHO MO ViPNet HSM
SDK.

B ViPNet CSP Heo6x0AMMO 3asaTb NapamMeTpbl NOAKIOYUEHUS
k cepsepy ViPNet HSM.

Ha komnbtoTepe AomkHO 6bITb ycTaHoBAEHO 10O «EAMHBbI
Knvent JaCarta» komnanun «Anagamd P.[.» (pekoMmeHayemas
MWHMManbHasa Bepcmsa — 2.13).

MepeHoc kntouer NoanucK ¢ annietoB «KpMnTOTOKEH» 1
«KpuntoTtokeH 2 3lM» (Mogenn JaCarta co cnoBom «TOCT» B
Ha3BaHWW) 1 Ha 3TV annaeTbl HEBO3MOXEH, Tak Kak Ha
YCTPOMCTBaX UCMO/b3YeTCa annapatHas Kpuntorpadus ¢
Heun3BJ/ieKaeMbIM KJIFOYOM.

Pabota c annnetom PRO uepes MO «EamHbii Knnent JaCarta»
Bepcuun 2.12 He nogaepxunsaetca. HeobxoanMmo ycTaHoBUTL
nocneaHee obHoeneHme MO «EgmHbin KnneHT JaCarta» ¢
caiTa npowv3BoauTens AMbo obpaTUTbCs B CAY>XOY
NoAAEepPXKN KoMNaHun «AnaaanH P.J.».

Ha komnbtoTepe f0/1KHbI BbITb YCTaHOB/EHbI ApaliBepsbl
Rutoken (pekomeHayemasn Bepcua — 4.13.0.0).

MepeHOC KtoYen NoANUCK C YCTPOICTB, a Takke Ha
ycTpoincTtea PyTokeH LM 2.0 HeBO3MOXEH, Tak KaK Ha
YCTPOMCTBaX MCMOJ/Ib3YeTca annapaTHas Kpuntorpadus ¢
Heun3BJ/ieKaeMbIM KJIFOHOM.

Mpw ncnonb3osaHumn Rutoken Lite BO3MOXHa
ayTeHTUUKALMA TONbKO MO NepCoHaIbHOMY Katouy Ha
YCTpOWMCTBeE.

Ha komnbtoTepe A0/KHbI BbITb YCTaHOBAEHBI ApaliBepbl
Rutoken (pekomeHayemas Bepcus — 4.13.0.0).
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HasBaHue

cemeicTBa MonHble Ha3BaHWA U TUNbI HeobxopnMble 1 pekoMeHAyeMble YCI0BUA PaboThbl
yCTpOWCTB yCTpOWCTB C CeMelCTBOM YCTPOICTB

B ViPNet CSP

R301 Foros CmapT-KapTbl 1 TokeHbl R301  Ha komnbloTepe gosixkHa 6biTb ycTaHOBAEHa BubamoTeka

®opoc PKCS npoussogctBa  foros pkesll.dll (ana 32-pa3pagHon anbo 64-
komnaHun «Cmaptllapk». pa3psAHON apXUTEKTYpbl NMPoLLeccopa), NpesocTaBaeHHas
komnaHuen «Cmaptllapk».

MepeHoC KtoYel NOANUCK C YCTPOMCTB U Ha YCTPOICTBa
JlaHHOrO CeMeNCTBa HEBO3MOXEH, TaK KaK Ha YCTPOMCTBaXx
Mcnosb3yeTcs annapatHas Kpuntorpadus ¢ HemsBaeKaeMbIM

KNHOUOM.
SafeNet eToken [epcoHanbHble Ecnn komnbtoTep pabotaet nog ynpasneHnem OC
(eToken 3/71EKTPOHHBIE KIHOUN U Windows 10, Ha HeM A0>KHO BbITb ycTaHoBAeHO MO SafeNet
Aladdin) CMapT-KapTbl: Authentication Client (pekomeHayemas Bepcus — 10.6.146).

e Gemalto SafeNet eToken Ecin komnbtoTep paboTtaeT nog ynpaeaeHnem gpyro OC, Ha
5100/5105, 5200/5205, HeM J0/XKHO 6bITb ycTaHoBAeHO nbo MO PKI Client Bepcuun
5110, 7300, 5.1 SP1, nm6o MO SafeNet Authentication Client

e Gemalto SafeNet eToken (PexomeHayemas sepcus — 10.6.146).

4100, Cmapt-kapTa eToken PRO MOXeT UCNoab30BaThCs C /106bIM
e eToken PRO cTaHgapTHbIM PC/SC-COBMECTUMBIM YCTPONCTBOM

o CYNTbIBaHUA KapT.
npounsBoacTBa KOMNaHUM

«AnaganH P.J» n Gemalto Mpumeyanwue. Eciv Bam Heobxogumo pabotaThb ¢

(SafeNet). ycTpoiicteom u3 cemelictea SafeNet eToken (eToken
Aladdin), To BO n3bexaHune nossaeHns ownboK npu
BbINOJHEHUW KpUNTorpaduueckmx onepaumii He
yCTaHaB/MBaWiTe Ha KOMMbOTep og4HOBpeMeHHO MO «EanHbIv
KnvenTt JaCarta» n MO SafeNet Authentication Client. PaboTa ¢
yctponctBamu JaCarta PRO ¢ nomoupsto gpariBepos SafeNet
BO3MOXHa, HO HE PEKOMEHZAYETCS MPOU3BOANTENEM.

MpumeyaHue. CNMCOK NOAAEPXKMBAEMbIX ONEPALMOHHBIX CUCTEM ANSA KaXAOro 13
NPVBEAEHHBIX YCTPOWCTB Bbl HalAéTe Ha oduLmManbHOM Beb-caiiTe Mpon3BoAUTENS
3TOro YCTpONCTBa.
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ANTOPUTMBI 1 QYHKLMK, NMOAAEPXMBAEMbIE
BHELIHUMMW YCTPOMCTBAMM

B cnepyrowen Tabaue nepeumcierbl kKpuntorpaduyeckme aaroputmsl, NoAAEPXNBAEMbIE BHELLHVMM

yCTpOI7ICTBaMI/I, npmneeaeHa I/IHCI)OpMaLI,VIﬂ O BO3MO>XXHOCTU NCNONb30BaHWA yCTpOI‘/’ICTB B KayecTBe

JAaTUMKOB CyYalHbIX Ymces, a Takke nHdopmauma o nogaepke ctaHgapta PKCS#11.

Mpumeuanue. Ctangapt PKCS#11 (takke nssecTHbIn kak Cryptoki) — oanH n3

ctaHgapTtos cemeinctea PKCS (Public Key Cryptography Standards —
KpunTorpadpuyeckme cTaHAapTbl KAtoUYa NPOBEPKM SNEKTPOHHONM NoAnuncK),

pa3paboTaHHbIx komnaHuer RSA Laboratories. CtaHaapT onpegensier He3aBUCUMBbIN OT
nnatdopmbl nHTepderic APl ans paboTbl ¢ kpunTorpaduueckMMm yCTporucTBaMm

I/IAEHTI/Id)I/IKaLJ'MI/I N XpaHeHNA AaHHbIX.

Tabauya 15. Aneopummsi U yHKyUU, hoddepxkusaemsie 8HELUHUMU ycmpolicmeamu

Ha3sBaHue
cemeincTBa
YCTPOWCTB B
ViPNet CSP

ESMART Token

Infotecs Software
Token

aKey

ViPNet HSM

MporpammHas noaaepkka

AnnapaTHas noggepka
poccuiickmx
KpunTorpadpuyeckmx
anropvTMoB (Ha YCTpOKMCTBE)

poccuiicknx

ViPNet CSP)
ESMART Token — ESMART Token —
OTCYTCTBYET; FOCT P 34.10-2001,

ESMART Token FOCT —
[OCT P 34.10-2001,
FOCT P 34.10-2012 oTcyTCcTBYET
(kopoTKkuMiA Ktou 256 6u1T)

M3OJ’II/IpOBaHHaﬂ nporpamMmMHan peannsayuna:

FOCT P 34.10-2001,
FOCT P 34.10-2012

aKey S1000, aKey S1003, aKey oTcyTCTBYET
$1004 —
[OCT P 34.10-2012;

aKey S1000, aKey S1003 —
FOCT P 34.10-2001

FOCT P 34.10-2001, oTcyTCTBYET
FOCT P 34.10-2012

Kpuntorpagpuryeckux
anroputmos (B

FOCT P 34.10-2012
ESMART Token FrOCT —

Ncnonb3o-
BaHue ACY
B ViPNet
CcspP

[Ja

Het

Het

Het

Moaaep>kka

PKCS#11

Ja

Ja
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HasBaHue
cemMeiicTBa
YCTPOWCTB B
ViPNet CSP

JaCarta

(ycTpolicta
JaCarta PKI,
JaCarta SE,
JaCarta LT,
JaCarta PKI/TOCT
n JaCarta-2
PKI/TOCT

C annaeTom
Laser)

JaCarta

(ycTporicta
JaCarta PKI/TOCT
n JaCarta-2
PKI/TOCT

C annietom
rocCT,

JaCarta-2 F'OCT)

Rutoken

Rutoken S

SafeNet eToken
(eToken Aladdin)

AnnapatHasa nogaepikka
poccuickmx
KpunTorpapuyeckmnx
anropvTMoB (Ha YCTPOWCTBE)

oTCyTCTBYET

FOCT P 34.10-2001,

FOCT P 34.10-2012
(kopoTkuiA Koy 256 6UT)

Pytoken 3LM 2.0 —
FOCT P 34.10-2001,
FOCT P 34.10-2012;

PytokeH Lite — oTcyTcTBYyeT

OTCyTCTBYET

oTcyTCTBYeT

MporpammHas noaaep>kka
poccuiickumx
KpunTorpapuyeckmx
anroputmos (B

ViPNet CSP)

FOCT P 34.10-2001,

FOCT P 34.10-2012

OTCyTCTBYET

PytokeHn LM 2.0 —
OTCYTCTBYET;

PytokeH Lite —
FOCT P 34.10-2001,
rOCT P 34.10-2012

FOCT P 34.10-2001,
FOCT P 34.10-2012

FOCT P 34.10-2001,
FOCT P 34.10-2012

Ncnonb3o-
BaHue ACY
B ViPNet
csp

Het

[a
ouUn2.0—
JitH

Lite — HeT
Het

Het

Moaaep>kka

PKCS#11

Ja

Ja

Ja

Ja

Ja

MpumeuaHue. BoipaboTka ktoyel wWrppoBaHus (GyHKUMA C_DeriveKey WHTepdelica

PKCS#11) noaaep>kvBaeTcsi He BCEMU MepeunciIeHHbIMUN ycTponcTBamu. [ns nonyyeHns bosee

NOAPOGHON MHPOPMALIMM CM. JOKYMEHTALMIO MO HEOBXOAMMOMY YCTPOICTBY.
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[ lpeaycTaHOBNAEHHbIE CeTeBbIe
OUABTPDI

B Tabanuax nepeuncieHsl ceTeBble GUAbTPLI, KOTOPbIE, B 3aBUCUMOCTU OT KOHOUIypaLMmn NporpaMmel

ViPNet Client, MOryT 6bITb YCTaHOBAEHbI MO YMOAYAHUIO.

OuNbTpbI NEPEUNCNEHBI B COOTBETCTBMMN C OUEPEAHOCTLIO X NpuMeHeHus B nporpamme ViPNet Client. B
3TOM XXe NopsAAKe OHW 0TOBpaXkatoTCs Ha NaHesn MPOCMOTPa I1aBHOTO OKHa B pa3genax ®PuabTpsl

3alWMLILEHHOM ceTU 1 DUNbTPbI OTKPBLITON CETH.

MoapobHee o ceTeBbIx PunbTpax cM. pasgen ObLme cBefeHNA O ceTeBbIX GUAbTPax.

Tabauya 16. Puaempesl 3auuyéHHol cemu

[Jewnctene

Nmsa dunbtpa  UcTouHmk Ha3sHaueHue
dunbTpa

®unbTphbl cneymanbHo KoHPUrypauun «OTKpbITbii HTepHeT»

Paspewntb Cny>ebHbli InternetGateway  Bce y3nbl
Tpadumk ViPNet

Paspewntb Cny>ebHblit Bce y3nbl InternetGateway
Tpadumk ViPNet

MpoToKobl pUAbTPaLUN NAKETOB U
X CBOMCTBA

ViPNet: 6a3oBble ciy>x6bl (UDP: 2046,
¢ 2048 Ha 2048, ¢ 2050 Ha 2050)

ViPNet StateWatcher (TCP, dst: 2047,
5100, 10092)

ViPNet MFTP (TCP: dst:5000-5003)
ViPNet: 6a30Bble ciyx6bl (UDP: 2046,
¢ 2048 Ha 2048, ¢ 2050 Ha 2050)

ViPNet StateWatcher (TCP, dst: 2047,
5100, 10092)

ViPNet MFTP (TCP: dst:5000-5003)
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Jewnctene
dunbTpa

baokuposatb

bnoknposaTtb

MpeaycraHoBNEHHbIe HacTpanBaemblie GUIILTPDI

Pa3spewnTb

Pa3pewntb

Pa3spewnTb

Pa3pewnTb
Pa3pewnTb
Pa3pewwunTb

PaspewnTb

Pa3pewunTb

Nma dunbTpa

Bxoaawmii
Tpaduk ot
KoopAunHaTopa
OTkpbITOro
WHTepHeTa

Vcxoaawmi
Tpaduk Ha
KoopAnHaTop
OTkpbITOro
WHTepHeTa

DHCP-tpaduk

NetBIOS- n
WINS-Tpadmk

Cny>kebHbI
Tpadumk ViPNet

Ping
RDP-Tpaduk
IGMP-Tpadpuk

MynbTrmeana-
Tpapuk

Becb Tpadpuk

®unbTp NO yMonyaHuto

bnokunposaTtb

Mpountii
Tpapuk

NcTouHuk

InternetGateway

Bce y3nbi

Bce y3nbl

Bce y3nbl

Bce y3nbl

Bce y3nbl
Bce y3nbl
Bce y3nbl

Bce y3nbl

Bce y3nbl

Bce y3nbl

HasHaueHue

Bce y3ibl

InternetGateway

Bce y3nibl

Bce y3nibl

Bce y3nibl

Bce y3nbl
Bce y3nbl
Bce y3nbl

Bce y3nbl

Bce y3nbl

Bce y3nbl

MpoTokobl pUAbTPaLUN NAKETOB U
X CBOWCTBA

Bce

Bce

DHCP (UDP: ¢ 67 Ha 68, c 68 Ha 67)

NetBIOS-DGM (UDP: ¢ 138 Ha 138)
NetBIOS-NC (UDP: ¢ 137 Ha 137)

ViPNet: 6a3oBble cnyx6bl (UDP: 2046,
¢ 2048 Ha 2048, c 2050 Ha 2050)

ViPNet StateWatcher (TCP, dst: 2047,
5100, 10092)

ViPNet MFTP (TCP: dst:5000-5003)
Ping (ICMP8)

RDP (TCP, dst:3389)

IGMP (IP: 2)

SIP (TCP/UDP, dst:5060)
H323 (TCP, dst:1720)
SCCP (TCP, dst:2000)

Bce

Bce
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Tabauya 17. @unempsl omkpeimol cemu

JeiictBne
PunbTpa

Nma punbtpa

NcTouHuk

MpepycraHOBNEHHbIE HacTpanBaeMble GUNLTPbLI

Pa3pewnTb

PaspewunTb

Pa3pewnTtb
Pa3spewnTb

Paspewwntb

DHCP-Tpaduk

NetBIOS- n
WINS-Tpaduk

IGMP-Tpaduk
Ping

Vcxoaawmia
Tpadumk

®unbTp No ymonyaHuto

baoknposatb

Mpounii Tpadpuk

Bce y3nbi

Bce y3nbl

Bce y3nbl
Bce y3nbi

Mot y3en

Bce y3nbl

Ha3zHaueHue

Bce y3nbl

Bce y3nbl

Bce y3nbi
Bce y3nbl

Bce y3nbl

Bce y3nbl

MpoTokosnbl punbTpaLn NaKeToB 1

X CBOMCTBA

DHCP (UDP: c 67 Ha 68, ¢ 68 Ha 67)

NetBIOS-DGM (UDP: ¢ 138 Ha 138)
NetBIOS-NC (UDP: ¢ 137 Ha 137)

IGMP (IP: 2)
Ping (ICMP8)

Bce

Bce
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CoBmecCTHad paboTa ViPNet
Client ¢ apyrmmm
MPUNOXKEHNAMMN
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TexHonoruna Hyper-V

Hyper-V — 3710 cuctema BUpTyannsaumm, peaansoBaHHas B 64-pa3psgHon BepCun onepaumoHHOM
cnctembl Microsoft Windows Server 2008 R2.

OcobeHHOCTbIO Hyper—V ABNAETCA TO, UTO ANA obecneueHuns A40CTyNna MalnH K BHELLHeN ceTn Tpe6yeTc;|

BbIAENNTb OAUH M3 GU3MUECKMX CeTeBbIX MHTepdENCcoB KOMMboTepa. ITOT nHTepdenc ByaeT NOAKNOUEH

K BUPTyasbHOMY KOMMyTaTopy Hyper-V, a BMecTo Hero B XoCTOBOM OMnepaLMoHHON cucteme byaet

Co3/aH BMPTYyanbHbI UHTEPPENC C TaKMMU >Ke HaCTPOMKaMu.

[Ans NpaBWIBHOIO MNOAKAOUEHWS BUPTYasIbHbIX CETEBbIX MHTEPDENCOB (B TOM YMCIE B XOCTOBOM

onepaumoHHOM C1CTeME) K BHeLLHeN ceTh Ha usmyeckomM uHTepderice, KOTOPbIA UCMOAb3YeTCA ANs

3TOro noagkaAr4yeHua, A0JIKHbI ObITb OTK/JHOUYEHbI BCE CJ'Iy)K6bI N NPOTOKOJIbl, KOOME MPOTOKO1a

KOMMYyTaLmm BUpTyanbHbix cetert (Virtual Network Switching Protocol).

Mpw yctaHoBke nporpammbl ViPNet Client Ha komnbtoTep ¢ 64-pa3pagHoi onepaLMoHHON CUCTEMON Ha

BCeX CeTeBbIX MHTepdencax komnboTepa BkatouaeTca cayxba Iplir lightweight Filter (x64 edition), To ecTb

ceteBon ViPNet-gpanBep (cMm. HuskoyposHeBbin ViPNet-gpaiiBep ceTeBOW 3alLmThl). DTOT ApaliBep

ocyulecTBAsSEeT WndpoBaHue, paclwmdpoBaHue n dbuabTpaLmio IP-nakeToB, MPOXOAALLMX Yepes CETEBOW
NHTEpdENC, N MOXET HapyLUNTb PaboToCNOCOBHOCTL BUPTYanbHoM cetn Hyper-V.

Yto6bl 06ecneunTb paboTy BUPTyasbHOW CETU U NporpaMmmMHoro obecrieyeHus ViPNet B xoctoBow

onepauyMoHHOW chcTeMe, B HacTpolikax GpU3MUeCKoro CeTeBoro nHTepderica, NoaKNHOUEHHOrO K

BMPTyanbHoW ceTn Hyper-V, Tpebyetcs otkatountb cnyxoy Iplir lightweight Filter (x64 edition).

@ hyper-¥ NIBC - cBOACTEA
Cete | Hoctyn I

MogrnoueHKe Hepes!

L Broadcom BCMS708C Netieme || GigE (NDIS WBD Clier

QTMB"IBHHbIB KOMMAOHEHTEI MCAOAESYOTCA 3THM NOQENOHEHHER

[ ™% Kaverr ana cerei Microsoft =
— Iplir lightweight Fitter (x64 edition)
O .@. MnaHupoBwmk nakeTos QoS
Oa .@. Chywtia 0ocTyna K @aiinar W NpWHTEpan ceTel Micre
i [pOTOKOA KOMMYTALMY BUPTYANEHER cETel (Matikpo
[J s Mporokon MeTepHera sepoiau B (TCRAPYE]

4]

YeTaHoBEMTE. . Yaanme |

LCenfictea

[ -+ Mporakan MHTepHera sepoiaud 4 [TCPAPA] -
| B

- On1eaHHe
Iplir lightweight Fitter

K | OTmeHa |

PucyHok 173. Hacmpoliku ¢pusuyeckozo uHmepgelica, nooka04EHHO20 K sUpmyansHol cemu Hyper-V
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Dallas Lock

BHumaHue! PekomeHgaunm, npBeséHHble B AaHHOM pasgesie, OTHOCATCA K

A nporpammMHomMy obecneueHmto Dallas Lock Bepcum 8.0. Mpexze uem npuctynatb K
HacTtpoike Dallas Lock 8.0 03HakoMbTeCh ¢ pykOBOACTBOM MO 3KCMayaTaLmm
nporpamMmbil.

Y1o6bI 06ecneunTb Ha KOMMbIOTEPE COBMECTHYIO paboTy nporpammsbl ViPNet Client n cuctembl 3awwmTbl
OT HecaHKLMOHMpoBaHHoro goctyna Dallas Lock, B nporpamme ViPNet Client co3aavite dunbtp

(cm. Co3paHue ceTeBbIX GUALTPOB), Pa3peLLaoLLMi BXOAALLME N UCXOAALLME COEAMHEHUS C CEPBEPOM
6e3onacHoctum Dallas Lock no cneaytowmm noptam TCP: 17490, 17491, 17492.
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ESET NOD3Z2 Smart Security

Mpwn coBmecTHOW ycTaHoBKe Ha komnbtoTep MO ViPNet Client n ESET NOD32 Smart Security BO3MOXHbI
npobaeMbl C yCTaHOB/IEHNEM COEANHEHUA MEXAY 3aLLMLLEHHBIMUN Y31aMUN 1 JOCTYMNOM K pecypcam
NHTepHeTa. YTobbl 06ecneumnTb Ha KOMMbIOTEPE COBMECTHOE PYHKLMOHMPoBaHue nporpamm ViPNet
Client n ESET NOD32 Smart Security, B nporpamme ESET NOD32 Smart Security co3aante npasuna,
pa3pelatoe obMeH AaHHbIMKU MO NPOToKoAy 2471 (cMm. [pOTOKOAbI COEANHEHWI B 3aLLULLEHHON CETM)
M NCNOJIb30BaHMEe KOMIMOHEHTA Itcsnatproxy.exe.

Mpumeuanue. NMprBeEHHbIE HIXE AeNCTBUSA OTHOCATCA Tobko K ESET NOD32 Smart Security.

Mporpammbl ESET NOD32 Internet Security n ESET NOD32 AHTUBMPYC AOMONHUTENBHO

HacTpavBaTb He TpebyeTcs.

BbinosHWTE cneaytowme AenicTBuUS:

1
2

OtkpoiTte rnaBHoe okHO nporpammbl ESET NOD32 Smart Security v BbibepuTe Bkiagky Hactpoiika.

B npaBoi yacTu okHa WenKHMTe ccbiiky CeTb 1 B OTKPbIBLUEMCH OKHe LWENKHUTE ccbiiky HacTpouTb
npasnia u 30HbI.

B okHe HacTtpoiika 30H 1 npaBun HaxmuTe Co3gathb.

B okHe HoBoe npaBuno BbibepuTe Bkaagky O6wume 1 B rpynne Obwas nHdbopmaumsa o6 sTom
npaBuie yKaxuTe Ha3BaHWe paspeLuatoLlero npasuia Ans npotokona 241.
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@ ESET Smart Security = B
SMART SECURITY 8 v
Hactpovika 304 1 npaswmn = B
Mpasuna | Sorier Hosoe npaswno ?
/ Mpaewna onpeaenssg NoAKAKYEHMA
[ ANA onpeneneHHoIX 0 MPaBHIax .
L 3me Ipe Ofuwe | MokansHeiit | YaansHHsIi P
— NeperndMTHCA B 1)
‘ OBwan nHbopmalwa of 3TamM Npasune v
Wmna: 241 |
- MpuncokeHye fipas TEPHET ...
K | |ommmm| e [owe v dcatoe |
+]-[m-XocT-npoL Dcobos
%ﬂ ( po DeicTene: Faspeumms v —_—
Dcoboe
MpoTokon: 241 BeiGpats npoToxon...
po path Npo 6
% "@"l"’rl’a"“ Mpodne: OnA kaxaoro v | | Mpomunu... Dcoboe
[+]-System Dcoboe
c MononHuTensHoe feficTEMe
[[]Kypran [[]¥senomums nonssosatena
O6uwme: Hanpaenenune: MobGoe [eidctene: Paspewnte Mpotol
Ypanennoid komnetotep:  [na kaaoro
Nokansuelil komnetoTep: [na kaxaocro
Cosnatb M
< >
y
- LT e PR S el BECMIATHAA NMPOBHAR
ENJOY SAFER TECHNOLOGY =B

PucyHok 174. Co3zdaHue npasuna 8 ESET NOD32 Smart Security 03 npomokona 241
Haxxmute BbibpaTb NpoTokon 1 BbibepuTe NpoToKon 241.
Haxxmute OK, utobbl COXpaHUTb NpaBmnao.

B okHe HacTpoiika 30H 1 npaBua HaxmmTe Co3pathb, YTOObI CO34aTb MPABUIO A1 KOMMOHEHTHI

Itcsnatproxy.exe.

B okHe HoBoe npaBuno Ha Bknagke O6wue B rpynne O6uwasa nHpopmauma o6 sTom npasuie
YKaXXuTe Ha3BaHve paspeLLaroLero npasuna.

MepeiianTe Ha BkAaaKy JlokanbHbil 1 B rpynne MpuaosxeHune ykaxute NyTb K daiiny
Itcsnatproxy.exe. Hanpumep,

C:\Program Files (x86)\InfoTeCS\ViPNet Client\Itcsnatproxy.exe
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SMART SECURITY 8

Mpaeuna | ZoHw

HactpoFka 30H W npaemn =

ESET Smart Security = =

hDaEHJ'IB onpeaenaAnT Dann

[

m MokansHslil | VaaneHHsIR

b MO AKMRYEHMA
O O Npaennax M.

TNoKaneHeIR nopT

MpunoxeHue

| Lofasnts nopr... |

| JoS3EnTE AMaANa30H NOpPTOE. .. |

YaaniTe

C:\Program Files &86)\InfoTeCS\WViPMNet Client'\tcsnatproxy. Exe

M o e A O

Oasop...

Ob6wme:
¥nanenuwiii komnerotep: [na kamaoro

Toka. K

Hanpaenenune: Mobee Jefictene: 3anpetute Mpotow

orep: [Noprer [na kaxgoro
Mpunoxenne: C\Pregram Files (x86)\nfoTeCS\WiPMet

[H MpaMEHN T
>

ENJOY SAFER TECHNOLOGY™

A

oK || Cmvena |

[Ty mr Tt e - ol BECTUIATHAA NPOBHAA
uepez 15 aH. BEPCHA

PucyHok 175. Co3daHue npasuna 8 ESET NOD32 Smart Security 0ia komnoHeHme! Itcsnatproxy.exe

10 Haxmwute OK, utobbl COXpaHUTb NpaBuo.

11 B okHe Hactpoiika 30H 1 npasun Haxxmute MpumeHntb. CoegnHeHne Mexay 3alnwEHHbIMU

y31amu 1 AOCTYN K pecypcam MHTepHeTa ByayT BOCCTaHOBJIEHbI.
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Avast

Ecnn Ha ceTeBoM y3ne ViPNet BkitOUEH MexkceTeBOW 3kpaH Avast, MOryT BO3HUKHYTb NPo6aeMbl C
coesvHeHneM Mexay ceteBbiMn y3namm ViPNet. Ytobbl obecneumnTb coBMecTHOE GYHKLNOHMpPOBaHMWe
nporpamm ViPNet Client n Avast, sobaBbTe Tpy NpaBuaa AN MEXCETEBOIO 3KpaHa, pa3peLlarowme
OBMeH ZaHHbIMW MO NPOTOKOAY 2471, a TakxKe NPOXOoXAeHWe BxoasLero n ncxogswero UDP-Tpaduka

yepes nopt 55777 (cM. MpoTOKO/IbI COEAMHEHWI B 3aLLMLLEHHON ceTn). [N 3TOro BbINOAHUTE

cnegyroLine AencTBus:

1 B rnaBHOM OKHe nporpammbl Bblbepute pasgen 3awmTa > bpaHgmayasp (Hactpoiiku > AkTuBHas

3awumTa) 1 pajoM C NyHKTOM BpaHamayap wénkHute ccbiiky Hactpoiiku.

2 B oTkpbiBleMcs okHe BbibepuTe Moantmku un B rpynne MpeanouteHns yctaHoBuTe Gaaxok Pexxum

obuiero gocrtyna K nogkatoueHuto nHtepHeta (ICS).

3 Haxmute MpaBuna paboTbl ¢ NaketaMu, OTKPoeTCcs OkHO MMpaBuna ans nakeTos.

@ Avast Premier

MpoTokon HanpaeneHue

ﬂpaemna 0149 NakeToB
BrntodeHo KA fencTene

L FING M PazpelwTe 1P (1)
v FING_v.. PazpewmTe

v Tracero.. PazpeWuTe ICMP (1)
v IGMP PazpelwuTe IGMP (2]
v MULTIC... | PazpelwmTe LIDP (17
v MS WP PazpelwuTe TCRP &)
v GRE PazpewmTe GRE (47)
v 55777 Pazpewuts ¥ UDP (17)
v 55777 PaspewuTs ¥ UDP (17)
v 241 Paspewurs ¥ 241

4

‘ DoSaente Yoanute Beepx | BHuz ‘

oo
Exopawme
Exogawme

ExogAwme

Exogawme [ ncxce

Exogawme [ ncxce

Mexogawme

Exogawme [ ncxce

¥ WexogAawme

¥ BxogAwme

¥ Bxogawme [ ucxe ¥ Opyzea

PucyHok 176. Co30aHue npasuaa 8 npoepamme Avast

4 HaxwmuTe [lo6aBuTb, UTOObI CO3AaTh NEPBOE N3 TPEX HOBbIX MPaBUA (HanpYMep, NPaBwIo A

Adpec NoKaneHeIA NopT Y OaneHHbIA
224.0.0
1723
Y Opyzen ¥ 55777

w

Opyzea ¥ 55777

v

oK ‘ Otmens ‘

ncxogswero UDP-Tpaduika), 1 HacTpoiiTe ero B COOTBETCTBMM CO 3HAYEHUAMM NMapaMeTpOB, KOTOPbIe

npeacTaB/ieHbl B CiefyroLelt Tabauue:
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Tabauya 18. MNapamempes! npasua 0415 Mexcemegozo 3kpaHa Avast

MpaBuno [Jencrene MpoTtokon HanpaeneHue Appec JlokanbHbIN YpanéHHoin

nopt nopt
Ucxogawumii Pa3spewnTb uDP Vcxopawme Opy3ba 55777
UDP-Ttpaduk
BxogALmii Paspewuntsb UbP Bxogsawme Apy3bs 55777
UDP-Ttpaduk
Mpotokon 241  PaspewuTs 241 Bxopawme/ [Apy3ba

ncxoasLme

5 Co3panTte ewwé ABa npaBuia B COOTBETCTBMM CO 3HAUYEHUAMU U3 Tabamubl n HaxmuTe OK.
6 BepHuTech B rnaBHoe okHO Avast v BbibepuTe pasgen 3awmTa > bpaHgmayap (MHCTpymeHTbI >
bpaHgmayap).

7 B HWXHeRN YacTu OTKPbIBLUErocs OkHa WENKHUTE ccbiaky MpaBuna Ana NpUNoXeHUi 1 B
oTKpbIBLLIEMCS OKkHe MpaBuaa Ansa NPUAOXKEHUA NPOKPYTUTE CMINCOK MPUIOXKEHWNA BHU3, YTODBbI
HavTtv rpynny «MHpoTeKC».

8 UYT0bbI pazpelwnTb BCe coeanHeHnsa ana nporpammel ViPNet, BbibepuTe nporpammy v B cnucke Aas
BCEX OCTa/ibHbIX coefMHeHul BbibeprTe OnpeaensTe aBTOMaTUYECKM.

w OAD aklHpoTeKCs
b itcsnatproxy] we@ll  Bce coeguHeHWA (B NPOTUBHOM Clydae onpefeniTe aBTOMaTYeck)

» monitor - "Opysba" EXOAFAWMA / MCXOOAWMA (B NPOTMBHOM CiyYae onpeaenuTe asTomaTyecki)

FazpelwmTe MCXoAAWMA 1M BX0OALWKMIA ocTyn gna "dpyzen”.

WMexogawme noptel: Bce v Bxogawmue nopTel: Beoe v

AnA Bcex ocTankeHeBIX COedMHEHURA: DNpedenaTe aETOMaTUUECKK v Opaewna 0NA NakeToE
F maonitsry suuLL Bce coeguHeHWA
b swagent sULUE  Bce coegWHeHWA (B NPOTMEHOM Cydae onpegenuTe aBT oMaTdecki)
b vipnetin =8 "OpyEba" EXOAAWMA / MCXOOAWMA (B NPOTMEHOM Clydae onpeaenuTs agTomMaTiueckn)

PucyHok 177. Hacmpolika paspeweHus coeOuHeHus1 ¢ cemamu 8 npoepamme Avast

9 TosTopuTe War 9 ans kaxgor nporpammel B rpynne «MHpoTeKC» 1 3ateM HaxmuTe 3aKpbITb,
yTObbI 3aBEPLUMTL HACTPOIKY MeXCeTeBOro akpaHa Avast ans coBmecTtHol paboThbl ¢ MO ViPNet.

Ec/v Ha KoMMblOTEpE YCTaHOBAEH aHTUBMPYC Avast U BO3HWKaOT Npobaembl B paboTe 31eKTPOHHOWM
MOYTbI, BOCMOJ/Ib3yWTECh PEKOMEHAALMNAMM U3 pa3gena HeBO3MOXHO MONyYNTb ¥ OTNPaBUTb COOBLLIEHA
3/1eKTPOHHOM MOYTbI.
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AVG Internet Security

Ecnv Ha ceTeBoM y3ne ViPNet BkatouéH mexxceteBor akpaH AVG Internet Security, MOryT BO3HUKHYTb
npobsieMbl C coefmHeHneM Mexay ceteBbiMy y3namu ViPNet. YTobbl obecneunTs cOBMECTHYHO paboTy
nporpamm ViPNet Client n AVG Internet Security, Bbl MOXeTe:

e OTKNHOUUTb MexceTeBOM 3kpaH AVG Internet Security;

e sn06aBuTb TpU NpaBuia Ans MexceteBoro skpaHa AVG Internet Security, paspeluatoLive obmeH
JaHHbIMKM MO NpoTokony 241, a TakxKe NpoxoxaeHue Bxoadaiero n ncxogdawero UDP-Tpaduka
yepes nopt 55777 (cM. [MpoTOKO/IbI COEAVHEHWI B 3aLLULLEHHON CeTK).

Yto6bl 406aBUTL NPaBUIa, BbINOJHUTE CleAytolme AeNCTBUS:
1 B rnaBHom okHe AVG Internet Security Boibepute MeHto > HacTtpoiiku.

2 B oTKpbIBLEMCS OKHe BblibepuTe pa3gen KOMNOHEHTbI 1 psgoM € MYHKTOM YCUAEHHBIN
6paHaMayap WENKHWTe ccblaky HacTpoiika.

3 B pasgene Monntukun Haxxmute MpaBuna paboTbl ¢ nakeTamu.

MpumeuaHue. Jna cozgaHnsa npaBua B 6onee paHHen Bepcumn AVG Internet Security BbinosHuTe

cnepyrolme aeicTema: B rnaBHoMm okHe nporpammbl Boibepute Firewall > [@ 3aTeM HaxXmuTe
Pexxum ana onbITHIX Nonb3oBaTeneit. B pazgene CucremHble cnyxbbl HaxkMuTe YnpaBsieHne
CUCTEMHBIMY NpaBUIaMMU.

4 Haxmute [,o6aBUTb, UTOOLI CO3AaTh NMEPBOE U3 TPEX HOBLIX NMPAaBUA (HanmpuUMep, NPaBUIO A5
Bxogawero UDP-tpadwvika), 1 HacTpoiTe ero B COOTBETCTBMM CO 3HAYEHUAMU NapaMeTPOB, KOTOpble
npeacTaB/ieHbl B CiefyroLelt Tabauue:

Tabauya 19. MNapamempel npasun 013 mexcemesozo skpaHa AVG Internet Security

MpaBuno Mpotokon HanpaBneHve JloKanbHbI  YAaneHHbIN YpaneHHbin  [leiicTBue
nopt nopt agpec

Bxoaswmii UDP-  UDP Bxogsiee 55777 Bce moptsl Bce cetn PaspewnTb

Tpapuk

Ucxoasawwmii ubP WNexopauee Bce noprsl 55777 Bce cetn Paspewintb

UDP-tpaduk

Mpotokon 241 241 B obownx Bce cetu PaspewnTb
HanpaBAeHUAX

5 Cozpaiite elwé aBa NpaBuaa B COOTBETCTBUM CO 3HaYEHMAMM U3 Tabauubl 1 HaxmuTe OK, utobbl
3aBepLUNTbL HaCTPONKY MexceTeBOro akpaHa AVG Internet Security.

Ecnn Ha komnbroTepe ycTaHoBeH aHTMBUPYC AVG Internet Security 1 Bo3HukatoT npobaemsl B paboTte
3NEKTPOHHOM MOUYTbI, BOCNONb3YTECh PeKOMEHAALMAMMN 13 pa3gena HeBO3MOXHO NMoayYnTb 1
OTMPaBWTb COODLLEHNS INEKTPOHHOW MOYTHI.
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Secret Net

Mpwn coBmecTHoM ycTaHoBke Ha koMnbtoTep MO ViPNet Client n Secret Net Bo3Mo>HbI npobiembl npu
06HOBNEHUN CPaBOYHMKOB U Ktouen ceteBoro y3na ViPNet. 1o cBA3aHo ¢ Tem, uTo B 10 Secret Net
OrpaHWyeH JOCTyN NoJsib3oBaTesiei K KOHOMAEHUMANbHBIM JaHHbLIM, B TOM YMC/E K Mankam, B KOTOPbIX
MO ViPNet Client xpaHUT CNPaBOYHUKN N KAHOYN.

YT06bI CNPaBOYHMKM N KAOUM OBHOBAANNCH NPY NHOH6OM ypoBHE AocTyna noab3oBateneli MO Secret Net,
y nanok C:\ProgrambData\InfoTeCS, C:\ProgramData\InfoTeCS.Admin W Manku yCTaHOBKU

ViPNet Client (no ymonuaHuto C:\Program Files (x86)\InfoTeCS\ViPNet Client) AOJIXKHA ObITb
yCTaHOBJ/IEHa KaTeropus ynpasaeHus goctynom HekoHduaeHumanbHo. MpoBepbTe, Kakas Kateropus
ynpaB/ieHWsa JOCTYNOM yCTaHOB/IeHa:

1 BowguTte nog y4é€THOM 3anuncbto, obnagatoLer npaBamMmn Ha ynpaBaeHme KateropusmMm
KOHOWAEHLMANbHOCTY, UAN Ha3HaubTe 3TV NpaBa:

1.1 Bbibepute Myck > Koa 6e3onacHocTM > YnpaBaeHne nosb3oBaTensamMu.
1.2 [Ans nonb3oBatens Bbibepute MapameTtpbl 6e3onacHocTn > Joctyn.
1.3 YcraHoBWTe ypOBEHb A0MYCKa, OTANYHBIN OT HekoHbuaeHumanbHo.

1.4 YcraHoBuTe ranouky YnpaBaeHue KaTeropuamMmm KOHPUAEHLMaAbHOCTH.

OBwee YneHcTso B rpynnax  [13PEMETPEI fesonacHoCTH

ﬁl MoAHOMOYHOE YMIPAENEHWE LOCTYNION

MaeHThdukaTop ﬁg YpOBEHE QONYCKE: | CTporo KoHGMIEHUMENEHD ~

[ Mevathb KOHGMAEHUMANEHEIX AOKYMEHTOE
YNPEBNEHWE KATEMOPMAMKM KOHPMIEHLMENEHOCTI

[ Boigon koHbMAEHLMENEHR MHDopHaLIM

MaponeHaA ayTeHTHMKELAR

[oBEpATE NApoNEHONA ayTEHTUGMKaWM Windows
MpH CNEAYHOWEN BX0AE B CHCTEMY

OK I | OTMeHa | | MpUMEHKT

PucyHok 178. Mapamempesi 6e3onacHocmu
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2 [lpoBepbTe KOHOUAEHLMNANBHOCTb NAMNOK C: \ProgramData\InfoTeCS,
C:\ProgramData\InfoTeCS.Admin W Nanku yctaHoBku ViPNet Client (Mo ymonyaHuio C:\Program
Files (x86)\InfoTeCS\ViPNet Client):

2.1 LWénkHnTe nanky npaBoi KHOMKOW MbILUW U B KOHTEKCTHOM MeHto BbibepuTe CBOMCTBA.
2.2 Tepengmnte Ha Bknagky Secret Net Studio.
2.3 TpoBepbTe, UTobbI B crivcke Kateropumsa 6bi10 BbibpaHo HekoHduaeHumanbHo.

2.4 Haxmute OK.

Ceoiictea: ViPNet Client X
Obwwe Loctyn BesonacHocTs
Mpeasiaywve sepcim HacTpoiika Secret Net Studio

MonHomMoyHoe ynpasneHue AoCTyNoM

‘-‘ig Kateropus: |[5] HexonomaeHumansHo Y

AsToMaTMyecKku NpucBanBaTe HOBbIM Katanoram

ABTOMaTMYECKN NPUCBaUBATE HOBLIM dainam

[yckpelmonHoe ynpasneHne aocTyrnom

|“‘—1 HacnenoBaTe HacTpoiki AOCTYNa OT POAMTENBCKOrO
S obbekTa

Y1061 HACTPOMTE NPaBa AoCTyNa
K Nanke unmn dainy, HaxmuTe Paspewerua
kHonKy "Paspewenns”.

OK Omvexa MpumernTs

PucyHok 179. Hacmpolika koHgpudeHyuareHocmu nanku

Cosert. [lna Secret Net Bepcuu 8 BbINnoNHWUTE pekoMeHAaLmm 13 gokymeHTa «Secret Net
Studio. CoBMeCTUMOCTb € ApyrMMU NporpaMMHbIMU cpeacTBammn», pasgen «ViPNet
Client».
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Cisco Agent Desktop

Ecnun pernameHT paboTbl KOHTaKT-LeHTPa TpebyeT NpocayLLIMBaHMA 1 3anmncy pasroBOpPOB OMepaTopoB
CyNnepBU3OPOM U ANS AaHHbIX onepauuii ncnonbsyrotcs npunoxenms Cisco Agent Desktop (Ha y3nax
onepatopos) n Cisco Supervisor Desktop (Ha y3ne cynepsusopa), TO Ha KOMMbIOTEpPax ONepaTopoB He
cneayet ycraHasameatb 10 ViPNet Client. 3awunty Tpaduka, nepesaBaemMoro Mexay y3namm onepatopos
“ CynepBmn30pa, B 3TOM C/lyHae MOXHO OpraH130BaTh C MOMOLLbHO TYHHEIMPOBaHHbIX COEANHEHWA.

Mpun coBmecTHoM ncnonb3zosaHum Cisco Agent Desktop n ViPNet Client nepesaya ronocosoro Tpaduka
Ha y3en cynepsur3opa NpPOn3BOAUTCA HEKOPPEKTHO MO CefyroLw MM npuynHam. fonocosow Tpadpuk
onepaTtopoB 3epkanvpyetca gpansepom Cisco Agent Desktop Ha y3en cynepsusopa, rae
NPOCNYLUIMBAETCA 1 3anncbiBaeTcA Cynepemn3opom ¢ nomolbto Cisco Supervisor Desktop. Ecan Ha y3ne
onepatopa ycraHosseH ViPNet Client, To Becb ncxogawmii Tpaduk nepegaércs B 06paboTaHHOM Buge
(IP-nakeTbl MMerOT Npeobpa3oBaHHbIV 3aroNoBoK). Ho 3epkanmpyemMblin FoN0COBOM TpaduK He NPOXOANT
obpaboTky B ViPNet Client n3-3a Toro, uto nepegaércs npunoxeHunem Cisco Agent Desktop cpasy Ha
y3en cynepsusopa. [pu 3ToM B HeobpaboTaHHOM BUAE FON0COBON TPahUK He MOXKET ObITb MPUHAT Ha
€ero ysne.

JaHHas npobnema Bo3HMKaeT n3-3a Toro, uto Intermediate Ndis-apaiiesep npunoxenuns Cisco Agent
Desktop, oTBeuatoLwuii 3a 3epkasmpoBaHue Tpaduka Ha y3en cyrepsusopa, u cetesoit ViPNet-gparisep,
OCyLLEeCTBASOLWNIA 0OpaboTKy Tpaduka, HAXOAATCA Ha pa3HbIX YPOBHsIX cTeka npoTokona TCP/IP. ViPNet-
Apavisep B cteke TCP/IP pacnonaraetcs Ha ceTeBoM ypoBHe. [panBep Cisco BCTpamMBaeTCs B CTEK HUXE
— Ha KaHaNbHOM YPOBHE — W 3epKa/iMpyeT roJlocoBOM TpaduK Ha y3en CynepBu3opa Hanpsmyto, He
nepeaasas ero ViPNet-gpaiisepy. Mostomy IP-nakeTbl 0TRpaBasioTCs cynepBusopy B HeobpaboTaHHOM
BUAE.

Ecnn Ha y3nax onepatopoB He 6yaet yctaHoBneHo MO ViPNet, To Becb IP-Tpaduk (B TOM umncne
ronocoBoi) 6yaeT nepesaBatbCa B OTKPbITOM BUAE M CMOXET HbITb MPUHAT Ha y3/1e cyrnepBm3opa npu
HalN4MN COOTBETCTBYHOLWMNX GUALTPOB OTKPBLITOrO Tpaduka. YTobel IP-Tpadurk yepes BHeLIHME ceTu
nepegaBanca B 3alINPPOBAHHOM BUAE, MEXAY Y3/1aMu OMepaTopoB 1 Cynepsusopa cnegyet
opraHvn3oBaTb TYHHeAnpyeMble COeANHEeHUs.

Ecam dyHKUMM NpoC/yLIMBaHWSA 1 3aNUCX Pa3roBOPOB OMEPaTOPOB HE OCYLLECTBAAKOTCS B KOHTAKT-
LLeHTpe, TO TOrAa Ha y3ax onepaTtopoB BmecTe ¢ npunoxeHnem Cisco Agent Desktop MOXHO ycTaHOBUTB
MO ViPNet Client.
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Ictopma BepCcnm

B npwioxeHUn onvcaHbl OCHOBHbIE M3MeHEHUS B Npeablaylmx Bepcusx ViPNet Client.

YT0 HOBOrO B Bepcmm 4.5.5 hotfix 9

Moppep>xka HoBbix Bepcuii Windows

o  Windows 11, Bepcus 24H2, cbopka 26100, pegakuunm Enterprise u Pro;
o  Windows Server 2025, cbopka 26100.
e OKOH4YaHMe NoAJEepP>KKN onepaLMOHHbIX CUCTEM
o Windows 10, Bepcus 21H2, cbopka 19044, pepakuus Enterprise;
o Windows 11, Bepcus 21H2, cbopka 22000;
o Windows 11, Bepcua 22H2, cbopka 22621, pegakums Pro.

Cnucok coBmectnMbix OC cm. B pasgene CuctemHble TpeboBaHMA.

MN3meHeHUne cocTtaBa MO

Tenepsb B coctas 10 ViPNet Client He BxoaaT ViPNet IDS HS AreHT 1 Mogy/b pacluMpeHHown
dunbTpaumn. OHK yaanaTca, ecin Oblan yCTaHOBEHbI paHee.

[lononHnTenbHasA npoBepka cy>KebHbIX KOHBEPTOB

Tenepsb ViPNet Client npoBoanT 60sbLLE NPOBEPOK, UTOObLI NOATBEPANTL MOAJNHHOCTbL CNY>KEBHbIX
KOHBepTOB. HekoppekTHble KOHBepThI He 0bpabaTbiBaroTCA U He NpumeHatoTca. KnneHT 6aokmpyet
WX 1 OTNpaBAfeT yBeAOM/EHNe O Taknx KoHBepTax Ha y3en ¢ ViPNet LYC nan ¢ ueHTpom
ynpasneHusa ViPNet Prime. Bbl MOXeTe mocMOTpeTb 3Ty MHPOPMALMIO B XXypHane KAneHTa,
YCTaHOB/IEHHOIO Ha 3TOM Y3/ie. PekomeHayeTca peryiapHO OTCIeXMBaTb NMOMbITKN AOCTaBUTb
noAo3puTesbHble Cy>XebHble KOHBEPTbI Ha 3aLUMLLIEHHbIE Y3bl.
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BHumanwue! Ecan Ha y3ne c ViPNet LYC nan ¢ ueHTpom ynpasnerus ViPNet Prime:
e B Balllell CETW yCTaHOBAEHa akTyanbHas Bepcus ViPNet Client,

® B JOBEpPEHHON ceTu ycTaHoB/eHa npownas Bepcus ViPNet Client,

B Balen ceTn nepectaHyT aBTOMaTMUYeCKN NPUHMMATLCA OOHOBIEHUSA CNPaBOYHUKOB,
MoJlyYeHHble U3 3Tl foBepeHHON ceTn. OcTaNbHOE MeXCeTeBoe B3auMOAehCcTBME He
HapyLmTCs.

YT06bI O6HOBIEHNSA CNPAaBOYHNKOB MPUHUMANMUCL, MONPOCUTE aAMUHUCTPATOPOB JOBEPEHHOM

cetn yctaHoBUTb Ha y3ne ¢ ViPNet LLYC nau c ueHtpom ynpasneHus ViPNet Prime akTyanbHyto
Bepcmto ViPNet Client:

>

e ViPNet Client for Windows 4.5.3 hotfix 7 v Bbiwe
nan ViPNet Client for Windows 4.5.5 hotfix 9 v Bbiwe,

e ViPNet Client 5 for Windows 5.1 v BbiLle,
e ViPNet Client 5 for Linux 5.0.0 uaun 5.1.3 1 Bbile.

,ﬂ,O YCTaHOBKU aKTyaﬂbHOI;I BEPCUN B AOBepeHHOI;I CeTn Bbl MOXETE YCTaHOBUTb 0bHOB/IEHMSA

BPYYHY0. [1151 3TOro NoyumTe OT agMUHWUCTPATOPa J4OBEPEHHOW CeTV OBHOBEHMS
AOBEPEHHbIM crnocobom.

Y710 HOBOTO B Bepcmm 4.5.5 hotfix 8

¢ VcnpasneHue owmnbok

MCﬂpaBﬂeHbl OLIJI/I6KI/I, O6Hapy)KeHHbIe npwn skcnayataynn npeabiaywmx BepCI/II\/’I nporpamMmmebl.

Y710 HOBOTO B Bepcmm 4.5.5 hotfix 7

o [oppeprkka Windows 11 Bepcun 23H2 (c6opka 22631)
e OkoOHYaHVe NoAAEPI>KKN ONepPaLMoOHHbIX CUCTEM

o Windows 10, Bepcusi 20H2, cbopka 19042;

o Windows Server 2012;

o Windows Server 2012 R2;

Crnncok coBmectumbix OC cMm. B pa3gene CuctemHble TpeboBaHums.

Y710 HOBOTO B Bepcmm 4.5.5 hotfix 6

+  WcnpaBneHve owmbok
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YT0 HOBOrO B Bepcmm 4.5.5 hotfix 5

Moaaep>kka HoBbix Bepcuii Windows

Peann3oBaHa noaaepkka onepaLMoHHbIX CUCTEM:

o  Windows 10 (32/64-pa3psgHas), Bepcus 22H2, cbopka 19045;
o  Windows 11, Bepcua 22H2, cbopka 22621.

OkoHuaHue noaaep>xkn Windows 8.1

MpekpatyeHa nogaepxka Windows 8.1 B cBA3M C OKOHYaHUEM NOAAEPXKN MPOU3BOANUTENEM.
Cnincok coemectnmbix OC cm. B pa3gene CucteMHble TpeboBaHuMA.

Moppep>kka HOBbIX BHELLHMX YCTPOMCTB

Peanv3oBaHa noasep>kka BHELUHUX YCTPOMNCTB NPON3BOACTBA KOMMaHUN «AKTUB»:
o  Pyrtoken 3U[1 3.0 3220;

o  Pytoken 3UIMM 3.0 NFC 3100, cept. ®CbB.

MoapobHee cM. CMCOK MoAAepP>KMBaEMbIX BHELLHMX YCTPOUCTB.

Y10 HOBOTO B Bepcum 4.5.5

YpaanéHHoe noakiroueHne K 3allUIEHHOM ceTy 6e3 nepektoueHns KoHpUrypauuin

Tenepb afMUHUCTPATOP MOXET pPa3peLLnTb NOb30BaTENSAM, KOTOpble paboTatoT B KOHdUrypaLmm ¢
3aMpeToM OTKPbITbIX COEANHEHWI, MOAKAOUYATLCA K 3aLLMLLEHHON CETU Yepes3 BHELLIHErO
nposaingepa c aBTopu3auuner Ha Captive portal.

[nsa 3toro B HacTporikax nporpaMmebl ViPNet 3agaétca napametp PaspeliaTtb OTKpbITble
CcoefVHEeHUA NPU OTCYTCTBMMU CBA3WN C CEPBEPOM COeAUHEHUI. [pK 3TOM BHELLHAA CETb AOCTYMHa
TONbKO TOrAa, KOrfa HeT CoeANHEHUSA C 3aLlUMLWEHHON ceTbto. Mpn NOAKAOYEHNUN K 3aLUMLLEHHON
CeTu AOCTYN K OTKPbITOW CETU aBTOMaTu4eckn 6aokmpyetca. A 3HauuTt, pabota B cetn ViPNet
6e3onacHa 1 nogkntounTbes K cetn ViPNet uepes MHTepHET MOXHO 13 KOHOUIypaLmm ¢ 3anpeTom
OTKPbITbIX COEANHEHWN.

MoapobHee cM. MNapameTpsbl 3awmThl Tpaduka (Ha cTp. 213).

Takoke 3Ty HAaCTPOIKY MOXHO BbINOJJHUTb LIeHTpannM3oBaHHO 13 nporpammbl ViPNet Policy Manager
(cM. Pa3peluaTb OTKPbITbIE COEANHEHWNA NMPY OTCYTCTBUM CBA3U C CEPBEPOM COEAVNHEHNIN Ha
cTp. 201).

YnpaBneHue pasmepom MSS npotokona TCP uepes ViPNet Policy Manager

PaHee ymMeHbLWNTb MakcMManbHbI pasmep TCP-cermeHTa (MSS) MOXHO 6b110 TOIBKO B HACTPOMKax
nporpammbl ViPNet Client HenocpeAcTBEHHO Ha KaXA0M CceTeBOM y3/e. Tenepb 3TO 3HaUYeHMe
MOXHO yKa3aTb cpa3y Ans MHorux nosb3oBaTesnen ViPNet Client. ns 3Toro agMmnHucTpaTop cetu B
nporpamme ViPNet Policy Manager yka3blBaeT Hy>KHO€ 3Ha4eHue 1 OTNPaBAsET NOAUTUKY
6e3onacHocTH Ha ceTeBble y3nbl ViPNet.
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MoapobHee cm. LleHTpanmzoBaHHoe ymeHbLleHne MSS (Ha ctp. 198).
¢ Bxoa B Windows 6e3 Bxoga B nporpammy ViPNet Client

Tenepb agMUHUCTPATOP MOXET pa3peLlnTb noab3osatensMm ViPNet ¢ MUHMManbHbIMK
nosHomMoumnsaMu He 3anyckatb nporpammy ViPNet Client (cM. 3anyck nporpammbl Ha cTp. 68), a
BOWTK cpa3y B Windows. 3To nosie3Ho B 0CObBbIX CUTyaLMsAX, Hanpumep, ecan Tpebyetcs
pasbnokuposatb USB-ycTpoincTBo A ayTeHTUdMKALMM, KOTAA HECKONbKO pa3 BBEAEH
HenpaBWJ/bHbIN Naposb. [pyn 3TOM UCNOABb30BaTb 3TY BO3MOXHOCTb A1 NOBCEAHEBHOW PaboThbl He
peKoMeHAyeTca, MOCKO/bKY A0 Bxoa B nporpammy ViPNet koMnbioTep He 3aLyLLEH.

MoapobHee cMm. [NapameTpbl 3anycka nporpaMmbl npu 3arpyske Windows (Ha ctp. 212).

Tak>Ke 3Ty HaCTPOWKY MOXHO BbINMOAHWUTL LieHTpaan3oBaHHo 13 nporpammel ViPNet Policy Manager
(cm. LleHTpanusoBaHHaa HacTpolika BxoAa B nporpammy Ha cTp. 199).

¢ [lpymeHeHVe Ha ceTeBOM Yy3/e NOJIUTUKMN C HAacTporikaMu KoHbUrypauuii

PaHee co3patb KOHPUrypauuto (cbopHuk dpuabTpoB n Hactpoek ViPNet Client) MOXHO 6b110 TOIbKO
HernocpeACcTBeHHO Ha ceTeBoM y3se. Tenepb ViPNet Client MoxeT NpuHATL U3 ynpaBastoLLero
npunoxeHus ViPNet LLYC nonnTuky (B dopmaTe 1zh), B KOTOPOM 3anmcaHbl HACTPOMKN pa3HbIX
KOH®UrypaLuii. 3To NO3BOANT aAMUHUCTPATOPY BbICTPO MPUMEHUTL HY>XKHble HabOoPbl CETEBbIX
$UNLTPOB Ha BO/ILLLIOM UMCe CEeTEBbIX Y3/10B, He HacTpanBas KaXApbli y3en oTAeNbHO.

Ana dopMmpoBaHMA NOAUTUKM C Pa3ANYHBIMWN KOHOUTYpaLmaMmn obpaTntech K NpeacTaBUTenam
«NHPoTeKC» (cMm. ObpaTtHas cBa3b Ha cTp. 27). DopmupoBaHue Takor noantmkm B ViPNet Policy
Manager He nogaep>xnBaeTcs.

o [Moaaep>kka HoBbix Bepcmuit Windows
PeanunzoBaHa nogjep>ka onepaLoHHbIX CUCTEM:
o  Windows Server 2019, cbopka 17763,
o  Windows Server 2022, cbopka 20348,
o  Windows 10 (32/64-pa3psgHas), Bepcus 21H2, cbopka 19044,
o  Windows 11, Bepcus 21H2, cbopka 22000.

410 HOBOrO B Bepcun 4.5.3

o [epekntoueHne KoH$UrypaLmii nporpaMmel ¢ MOMOLLLIO ipJiblka Ha paboyem cTose

Tenepb Bbl MOXeTe CO34aTb APAbIK A8 NHOO0N KOHPUTYpaLmMmM 1 NepekatovaTe KOHGUrypaLmio ¢
pabouero ctona. NogpobHee cm. pasgen YnpasneHune KoHUrypaumsmm nporpaMmmbl (Ha ctp. 193).

o [lepekatoueHne mexay ny6anuHbimm n kopnopatnsHbiMu DNS-cepsepamu us LIYCa

Tenepb agMUHUCTPATOP CETU MOXET yaanéHHO nepekntoyate DNS-30HbI (My6AnUHbIE MK
KoprnopaTtuBHble), KoTopble ByaeT NCNoNb30BaTh Ball ceTeBon y3en. MNoapobHee cMm. pasgen
CozgaHue cnncka DNS (WINS) cepsepoB BpyuHyto (Ha cTp. 118).
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e OkoHuaHue noaaep>xxkn Windows 7/8/Server 2008 R2

MpekpaweHa nogaepxka Windows 7, Windows 8, Windows Server 2008 R2 B cBA3M C OKOHYaHMEM
nx noaaep>Xku npounssoantenem. Cnvcok copmectumbix OC cMm. B pazgene CructeMHble TpeboBaHus
(Ha cTp. 22).

o [paduueckuit nutepdeiic TpaHcnoptHoro moayns MFTP

Tenepb paboTaTb C XypHaNOM, OUepeabto 1 CTaTUCTUKOW KOHBEPTOB MOXHO Yepe3 nporpaMmmy
«ViPNet TpaHCNOPTHBIN MOAYb>.

il ViPNet Tpancnoprheii Mogyne — O X
CocToAHue KoHBepTel

OThpaBuTEn:: | Bce \Zl Cobeimme: Ece 7 D Hauano
Mony4aTens: | Bce \Zl WmMA koHsepTa: [mpmyvtci7.ctl | D KoHew

Mowck OumnctTs
Bng;l CoBeitue OtnpasuTens Monyyatens Pazmep (Bait)  *

34 LULU-UI-2& 1USL ROHBEPT OTNPAE EKCaHgp LIEnt 1 14y
35 2020-01-22 10:04:32 KoHeepT oTnpae eKcaHap Client 1 140 -
36 2020-01-22 10:04:32 KoHBepT npuHaT HOpeee Anekcanap 2827 .
37 2020-01-22 10:04:32 KoHeepT npuHat Hpeee Anekcanap 2834 .
33 2020-01-22 10:04:32 KoHeepT oTnpae EKCaHAP Client 1 140
39 2020-01-22 10:04:32 KoHeepT oTnpae cKCaHAp Client 1 140 -
40 2020-01-22 10:04:31 KoHeepT npuHat HJpeee Anekcanap 2814 .
41 2001-06-29 03:30:02 KoHeepT oTnpae eKcaHap Client 1 140 -
42 2001-06-29 03:30:02 KoHeepT oTnpae cKcaHap Client 1 140 - v
< >
3anucei B CMcKe: Beer

PucyHok 180. lMpocmomp XypHaaa KoHeepmoe

MoapobHee cM. sokymeHT «ViPNet MFTP 4. PykoBoacTBO agMuHmncTpaTopa», pasgensl «[1pocmoTp
>KypHana KoHBepToB» U «[1poCMOTp ouepean KOHBEPTOB».

Y10 HOBOrO B Bepcmmn 4.5.2

e ABTOMaTMUeckas CMHXPOHU3aLMa BpeMeHN Ha BalleM KoMnbroTepe ¢ BpeMeHeMm B ceTu ViPNet

Ecan Bpemsa Ha Bawwem KoMMbroTepe oTanyaeTcs ot BpemeHun B cetu ViPNet, To pabota B
3alWNLWEHHON CeTU HeBO3MOXKHa. YTobbI He OTCNeXMBaTb BpeMs CaMOCTOATE/bHO, Bbl MOXeTe B
HacTpoikax nporpammbl ViPNet ycTaHOBUTb aBTOMAaTUUECKYO CUHXPOHM3aLMI0 BpeMEHN Ha BalleMm
KomnbtoTepe ¢ BpeMeHeM B ceTu ViPNet. MoapobHee cM. pa3gen Hactpolika noakitoueHums K
3aLLMLLIEHHOW ceTn (Ha cTp. 94).

e Pab6orta nporpammsbl ViPNet lenoBas nouta 6e3 nporpammbl ViPNet Client

Tenepb Bbl MOXeTe ycTaHOBUTL Nporpammy ViPNet [lenosas nouta otaenbHO oT nporpammel ViPNet
Client. 3Ta BO3MOXHOCTb OblNa BpeMeHHO HeAoCTyMnHa B Bepcum 4.5.1.
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e YactuyHas pabota nporpammbl Npy UCTEUYEHUN CPOKA AEACTBUA TNLLEH3UN

Mpun ncTeyeHnn cpoka AENCTBUSA ANLEH3MM Ha nporpammy ViPNet Bbl MOXeTe Noay4mnTb
OBOHOB/IEHHYIO NLEH3MNIO U3 LIEHTPa yrpaBieHns ceTbto Mo 3awmiéHHomn cetn ViPNet. MNoapobHee
cM. pasgen JinuensmposaHue nporpammel ViPNet Client (Ha cTp. 48).

o [Moppep>xka Windows 10 Bepcun 1903

e lI3meHeHMe cocTaBa CeMEeNCTB BHELLIHUX YCTPOWCTB
B HoBoW Bepcumn nporpammbl ViPNet Client usmeHunaca coctas cnegytowmx ceMencTs yCTPOMCTB:
o KcemelictBy JaCarta oTHeceHbl ycTpoicta Tvnos eToken GOST, JaCarta GOST wn JCDS.
o K cemerictBy Rutoken oTHeceHbl ycTpoiictBa Tnoe Rutoken ECP n Rutoken Lite.
o Kcemelictey Rutoken S oTHeceHbl ycTpoiictea Tvnos Rutoken n Rutoken S.
MogpobHee cM. pasgen Cnvcok Noaaep>KMBaemMblxX BHELLIHWX YCTPOUCTB (Ha cTp. 341).

e NMoapep>xka BHewwHUX yctpoiicts JaCarta-2 TOCT

Ana ayteHtndurkaumm B nporpamme ViPNet Client Bbl MOXeTe nCNob30BaTh BHELIHME YCTPOWCTBA
JaCarta-2 c annnetom FOCT Bepcum 2.5.5 v Bbiwe. MNogpobHee cm. pazgen OcobeHHOCTH
ayTeHTMdMKaLmMm € NOMOLLbIO cepTudmKkaTta (Ha cTp. 72).

410 HOBOrO B Bepcun 4.5

o [MpoBepka cepTudpukara cpegcreamm OC Windows

MpoBepka AelCTBUTENBHOCTU cepTudmrKaTa Ana ayTeHTudmKaumm (cM. OcobeHHOCTM
ayTeHTMdMKaLMM C MOMOLLBIO cepTuduKaTa Ha CTp. 72) Tenepb BbinoaHsaetca cpegcrsammn OC
Windows, uto cooTBeTCTBYET NPUHATON MeXAyHapoAHOW npakTuke. MNpwu 3Tom npouecc
ayTeHTUPMKaL MM C NOMOLLbIO cepTudurKaTa He U3MEHMACA.

e 3awuTta aMcTpMbyTHBa KItOUEl C MOMOLLbIo cepTuduKaTa

[Ana 6e3onacHo nepegauv AUCTPUBYTVBA KAOUEW U CMPaBOYHMKOB MO OTKPbITbIM KaHasaM CBA3N
aAaMuHucTpaTtop cetn ViPNet MoxeT 3alwmdpoBaThb ero Ha BalleM ceptudukare. YcTaHOBKa
3aWwmndppoBaHHOro ANCTpNbyTUBa (dara *.enc) BbINMOJIHAETCA TaK Xe, Kak U He3alndpoBaHHOTO
(bann *.dst). MoapobHee cM. B fokyMeHTe «PaboTa ¢ 3awmiéHHbIMu DST. BbICTpbIn cTapT».

e lI3meHeHUA B HacTpoWkax o6paboTku Tpaduka

|_|pl/l HeO6XOAI/IMOCTI/I B peXnmMe ajMMHNCTPaTopa Tenepb MOXHO OTKJIHOYUTb MHCNEKUMIO NMaKeToB C
XpaHeHneM COCTOAHUA.

o [oaaep>kka Windows 10 Bepcumn 1809 (cbopka 17763.55)
o OrTkas oT nogaep>kku kaHana SMTP/POP3 B TpaHcnopTHOM mogyne MFTP

Kanan SMTP/POP3 npeanonaraet nepesady KOHBEPTOB Yepes NOYTOBbIE CEPBEPbI U MMEET HU3KYHO
3dPEeKTMBHOCTb NO CpaBHeEHUIO ¢ kaHasioM MFTP. KaHan SMTP/POP3 pa3pabatbiBancs Ans ceTew, rae
6bI10 HEBO3MOXHO MCMOJ/Ib30BaHWe ApYrMx NPOTOKo0B Ha 6a3e TCP. MogpobHee 06
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NCMOJ/Ib30BaHWM 3TOTO KaHasa B NPeXHMX Bepcusax nporpammel cM. «ViPNet MFTP. PykoBoacTBo
aaMuHucTpaTopa» Bepcumn 4.5.0 n HMXe, pa3gen «[lepegaya KOHBEPTOB Yepe3 NOYTOBbIE CEPBEPbI».

Ecnn kanan SMTP/POP3 6bin1 ykazaH B HacTporikax moayas MFTP nan B darine koHdurypaymm
mftpconf.xml, To npu 06HOBAEHMM NpOrpamMMbl OH aBTOMaTUUECKU 3aMeHnTca Ha MFTP (cm. «ViPNet
MFTP. PykoBoACTBO agMUHUCTPATOpPa», pa3gen «YnpaBaeHne KaHanamum nepegayun KOHBEPTOB»).

Ecam nocne o6HoBneHus MO ViPNet Client HabarozaroTcs nepeboun B paboTe 3aMLLEHHON CETU Ha
HeKOTOpbIX y3/1ax, NpPoBepbTe HAacTporikn Mogyns MFTP Ha 3Tux y3nax n BMecTo kaHana SMTP/POP3
ykaxxute kaHan MFTP. MNoapobHee cm. MNocne obHoBAeHMA NporpaMmbl HabatogatoTcs nepebou B
paboTe 3awnILEHHONM ceTu (Ha cTp. 270).

e BbifiBNeHa HeCOBMeCTUMOCTb ogHoBpeMeHHol paboTbl ViPNet Client ¢ HP Velocity

Mpu coBMecTHON ycTaHoBKe uam ucnonbzosaHumn ViPNet Client n HP Velocity Bo3HukatoT npobiemsi,
npusoasLme K HepaboTtocnocobHoctm MO. ns obecneveHus koppekTHon paboTel ViPNet Client
nepeg ero ycraHokon Ha MK cneayet yaanute HP Velocity.

HP Velocity — 370 ycTapeBLas cyxebHas nporpamMmma 4/ NOBbILLEHUA CKOPOCTU COEAUHEHNS B
HeHagéxHbIx cetax. HP Velocity He cogep>Xut nonesHbix GyHKLUWI Ans paboTbl B COBPEMEHHbIX CETAX
W He nojaep>xmBaeTcsa NpomnssoauTtenem Hewlett-Packard.

¢ ViPNet JlenoBas nouta pabortaet Tosbko coBMmecTHO ¢ nporpammoit ViPNet Client

Hosas Bepcua nporpammbl nogaepxusaet paboty MO ViPNet JenoBas noyta TOAbKO Ha
3alMLLEHHOM ceTeBOM Y3se. DyHKLMIO 3aLmTbl ceTeBOro Tpaduka BbinoaHseT nporpamma ViPNet
Client. Mo3stomy ecnun y Bac yctaHoBneHa ViPNet [lenosas nouta 6e3 ViPNet Client, Bbl He cmMoxeTe
yctaHoBUTb HoBYto Bepcumto ViPNet Client. PekomeHayeM Nosb3oBaThCA TeKyLLEN Bepcuen
nporpammbl 40 Bbixoga HoBoW coBMecTumoin Bepcum ViPNet Client. Eciv o6HoBneHue TpebyeTcs
Hemeg/1ieHHO, obpaTtuteck B ciyx6y nogaep>xkm MHdoTeKC.

4710 HOBOTO B Bepcun 4.5.0

e PeannsoBaHa HoBas apxutektypa NO ViPNet Client

B coctaBe nporpammsbl ViPNet Client nossuaca HoBbi komnoHeHT — ViPNet CepBuc ynpaeneHums
ApariBepom 3awmnTtel (cM. CepBuc ynpasaeHus gparisepom 3awmtbl ViPNet Ha cTp. 15),
byHKUMOHUPYOLWMIA Kak cnyxba Windows.

CepBuc ynpaBneHUsa BbINOJAHAET YacTb GYHKLMIA, KOTOPble B MPeAblAyLUNX BEPCUAX BbIMOIHANA
nporpamma ViPNet Client, a umeHHo:

o 3arpy3ky B ViPNet-gpanBep cnpaBo4HOW MHPOPMaLUN O CTPYKTYpE CETH, MpaBua GuabTpaLmnm
N kntoven WwndposBaHus;

o TMpUWEM 1 nepejauvy Ha Apyrve ceTesble y3/bl MHGOPMALIMK O COCTOAHWUM Y3Na 1 NapamMeTpax
AocTyna;

o BefeHue XypHana IP-naketos (cM. PaboTa ¢ xypHanom IP-naketos Ha cTp. 181) 1 XxypHana
cobbITMn (cM. [TpocMOoTp XXypHana cobbiTnin Ha cTp. 218).

ViPNet Client 4. PykoBogcTBO nosb3oBatens | 367



Tenepb ans noaHoueHHon paboTsl MO ViPNet Bam He TpebyeTcs NOCTOAHHO 3anyLLEeHHON
nporpammbl ViPNet Client. loctatouHO BbINOAHUTL BXxoZ4 B nporpammy ViPNet Client, nocne yero eé
MOXHO 3akpblITb. ViPNet Client noTpebyetcsa 3anyctnte BHOBb A/1a npuéma obHosaeHn ViPNet nnm
W3MEHEHUNS HaCTPOEK.

Peanusaums HOBOW apXMUTEKTYpbl NO3BOJIN/A MOBbICUTL 6E30MacHOCTb N HaAEXHOCTb MPOrPaMMHOro
obecrneyveHnsa ViPNet.

MNepepaboTaH TpaHcnopTHbIN Moayab ViPNet MFTP

Mporpamma ViPNet MFTP 6bina 3aMeHeHa KpoccnaatpopMEHHON cny>k0ol TpaHCMOPTHBIA MOy /b
ViPNet MFTP (Ha cTp. 16). Ciy>x6a umeeT onTUManbHble NapameTpbl MO YMOAUYaHWIO W, KakK NpaBuo,
He Hy>XZjaeTcs B HacTpolike. YkasaTb HecTaHAapTHbIe NapaMeTpbl TPAHCMOPTHOTO MOAYAA Bbl MOXeTe
C nomoLLbto KOHUrypaumoHHoro darina.

PaspaboTaH HOBbI ycTaHOBLUMK Nporpamm ViPNet

HoBblIli yCTaHOBLUMK NO3BOASET OOBEAUHNUTL B OAMH dalin ntoboe koamyectso nporpamm ViPNet v
YCTaHOBUTb WX 3a 0A4MH pa3. KpomMe Toro, ycTaHoBKoM 1 coctaBom nporpammel ViPNet CSP tenepb
MO>HO yNpaBAsaTb U3 e4MHOr0 YCTaHOBLLMKA. B npeablaywimnx Bepcuax nporpammsl ycraHoska MO
ViPNet CSP BbinosHsnacb aBToMaTnyecky, 6€3 BO3MOXHOCTU MOJ/Ib30BaTE/IbCKOM HACTPOMKM.

ABTOMaTMueckoe BOCCTaHOB/IEHUE nporpamMmbl

B cnyuae aBapuitHOro 3aBeplueHms paboTbl MporpaMmebl nepesanyck nporpaMmMbl nam cayx6 OC
BbIMOJ/IHAETCS aBTOMaTUUecku. V3 nHTepderica yaaneHbl HacTporikv nporpamMmmbl Mepesanyckatb
Client npu aBapuiiHom 3aBeplueHumn 1 Micnonb3oBatb ¢yHKumio watchdog.

Hacrpofika @

(=)~ OBwme 3anyck W aBapWitHOE 3aBEPLLEHNE
| l-Tpeaynpexaeria

YOK M SEapHIAHDE 3aBep Mpw 3@NycKe NPUNoHKEHKMA
SUMILEHHER CETh
¥npasnexue Tpadukom
MpuknaaHsIe NPOTOKOMbI [] BrokmpoBaTE KoMmboTEp
Hypran IP-nakeTos

BbI3bIEaTE OKHO Brifiopa KOHGMypaLuK

Obmer cooblueHusami .
- MNepesanyckaTts MoHUTOP MPW SESPHHHOM S3EEPLIEHHA
[ McnonszoeaTe dyHwta WatchDog Be p CUHA 4 . 3
BpeMa Ao nepesarpysku: 120 CeKyHA
HacTpoika @

=-OBwme 3anyck W aBapUIAHOE 3aBEPLLEHNE

i TP 33NYCKE MPUNCHKEHMA
- JaMLLERHER CETh
-¥YrpasneHve TpadmKoM
-MpuKnaaHbIe NpoToKoNk [] BrokmposaTs KoMmboTep
-#ypHan [P-nakeTos
-Ofimer cooBlueHuamI
- OENOBEI 0fMeH

BEIZ5IBaTE OKHO BRIGOpa KoHBUIypaLM

Bepcuna 4.5

PucyHok 181. YoaneHue Hacmpoek agapuliHoz2o 3a8epuieHus Npo2pamMmmel
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e VI3MeHWsICA BHELLHUI BMJ, 3HaUKa NporpamMmsl

Tenepb Ha pabouem cTosie 1 B 06aacTV yBeAOMAEHWNA 3HaYOK BbizoBa nporpammel ViPNet Client

vMeeT Bua. #Em
e [lobaBseH MoAyb paclunpeHHol GpunbTpaumm

B cocTtaB HOBOW Bepcun nporpaMmbl 4obaBaeH MOAY/Ib paclumpeHHon uabtpaunn (Ha ctp. 17),
KOTOpPbIN NO3BOASET:

o Co3paBaTtb GUALTPLI MPUKIALHOTO YPOBHA (Ha cTp. 145).
o PeanunsoBatb B3auMOZeNCTBME C aHTUBMPYCOM (Ha cTp. 215).
e VI3MeHeHUs B cOBMeCTHOM ucnosib3oBaHuu nporpamm ViPNet Client n ViPNet SafeDisk-V

HaunHas c Bepcun 4.5.0, nporpamma ViPNet Client He nogzep>xvBaeT coBMecTHyto paboTy ¢ ViPNet
SafeDisk-V (cm. O6HOBAEHME MpuY Ucroab3oBaHUK nporpammel SafeDisk-V Ha cTp. 45).

Y10 HOBOrO B Bepcun 4.3.4

¢ VcnpasneHne owmnbok

|/|CI'IpaBﬂeHbI OLIJI/I6KI/I, O6Hapy)KeHHbIe npwn skcnayataynn npeabiaywmx Bepcvu7| nporpamMmmebl.

410 HOBOrO B Bepcun 4.3.3

o [oppeprkka Windows Server 2016

HauunHas c Bepcum 4.3.3, nporpamma ViPNet Client noagep>xvBaeT onepauyoHHyo cuctemy
Windows Server 2016.

e CoBmectumocTb ¢ Secure Boot B OC Windows 10

B Bepcuun 4.3.3 ycTpaHeHbl KOHGAMKTBI COBMECTHON paboTbl € dyHKLMeR Secure Boot B cucteme
Windows 10. Tenepb e€ oTk/toUeHne He TpebyeTcs.

¢ Bo3mMoOXHOCTb YCTaHOBKM aapecoB BUAMMOCTU TYHHENIPYEMDbIX Y3/10B NO YMOJIHaHUIO

B Bepcnm 4.3.3 nosiBuaacb BOSMOXHOCTb aBTOMaTMUYECKOWN YCTaHOBKU aApecoB BUANUMOCTY TyHHENEeN
4191 HOBbIX KOOPAMHATOPOB. A TakXe rpyrnnoBoe M3MEHEHWNE apecoB BUAUMOCTU TYHHENER Ans yxKe
CYLLIECTBYHOLLMX KOOPAMHATOPOB.
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HacTpoiika @

[~ Qe IP-agpeca enaumocTin
= 3awmwenHan ceTe
QNOMHATENBHBIE NEPEMET] BUAWMMOCTE TYHHENMPYEMBIX Y3N0B

YHDBBHEHME TDadJI-ﬂKUN EBHOBb Co3A3EaeMBle KoOpOMHATOPEL: Mo peansHbIM IP-BJIDECBH v]

MpHKNaaHelE MPOTOKOMLI
HypHan IP-nakeTos [ YCTAHOBWMTE ANA CYLWECTEYHILMX KOOPAMHATOPOE. .. ]
OfMeH cooBLLEHMAMH
----- Dalinoesii oiMmeH ’ MposepuTE KoHGMMKTE! ]

[ OK l [ OTMEHE ] MNpUMEHMTE

PucyHok 182. YcmaHoska adpecos suOUMOCMU MyHHEAUPYEMbIX y3/108
e HoBble BO3MOXHOCTY XypHana cobbITuii

AamuHuctpatop y3na ViPNet npu npocMoTpe XypHana cobbiTUi MOXET NPUMEHUTb GUALTP ANs
oTobpaxkeHus:

o CO6bITVII7I, 3aperncTpnpoBaHHbIX B 3aAaHHbII\/’I WHTEepBaa BpeMEHU;
o CO6bITVIIz, CBA3aHHbIX C Bbl6paHHbIM noJsib3oBaTenewm;

o0 TOJIbKO OAHOrO BMAA COBLITUN.

.J. Hypran coBeimni @

Jata w BpE‘MH Mma nones... CobuiTue ngnb3gBaTb unsTp
l] 02.05.2017 13:47:56 Client 1-1
:. 02.05.2017 13:47:53 Client 1-1
ofZ 02.05.2017 13:47:53 Client 1-1
ﬁ 02.05.2017 13:17:32 Client 1-1
ﬂ 02.05.2017 13:17:25 Client 1-1
ﬁ 06.04,2017 15:01:00 Client 1-1 Bxoa B cucTemy
ﬂ 06.04.2017 15:00:54 Client 1-1 Bhixoa M3 CMCTEMbI Cobbirve:
1
1
1
1
1
1
1

CrHeHa KoHdwrypalan WHTEpEBan pericTPaLiM:
PEDIM AAMUHMCT PUPOBEHIMA 2 wmas  2016r. v - 2 mas 2017r. -
CHMEHa NoNb30BaTENA
Bxon B cicTeMy ¥MA Nonb30BaTENA:

BbIXoa 13 CMCTEMBI

[BCE NoNB30EaTENN v]

& 06.04.2017 14:20:04 Client 1-
@ 06.04.2017 14:19:54 Client 1-
& 06.04.2017 14:19:47 Client 1-
ﬁ% 06.04.2017 14:19:27 Client 1-
m 06.04,2017 14:19:21 Client 1-
@ 06.04.2017 14:13:54 Client 1-
ﬁ% 06.04,2017 11:08:24 Client 1-

[ Bhixon ][ Cnpaska

Sanuce: 1 Beero: 14

MoneITka EXoAa AAMMHUCTPATOPA B CACTEMY OTBEPrHYTA [Bce cobaITHE v]

MonbiTka Bx0Aa AAMMHUMCTPATOPA B CMCTEMY OTBEPrHYTA

MonkeITKa EXoAa AAMAHWCTDATOPA B CUCTEMY OTBEPrHYTa
Bxoa B cUcTEMY

Beixon vz cicTembl

MoneITKa EXoAa AAMAHWCTPATOPA B CUCTEMY OTBEPrHYTa
Bxoa B cucTEMy

PucyHok 183. Bo3amoxHOCMb npuMeHeHUsA uibmpos npu npocMompe XypHaaa cobeimudi
o [lonosnHeHa gokymeHTtauus ViPNet Client

B pykoBoacTBO A06aBNEH CLIeHapUiA aBapUIHOTO yaaleHUs NporpamMmbl U3 6e30nacHoOro pexxvma
OC Windows.
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e lI3meHeHUA B COBMECTHOM ucnoab3oBaHum nporpamm ViPNet Client u ViPNet SafeDisk-V

HauunHas c Bepcum 4.3.3, npu cneymanbHOM YPOBHE MOAHOMOUYMI 3 (NOAPOBHO O MOJHOMOUMNAX
CM. JOKYMeHT «Knaccnpurkaums noaHomoumni. Mpunoxerue k gokymeHtaumm ViPNet»)
NoJib30BaTet0 NPeoCTaBAfETCA AOCTYM B MHTEPHET.

470 HOBOTO B Bepcun 4.3.2

e U3meHEH nopsagok obHoBseHus MO ViPNet Client B 3awuwéHHon cetn

Mepea Tem, kak 06HOBUTL MO ViPNet Client go Bepcun 4.3.2 Ha ceTeBbIX y31ax 3aLLMLLEHHON CeTH,
obHosuTe MO ViPNet Client (cm. O6HoBneHne ViPNet Client Ha cTp. 42) Ha ceTeBOM y3n1e €
nporpammoit ViPNet LleHTp ynpaBaeHus ceTbto.

e KM3meHEH cnmncok noaaep>XmBaeMbixX onepaynoHHbIX CUCTEM

HaunHas c Bepcun 4.3.2, npekpatweHa nogaepxka OC Windows XP, Windows Server 2003, Windows
Vista, Windows Server 2008 B cBA31 ¢ NpekpalleHnem nx NoAAepP>XKN NPON3BOAUTENEM N HANYNEM
ysa3BumocTet B 3Tux OC.

e V3meHeHue TpeboBaHMit Kk cepTUdUKaTaM, UCNOJb3YeMbIM MpY ayTeHTUUKaL UK

e PaHblle Ans BbINOAHEHWS ayTeHTUdMKALMM C NOMOLLbIO cepTudmKaTa HEOHBXOANMbBIM YCIOBMEM
ABNANOCH HaIMUMe Ha3HaveHus «[TpoBepka NOAJAMHHOCTU KIMEHTa» B PacLUMpPEHNM
ceptTudukata PaclumpeHHoe ncnoab3oBaHWe Katoya. Tenepb Ans ayTeHTUdUKaLmMm Bbl MOXeETE
MCNoAb30BaTh cepTMdUKAT C HasHaveHneM «LLndpoBaHme KIoUen» B pacliMpeHnm
Ucnonb3oBaHue katoua (cM. OcobeHHOCTM ayTeHTUGUKALMM C MOMOLLBLO cepTudurKaTta Ha
cTp. 72).

o Pexum «My6anuHbini DNS»

Tenepb npu paboTe ¢ 3awmLLéHHbIMM DNS-cepBepamu Bbl MOXETE MCMOAb30BaTh PEXUM
«[My6anyHbii DNS» (cM. icnonb3oBaHure nybanyHoro DNS-cepsepa Ha cTp. 123), KOTOpbIN
Mo3BOJISIET MEPEKIOYATLCA Ha BHeLWHNA DNS-cepBep UHTepHeT-NpoBaijepa B ciyyae
HecTabubHOM CBA3M ¢ 3aWwnéHHbIM DNS-cepBepoM KopropaTMBHOM CETH.

. anIHyAVITeﬂbHOG coegnHeHune ¢ KoopamHatopom no TCP-TyHHeJ"O

B Bepcum 4.3.2 Bbl MOXeTe HacTPOUTb MOCTOAHHOE NogKkAtoueHWe K cepeepy IP-agpecos no TCP-
TYHHet0, YCTaHOBMB COOTBETCTBYHOWMNIA HaXKoK B HacTpoikax (cM. HacTpoiika nogkatoueHns K
3alUMLWEHHON ceT Ha cTp. 94). B npeabiaywimx Bepcusx coeamHeHme no TCP-TyHHento
yCTaHaB/IMBaNOCb aBTOMaTUYeCKN U TONbKO MpU HecTabuabHOM cBA3M no npoTtokoay UDP.

¢ WcnpaBneHve owmnbok

VcnpaBneHbl olwmnbkmn, obHapy>KeHHble NPy 3KCrlyaTauum NpeabliayLumx BepCcuii nporpamMmbl.
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470 HOBOrO B Bepcun 4.3.1

o [Moppep>xka Windows 10

HauunHas c Bepcum 4.3.1, MO ViPNet Coordinator nogaepxunBaeT onepaunoHHyto cuctemy Windows
10.

e OrtritoueHmne nogaepxkn TLS/SSL B nporpamme ViPNet CSP no ymonuaHuio

Tenepb npu ycraHoske nporpammbl ViPNet CSP B coctase MO ViPNet Client noaaepykka npotokosa
TLS/SSL oTkntoueHa. Bbl MOXeTe BK/IOUMTb MNOALEPKKY, 3aNyCTUB YCTaHOBOYHbIN Gaitn nporpamMmbl
ViPNet CSP 1 go6aB1B COOTBETCTBYHOLNN KOMMOHEHT.

¢ VcnpasneHue owmnbok

WNcnpaeneHbl ownbkuy, obHapy>XeHHbIe NpKn 3KCnayaTauum NpeAbigyLLMX BepCcuid MporpamMmei.

Y10 HOBOrO B Bepcmn 4.3.0

e BoccraHOBAEHWE NpeayCcTaHOB/EHHbIX GUALTPOB U FPynn 06beKToB

B Bepcuun 4.3 nosBMnacb BO3MOXHOCTb BOCCTAHOBWTL MPeAyCTaHOBAEHHbIE CeTeBble GUALTPLI. ITO
No3BOJIAET OTKa3aTbCA OT NPOUN3BEAEHHbIX M3MEHEHMWI B HacTpamMBaeMblx GUAbTPaX U BEPHYTbCA K
NCXOAHOMY COCTOSIHUIO. BMecTe ¢ punbTpamm Takke HyayT BOCCTaHOBAEHbI NPesyCcTaHOBAEHHbIE
rpynnbl 06beKTOoB.

e [loaaep>kKa LLEeHTPaNU30BaHHOIO yNpaBAeHNs aifoPUTMOM LWNGPOBAHUA U COXPaAHEHUEM
naposis B peectpe

Ha ceTeBbIx y3nax Bepcun 4.3 aBTOMaTNYeCKM U3MEHAKOTCA alropuTM LWIMGPOBaHNA 1 pa3peLleHmne
Ha COXpaHeHWe Napoas B peecTpe B COOTBETCTBMM CO 3HAaYEHMAMMU, KOTOpble nepedaéT
agMuHncTpatop cetn ViPNet B coctaBe 06HOB/IEHMA CNPaBOYHUKOB W Katouei. LleHTpanm3oBaHHOe
ynpaBfeHue 3TMMK napametpamm Bo3moxHo B O ViPNet Administrator Bepcun 4.4.1 1 Bbiwwe.
MNMonb3oBaTesb UV afMUHUCTPATOP CETEBOTO Y3/1a MO-NPEeXHEMY MOXET N3MEHUTb YKa3aHHbIe
napameTpsbl, OAHaKO M3MeHeHWe ByaeT AeNCTBUTENbHO A0 Ceaytowero o6HOBEHNA CNPaBOYHMKOB
N KNtOYEn.

. I'Iop,p,epx(Ka LLleHTPa/IM30BaHHOIO ynpaB/sieHNA COCTOAHUEM CeTEBOro 3KpaHa Windows

Ha knneHTax Bepcum 4.3 aBTOMaTUUeCKM yCTaHaB/IMBaeTCA COCTOAHMe ceTeBOro akpaHa Windows,
3agaHHoe agMunHnctpatopom cetn ViPNet B nporpamme ViPNet LieHTp ynpaBaeHna ceTbio Bepcun
4.4.1 v Bblwe. Ecv ans ynpaBaeHus ceTbro UCnonb3yetcs Honee paHHsAA Bepcus ViPNet
Administrator, To npu nepsom 3anycke nporpammsbl ViPNet Client ceteBoli skpaH Windows
aBTOMaTMYECKM OTKIOYaeTcs.

o AOI‘IOJ’IHVITEIIbeIe napamMeTpbl YCTAaHOBKW C MOMOLLBbHO FPyNMoOBbIX MOJINTUK

MosiBUaacb BO3MOXHOCTb 3ajaTb AONOAHUTENbHbIE NapamMeTpbl Npu yctaHoske MO ViPNet Client ¢
MOMOLLIbIO FPYMNOBbIX NOAUTUK. Tenepb, NCNO/b3ys roToBble Gaisibl HacTpoek B dopmate MST, Bbl
MOXeTe BblbpaTb, HY>HO 1 ycTaHaBanBaTb nporpammy ViPNet [lenosas nouyta v 4ONOAHUTENbHbIE
komnoHeHTbl ViPNet CSP.
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TepMUHbI 1 COKpaLLEHUA

PKI (Public Key Infrastructure)

NHdpacTpyKkTypa OTKPbITBIX KAFOUEN — KOMMJIEKC annapaTHbIX ¥ MPOrpPamMMHbIX CPEACTB, MONNTUK U
npoueayp, obecneunBaroLWmnX PacnpoCcTpaHeHNe 4OBEPUTEIbHOMO OTHOLLEHWSA K OTKPbITbIM K/toYaMm (B
TOM YunC/e KIoYaM MPOBEPKYM 3NEKTPOHHON MOANUCK) B pacnpesenéHHbIX CMCTeMax Yepes co3gaHne
CepTUPMKaTOB KIrOUe NPOBEPKMN 31EKTPOHHON MOAMUCH U NOAAEP>XKaHUE NX XXM3HEHHOTO LiMKa.

TCP-TyHHeNb

Cnocob coegunHeHns kaneHToB ViPNet, HaxoAALLMXCA BO BHELIHMX CETAX, CO CBOUM CEPBEPOM
COeANHEHNN, a 3aTeM U ¢ apyrumu y3namu cetn ViPNet no npotokony TCP. Vicnonb3yeTcs B TOM caydae,
ecnn coeguHerne no npotokony UDP 3abnokvpoBaHo npoBaijepamMmn ycayr MHTepHeTa.

TCP-TyHHesnb HacTpamnBaeTCA Ha KOOPANHATOPE, KOTOPbIA ABAAETCA AR KIMEHTA CEPBEPOM COeAMHEHU.

ViPNet Administrator

Habop nporpammHoro obecneyeHus ans agMMHUCTpupoBaHus cetn ViPNet, Bkatouarowmii B cebs
cepBepHoe 1 kaneHTckoe npunoxenHns ViPNet LleHTp ynpaBaeHus cetbio, a Takxe nporpammy ViPNet
YAOCTOBEPSIOLWMNIA U KNFOUEBOW LLEHTP.

ViPNet YaoctoBepsatowmm un kntoueson ueHtp (YKL,)

MporpamMMma, BxoasLias B coCTaB nporpammHoro obecrneuenus ViPNet Administrator. MpegHa3HaueHa
ana dopMmpoBaHua 1 0bHOBAEHUS Katouel ceTeBbIX y3n0B ViPNet, a Takke ans ynpasaeHus
cepTMdmKaTaMm 1 CNUCKaMK aHHYIMPOBaHHBIX CEPTUOMKATOB.
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ViPNet LleHTp ynpasnenus cetbio (LLYC)

Mporpamma, BxoasLlas B cocTaB nporpammHoro obecnedexus ViPNet Administrator. MpegHa3sHaueHa
A1 CO34aHuNsA 1 ynpas/ieHns KOHOUIypaLuen CeTv 1 NMO3BOSET PELLNTL C/eyHOLLME OCHOBHbIE 3aJaun:

®  MOCTPOEHWE BUPTYaNbHOM CETU (CETEBbIE OOBEKTBI U CBA3M MEXAY HUMMW, BKAOYAS
MeXCeTeBble);

e  V3MeHeHWe KOHdUrypaunum ceTy;
e dopmMMpOBaHME N pacchblika CNPaBOYHUKOB;
e paccblika KAKo4el y310B 1 KIoUeln nosb3oBaTenel;

e  dopmupoBaHMe MHPOPMaLIMM O CBA3AX NONb30BaTe el AN YA0CTOBEPAIOLLErO U KIHOYEBOTrO
LeHTPa;

e  3aZaHuWe NOJHOMOUYMI Nosb3oBaTenel ceTeBblx Y3108 ViPNet.

AyTeHTndmKayma

Mpouecc naeHTdMKaLMM NOAb30BaTENSA, KaK NMPaBWI0, HA OCHOBAHWUW €ro Y4ETHOW 3anuncu.
AyTeHTUOMKaLNA CAYXNT ANS NOATBEPXKAEHNA TOTO, UTO BXOAALLMI B CUCTEMY MOJ/Ib30OBaATENb ABASETCA
TeMm, 3a Koro cebs BblAaéT, HO Npouecc ayTeHTMdMKaLMM He 3aTparMBaeT npasa JOCTyna Nojib3oBaTens (B
OT/INYME OT aBTOpM3aLUN).

BupTyanbHbin IP-agpec

IP-appec, KOTOpbIV NpUAOXeEHUS Ha ceTeBOM Yy3ie ViPNet (A) ncnonbsyroT ans obpalleHuns K pecypcam
ceteBoro y3na ViPNet (B) nan TyHHennpyembix UM y3/710B BMECTO peasnbHoro IP-agpeca y3na.
BuptyanbHble IP-agpeca y3ny ViPNet (b) Ha3HauatoTcs HenocpeAcTBEHHO Ha y3ne A. Ha apyrux y3nax
y3y ViPNet (B) MoryT 6bITb Ha3HaueHbl Apyrne BupTyanbHble agpeca. Y3ny ViPNet (b) Ha3zHauaeTcs
CTONIbKO BUPTYasbHbIX aZpeCoB, CKOJIbKO peasbHbIX afipecoB MMeET AaHHbIN y3en. MNpu n3mMeHeHWM
peanbHbIX afpecoB Y y3na b BbigeneHHble eMy BUPTYanbHble agpeca He U3MeHATCA. BupTyanbHble
ajpeca TYHHeAnpyeMblxX y3/10B NPMUBA3bIBAIOTCA K peasibHbIM ajpecam 3TUX y3/10B U CYLLLeCTBYHOT, MOKa
CYLLeCTBYET flaHHbI peanbHbli agpec. icnonb3oBaHne BUPTyaibHbIX apecoB NO3BOAsSET U3bexaTb
KOHPAMKTa peanbHbix IP-agpecos B ciydae, ecan ceteBble y3ibl ViPNet paboTatoT B IoKanbHbIX CETAX C
nepeceKkarLMMCs aApecHbIM NPOCTPaHCTBOM, a TakXKe NCMOoAb30BaTb 3TV agpeca ANa ayTeHTudurKaLmm
YAaNEHHbIX y310B B npunoxeHusax ViPNet.

BHewHwne IP-agpeca

Agfpeca BHeLLHeW ceTw.

BHelwHAA ceTb

CeTb, OTAENEHHAA OT BHYTPEHHEWN CETU MEXCETEBbIM 3KPaHOM.
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AncTpnbyTne Krouen

®aiin ¢ paclumpeHmem *.dst, co3gaBaemblvi B nporpamme ViPNet YaocToBepsaroLWwmnin n K1oUeBOn LEHTP
A5 KaXkaoro nosab3oBatens ceteBoro y3na ViPNet. CoaepXXut cnpaBouHMKY, KNKOUM 1 Gainn anueH3unuy,
HeobxoanMble A obecneyeHms NePBUUYHOrO 3anycka 1 nocieaytollein pabotbl nporpammbl ViPNet Ha
ceTeBOM y3ne. [ins obecnedeHns pabotbl nporpammbl ViPNet anctprbyts karouein HeobxoaMmMo
YCTaHOBWUTb Ha CETEBOW Yy3en.

3anpoc Ha ceptudukaT

3aWwmLEHHOe 31eKTPOHHOW MOAMUCHIO COOBLLEHNE, COAEP>KaLLEee NMs MOb30BaTENs, KUY MPOBEPKM
3NEKTPOHHOM MOAMMUCK 1 €r0 NMapamMeTpbl, XXeNaeMblli CPOK AeWCTBUSA cepTudmKaTa, npeanonaraemble
Ha3HaueHus cepTuduKaTa 1 Apyrue napameTpsl (MOJHbIM HAbOp NapameTpoB 3aBUCUT OT GopmaTa
3anpoca v NPorpaMMHOro obecrneyeHus, B KOTOPOM OH 6bl1 CGOPMUPOBaH).

3alnLLEHHOe CoeANHEHNE

CoeguHeHvie Mexay y3namu, 3awmndpoBaHHOE C MOMOLLbIO NporpammHoro obecneuyeHus ViPNet.

3almLLEHHbIE NPUKAaAHble cepBepbl

MpuknagHble cepBepbl (Beb-cepBep, NouToBbIN cepBep, FTP-cepBep v Tak fanee), pa3MeLléHHble Ha
3aLUNLLEHHbIX Y3/1aX.

3awmwéHHbin DNS nan WINS cepsep

Cepsep DNS nan WINS, pasmeLLéHHbIA Ha 3aLUMLLEHHOM y3ne.

3alUNLLEHHBIA MHTEPHET-LWINHO3 (OTKPbITbIA MHTEPHET)

TexHonorus, peannsoBaHHas B nporpaMMHoM obecneueHmnmn ViPNet. MNpu nogknroyeHnn K MHTepHeTy
Y3/1bl NOKaNbHOW ceTu nsonmpytotca ot cetn ViPNet, a npu pabote B cetn ViPNet — oT nHTepHeTa, 4T
obecneunBaert 3aLMTy OT BO3MOXHbBIX CETEBbIX aTak M3BHE 6€3 PU3MUYECKOro OTK/IYEHUSA KOMMNbIOTEPOB
OT NIOKa/IbHOW CEeTW.

3alUNLLEHHDBIN y3en
CeTeBoOW y3e/, Ha KOTOPOM YCTaHOBJ/IEHO nporpaMmmMHoe obecneveHue ViPNet ¢ dyHkumen wndposaHms
Tpaduka Ha CETEBOM YpPOBHeE.

KnneHt (ViPNet-knneHT)

CeteBol y3en ViPNet, KOTOpbI ABASETCA HaUYa/lbHOM UM KOHEYHOW TOUKOW Nnepesayn gaHHbIx. B
OT/IMUME OT KOOPAMHATOPA KAMEHT He BbINOAHAET PYHKLMM MapLupyTu3aumnm tpaduka n cyxebHom
NHPopMaL L.
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Kntou 3awuthl

Kntou, Ha KOTOpoM LWndpyeTCs APYron Karou.

Kntou npoBepkm 3nekTpoHHOM noagnucu (kato4 nposepku M)

B cooTBeTcTBMU C PepepanbHbiM 3akoHOM N 63-P3 «O6 anekTpoHHOM noanucu» ot 6 anpena 2011 r.
KNHOYOM MPOBEPKMN 3/1€KTPOHHOMN MOAMWUCH Ha3bIBAETCA OTKPLITHIN KAKOY, KOTOPbIN ABAAETCA
HeCceKpeTHOM YacTbo Napbl aCMMETPUYHBIX KJIOYEl U NpeacTaBaseT cobol yHMKanbHYO
nocnefoBaTeNbHOCTb CMMBOJIOB, OJHO3HAYHO CBA3AHHYIO C 3aKPbITbIM KJOYOM U NpeAHa3HaYvYeHHYo Ais
NPOBEPKM NOAIMHHOCTW SNEKTPOHHOM NOAMMNCK.

Kntou anekTpoHHOU noanuck (karoy IT)

B cootBetcTBMM € pesepanbHbiM 3akoHOM N 63-03 «O6 31eKTpOHHOM noanucK» oT 6 anpens 2011 r.
KJIFOUOM 3/IEKTPOHHOW MOAMMCK Ha3bIBAETCA 3aKPbIThIN KUY, KOTOPbIV ABASETCA CEKPETHOWN YacTbHO
napbl aCUMMETPUYHbIX KJIOYEl U NpeacTaBaseT coboM YHUKaNbHYHO NOCAeA0BaTENbHOCTb CUMBOJIOB,
npeAHa3HauYeHHYH ANS CO34aHUA SNEKTPOHHON NOAMNCH.

Knroum nonb3oeatensa ViPNet

COBOKYMHOCTb K/ItOUel, KOTOpble HeObXoAMMbI NOJIb30BaTeNtO AN ayTeHTUdMKaummn B cetn ViPNet 1
WndpPOBaHUA APYTUX KIHOYENR, N K KOTOPLIM MMEeeT JOCTYM TObKO JaHHbIN NOb30BaTeb.

Kntoum nonb3oBatens MOryT cofepkatb:
e  [elCTBYIOLLMIA NEPCOHANbHbIV KUY MNOAb30BaTENS;

. KJTHO4 3J'IEKTpOHHOl‘/lI noanncm mn COOTBeTCTByIOLLI,VIVI emy CepTVIq)I/IKaT KNAKo4Ya NpOBEPKU
3ﬂeKTpOHHOI7I noanuncu,;

° X3W naposAa nonb3oBaTtena.
Coaepxumoe K/rouUen nonablosaTtens GopMmpyeTcs B 3aBUCUMOCTU OT TUMa ayTeHTUdMKALUK
NMoJib30oBaTens.
KoHTenHep kntouen
®aiin unn ycTpomncTBo, B KOTOPOM XPaHATCS KJIOY 31EKTPOHHOW MNOAMUCK U COOTBETCTBYHOLLMI eMY
cepTudmKaT KNtoYa NPOBEPKM INEKTPOHHOW MOAMMCH.
Koopgunatop (ViPNet-koopgunHatop)

CeteBoi y3en ViPNet, npegcraBastownin cobomn KoOMnNbOTEP C YCTAHOBAEHHbIM NPOTrPaMMHbIM
obecneueHnem koopgmnHatopa (ViPNet Coordinator) nav nporpaMMHoO-annapaTtHbI Komniekc. B cetn
ViPNet-koopamnHaTop BbINOAHAET cepBepHble GYHKLMM, a TakKe MapLipyTusaumio tpaduka n cny>kebHom
NHPopMaL L.
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KopHeBou cepTtudmkat

CepTudukat agMUHUCTPATOPA YAOCTOBEPAIOLWErO LEHTPA, ABAAIOLWMIACA NOCAeAHUM cepTUdUKaToM B
uenoyke gosepus. pyrMMum cnoBamu, Ana KOPHEBOro ceptmudukaTa HeT cepTudumkaTa, C MOMOLLbLO
KOTOPOro MOXHO 6b1710 66l NPOBEPUTL €ro 4OCTOBEPHOCTb. C MOMOLLbIO KOPHEBOTO cepTudukaTta
NpoBepsEeTCs AOCTOBEPHOCTb CepTUDMKATOB (MONb30BATENEN U U3AaTeNeN), 3aBEPEHHBIX 3TUM
cepTndukatom.

JInueH3na Ha ceTb

Pa3pelueHune Ha nosb3oBaHMe onpeaenéHHbiM HabopoM GyHKLMI NpoaykToBoW anHeliku ViPNet. B
4YacTHOCTU, nLLeH3mMA Ha ceTb ViPNet onpeaenset cnegytollee: HOMep CeTW, MakCMabHOE KOJANYeCTBO
KOOPAMHATOPOB W KINEHTOB, MaKCMMabHOe CyMMapHOe KOANYeCTBO aApecoB, TYHHEANPYeMbIX
KOOpZAMHaTOpamu CeTH, MakCMMabHOe KONNYECTBO Y3/10B, Ha KOTOPble MOXHO A06aBUTb Ty WU UHYIO
pOJib, MaKCMMaNbHYHO pa3peLLéHHYO0 Bepcuto nporpammMHoro obecrnedenns ViPNet, cpok gencraus
JNNLEH3UM 1 Apyrve napameTpbl.

O6HOBIEHWE CMIPAaBOYHNKOB U1 KIKOYEN

®ainnbl, bopmmpyemble agmuHuctpatopom cetu ViPNet B ynpasastowem npunoxeHun (ViPNet LieHTp
ynpaeneHus ceTbto, ViPNet YaoctoBeparowmii n kNto4eBON LEHTP) NPpU M3MEHEHUW CNPaBOYHNKOB U
katouen ans ceteblx y3n0B ViPNet, To ectb, B ciyyae gobasneHus, yaaneHus cetesoro y3na ViPNet,
fobaBneHns noab3oBaTens, U3gaHus HoBoro ceptudukata u Tak ganee. Agmunumcrpatop cetn ViPNet
LLleHTPaNN30BaHHO BbICbINAET Ha CETEBON y3e/ CPOPMUMPOBAHHbIE HOBbIE KHOUM U CMPaBOYHUKN U3
LyCa.

OT1kpbITbin cepBep DNS mnam WINS

Cepsep DNS nan WINS Ha oTKpbITOM y3ne.

OTKpbITbIN y3en

¥Y3en 6e3 MO ViPNet ¢ dyHkumen wndposaHus Tpadurka Ha CETEBOM YPOBHE, PacMOIOXKEHHbIA B CETU «3a
KOOPAMNHATOPOM».

Manka kaouer Nnoab3oBaTens

Manka, B KOTOPOW HaxoAaTca katoum nonbsosatens ViPNet.

MNanka KArOYen ceTeBoro y3na

Manka, B KOTOPOW HaxoAaTca katoum ceteBoro y3na ViPNet u cnpaBouHumky.
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MNMaponb agmuHMcTpaTopa ceteBoro y3na ViPNet

Maponb ansa Bxosa Ha ceTeBoM y3ie ViPNet B pexxum agMUHUCTpPaATOpa, B paMKax KOTOPOro CTaHOBATCA
JAOCTYMHbI AOMONHUTENbHbIE BO3MOXHOCTU HacTporikm npunoxenuii ViPNet. Maposab agMuH1cTpaTopa
ceteBoro y3na ViPNet MoxeT 6bITb co3saH agMuHnctpatopom cetn ViPNet B nporpamme ViPNet
YA0CTOBEPSIOWMUIA U KNHOUEBOW LLEHTP.

Maposib Nosb30BaTeNs Ha OCHOBE NapoabHOU $pasbl

Maposb noab3oBaTens HEO6XOAMM A5 BXOAa B tobyro nporpammy ViPNet. CnyyaiiHblii naposb
CO34a€TCs Ha OCHOBE NapOJIbHOW HpPazbl, KOTOPYH MOXHO UCMONb30BaTb AJ18 3aMNOMWHaHWSA Napos.
MaposbHble Gpasbl MOryT HbITb CO34aHbl Ha HECKObKMX A3blkax. ®pa3bl NpegcTaBastoT coboin
rpaMMaTU4YecKkn KOPPEKTHbIE KOHCTPYKLIMM, O4HAKO C0Ba, COCTaBAsoLmME dpasy, BblbuparoTcs
cnyyaHbiM 06pa3oM 3 6osibluoro no o6béMy cnosaps. MNaposbHas dpasa MoXeT coaepxaTb 3 uin 4
CNIOBa, NPV XeNaHUM Napob MOXET 6biTb CO3aH U3 ABYX NMapoJibHbIX bpas.

Y106kl MONYUMTb Mapoab U3 NaposibHOW $pasbl, 4OCTaTOYHO HabpaTb 6e3 Npobenos B packiaske
naTuHuuel nepeble X BYKB 13 KaXA0ro CIoBa NaposibHOM ¢pasbl, cogepxallenn Y cnos. MNonb3osaTenb
caM 3azaét napameTpbl X 1 Y, a Takxke A3blK NaposibHOM ¢pasbl.

Hanpumep, npy ncnonb3oBaHMm TPEX NepBbIX BYKB 13 KaXkA0ro c10Ba naposibHou dpasbl «3aTennvBbli
toBeNnp yTalwmn cgoby» nonyunm naponb «pfn.dtenfclj».

Monntukm 6esonacHoOCTU

Habop napameTpoB — ceTeBbIX PUALTPOB M NpPaBWA TPAHCAALNMN CETEBBIX afpPeCoB, PEryNPYHOLLNX
6e30nacHOCTb CeTeBOro y3aa.

MonHoMouMA nosb3oBaTens

Pa3pelueHus Ha onpesenéHHble AelicTBMA Noab3oBaTenen Ha ceteBom y3ne ViPNet no nameHeHuto
HacTpoek HekoTopbix nporpamm ViPNet.

AamuHunctpatop LYCa 3azaét nonHoMoumns Ans Bcex nonb3oBaTeneli ceteBoro y3na ViPNet B cBoncTBax
posen.
Pe3epBHbIV Habop nepcoHanbHbIX Karoden (PHIK)

Habop v3 HeCKONbKMX 3anacHbIX NEPCOHabHbIX KAOUel, KoTopble agmuHuctpatop YKL, co3paér ans
nosb3oBaTens. /ima atoro ¢pavina MMeeT Macky AAAA.pk, FA€ AAAA — UAEHTUPUKATOP NOb3OBaTeNs
ViPNet B pamkax cBoein cetu. Vicnonb3lyeTcs Ans yaanéHHoro 0bHOBAEHUS KAtOYel Nob30oBaTeNs Npu nx
KOMMPOMETaLUN 1 NPU CMEHEe MacTep-KatoYa NePCOHabHbIX KIHOUEN.

Cepsep IP-agpecos

®yHKLMOHaNBbHOCTb KOOPAUHAaTOPa, 0becneynBaroLLas PErncTpaLImIo, pacchbiiky U nNpesocTaBieHme
nHbOPMaL UM O COCTORHUM 3aLLMLLEHHBIX Y310B.
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CepBep coeanHeHwU

®yYHKLMOHaNbHOCTb KOOpAMHATOPa, obecneunBatowas CoeanHeHe KNMEHTOB APYT C APYrOM B Ciyyae,
€C/I OHW HaXOAATCA B Pa3HbIX NMOACETAX U HE MOTYT COeMHUTLCSA HanpaMyto. [lns Kaxgoro KaveHTa
MOXHO BblbpaTb CBOI cepBep COefMHEHNN. [10 yMONUaHMIO CEPBEP COEAMHEHUNN ANS KAMEHTA TakXKe
ABaseTcsa cepepom IP-agpecos.

Ceptudwukar kito4a NpoBepKN 3NEKTPOHHON NOAMUCH

SNEKTPOHHbIN JOKYMEHT WA AOKYMEHT Ha ByMaXkHOM HOCUTeNe, BbIJAHHBIA YAOCTOBEPAIOLWMUM LIEHTPOM
60 AOBEPEHHBIM JINLIOM YA0CTOBEPAIOLLErO LIeHTPa U MOATBEPXKAAOLLMI MPUHAANEXHOCTb KAtoYa
NPOBEPKM 3NEKTPOHHOM NoANNCY BAajenbLy cepTudmkaTa Karoua NPoBEPKN 31eKTPOHHON MNOAMMUCH.

CeteBou y3en ViPNet

¥Y3en, Ha KOTOPOM YCTaHOBAEHO NporpammHoe obecneveHmne ViPNet, 3apernctpupoBaHHbIl B
nporpamme ViPNet LieHTp ynpaBneHus ceTbio.

Cetb ViPNet

Norunueckas cetb, opraHM3oBaHHas C MOMOLLbIO NporpaMMHoro obecneyenus ViPNet un
npeAcTaBAstoLLas cobon COBOKYMHOCTb 3amiéHHbIX y310B ViPNet. Cetb ViPNet MMeeT HanoXeHHyHo
MapLUpyTM3aLumio, obecneunBatoLLyto B3anmogenctame y3nos cetn. Kaxaas cetb ViPNet nmeet cBol
YHUWKaNbHbIN HOMep (MaeHTUdMUKaTop).

Cnucok aHHyaMpoBaHHbIx cepTudmkatos (CRL)

Cnncok CepTVIqJVIKaTOB, KOTOpblEe A0 UCTeYEHMA CPOKa nX AEVICTBMFI Obln aHHYJINPOBaHbI NN
NPUOCTaHOBJIEHbI aAMUHUCTPATOPOM YAOCTOBEPAOLErO LeHTpa U NOTOMY HeAEI‘/‘ICTBI/ITeIIbeI Ha
MOMEHT, yKa3aHHbII\/’I B JdHHOM CrncKe aHHYJIMPOBAHHbIX CepTVIq)I/IKaTOB.

CnpaBoyHWKMK

Habop ¢annos, cogepxalumx nHpopmaumto 06 obbektax cetn ViPNet, B ToM uncne o6 nx umeHax,
naeHtTndurkaTopax, agpecax, ceassax. 3tm danasl popmupytotcs B nporpamme ViPNet LleHTp ynpasaeHus
CeTblo, MpeAHa3HauYeHHOW A8 CO34aHusA CTPYKTYpbl U KOHPUrypuposaHus cetn ViPNet.

Crpyktypa cetn ViPNet

YnopsagoyeHHas COBOKYMHOCTb CBA3eN MexXAy KoMmnoHeHTamu ceTun ViPNet, Takumu kak:
e pabouee mecTo agMuHMUcTpaTopa cetn ViPNet;
e  KOOpAMHaTOPSbI;

. KJIMEHTbI.

Kaxabi K1MeHT foskeH 6biTb 3aperncTpmpoBaH Ha koopanHatope. CBA3W MeXay KoopaMHaTopamu u
pabouyrM MeCcToM aZMUHUCTPATOPA, a TakxKe MeXAy KOOPANHATOPOM U ero KaneHTamm obs3aTesibHbI.
OcTanbHble CBA3M CO34at0TCA B COOTBETCTBUN C KOPNOPATUBHOMW NOANTUKOM 6e30MmacHOCTH.
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TpaHcnauua ceteBbix agpecos (NAT)

TexHos0rMs, NO3BOIAOLWAs Npeobpa3oBbiBaTh |P-agpeca v NopThl, NCMONb3YHOLLMECH B OAHON CETH, B
aApeca v NopTbl, UCMOJIb3YHOLLMECS B APYTOW.

TyHHennpoBaHwue

TexHonorus, Nno3BOAAKOWad 3allNTUTb COEANHEHNA MEXAY Y31aMU JIOKaJIbHbIX ceTe|7|, KOTOpble
obmMeHMBatoTCA MH¢opMaume|7| yepes NHTEPHET Uan gpyrme r|y6n|/|qu|e cetn, ﬂyTéM MHKancynaumm n
LIJI/ICprBaHI/IFI Tpaq)vn(a 3TUX Yy3210B HE CaMUMU y3JlaMW, @ KOOPANHATOPaMK, KOTOPble YCTaHOBJIEHbI Ha
rpaHnye nx n0KaabHbIX ceTen.

TyHHEennpyembln y3en

¥Y3en, Ha KOTOPOM He YCTaHOBAEHO nporpammHoe obecneveHme ViPNet ¢ pyHkumen wndposaHms
Tpaduka Ha CeTEBOM YPOBHE, HO €ro TpaduK Ha NMOTEHLMaNbHO OMacHOM y4acTKe CeTu
3aWwmndpoBbIBaeTCA U pacMPpPOBbLIBAETCH Ha KOOPAWHATOPE, 33 KOTOPbIM OH CTOMT.

®dann KoHTenHepa

CneumanbHbIl Gain, B KOTOPOM XPaHUTCA 3alUuLWEHHas nHbopmMaLuma. IToT dalin NogkatovaeTcs B
KayecTBe HOBOIO IOTMYECKOro Ancka B BaLlel onepauuoHHON cucteme. Bel MoxeTe paboTaTk € 3TUM
AMCKOM, Kak € 06bluHbIM Anckom Windows: nepeTackuBaTb, KONMPOBaTb, BCTaBAATb, yAanaTb dalinbl.

®ann KOHTEVIHepa UMeEET pacllmnmpeHme * . sdc U Mo YMOAYAHUIO ABNAETCA CKPbITbIM. YTobbI YBUAETb 3TOT

dainn, Ha MaHenun ynpaBneHus oTkpoinTe CBOWCTBaA Nanku, Ha BKAagke Bug Bkatoumnte onumio
Moka3biBaTh CKpbITble $aitsibl U Nanku.

Llenouka ceptndumkaumm

yl'lOpFI,ﬂ,O‘-leHHaﬂ nocneaoBaTte/ibHOCTb CepTMq)I/IKaTOB, COOTBETCTBYHOLLaa nepapxmm I/I3,£I,aTeJ'IeI7I ITNX

CepTMq)I/IKaTOB. CepTI/Iq)I/IKaT cynTaeTca AeﬁCTBMTeﬂbeIM, ec/in uenoyka CepTI/Iq)MKaLI,I/II/I MoOJIHa (TO eCTb

3aBeplaeTca KOpHeBbIM CepTI/Iq)I/IKaTOM) n BCe BXojALine B Heé CepTI/Iq)I/IKaTbI TakK>Xe AelzCTBMTeﬂbel.

YacTHbIN agpec

Ons ceTet Ha 6ase npoTokoa IP, He TPebyHoLWMX HEeMOCPeACTBEHHOTO NMOAKAOUYEHUA K UHTEPHETY,

BblgeneHo Tpu ananasoHa IP-agpecos: 10.0.0.0-10.255.255.255; 172.16.0.0-172.31.255.255; 192.168.0.0-
192.168.255.255, KOTOpble HMKOrAa He NCMOAbL3YOTCA B MHTEPHETE. YTOObI BbINTW B MHTEPHET C a4pecom

M3 TakKoro gnanasoHa, HeO6XOAVIMO NCNO/b30BaTh MEXCETEBOW 3KpaH C q)yHKLI,I/IeI7| NAT nam TexHonorunto

npokcu. Jltobas opraHM3aLma MOXeT UCNOoNb30BaTh NtoOble HAbOPbl aApPecoB 13 3TUX AManasoHOB ANs
Y3/10B CBOEW JIOKa/IbHOWN CeTU.

DnekTpoHHasa nognuce (3M)

ViHbopMauwma B aneKTpoOHHON popmMe, KOTopas NpUCcoesnHeHa K Apyrorn MHPOpMaLmMmn B 31EKTPOHHOM

dopme (noanucbiBaemon MHGOPMaLMK) AW MHBIM 0Bpa3oM CBfizaHa C Takon MHGopmMaLmen n KotTopas

NCMOAb3YyeTCs A1 ONpeaeeHns Anua, NOAMNMChIBatOLLEro NHGOPMaLUIO.
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